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ABSTRACT

The increasing penetration of inverter-based generation has made modern power grids highly
dependent on synchrophasor based WAMS and two-way communication infrastructures. As
aresult, the deployment of Phasor Measurement Units (PMUs) at substation buses has grown
significantly. This rapid deployment has also increased the volume of data transmission,
thereby expanding the surface of unauthorized access. Blockchain (BC) technology has
recently been proposed as a promising solution to preserved PMUs data integrity and
confidentiality. In conventional IoT-based BC architectures, each sensor reading is often
processed as an individual transaction resulting network congestion and processing overhead
that negatively affect real-time data processing. To overcome the limitation, this thesis
proposed a subdivision-based BC-integrated WAMS framework utilizing a distributed
consensus algorithm and fast signature scheme. The primary objective of the thesis is to
investigate data communication, automatic monitoring of electrical parameters and security
aspects in the substation domain. This is achieved through the using of MATLAB-SCADA
and Hyperledger Fabric based co-simulation test bed. Subsequently, the thesis demonstrates
the implementation of proposed framework for secure phasor data sharing. Additionally, the
thesis delves into discussing the performance metrics and transaction handling ability of the
proposed scheme in comparison with existing state-of-the-art. Experimental results from
quantitative analysis highlight the impact of significant reduction in transaction volume by
99.4-99.8 %. Therefore, queuing delay becomes negligible, and latency drops by 3-5s

approximately that decrease network congestion issues and improve overall scalability.

Keywords: Smart grid, WAMS, synchro phasor measurement, cyber security,

cryptography, blockchain.
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Pembangunan Pengukuran Kawasan Luas Selamat Berasaskan Blockchain untuk
Integrasi Grid Pintar

ABSTRAK

Penembusan penjanaan berasaskan inverter yang semakin meningkat telah menjadikan grid
kuasa moden sangat bergantung pada WAMS berasaskan sinkrofasor dan infrastruktur
komunikasi dua hala. Akibatnya, penggunaan Unit Pengukuran Fasor (PMU) di bas
pencawang telah berkembang dengan ketara. Penggunaan pesat ini juga telah
meningkatkan jumlah penghantaran data, sekali gus meluaskan permukaan akses tanpa
kebenaran. Teknologi Rantaian Blok (BC) baru-baru ini telah dicadangkan sebagai
penyelesaian yang menjanjikan untuk memelihara integriti dan kerahsiaan PMU. Dalam
seni bina berasaskan BC konvensional, setiap bacaan sensor sering diproses sebagai
transaksi individu yang mengakibatkan kesesakan rangkaian dan overhed pemprosesan
yang memberi kesan negatif kepada pemprosesan data masa nyata. Untuk mengatasi
batasan ini, tesis ini mencadangkan rangka kerja WAMS bersepadu BC berasaskan
subbahagian menggunakan algoritma konsensus teragih dan skema tandatangan
pantas.Objektif utama tesis ini adalah untuk menyiasat komunikasi data, pemantauan
automatik parameter elektrik, dan aspek keselamatan dalam domain substation. Keputusan
eksperimen dari analisis kuantitatif menunjukkan impak signifikan daripada pengurangan
Jjumlah transaksi sebanyak 99.4-99.8%, dengan itu, kelewatan dalam antrian menjadi boleh
diabaikan, dan latensi menurun sebanyak 3-5s secara kira-kira serta meningkatkan

throughput dan latensi.

Kata kunci:  Grid pintar, WAMS, pengukuran fasor segerak, keselamatan siber,

kriptografi, rantaian sekat.
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CHAPTER 1

INTRODUCTION

1.1 Study Background

The modern power grid has embraced wide area measurement system (WAMS) and
heterogeneous communication architecture to enhance high-resolution grid monitoring and
dynamic control. With the increasing reliance on data obtained by measurements and
monitoring devices, protecting data integrity and confidentiality against potential cyber-
threat in the smart grid is gradually becoming challenging. Hence, secure data sharing is
crucial for efficient and safer power grids. A typical WAMS comprises Phasor Measurement
Unit (PMU), Phasor Data Concentrator (PDC), and a two-way communication architecture
following IEEE C37.118 protocols for real-time monitoring. However, the communication
architecture of WAMS is centralized and lacks robust security mechanisms, making it
vulnerable to a single point of failure (Sufyan et al., 2021). Therefore, phasor data exchanges
between the PMU and PDC must be protected against malicious access and malfunction.
Although increase PMU integration in the different parts of the power grid has
revolutionized situational awareness and grid visibility. These PMUs are exposed to
malicious attackers that expanding the surface of unauthorized access. As a result, PMUs are
exposed to cyber threats such as unauthorized manipulation of phasor data because of the
lack of robust device management and data authentication. Hence, verifying the devices and
achieving trust before exchanging data is essential. Blockchain (BC) or Distributed Ledger
Technology (DLT) has shown great potential to preserve energy data integrity and

confidentiality using cryptographic properties (Thakkar et al., 2019; Zhao et al., 2020).



1.2 Problem Statement

With the increasing penetration of inverter base energy generation, the modern power
grid, vastly relies on PMU based WAMS and two-way communication topologies. Hence,
the installation of PMU devices has been rising exponentially at the substation buses. This
integration enhances the real-time monitoring and analysis of the power grid's dynamic states
that improves the situational awareness and grid visibility (Xu et al., 2022). However, the
growing installation of PMU devices has increased the volume of data transmission, thereby
expanding the surface of unauthorized access (Kateb et al., 2019; Ravikumar et al., 2020;
Schweitzer Engineering Laboratories, 2020). Therefore, any malicious access such as data
alteration (e.g., man-in the middle attack), stealthy modification (false data injection) could
breach the utility data integrity and confidentiality (Zhuang et al., 2021a). This is mainly
because of inadequate device management and data authentication protocols (Dehalwar et
al., 2022a). Hence, it is crucial to verify the devices and establish trust before data exchange.
Implementing robust access management, device verification, and data authentication can
effectively safeguard the PMU data integrity and confidentiality (Dehalwar et al., 2022b).
BC technology has shown great potential to protect data integrity and confidentiality. A wide
range of research paper (Ahlund et al., n.d.; Shen et al., 2020; Zhuang et al., 2021b)
showcased the incorporation of BC technology to enhance smart grid data management.

BC as a core technology efficiently preserves data integrity and confidentiality. This
is achieved through incorporation with data authentication and source verification using
asymmetric cryptography and hashing functions (Bhattacharjee et al., 2020a; Thakkar et al.,
2019a). Recent studies highlight the usage of BC technology for securing data management
(Guo et al., 2022; Kong et al., 2020) as well as ensuring the integrity and confidentiality of

energy data (Mylrea & Gourisetti, 2017; Sikeridis et al., 2020; Vasukidevi & Sethukarasi,



2022; Yang et al., 2019). Thus, incorporating BC technology on top of the communication
layer can significantly enhance secure data sharing.

In BC-based WAMS architecture, the PMU devices function as client nodes,
capturing measurements and storing them in immutable databases. Each measurement from
aPMU is treated as a BC transaction, encapsulating either phasor data or control instructions.
Despite its potential benefits, the conventional blockchain framework faces significant
challenges related to throughput and latency, particularly when applied to big data-driven
WAMS applications (Fan et al., 2020; Ferrag & Shu, 2021). Considering the data recording
rate of a PMU (30 to 60 samples/s) (Follum et al., 2021; Xu et al., 2021), if every PMU
reading is treated as a separate transaction, the network is flooded with a high volume of
small transactions that can cause network congestion in the system, leading to delays in the
process of each transaction. Network segmentation and data compression techniques can
effectively reduce data volume and size. For instance, a WAMS can be divided into
subdivisions, with PMUs connected to the PDC through the clustered network

In contrast, the time it takes for each transaction to be confirmed and added to the
BC increases, leading to higher overall latency. Therefore, data rate and the speed of
receiving big data from PMU devices might be infeasible to process (Asefi et al., 2022),
resulting in network congestion in the BC-enabled system. This is primarily due to
computational complexity of cryptographic functions and consensus difficulties (Colaco et
al., 2020) which are often incompatible with the stringent real-time data processing demands
of WAMS. For instance, all participating peer nodes broadcast and verify every transaction
and block in the traditional BC architecture. Thus, peer node data verification increases
processing overhead and block confirmation time. However, permissioned BC with partially

centralized network could reduce the data verification time.



1.3 Motivation and Research Problems

In the recent transformation of WAMS due to the massive RE integration into the
grid, PMUs generate high-frequency data for real-time monitoring and control. A typical
WAMS function through a collective technological effort relies on PMU, PDC, and
centralized communication architecture. Whereas PMU is a logical device installed in power
buses and provides precise time-synchronized measurement using a standard Global
Positioning System (GPS) (Lee & Centeno, 2019). The collected measurements are sent to
PDC through vulnerable communication network. However, data sharing via vulnerable
communication network exposes to malicious intruders who can exploit the system
parameters. Therefore, traditional data management approaches are insufficient to meet the
stringent real-time, high-volume, and secure communication demands of WAMS. The
illustration of WAMS architecture in Figure 1.1 indicates the traditional nature of data
communication between the measurement devices and the control centre. Unauthorized

access, data manipulation, and latency directly threaten the grid’s stability and reliability.

BC technology provides excellent data management features such as data
authentication, device identification, and access control mechanisms using a hashing
function, digital signature, and consensus to address smart grid data integrity and
confidentiality (Banoun & Diarra, 2021; Dehalwar et al., 2022; X. Fan et al., 2020). In BC-
enabled WAMS architecture, every PMU integrated into the network undergoes prior
verification, and the data provided by these devices is authenticated using cryptographic
mechanisms. Hence, only verified PMUs recorded phasor data in a decentralized and
immutable database that could inherently establish trust between the PMU devices and back-
end servers. Each measurement is recorded as a transaction, organized chronologically in

blocks, and linked through hashes to form an immutable ledger.
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WAMS

HMI Phasor Data Concentrator
Visualization Visualization

Substation Data
Collection and Analysis

Wide Area Data
Visualization and Analysis

Substation 1 Substation 2 Substation n

Figure 1.1: Traditional WAMS Architecture (Gore & Kande, 2015)

However, conventional BC systems are not optimized for high-frequency, big data
applications like PMU-based WAMS due to their low throughput and high latency. The
motivation for this research stems from the crucial need to design a scalable and lightweight
blockchain framework that can maintain data integrity and confidentiality support real-time
data exchange and adapt to the increasing number of PMUs without compromising
performance. This research seeks to bridge the gap between secure communication and
scalable blockchain infrastructure in smart grid environments, ensuring a reliable and future-
proof WAMS ecosystem. Therefore, the thesis addresses the following research questions to

address these issues.

1.  What is the resilient WAMS architecture for two-way communication in

smart grid?

ii.  How does utility protect the phasor data integrity and confidentiality in the

WAMS network?



iii.  Is the BC-integrated WAMS framework scalable enough to handle real-time

data recording?

iv.  How to analyse the performance of BC integrated WAMS framework and its

scalability?
14 Thesis Contribution and Novelties

To ensure secure and tamper-proof phasor data recording, a private, permissioned
blockchain is proposed. This architecture offers data authentication, device identification,
and access control mechanisms using a hashing function, digital signature effectively
minimizing cybersecurity risks such as unauthorized access, data tampering, and message
injection, even in a centralized setting. In this model, pre-authorized nodes such as control
centers and substations participate in data recording and validation. The architecture limits
external access and enhances security through strict access control, identity-based

authentication, and cryptographically secured transactions.

To address network congestion challenges, a scalable BC framework adapted for
WAMS is necessary. Such a framework must support high transaction throughput, low
latency, and efficient data management while maintaining the security and integrity of the
data. The architectural framework should ensure secure and efficient real-time data exchange
while overcoming the limitations of conventional BC systems in terms of high transaction
processing and network scalability. Therefore, specific challenges addressed in the proposed
framework are network congestion issue while protecting phasor data integrity and
confidentiality during transmission. Therefore, the framework can handle increasing number

of transactions with increased nodes, reducing the transaction processing time and block



confirmation time to meet the real-time requirements. Nevertheless, a lightweight consensus

algorithm efficiently supports to processing a high volume of data transaction.

This research introduces a novel framework of BC integrated sub-division based
WAMS framework with a lightweight consensus algorithm for robust and resilient data
exchanges. The proposed framework divides the WAMS into “n” sub-divisions, where PMU
nodes are connected in a clustered network. In each sub-division, the measurements of all
PMU nodes in the cluster have been accumulated for one second and packed into a single
transaction (TX) instead of considering every measurement as a transaction. This in turns
decreases the number of transactions and improves the throughput in the network. Then
collected transactions are transferred to the PDC gateway node for verification. While local
PDC verified the transactions, it is considered as valid instead of all peer node verification,
resulting in less block confirmation time, which helps in higher throughput and lower
latency. In this manner, the proposed approach secures data recording, sharing and addresses
scalability issues in the WAMS network. The novelties and contributions of the thesis are

highlighted in the following points:
i.  Proposed BC designed sub-division-based WAMS architecture to address

high-scale data transaction requirements in real-time

ii.  Propose the use of data aggregation and compression at the PMU to improve

the network congestion issue and transaction throughput

iii.  Proposed a lightweight consensus algorithm for fast data verification and

block confirmation and improve transaction latency



1.5 Research Objectives

This research proposes BC-integrated WAMS to protect phasor data integrity and

confidentiality in smart grid. In this regard, the following objectives are to be achieved:

i.  To investigate the resilient of the existing WAMS architecture, two-way

communication system, and data security

ii.  Todevelop a subdivision-based BC integrated WAMS framework for phasor

data protection in a two-way communication environment

iii.  To implement the BC-based WAMS framework with Hyperledger Fabric-

MATLAB-based co-simulation test bed

iv.  To analyse the performance of the proposed framework

1.6  Research Goal and Hypothesis

This research is focused on the design and implementation of a scalable BC-based
framework for ensuring the integrity, and confidentiality of PMU data in WAMS. The
primary goal is to investigate the WAMS and two-way phasor data communication in smart
grid environment. Nevertheless, this study addresses the challenges of network congestion,
high data rates, and latency that arise when BC is integrated into real-time smart grid
communication infrastructures. This is achieved through a sub-division based WAMS where
PMUs group in cluster. Data readings of all PMUs at the individual cluster are summed up
at a specific time window as a data segment. Then every data segment considered as single
transaction instead of every PMU reading as separate transaction. Meanwhile, A custom

consensus protocol is implemented to reduce block confirmation time and computational



overhead. The proposed framework is designed to fit in the IoT-scale environment with

lower computation requirements.

The framework is implemented by MATLAB-SCADA and Hyperledger Fabric
based testbed in co-simulation environment. The PMU data is simulated using DERs
integrated IEEE 9-bus, 39-bus and 118-bus hybrid systems, with data rate at 50 samples per
second to reflect real-time operating conditions, aligning the study with real world
deployment scenarios and testing the BCs data handling capabilities. The integration of
DERs and sizes were intentionally chosen to create dynamic and realistic PMU data loads.
Lossless time-series compression (e.g., Gorilla algorithm) (Igbal & Keskar, 2021) is
employed to reduce transaction size and minimize network load. All tests and performance
evaluations are carried out in a controlled lab environment, using simulating tools (e.g.,
Node-RED, Python, Linux-based nodes) to validate the architecture under realistic data
loads. Nevertheless, the research does not involve physical PMU device deployment or field
testing in real substations. Particularly, the research hypothesis has been listed as follows to

make justification of research objectives:

1. The investigation will demonstrate the data sharing of WAMS

ii.  The proposed subdivision-based BC framework will achieve higher

throughput and lower latency compared to conventional BC architectures

iii.  The proposed BC framework will allow to handle real-time data streaming in

an increasing number of PMU nodes

iv.  The proposed BC framework will provide potential improvement in terms of

efficiency, and scalability comparing existing solutions.



1.7 Thesis Structure

The thesis is organized by following sections as follows:

Chapter 1-Introduction: This chapter introduces the research background and identifies the
key challenges. The problem statement is clearly formulated, followed by research
questions, objectives, and hypotheses that shape the study. The chapter also outlines the

thesis contributions.

Chapter 2- Literature Review: The chapter provides a detailed overview of WAMS,
blockchain based architecture. Besides the theoretical foundation, chapter 2 explores the

research gap and existing work relevant to proposed architecture.

Chapter 3- Methodology: This chapter presents the research methodology, beginning with
the modelling of a DER-integrated hybrid power system and the simulation of
synchrophasor-based monitoring. Meanwhile, two case studies—one is IEEE bus systems
without BC, and another one is with BC—are designed to implement the proposed
framework. However, case study 3 explain the performance evaluation of proposed

framework with increased PMU nodes.

Chapter 4- Results and Discussion: Chapter 4 discusses the outcomes of each case study,
with a comparative analysis of WAMS performance with and without BC integration.
Performance metrics such as block size, latency, and transaction throughput confirm the

feasibility and effectiveness of the proposed BC-enhanced WAMS.

Chapter 5-Conclusion and Recommendation: The final chapter summarizes the key findings
and validates the proposed solution’s ability to address the identified research problem.
Recommendations for future research work include exploring scalable consensus algorithms

and deploying the proposed framework in real-world testbeds for further validation.
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CHAPTER 2

LITERATURE REVIEW

2.1 Overview

The conventional power grid undergoes a rapid transition towards the smart grid that
accommodate additional renewable energy (RE) and electric vehicle (EV) to address carbon
footprint. Hence, power system today is becoming even more complex to monitor and
control with the high penetration of RE integration. Therefore, utilities continuously adopt
advanced sensing and measuring technologies at all levels of the network to provide real-
time monitoring of the power grid across vast geographical areas. The consequences of US
electrical power system blackout in 2004 (Appasani & Mohanta, 2018) and similar other
blackout around the world (Huang et al., 2018) forces the power system to embrace WAMS
that utilized synchro phasor measurement technology for high-resolution monitoring and
real-time fault detection (Appasani & Mohanta, 2018). Regardless of the various potential
aspects, phasor measurement has increased the volume of data transmission, thereby
expanding the surface for unauthorized access. As a result, the cyber-security risk in smart
grid infrastructure is gradually increasing, posing a challenge for utilities to protect data
integrity and confidentiality (CISCO Systems, 2012). Hence, proper device identification
and data authentication is necessary for robust and resilient data transfer. Blockchain (BC)
or distributed ledger technology (DLT) is highly potential to address data integrity and
confidentiality issues. Researchers are increasingly discussing the use of BC technology as
a mitigation technique to address cybersecurity issues in smart grids (Hossain et al., 2020;

Kishore et al., 2021; Marchesi, 2018).
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2.2 Smart Grid

Smart Grid is a modernized electrical network that enables two-way data and energy
flows and capable of self-healing and control capabilities against energy disturbance as
stated by U.S. Energy Independence and Security Act of 2007 (EISA) (EISA, 2007). Hence
it indicates to an evolutionary change of traditional power grid that’s integrated with
upgraded digital technology and two-way communication network infrastructure. In the
conventional power grid, electricity flows from the power plant to consumers in a one-way
direction. Utilities manage the grid by forecasting demand based on historical consumption
trends, enabling them to plan and adjust the generation and distribution of electricity
accordingly. With the integration of renewable energy (RE), power now flows in the
opposite direction, as consumers generate energy through small-scale systems and send
surplus power back to the grid, increasing grid complexity. This dynamic nature of
generation and consumption is putting the new stress on the power grid requiring utilities to
gain better visibility for ensuring grid stability by accurately monitoring energy generation

and consumption.

This high penetration of inverter-based power generation has increased complexities
on smart grid infrastructure to maintain reliable grid control. Therefore, Utilities are
progressively integrating advanced sensing, metering, and innovative measurement
technologies to monitor the state of the grid in real-time across wide geographical areas. In
addition, sensing and measurement technologies include WAMS, Intelligent Electronic
Devices (IEDs), Advanced Metering Infrastructure (AMI), smart meters, and others (Atmaja
et al., 2019). Figure 2.1 illustrated the classification of measurements components and
communication technologies in smart grid. This work only focused on WAMS and related

measurement components considering the research scope and objectives.
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Figure 2.1: Classification of Smart Grid Components (Abrahamsen et al., 2021)

2.3 Wide Area Measurement System (WAMS)

WAMS is a collective technological effort based on synchronous measurement
technology (SMT) that takes measurements of electrical parameters continuously for high-
resolution snapshoot across the entire power system. This is considered an attractive
technology nowadays because of synchronized data sampling capability and fastest
transmission rate. Typically, SCADA based conventional monitoring systems reports data
of power grid at every 4-6 seconds. Whereas the data reporting rate in synchrophasor
measurement system is 30-60 records per second or higher which is a hundred times faster
than traditional SCADA system. The comparison of SCADA versus WAMS monitoring in
Figure 2.2 clearly indicates a high resolution visibility in real time (Follum et al., 2021; Xu
et al., 2021). The synchronized data sampling ability allows WAMS to take measurements
from different parts of the power grid simultaneously using a high-accuracy Global
Positioning System (GPS), strengthening utility monitoring and operation by providing a
clear snapshot of system stability under stressed operating conditions.
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Figure 2.2: SCADA vs WAMS Monitoring (Usman & Faruque, 2019)

Additionally, typical WAMS architecture comprises PMUs, PDCs, and centralized
two-way communication network to link the PMU, PDC and control centre for data
streaming. The PMU is an electronic device installed in different parts of the transmission
bus that provides precise time synchronized measured values of the voltage phasor, current
phasor, frequency, rate of change of frequency (ROCOF) and phase angle using a common
GPS (Lee & Centeno, 2019). Consequently, all the synchronized measurements then
transmit to the PDC at a constant rate at 50-60 frames per second (fps) to guarantee the
dynamic events monitoring (Phadke & Bi, 2018). Such a time synchronize measurement
from different power node benefited in terms of better and high-resolution monitoring. The
collected measurements are utilized for monitoring and identifying grid stability and related
weaknesses, which helps implement countermeasures to protect the power grid. A PDC

(regional PDC) collects data from approximately 50-60 PMUs (Kateb, 2019).

Since the evolution of the synchrophasor measurement system, researchers have
widely discussed the increased integration of PMUs with heterogeneous communication
architecture in a wide area network of the grid. Therefore, robust and resilient

communication infrastructure is required with advanced information technologies (IT) to
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enhance the full potential of synchrophasor technologies (Kateb et al., 2018). However, the
integration of an enormous number of intelligent electronic devices in different parts of the
power grid, such as PMUs and IEDs, has increased the possible cyber-attack surface among
the attackers. Therefore, a cyber-attack on these devices could lead to severe cascading
failures, potentially causing a total blackout of the power grid, similar to the 2015 Ukrainian
cyber-attack (Alert, 2021). Likewise, this high installation of IoT enabled PMU devices at
the edge of the substation has increased the volume of data streaming rate in the
synchrophasor network which is cyber vulnerable to the attackers and security threats to the
phasor data integrity, confidentiality, and availability (Yang et al., 2019). Hence, current
centralized WAMS architecture is not sustainable enough to manage these huge volume of
data streaming securely (Kateb et al., 2019). As a result, utilities around the world are
looking for a secure data processing technique for manage this high volume of phasor data
efficiently. Therefore, secure data processing over the cyber-resilient and scalable

communication network is necessary in the WAMS architecture.

2.3.1 WAMS Security

The PMU-based WAMS has been widely used in the modern power grid due to its
high data reporting capability. Although PMU integration in the different parts of the power
grid has revolutionized the situational awareness and visibility of the power grid, it exposed
to malicious attacker due to vulnerable communication architecture including PMU data
modification, data interruption, data fabrication and interceptions. A cyber-attack on the
power system, similar to the Ukrainian cyber-attack on Kyiv (Alert, 2021; Tatipatri & Arun,
2024), can lead to widespread outages, leaving millions without power. Attackers, often
driven by financial motives, can compromise the integrity, confidentiality, and authenticity

of communication channels.
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The authors (Kateb et al., 2019; Schweitzer Engineering Laboratories, 2020) outlined
the traditional architectures of WAMS. While typical WAMS embraced IEEE C37.118 that
is centralized in nature. However, data sharing in centralized synchro phasor architecture
lacks data protection mechanism which is vulnerable to malicious access (Bhattacharjee et
al., 2020; Thakkar et al., 2019). As a result, any unauthorized access by malicious intruders
in the synchro phasor network resulted in massive outages and destruction of power
infrastructure. Therefore, data sharing between the PMU and PDC in the centralized
architecture is not resilient to tolerate the failure of node in the network. Hence, a
decentralized architecture with a strong security mechanism is quite essential to be
developed (My3uka, 2020), easing the cyber-attack and prevent blackout of the entire power
grid. According to the ref. (Zhang et al., 2021), most of the data traffic transmitted by PMUs
in synchrophasor communication network is not encrypted over the internet which

endangered confidential utility data to the public.

Furthermore, synchrophasor measurement system exposed several types of cyber-
attack because of its sophisticated and centralized nature of network. Gunduz & Das (2020)
and Hossain & Peng (2020) demonstrated different types of cyber-attacks, including man-in
the middle attack, packet analysis attack, malicious access, false data injection and data
spoofing attack, among others. While researchers in (Ghiasi et al., 2021) classified multiple
type of data modification attack in synchrophasor system. However, either type of malicious
attack can manipulate critical electrical parameters and falsify the sensor measurement and
configuration in the substation and consumer premises equally. Thus, the utility might be
misled into making incorrect decisions that affect the grid's reliability and stability.

Therefore, any unauthorized access to the synchrophasor network can lead to data
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interruption, data fabrication, data modification and data interception attack (Bhattacharjee

et al., 2020).

2.3.2 Security Objectives

Cyber security objectives is well known as “CIA” which are Confidentiality,
Integrity, and Availability as demonstrated in (Cisco Networking Academy:Cybersecurity,
2021; Gunduz & Das, 2020; Kimani et al., 2019; Kumar et al., 2015). Confidentiality refers
to data protection against exposer while integrity suggest protecting data against alteration
or modification and availability describes as assuring data access in network when needed.
The CIA-tired and standard countermeasures in smart grid synchrophasor network have been

explained in the following subsection.

2.3.2.1 Data Integrity

Data integrity in WAMS perhaps described as any unauthorized alteration,
stealthy modification, or destruction of sensor measurement from wide area grid network.
As PMU providing sensitive measurements, hence it is important to transfer accurate data
packets to PDC. Therefore, losing data integrity leads to wrong decision making related to
the power measurements that may have catastrophic effect to the synchro phasor devices.
False data injection (FDI) attack particularly categorized as common integrity attack in smart
grid which capable to jeopardize the field measurement and state estimation that mislead the
control centre to decision making. As a result, cascade grid failure could be taken place
(Deng et al., 2019). However, Hash verifications, input/output checksums, and proper
authentication systems are few efficient countermeasures used to achieved the data integrity

in the WAMS network (Shahraeini & Kotzanikolaou, 2020; Thakkar et al., 2019).
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2322 Data Confidentiality

The confidentiality deals with privacy and protection of critical grid information
and prevent the unauthorized access to the critical energy data and grid information. Data
exchanged between the PMU-PDC in the synchrophasor network is essential to protect and
secure confidential energy data. Hence, data encryption techniques and access control helps
to maintain the confidentiality of information (Thakkar et al., 2019). However, in
confidentiality attacks, unauthorized individuals or entities are targeted to access critical
energy data and smart grid information. In addition, the violation of data confidentiality is
mostly in AMI networks where intruders can gain access by using root password recovery
or exploitation of system limitations (Asghar et al., 2017) and collect the consumer critical
electricity data to violate the customer privacy. Therefore, data authentications and

authorization processes to access data are vital to maintaining integrity and confidentiality.

2323 Data Availability

The availability refers to uninterrupted data communication and continuous data
transmission between different entities in the grid. In addition, it ensures reliable and
appropriate data accessibility in the synchrophasor network. Access to information will be
disrupted if availability is lost, which could impact power delivery decisions (Kateb, 2019).
In addition, availability guarantees the reliable data access on time, which is significant for
the steady operation of the smart grid. However, cyber-attack could create an obstacle to
delaying the availability by interrupting the data communication, block or corrupting the
control signal, which make the bad impact on grid stability, grid operation, grid efficiency

and security of smart grid (Beasley et al., 2015; Yan et al., 2012).

Cyber vulnerabilities and security challenges in smart grid are investigated in

(Gunduz & Das, 2020). Similarly, the researchers demonstrated cyber threats in
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synchrophasor networks (Shapsough et al., 2016; Tufail et al., 2021). Unlike IT networks,
where security and privacy requirements focus on the centre of the network where data is
stored, the smart grid network requires protection at both the network centre and edge, as it
is inherently distributed in nature (Aloul et al., 2012; Garlapati, 2020). Ample research in
this field have suggested different method to improve the security and privacy of smart grid
using Intrusion Detection System (IDS), firewalls, and encryption method which consider
as traditional approach for smart grid network security. Hence, the conventional smart grid
security mechanisms suffer from limitations, such as centralized access control, which has
become increasingly irrelevant due to the high penetration of electronic devices in the smart
grid. Therefore, a partially centralized, permissioned blockchain offers significant potential

in this regard, providing a controlled database management system, data immutability.

2.4 Traditional Countermeasures to Secure Network

To prevent security breaches in the network, several countermeasures and mitigation
techniques has been proposed in the literature, such as Firewall, Intrusion Detection System
(IDS), Virtual Private Network (VPN) etc. (Gunduz & Das, 2020; Waseem et al., 2023). The
authors summarizes the best practices to deal with cyber vulnerabilities in smart grid
(Hojabri et al., 2019). Meanwhile, Yang et al. (2019) conducted an experimental study of a
malicious attack on PMU in smart grid and proposed a multilayer architecture protected by
firewall and VPN-enabled security gateways which prevent access to external attackers to
local power system networks. The VPN tunnel securely encapsulates IEEE C37.118
messages to mitigate potential cyber risks. Vulnerabilities in IEEE C37.118 have also been
highlighted in (Hadi et al., 2020; R. Khan et al., 2016) through demonstration of SQL

injection (Structured Query Language) attack.
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Particularly, firewall utilized for network security alongside intrusion detection
systems (IDS). While encryption and authentication are used for data security and host IDS
for device security parallelly in the industry (Quincozes et al., 2021). From the vulnerability
assessment in ref. (Niu et al., 2018), the author points out the causes of vulnerabilities: e.g.,
data encryption, lack of data and device verification, and data authentication. At the same
time, attackers can easily track and analyse non-encrypted data. However, these technologies
are not hundred percent suitable to secure data exchanges in the WAMS network due to the
real-time data communication requirement (Gunduz & Das, 2020; Tufail et al., 2021). It is
still necessary to develop a scalable decentralized architecture with data authentication and
device verification for robust data transfer in smart grids. The distributed ledger or

Blockchain (BC) is a promising technology for resilient data exchange in smart grid WAMS.

2.5 Blockchain Overview

BC is a decentralized, distributed digital ledger system that provides transparent data
recording with authentication and source verification using public key cryptography (PKI)
and a digital signature to prove ownership of data while the blocks linked together
cryptographically creating chain of blocks with data integrity and immutability. Hence, it
allows participating nodes to record the data in a decentralized manner; thus, the data entry
is not stored on a central server (Asefi et al., 2022). The algorithm that defines the rules and
helps to reach the decision is called the consensus algorithm. Recorded data is available to
all participants nodes in the network. The recorded data on the node is immutable, tamper-
proof, and traceable, enhancing the security and availability of the host organization. The
participating nodes must agree on a set of rules (consensus) to add new data to the block.
However, complete data replication in WAMS architecture might raise scalability and

storage issues since the power grid deals with a large volume of measurements data. Instead
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an extensive WAMS network can be divided into multiple sub-divisions and apply a
hierarchical BC approach to address scalability issues (Asefi et al., 2022; Bhattacharjee et
al., 2020). To verify transactions and appending block in the ledger, peer nodes perform a
validity check called consensus mechanisms. However, transactions and block verification
by a set of nodes increases processing overhead, affecting the network's scalability
performance. Therefore, development of a practical consensus algorithm is essential for fast
transactions verification in real-time. In this way, BC technology can efficiently address
cyber concerns in smart grid, WAMS network. The author in (Sadu et al., 2021) proposed a
BC-based resilient grid automation system against cyber-attack. Most of the research in the
literature concentrates on BC applications in P2P energy trading and cybersecurity within
smart grids. Nevertheless, a few studies have also explored substation automation and

synchrophasor systems (Gayo et al., 2020; Zhou et al., 2022).

Recently, BC has been widely discussed in the industry due to its decentralized data
storing and processing ability. The researchers in (Hossain et al., 2020; Kishore et al., 2021;
Mollah et al., 2021a) showcased the incorporation of BC technology into smart grids to
enhance secure data management. Similarly, the adoption of BC framework of WAMS for
state estimation sharing has been addressed in (Asefi et al., 2022; Bhattacharjee et al., 2020).
Most existing research work on BC-integrated architecture are based on public BC (Asefi et
al., 2022; Sikeridis et al., 2020). Whereas permission BC architecture increases, transactions
speed and block confirmation time, which can improve network scalability performance.
Meanwhile, the researcher rated permissioned BC very high for non-financial applications
comparing permissioned less public BC based on access control, transaction validation, and
reading ledger (Oikonomou et al., 2021; Son et al., 2021; Swathi & Venkatesan, 2021).

Different types of BC have been proposed in the literature to meet various industrial
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requirements based on consensus mechanism and network openness. Therefore, this thesis
mainly focused on the security features of BC with hashing function and digital signature
for data resiliency. However, considering all the research directions including, restriction on
node access, computational complexity, partially centralized framework based on
permissioned-private BC can helps to restrict the network from unauthorized access to the

BC enabled system (Hasankhani et al., 2021).

2.6 Blockchain Network

Classes of nodes, ledger type, consensus algorithm and smart contracts are
considered as core components of BC, which are significantly contributed to form its
architecture. Based on the permissions and ledger accessibility, a book chapter in (Rehmani
et al., 2021), classified BC network as permissioned and permission less BC. Permissioned
BC further classified as private and consortium BC. Where permission less BC categorized
as public BC. In the permissioned-private BC, any nodes can join at any time, read the ledger
data, and validate transactions in this category. Although nodes in public blockchain are trust
less and anonymous, results in long transaction approval time and consumes large power. In
contrast, only pre-approved nodes can participate in the network and validate the transaction
in permissioned-private blockchain. As a result, the transaction approval rate in

permissioned-private BC is quite fast that suited loT application.

Though public, consortium, and private blockchains differ in many aspects, they still
share several similar components that contribute to the development of their architecture
(Shrimali & Patel, 2022). These components include cryptographic encryption, hashing
function, Markel tree, timestamp, consensus, etc. A Markel tree is defined as a data structure

applied for organizing and validating larger set of data into a block while every block has
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unique timestamps which generate variation for the block. Hashing is a mathematical
function that produces a fixed output for any given input, though hashing algorithms are
used to generate hash keys. The mining is the process of recording the transaction (data
entry) into the block while orderer service mechanism has been utilized in the private-
permissioned blockchain to chain the block instead of mining (Agung & Handayani, 2020).
Consensus algorithms are an agreement reached between all peers of BC networks to ensure
the validity of changes in stored data. The transaction flow of BC has been demonstrated in

the following sub-sections.

2.6.1 Blockchain Transaction

Depending upon the application and deployment area, transaction can be in the form
of digital asset transfer, cryptocurrency transfer. Hence, a BC transaction is a digitally signed
piece of data that represents a record of an action taken on a blockchain network. This action
could involve the transfer of crypto currency, the recording of data. For instant, deploying
BC based architecture in smart grid for secure data recording and management; transactions
may contain energy consumption data, measurement data or control instructions to perform.
Therefore, each measurement recorded by a PMU treated as a transaction. However,
transaction volume has significant influence on processing of data verification time that

affect the transaction throughput (data recording) in the WAMS network (Fan et al., 2020).

2.6.2 Transaction Signing and Hashing

Once the client node initiates the transaction, it is required to sign and attached digital
signature. This process involves asymmetric cryptography using sender node private key
that facilitates the authenticity and integrity of the transaction. Consequently, transaction

data hashed into a fixed-length data string through a hashing algorithm. Nonetheless, the
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output hash value uniquely represents the transaction data. It is to be noted that, the hashing
algorithm and digital signature scheme significantly impact data verification time (Feng et
al., 2023), thus affecting the throughput and latency in BC-designed architecture. Therefore,
optimized loT-friendly, suitable signature algorithm must be utilized by BC framework for

fast data transaction in real-time.

2.6.3 Transaction Verification

Transaction verification involves checking the digital signature and ensuring that the
data adheres to the network's rules and protocols according to consensus. In BC-integrated
data recording environment, each measurement recorded by a sensor device is treated as a
transaction. The transaction includes sensor ID, timestamp, and the measured data. The
verification process checks whether data comes from a valid sensor device, and whether it
has not been tampered with. Cryptographic techniques, such as digital signatures, are used
to verify the authenticity of the transaction data. However, transaction verification depends
on cryptographic and consensus overhead which might add significant latency in the
network. Therefore, fast signature scheme with small key size and distributed consensus is

necessary for fast transaction verification.

2.6.4 Transaction Broadcast

Transaction broadcast is the process of sharing the verified transaction across the
network to all participating nodes (other sensors and devices in the network). Once a sensor
records a measurement and the transaction is verified, it broadcasts this transaction to the
network. The broadcasted transaction is sent to all nodes in the network so that they can
receive the new data. Each node that receives the transaction can then verify it independently

before including it in their own copy of the blockchain.
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2.6.5 Transaction/Block Validation

Transaction/block validation is the process by which nodes in the network ensure
that a new block (which contains a set of transactions) is legitimate and follows the
consensus rules before adding it to their copy of the blockchain. After transactions are
broadcasted and collected, they are grouped into a block. The block undergoes a validation
process to ensure all contained transactions are verified and follow network protocols.
Consensus mechanisms, such as Proof of Work (PoW), Proof of Stake (PoS), or Proof of
Authority (PoA), are used to agree on the validity of the block. Once validated, the block is
added to the blockchain, and the updated blockchain is distributed to all nodes in the
network. Particularly, the validator collects signed transactions into a transaction pool

creates a new block at regular intervals.

2.6.6 Block Confirmation Time

Block confirmation time is the time a BC network takes for a new block to be
accepted and confirmed. A higher number of confirmations increases the confidence that the
block and its transactions are permanently recorded in the BC designed database and cannot

be reversed.

2.6.7 Blockchain and Block Structure

Blockchain (BC) is simply a database system that shared with participating nodes in
a distributed network. As the name suggests, it is a chain of blocks containing data or
information that is structured sequentially, secured, and connected through a hash function
with the previous block, as demonstrated in Figure 2.3 (a). The block in the chain is attached
with timestamps; hence, it shall not be backdated. Three blocks in the ledger chain,

demonstrated in the Figure 2.3 (b), which are cryptographically connected, such as, block-3
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carrying the data, hash value and previous block hash value as well. Hence the
communication has initiated based on validation, verification, and consensus; If all the
requirements meet, the communication has been established, and transection will start from
every block. The structure of BC can be defined with the combination of four key theories:
(1) linked lists, (2) digital signature, (3) hash functions, and (4) peer-to-peer networks which
are proven method in computer science for secure data communication (Dedeoglu et al.,

2020).

2.6.7.1 Linked List

The linked list is a data structure that chains the data elements into a list where

latest data entry is linked to the last appended data in the list as pictured in Figure 2.3 (c).

2.6.7.2 Digital Signature

The second key element of a BC system is the digital signature, which is a part
of the cryptographic encryption, and public key infrastructure (PKI) that ensures the data
access only by an authorized entity. However, cryptographic encryption can be symmetric
or asymmetric key cryptography. In symmetric key cryptography, a single common key used
to encrypt and decrypt messages. While encryption and decryption are done using a pair of
keys in asymmetric key cryptography. A public key uses for encryption, and a private key
for decryption. However, BC technology embraces asymmetric key cryptography technique
for encryption and decryption through public and private keys in every blockchain node. The
sender uses recipient public key to encrypt the data while the receiver uses own private key
to decrypt the data. Hence, the encrypted data can be verified and validated by all the nodes
in the blockchain through public key that protects the data integrity and accountability. There
are many asymmetric key encryptions algorithm used such as Rivest Shamir Adleman

(RSA), Digital Signature Algorithm (DSA), Elliptic Curve Digital Signature Algorithm
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(ECDSA), Edwards-curve Digital Signature Algorithm (EdDSA), Elgamal. However,
ECDSA and EdDSA are two popular digital signature algorithms specifically to design loT-
oriented BC architecture due to its fast key generation capability and small key size. Elliptic
curves are non-singular curves where a line between two points will intersect a third point.
Elliptic curve cryptography uses ECDSA (Elliptic Curve Digital Signature Algorithm) based
on the DSA algorithm with different mathematical expressions to generate public-private

keys. Public-private key often referred to PKI.
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Figure 2.3: Blockchain Representation (a) Block; (b) BC Structure and (c¢) Link List
Data Structure (Rehmani et al., 2021)

2.6.7.3 Hash Functions

The third vital element of BC is hash function that makes BC network
cryptographically secured. A hash function is a mathematical function that provides fixed
output against any given input. However, a slight change in the input will significantly
change the output. Hash is a one-way function that quickly calculates the result. BC utilized
SHA-hashing, particularly, SHA-256 hashing function due to fixed-length output and faster

cypher text output. Additionally, when the block is complete or in the time to create the new
block in the chain, the block configures with the hash function, H(x), where X is the number

of existing blocks in the chain, then the hash stored in the next block, consequently
developing the 'chain'. The process continued at the last block, as a result any alternation to
a block can be notified and hash will be shown as invalid. In a block of chain, each block
contains two core components: a header and a body (Pal et al., 2021). The block header
comprises with the block number, the hash value of the previous block, hash value of the
current block, timestamp, the nonce and the address of the creator, while the body of the

block contains transaction or record (Pal et al., 2021; Thukral, 2021).

2.6.7.4 Peer-to-Peer Network

The final element of a BC enabled system is peer-to-peer network where
participating nodes share data packets among other node based on different BC architecture
and eliminating central controller. Figure 2.4 represents the difference of centralized and

BC-based decentralized and distributed P2P architectures.
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2.6.8 Blockchain Architecture

Typically, a BC architecture refers to the structural design of a BC system that
enables secure, decentralized, and transparent data management. Specifically, BC
architecture in smart grid referred to the structural framework where data generated by
sensors and monitoring devices are treated as transactions and securely recorded in
immutable database. BC contains a chain of blocks that record different data or transactions
while a single block in the chain is well capable of storing multiple transactions. However,
each block in the chain referenced with the cryptographic hash of the previous data block.
Hence, BC is simply a chain of blocks (data records) that are cryptographically connected
with previous blocks (Garlapati, 2020). However, a block not only contains transaction data
and cryptographic hash but also the last hash block and timestamp that makes it more

resistant to any alternation and modification (Banks et al., 2019; Garlapati, 2020).

In conventional BC networks, each participant keeps a replica of the digital ledger
and follows consensus protocol to update it; thus, the digital ledger then replicated on all
nodes across the network, making the network more robust and freer of single point of
failure. However, full node data replication in WAMS architecture raises the scalability and
storage issues in wide area network where data volume is high. Recently, BC is widely
discussed due to decentralized data storing and processing ability, which can eliminate

unauthorized access in the synchro phasor network (Mollah et al., 2021).

Moreover, BC offers all necessary features such as decentralized identification, data
authorization, and access control mechanisms to address unauthorized access. A network of
nodes, distributed ledger, consensus algorithm and smart contracts is considered core

components of BC architecture. Based on the permissions on the ledger, accessibility could
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be divided into permissioned-private and permissionless-public and consortium. In the
permissionless-public BC, any nodes can join at any time, read the ledger data, and validate
transactions in this category. Although nodes in public BC are trust less and anonymous,
results in long transaction approval time and consumes large power. In contrast, only pre-
approved nodes can participate in the network and validate the transaction in the
permissioned-private BC. As a result, the transaction approval rate in permissioned-private
BC is quite fast which suited IoT application. Though public, consortium and private
blockchain differ their attributes in many ways, still they have several similar components
in BC architecture, these are cryptographic hash function, Markel tree, timestamp,
consensus, etc. Markel tree defined as a data structure applied for organizing and validating
larger set of data into a block while every block has unique timestamps which generate
variation for the block. Cryptographic hashing algorithms are used to generate hash keys,
while hashing is a mathematical function that provides fixed output against any given input.
Mining is the process of recording the transaction into the block-chain while orderer service
mechanism has been utilized in the private-permissioned blockchain to chain the block
instead of mining. Consensus algorithms are an agreement reached between all peers of

blockchain networks to ensure the validity of changes in stored data.

2.6.8.1 Centralized and Semi-Centralized Blockchain Architecture

While the initial concept of BC is rooted in decentralization, certain applications,
particularly IoT based WAMS may benefit from partially centralized or semi-centralized
distributed ledger technologies (DLTs). In such frameworks, a trusted authority or group of
pre-approved nodes manages the network's operation, offering improved efficiency, control,
and compliance compared to fully decentralized systems. Hyperledger Fabric, Corda for

instance, is a permissioned BC framework designed for IoT-scale data management
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application. Recent research has highlighted the benefits of such frameworks in energy and
smart grid applications. For example, (Liu et al., 2023; Y. Wang et al., 2021) proposed a
semi-centralized blockchain system with multi-chain technique for auditing communications
of WAMS, emphasizing fast consensus and access control. In WAMS contexts, such
frameworks could be tailored to allow central entity coordinates between distributed nodes,
improving performance and scalability in grid monitoring tasks. Figure 2.4 clearly illustrated

the comparison of centralized, decentralized and distributed P2P architecture

Although the private blockchain architecture is not fully decentralized, it is
designed as a permissioned, partially centralized ledger system specifically to suit the
operational and security needs of critical infrastructures like WAMS. Unlike public BCs,
where any node can join and participate in consensus, the proposed framework only permits
authenticated, pre-approved nodes (e.g., control centers, substations, and data aggregators)
to record and verify transactions. From a cybersecurity perspective, this design significantly
reduces the attack surface by limiting external access and enforcing strong identity
management. Each transaction is cryptographically signed, immutably recorded, and

traceable, thereby ensuring data integrity and non-repudiation.

Client

Centralized

Decentralized Distributed

Figure 2.4: Comparison of Centralized, BC-based Decentralized and Distributed P2P
Architectures (Mollah et al., 2021)

31



2.6.9 Blockchain Node

A BC node is suggesting to an entity, which links to a BC network and performs
different duties (Agung & Handayani, 2020). Full node and light node are the two types of
a node demonstrated in the literature (Petersen & Jansson, 2017). However, node has the
privileges to join or leave the network at any time. The main function of a full node is to
verify the transaction and store the copy of BC while light node used for light transection on
a limited resource to validate transaction. Chronological data records benefit the formation
of a ledger chain, whereas a single block in the ledger chain contains a set of data. However,
once the block added in the chain it become nearly immutable, tamper-proof which cannot

be altered by unauthorized entities (Kang et al., 2017).

The fundamental difference between consortium, private, and public blockchains lies
in the types of nodes involved—specifically, the computers within the network that are
responsible for data verification, validation, transfer, and storage. Moreover, the nodes in the
public BC are thrust less and anonymous which is responsible for large power consumption
and extensive transaction approval time. While nodes in private and consortium blockchains
are trusted, and the consensus mechanism based on trusted nodes helps to reduce power
consumption and increase the transaction approval rate. A blockchain network consists of
several types of nodes, and each node hosts a copy of the ledger (Asefi et al., 2022).
However, hosting copies on all the nodes in the network increases storage concerns, which

is a significant issue in [oT-based applications.

2.7 Blockchain Performance

To determine the BC performance, it is essential to highlight the correlation between

the throughput vs block size, block confirmation time vs throughput, and transaction size vs
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throughput. According to book chapter in (Rehmani et al., 2021), the basic parameters such
as number of transactions, transaction size, block size and block confirmation time
significantly impact the throughput and latency in the proposed system, as illustrated in
Figure 2.5. As transaction size (bytes) and block confirmation time (s) increase, the
throughput (Tx/s) of the proposed blockchain network gradually decreases, as shown in
Figure 2.5 (a & b). This decline is primarily because of a decrease in adding blocks to the
BC ledger. In contrast, the throughput exhibits a linear increase with larger block sizes in

Figure 2.5 (¢) due to accommodating a higher number of transactions in a block.

In the context of WAMS, each PMU typically transmits data at a high frequency—
commonly 30 to 60 samples per second—resulting in a continuous stream of time-sensitive
measurements. When this high-frequency data is mapped directly into BC transactions
without any aggregation or optimization, the network quickly becomes saturated with a large
volume of small transactions. This leads to transaction backlog, increased block
confirmation time, and ultimately, network congestion, making real-time data processing
infeasible (Follum et al., 2021; Asefi et al., 2022b). As shown in Figure 2.5, the block
confirmation time and transaction size have a direct opposite impact on blockchain
throughput, which further exacerbates latency under high data rates. The problem becomes
more critical when multiple PMU nodes are active, leading to a rapid increase in transaction
generation that exceeds the BC’s processing capacity (Fan et al., 2020; Colaco et al., 2020).
Therefore, addressing network congestion is essential for ensuring the scalability and

sensitivity of BC-enabled WAMS applications.

It is worth mentioning that transaction throughput can be managed by configuring

block size, appropriate BC framework and lightweight consensus. Substantial block size can
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store additional transactions, increasing the throughput; however, it extends the block
proliferation time. Transaction throughput can be characterized as the total number of
transactions per second a BC network can process, and it is calculated as (Tx/s). On the other
hand, transaction latency refers to the time taken for a transaction to be processed and
confirmed to be added to the ledger. It is another crucial metric of any BC network besides
the transaction throughput in evaluating the scalability of a BC based system. Transaction

latency is usually assessed as the average latency of the network.

2 150 2100
> >
= =
5 100 =
= 850
5 %0 5
> -
-8 0 -8 0
= 3
0 2 4 T 220 95000,06
. . . N N
Block Conﬂzm)atlon Time (s) Transaction Size (bytes)
a (b)

B
o

T T T T

Thoughtput (Tx / s)
[Ae]
o

o

20 40

ocC 1Ze, es
fc\( ytes)

Figure 2.5: Impact of Throughput; (a) Block confirmation Time (b)

Transaction Size, (c) Block Size (Rehmani et al., 2021)

2.8 Research Gap: Problem Formulation

This section demonstrates the key findings and related method based on the recent
literature that has been collected on Tables 2.1 and 2.2. According to (Kateb et al., 2019),
the increased installation of PMUs at the edge of the substation has increases the surface of

unauthorized access. While any malicious access such as unauthorized alteration (e.g., man-
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in the middle attack, false data injection) stealthy modification (false data injection) could
breach the utility data integrity and confidentiality (Zhuang et al., 2021). BC as a core
technology effectively defends data integrity and confidentiality, through the incorporation
of authentication and source verification using asymmetric cryptography and hashing
functions (Bhattacharjee et al., 2020; Thakkar et al., 2019). A number of studies (Ahlund et
al., n.d.; Shen et al., 2020; Zhuang et al., 2021) showcased the integration of BC technology
into smart grids to enhance data integrity and asset management, privacy preserving for
smart grid data communication (Desai et al., 2019; Guan et al., 2018), privacy protection for
smart meter and advanced metering infrastructures (AMI) or both (Houda et al., 2020; Tian
etal., 2022; S. Zhang et al., 2020). However, only few works concentrate BC scalability and

suitability on big data based, real-time and high throughput applications.

Nonetheless, the conventional BC framework has throughput and latency issues to
be integrated into high volume of data recording or big data-based WAMS application (Fan
et al., 2020; Ferrag & Shu, 2021). This is primarily due to computational complexity of
cryptographic functions and consensus difficulties (Colaco et al., 2020); such as data
verification, block creation, validation, and block confirmation time. For instance, all
participating peer nodes broadcast and verify every transaction and block in the conventional
BC architecture. Thus, peer node data verification increases processing overhead and block
confirmation time. Given that the typical data recording rate of a PMU ranges from 30 to 60
samples per second (Follum et al., 2021; Xu et al., 2022), treating each individual PMU
recording as a separate BC transaction significantly increases the transaction volume. This,
in turn, adds processing delays that exacerbates throughput challenges in the WAMS

network.
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The performance of a BC-integrated network relies on its ability to process the
number of transactions per second (TPS) according to performance analysis of a BC
architecture demonstrated in (Bamakan et al., 2020). Hence, careful consideration of several
parameters including transaction size, transaction-processing time, and number of
transactions in the block, block size, cryptographic encryption, and consensus mechanism is
necessary. The higher the transactions included in the block, the higher the throughput.
Whereas the higher the transaction size and block confirmation time, the lower the
throughput and lower latency (Fan et al., 2020). Additionally, increase in the number of
participating PMU nodes increases the number of transactions and block size (Kbytes)
exponentially, which may increase the transaction processing time and the block size in the
ledger. Thus, the high transaction volume and block confirmation time are critical concerns
related to the throughput and latency (Abdella et al., 2021). The authors (Bamakan et al.,
2020; Fan et al., 2020), demonstrate the correlation between throughput and factors such as
a high volume of transactions, limited block size, low transaction capacity per block, and

extended transaction processing time.

Recently, various methods have been proposed in the literature to increase the
number of transactions per block, such as lightweight, sharding, and hierarchical-based BC
approaches (Al Ahmed et al., 2022; Mahmoudian Esfahani, 2022; Sahoo et al., 2019; Wang
et al., 2019). However, these techniques introduce new challenges, such as data partitioning
and synchronization, which are fundamental features of WAMS. Therefore, the necessity of
network segmentation and sub-division-based architecture has been outlined in

(Bhattacharjee et al., 2020; Asefi et al., 2022), to minimize throughput issues effectively.
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Liang et al., (2019) proposed a distributed BC- framework for modern power systems
to protect against cyber-attacks. However, optimizing computational efficiency of
cryptographic functions and consensus mechanisms is necessary to handle real-time scale
data transactions. Meanwhile, the work in (Bhattacharjee et al., 2020) proposed a bloom
filter-based PMU device ID validation and ECDSA based PMU measurement authentication
which suffers to handle real-time scale transactions due to the large volume of measurement.
However, EADSA-based authentication accelerate the signing procedure significantly as said
by comprehensive studies in (Feng et al., 2023; Guruprakash & Koppu, 2022), thereby
improving throughput issues. A Proof of Concept (PoC) based BC technique used in (Colaco
et al., 2020), to secure sensors measurements for power system. Although, the proposed
technique showed significant performance improvement over current methods while large-
scale deployment in the electric grid needs further study on optimizing the parameters for

better performance and scalability.

Moreover, a semi-centralized BC approach is proposed by (Wang et al., 2021) for
wide area protection system (WAPS). This method employs a multi-chain structure that
separates chains for different communication channels to reduce node load. Although this
approach has reduced the number of nodes and the data stored in each node through full node
and light node data replication, it still lacks the scalability needed to manage the growing
volume of communication data in large-scale WAPS. In (Sadu et al., 2021), proposed BC
designed substation automation system. Similarly, the adoption of BC framework for state

estimation sharing has been addressed in (Asefi et al., 2022).

Furthermore, (Bhattacharya et al., 2022) proposed a two-layer BC framework using
peer nodes consensus mechanism to ensure time synchronization and fault identification in

WAMS. However, peer nodes consensus increases block confirmation time particularly in
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the increased installation of PMUs thus limits throughput of the network. The author
(Abdelsalam et al., 2024) introduces a weighted average consensus mechanism integrated
with a BC framework for Cyber-Physical Power Systems (CPPS). However, implementing
such framework and managing the consensus mechanism can be computationally intensive
and may require significant resourceconstrain. This is primarily due to the difficulty level of
consensus algorithm, which is hardly suitable for high throughput and big databased

application.

In (Almasabi et al., 2024), a collaborative approach demonstrated combining BC
technology with wireless sensor networks to secure data in smart grids. This is achieved
through PoA based smart contracts for automated data validation and storage to secure smart
grid data. However, the proposed technique shows significant latency associated with BC
transactions (data recording in BC-enabled system) due to computational overhead. Future
research could investigate ways to reduce the latency associated with BC transactions to

improve real-time performance.

With summarizing the literature review, it is necessary for a scalable BC framework
that can handle large volumes of transactions without compromising performance. In this
regard, subdivision of the wide area network into smaller networks, PMU-data accumulation
and segmentation utilizing lightweight cryptographic technique and resource constraint
consensus algorithms effectively reduced latency, and improved throughput that helps to

achieve required scalability of IoT based architecture.
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Table 2.1: Recent Findings Issues in Existing WAMS Architecture

Authors Area of Research Findings

(Niu et al., 2018) 1) Vulnerability assessment for PMU communication Another layer security mechanism is

networks. necessary on top of the communication layer
(Chenine et al., 2014; 1) Analysis of Wide Area Monitoring System Existing WAMS are centralized by default.
Gore & Kande, 2015; architecture.
Thakkar et al., 2019b) | 2) Applicability of Blockchain for Synchrophasor

Network
(Bhattacharjee et al., 1. Block-Phasor: A Decentralized Blockchain Centralized WAMS architecture is cyber
2020b) Framework for secure synchrophasor system. vulnerable to single point of failure
(Hossain & Peng, 2020; | 1) Cyber—physical security for on-going smart grid Unauthorized and malicious access braces
Waseem et al., 2023) Initiatives: A survey data integrity and confidentiality

2) Cybersecurity in smart grids, challenges and solutions

(Silveira et al., 2021) 1) Cyber Vulnerability Assessment of a Digital Unauthorized alteration, stealthy modification

Secondary System in an Electrical Substation System.

could breach the utility data integrity and
confidentiality.
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Table 2.2: Recent Blockchain-based Data Management in Smart-Grid Application

Method Applied
Authors Area of Research Strengths/Limitation
Nature of Consensus
Blockchain (BC) Algorithm
1ang et al., ower grid data rivate Blockchain 1stribute 1ning 1ssues with computational overhea
Liang et al P grid d Pri Blockchai Distributed 1) Mining i ith ional head
2019) protection Consensus 2) Limitation with High-scale data transaction
ong et al., ensors Measurements rivate Blockchain ractica 1 ommunication Overhea
Kong et al S M Pri Blockchai Practical 1) High C ication Overhead
2020) for Power Systems / Multi-chain Byzantine Fault 2) Low throughput and high Latency issues
approach Tolerance
3) Limited Scalability
(PBFT)
(Bhattacharjee | Data security of 1) Bloom filter- Practical 1) Low throughput and high Latency issues
et al., 2020) Synchrophasor based identity Byzantine Fault 2) Lacks large volume of measurement
validation Tolerance transactions in real-time
2) ECDSA based | (PBFT)
authentication
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Table 2.2: continue

(Asefi et al., 1) Substation 1) Semi-centralized | 1) Proof of stack | 1) High latency with an increase in number of the
2022; Sadu et automation system architecture 2) Proof of transactions per block
al,, 2021; Y. 2) A Multiple Attribute | 2) Multi-chain Concept (PoC) | 2) Low throughput with increased number of
Wang et al., Decision Making based | structure 3) Public nodes in the network
2021b) algorithm ; ; inimi
3) Deletable BC to | BC/Ethereum 3) Multi-chain structure minimizes the number of
3) Distributed state reduce the storage nodes on a blockchain, and the amount of data
estimation in Smart grid | burden of WAPS stored in each node
(Bhattacharya et | Time synchronization Two-layer Private 1) Fully decentralized measurement sharing
al., 2022) and Fault Identification | Blockchain on top | blockchain increases computational overhead in the network
in WAMS of the WAMS Proof of 2) Peer nodes consensus increases block
network Authority (PoA) | confirmation time thus limits scalability of the
network
(Almasabi et al., | Wireless Sensor Ethereum Proof of 1) Limited throughput with the increased number
2024) Networks in Smart Grid | Blockchain Authority (PoA) | of nodes in the network
network

2) Consensus algorithm difficulty level is high-

not suitable to handle real-time scale transaction
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2.9 Modified IEEE Bus System

The IEEE test systems used in this work illustrate the range of operating conditions
that a wide-area measurement system must support. The author in (Saha et al., 2024) studied
behavior of IEEE 9 bus with different renewable energy integration. This is a part of the
Western System Coordinating Council and contains only nine buses and three generators,
making it easy to control because it has few voltage-control devices. Meanwhile, this
research utilized MATLAB IEEE 9-bus system publicly available in (Pettikkattil, 2024).
However, the system has modified with versatile renewable energy integration as shown in
Figure 2.6 (a). As such, 2MW Solar PV plant integrated to bus-8 while 375MW hydro plant
integrated to bus-6 and 10MW wind farm integrated to bus-5. However, 9-bus model has
further extended with distributed substations bus to feed industrial and residential
consumers. The substation comprises 33 and 11 kV bus bar, 225 km transmission line. The
IEEE 39-bus network, also known as the New-England 10-machine system (Brunelle, 2024;
Wang et al., 2018), represents a portion of the New-England grid with 10 generators and 46
lines. Consequently, a 5 MW PV plant is integrated to bus-16 while 10 MW wind farm is

integrated to bus-5 and integrated to bus-22 as depicted in Figure 2.6 (b).

Considering the integration of BC into WAMS for PMU data, these RE sizes are
selected intentionally to create dynamic and realistic PMU data loads. Small PV and wind
units generate dynamic data rates as they depend on uncertain whether condition, while
larger hydro units produce high volume phasor streams. This range allows us to evaluate the
BC enabled WAMS across typical operational scenarios. Therefore, it demonstrates the
capability of proposed architecture how it handles PMU data. Nevertheless, the thesis carried
out [EEE 118-bus model (Pefia et al., 2018) and conducted feasibility study of BC approach

with extended buses.
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Figure 2.6: Representation of schemetic diagram of IEEE bus system; (a) IEEE 9 Bus
System (Pettikkattil, 2024), and (b) IEEE 39 Bus System (Brunelle, 2024)
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2.10 Chapter Summary

This chapter has demonstrated a comprehensive review of the existing literature
related to PMUs, WAMS, smart grid communication challenges, and the emerging role of

blockchain (BC) technology in secure energy data management.

The literature demonstrates that with the increasing penetration of inverter-based
generation, PMU devices have become a crucial component in enhancing real-time
observability and dynamic state estimation in modern power grids. However, the exponential
deployment of PMUs has resulted in a dramatic increase in data volume and communication
frequency, thereby introducing vulnerabilities such as unauthorized access, data tampering,

and false data injection attacks.

Several studies have highlighted the inadequacy of traditional communication
systems in addressing the security and trust issues arising from two-way communication
topologies. To address these concerns, researchers have explored the use of BC technology,
particularly for its features such as immutability, distributed trust, cryptographic security,
and data transparency. BC has shown strong potential in protecting data integrity and
confidentiality in energy systems, particularly using asymmetric encryption, hashing

algorithms, and consensus mechanisms.

Despite these advantages, the reviewed literature also reveals critical limitations
when BC applied to high frequency, real-time data transmission systems like WAMS. The
major challenges include low transaction throughput, high latency, and scalability issues,
especially when every PMU reading treated as a separate transaction. These problems are

primarily due to the computational cost of cryptographic operations.

44



To address these gaps, several studies have proposed architectural modifications,
data aggregation, or improvise consensus mechanisms. However, most existing approaches
fall short of achieving the real-time processing speed, and network scalability in PMU-based
WAMS. Additionally, literature review conducted in this work highlights a significant
research gap: the need for a lightweight, scalable BC framework that supports secure and
real-time phasor data transmission in a high-throughput environment. This gap forms the
basis and motivation for the proposed research, which aims to design and evaluate a BC-
enabled WAMS architecture capable of meeting the demands of modern smart grid systems

without compromising data integrity or system responsiveness.
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CHAPTER 3

METHODOLOGY

3.1 Overview

The research methodology comprises three main phases aimed at achieving the
research objectives, as illustrated in Figure 3.1. The primary goal of the thesis is to
investigate the WAMS architecture, two-way communication system, and data security. To
address the identified research gaps, the thesis proposes a framework for a subdivision-based
blockchain-integrated WAMS to ensure the integrity and confidentiality of phasor data,
thereby facilitating robust monitoring of electrical parameters. The research methodology
structured with three case studies. Case Study 1 focuses on investigating the WAMS
architecture through Distributed Energy Resources (DERs) integrated hybrid power system
and a communication architecture design. This involves a laboratory experiment utilizing
IEEE 9-bus and 39-bus systems and a two-way communication architecture within a co-
simulation environment. Notably, the modified MATLAB IEEE 9-bus and 39-bus power
networks are employed as power systems interfaced with a cloud server, an Open Platform
Communications (OPC) web server helping as the communication channel, and SCADA
Wonderware InTouch software as the Human-Machine Interface (HMI) for monitoring in
Case Study 1. Furthermore, the experiment extended by applying proposed BC framework
in Case Study 2 where PMU identity is verified, and PMU data is authenticated to protect
data integrity and confidentiality. Furthermore, the performance of the proposed framework
evaluated in Case Study 3 using parameters from the result achieved in Case Study 2. The

expected outcome of the project is to achieve a secure WAMS framework.
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Figure 3.1: Research Methodology Flow Chart

Modelling of WAMS

The components of WAMS include PMU, PDC, and communication mediums
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(Bhonsle, 2018). Therefore, the modelling of WAMS architecture conducted by structuring
a DERs integrated hybrid power system that involves the placement of PMUs in the
transmission bus bar and establishing communication channels between the PMUs and PDC
(SCADA machine) for real-time data monitoring. Initially, DERs integrated hybrid power
system simulated using MATLAB Simulink. The developed hybrid power system
incorporates with a utility-scale PV plant, a wind farm, Hydro and a battery storage system.
Subsequently, a communication framework is designed to connect the MATLAB Simulink
model with SCADA machine (PDC) using a cloud server, OPC web server (open platform

communications) in co-simulation environments. Hence, the data sharing between the



simulated power network and SCADA monitoring has established for real-time monitoring
and control. Finally, BC technology has integrated to share secure state estimations in the

WAMS architecture.

3.2.1 Simulation of DERs Integrated Hybrid Power System

The simulation design of hybrid energy network relied on the P.M. Anderson 9-bus
system and the revised New England 39-bus system, incorporating large-scale DER
generation. Figures 3.2 (a) and 3.2 (b) illustrate the DER-integrated energy systems. These
DER-integrated models were simulated using MATLAB/Simulink 2023b based on
(Brunelle, 2024; Pettikkattil, 2024; Wang et al., 2018). To simplify the simulation, the 9-bus
network consists of three generators with base voltage levels of 13.8 kV, 16.5 kV, 18 kV,
and three loads specifically configured as follows: Bus 5 (125 MW, 50 MVAR), Bus 6 (90
MW, 30 MVAR), and Bus 8 (100 MW, 35 MVAR). Meanwhile, a 2MW Solar PV plant is
integrated to bus-8 while 375MW hydro plant is integrated to bus-6 and 10MW wind farm
is integrated to bus-5. However, 9-bus model has further extended with distributed
substations bus to feed industrial and residential consumers. The substation comprises 33

and 11 kV bus bar, 225 km transmission line.

Likewise, 39-bus system comprises with 10 machines, and 20-load bus which is our
second test bench study system in this thesis. The model has been further extended to DERs
integration. A 5-MW PV plant integrated to bus-16 while 10 MW wind farm is integrated to
bus-5. Table 3.1 illustrates the capacity of distributed energy generation with base voltage
of DERs integrated bus. It is relevant to point out that, considering the current research

scope; this work follows the general grid code in terms of mandatory voltage/frequency
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requirements to integrate different Renewable Energy (RE) sources. Ref. (Ropp, 2019)

highlighted the IEEE 1547-2018 standard and explain briefly the impacts on cooperatives.

Table 3.1: Distributed Energy Network Parameters

Cases DERs Integrated Bus Type Capacity
PV bus Solar 2MW
Case 1: DERs integrated
Wind bus Wind 10MW
9 bus system
Hydro bus Hydro 375MW
PV bus Solar SMW
Case 2: DERs integrated ] )
39 bus system Wind bus Wind 10OMW
Hydro bus Hydro 157TMW

IEEE 9-Bus testbed

Sub-division

3MW

Sub-division

163MW T T T T
I - Busbar
Wind Bus g P PMU
Hydro Bus
______ . : pDC
. : CB
— = w= = - Com.line
* Power line

B LD e e e =
r —®  .pp

Connected
— o PDC

: Sub-division
Sub-division |
|
|

11_Bus|

125MW

(a)
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Figure 3.2: Sub-division based PMU Placement in WAMS Architecture (a) IEEE 9 Bus
System, and (b) IEEE 39 Bus System

3.2.2 Integrating Synchrophasor Measurement System

Upon the simulation completion of the hybrid power system in the MATLAB
Simulink, PMU module integrated into the transmission buses of the power system. This
integration facilitates continuous measurement of electrical parameters, including magnitude
(Ju]), phase angle (@), and frequency ([{]) of voltage and current for the corresponding bus
bar. The MATLAB PMU module enables to set the sampling rate (Nsr) in points per cycle,
thereby allowing dynamic monitoring of the real-time behaviour of the DERs-integrated
hybrid power system. While the project utilized 50 sampling rate Nsr (point/cycle) for better

grid visibility based on IEEE C37.118.1 protocol.
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For the 9-bus network, PMU modules (PMU1-PMU?7) are connected to Bus 5, Bus
6, Bus 7, Bus 9, the Wind Bus, the PV Bus, and the Hydro Bus, respectively, through current
transformers (CTs) and potential transformers (PTs). Moreover, PMU-A linked to the
primary bus (11kV bus) in Substation A, along with CT/VT, while PMU-B connected to the
secondary bus (33kV bus) at Substation B. Similarly, the phasor measurement system
comprises PMUs 1-14, which connected to the following buses of 39-bus network: Bus 2,
Bus 6, Bus 9, Bus 10, Bus 13, Bus 14, Bus 17, Bus 19, Bus 22, Bus 25, Bus 29, as well as
the PV, Wind, and Hydro buses. The placement of PMU modules illustrated in Figures 3.2(a)
and 3.2(b), which achieved through an optimal PMU placement technique in accordance
with the PMU configuration in Table 3.2. The PMUs measure voltage and/or current phasors
continuously at their respective nodes in the network and transmit the data to the PDC using
the TCP/IP protocol, adhering to the parameters specified by the IEEE C37.118.1 and IEEE

C37.118.2 standards.

Table 3.2: PMU Configuration of Simulated Power Model

Corresponding
PMUs Bus Location
Observable Bus
PMU; Bus 5 4,1,5
PMU> Bus 6 6,3,7
PMU3 Bus 7 8,2,9
DERs Integrated
IEEE 9-Bus PMU4 Bus 9 3,9
System
PMUs PV Bus 8, PV Grid Bus
PMUg Wind Bus 5, Wind Grid Bus
PMU> Hydro Bus 6, Hydro Grid Bus
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Table 3.2: continue

PMU; Bus 6 11,6,7

PMU3 Bus 9 5,8,9,39

PMU4 Bus 10 10, 11, 12

PMUj5s Bus 13 12,13

PMUs Bus 14 4,15, 16

PMU~ Bus 17 17, 18,27
DERs Integrated PMUs Bus 19 19,20
IEEE 39-Bus PMUj Bus 22 21,22, 35
System

PMU o Bus 25 25, 26, 37

PMUy; Bus 29 28, 29, 38

PV Grid Bus, PV
PMU 1, PV Bus
G bus
Wind Grid Bus,
PMU13 Wind Bus
Wind G_bus
Hydro Bus, Hydro
PMU 4 Hydro Bus
G bus

Additionally, in substation buses, the PMU has interfaced with relay and circuit
breaker (CB) so that any fault occurs, CB contact open and isolated. Furthermore, the PMU
takes the original time-domain signal as shown in equation 3.1. Then time-domain signal
converted into frequency domain using DFT algorithm (Discrete Fourier transform) shown
in equation 3.2 and extract phasor magnitude and phase. Whereas, X is the frequency domain

representation of an individual sampled signal x; of a PMU where x;{k = 0,1....,N}, k
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represents the sample index (e.g. k**sample), and N is the total number of samples taken
over a single time window. Therefore, estimated voltage and current phasor given by a PMU

est
Ii

presented in equation 3.4 and 3.5. It is to be noted that, represents magnitude of the

estimated current phasor, V" magnitude of the estimated voltage phasor, £ estimated
frequency that is same as for the current. Since generating frequency (fss , Hz) is same across

the network, voltage in all points of the power network will have the same frequency in the

steady state condition, which is measured by PMU as following equation (3.2).

e;(t) = E;cos(2mfsst + 8;) Equation 3.1

2 —Kk=N-1 2
X = £Z xke_]kW7r :
N Luix—o Equation 3.2

i = I£ cos(2nfte + 67

Equation 3.3

vt = VESt cosRufiStt + 0F°Y) Equation 3.4

3.2.3 Design of Communication Architecture for Real-time Monitoring and Control

The design of communication architecture has carried out using co-simulation
technique where the simulated power system is integrated with the communication
framework that facilitates data pipelines between MATLAB Simulink model and SCADA
for real-time monitoring and control. Therefore, the MATLAB-Simulink model has
interfaced with OPC Unified Architecture (OPC UA) web server (KEPServerEX) and
ThingSpeak cloud server, which allows aggregating phasor data and real-time data transfer
for monitoring and control in the SCADA HMI. This work utilized AVEVA Wonderware
InTouch which is a high-level supervisory control and data acquisition (SCADA) software.
The data transfer between MATLAB Simulink power system and Wonderware InTouch

53



SCADA required OPC KEPServerEX as the intermediary server to facilitate, data transfer

can occur bidirectionally, from MATLAB to SCADA or vice versa as shown in Figure 3.3.

Cloud server
MATLAB Power / OPC UA server | Wonderware InTouch

model Phasor data (KEPServerEX) Phasor data (SCADA Monitoring)

transfer transfer

Figure 3.3: Bi-directional Data Transfer between Power Model and SCADA

3.23.1 Server Configuration

In the initial setup, it is necessary to establish the communication channel. The
channel type “Simulator” is assigned to “C1” when adding a channel in KEPServerEX.
Subsequently, the device wizard is configured with the name “D1”. While an alias “C1D1”
is also declared to enable the client computer to connect to the server. Table 5 demonstrates
the server settings utilized in KEPServerEX. Individual channel created in the KEPServer

for every single PMU as shown in Figure 3.4 (a).

The foremost procedure involves adding tags to the server. Each tag represents
a unique real-time monitoring, control, and automation parameter. Firstly, every tag must
possess a distinct name for differentiation. Secondly, the data type options include string,
boolean, char, bytes, short, word, long, float, double, and more, depending on the utilized
data type. Furthermore, an address must be assigned to each tag, with formats varying
depending on the data type. Lastly, the user selects the client access functionality, allowing
the client computer to read or write data exclusively. Figure 3.4 (b) outlines the

characteristics of the server tag.
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Figure 3.4: Characteristics; (a) Characteristics of Server Tag; (b) Server Configuration

Table 3.3: Server Setting

Item Detail
Channel Name Cl1
Device Name D1
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Table 3.3: continue

Alias Name C1D1
Driver Simulator
Model 16 Bit Device

Mapped to C1.D1

3232 MATLAB Simulink Configuration

Once the server configuration is established, a monitoring framework is
developed to gather all PMU measurements. The subsequent step involves utilizing OPC to
establish a connection with the server. The Channel, C1, and its corresponding Device, D1,
store all the necessary tags for communication during the data transfer process within the
server cloud. The “From Block™ parameters readings in Figure 3.5 (a) are then transmitted
to the OPC Write block with unique tags from Tagl to Tag7. This facilitates data transfer to
the SCADA system via the server for real-time monitoring. The data type used is “double”,
which accurately represents the reading value. Meanwhile, the “From Block™ parameters
readings in Figure 3.5 (b) sent to ThingSpeak cloud server. This accomplished using the
“Write Block” of the ThingSpeak input channel to stream the data. Prior to this, the channel

ID, write API key, and field need to be set up.
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Figure 3.5: OPC Framework in MATLAB (a) PMU Measurement to Web Server, (b) and
Cloud Server

3.2.33 SCADA Configuration

The SCADA interface is developed using Wonderware Intouch maker. Initially,
the “Access Names” from the “Special” section are added to the settings as shown in Table
3.4. The topic name is set the same as the alias name (refer to Table 3.3) to ensure the
SCADA platform recognizes the channel from the server. The SuiteLink protocol is utilized
to support communication over the network. When connecting to KEPServerEX via

SuiteLink, the application name must be set exactly as “server_runtime”.

Following that, the tags (Tagl to Tagl50) from the server are defined in the
“Tagname Dictionary” within the “Special” section. In the “Tagname Dictionary”, each tag
is assigned a unique tag name. The tag type is set to “I/O Real” for monitoring purposes,
while the tag type is “I/O Real” for controlling purposes. All these tags must have the Access

Name “C1D1”. Figure 3.6 (a) demonstrates the definition of all the tags used in SCADA.
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Meanwhile, the designs of user interface (UI) have developed using Wonderware InTouch.
The SCADA dashboard of energy management system has been developed and encompasses
three main sections: monitoring, manual control, and automation. The display colour,
maximum value, minimum value, and tag number for each monitoring screen have
configured, where the tag number must exactly follow the OPC configuration. The tags
containing crucial parameters have added to the dashboard panel of SCADA energy

management system, as illustrated in Figure 3.6 (b).

AVEVA Wonderware InTouch is a high-level supervisory control and data
acquisition (SCADA) software utilized as a PDC in this work that allows synchrophasor
specific protocol and configuration running in a dedicated computer. Initially, PMUs collect
the electrical parameters and broadcast them to the OPC UA web server and ThingSpeak
cloud server simultaneously. Then, the substation extracts those electrical parameters and
visualizes them in the SCADA HMI (SCADA-UI) following IEEE C37.118 protocol.
Therefore, collected parameters have been stored in the SCADA Historian database for

offline data analysis in various file formats.

Table 3.4: Access Setting

Item Detail
Access Name CI1Dl1
Application Name server_runtime
Topic Name C1D1
Protocol SuitLink
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Figure 3.6: SCADA Configuration (a) Definition of Tags, (b) SCADA Energy

Management System Dashboard
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33 Proposed Sub-Division based WAMS Architecture

In conventional IoT based BC architectures, every sensor measurement logged as a
separate transaction (Wang et al., 2025). For instance, a cluster consist of m PMU sensor
produces 50 X m transactions per second with 50 samples/s, which promptly overwhelms
the throughput of most existing ledgers. The most recognized and widely available public
BC such as Bitcoin are restricted by a | MB block size and a 10-minute block interval (Koech
& Alae, 2025), so their on-chain throughput is estimated at only 7 transactions per second
(TPS) (Yadav & Shevkar, 2021). While Ethereum BC provides bit faster TPS which is 20
transactions per second (Yadav & Shevkar, 2021). Even permissioned BC like Hyperledger
Fabric is limited to only 100-160 of transactions per second (Ajwalia & Shah, 2025) and
specialized optimizations push its throughput to around 1000 transactions per second
(Bandara et al., 2021). Though, Hyperledger is unable to process real-time transactions

(Bandara et al., 2021).

In response to the research gap identified in the literature review—specifically, the
limitations of the conventional BC framework shown in Figure 3.7 in integrating with high-
throughput WAMS applications—this thesis proposes a BC-designed, subdivision-based
WAMS framework illustrated in Figure 3.8 which briefly explained in subsequent section.
The PMUs act as client nodes, capturing phasor measurements and storing them in a
distributed ledger while measurement recorded by a PMU is treated as a transaction, thus
BC transactions contain phasor measurements or control instructions. As PMU data
recording is automatically stored their measurement in the historical data base typically in
the PDC. Hence, when BC integrated, measurement data will be stored BC data base in PDC
as well. Therefore, data will be stored in the immutable local and offline data base in the

proposed BC system. Furthermore, proposed framework employs a fast signature scheme
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with small key size and lightweight consensus mechanisms. Specifically, it utilizes
Decentralized Identity and Access Management, DIAM-based PMU identity validation and
Edwards-Curve Digital Signature Algorithm (EdDSA) with SHA-256 for PMU data
authentication, both of which enhance transaction verification time and improve transaction

throughput.

3.3.1 DIAM based PMU Identity Validation

The proposed framework utilized DIAM technique for managing PMU device ID
validation by creating a decentralized identity system. By using DIAM, the necessities of
central authorities eliminated. In this regard, every PMU device configures with a unique
cryptographic key pair express as PK ipm”and SK ipmu+which used to create self-sovereign
identity (SSI). While the secret key injected by the manufacturer. Hence, SSI of PMU

devices denoted as identity (PKP™*

i ,S Kip ™4*) which is store as unique ID to registered in

the database using a decentralized identity provider (DID) that ensures the PMUs identity.
After all, the data structure can be constructed for PMU device identity which is stored on
the BC network as mentioned in Eq-3.7 It is assumed that any PMU identity specified as
IDP™*where i = 1,2 ...n, n is the total number of PMUs for given sub-division cluster.
While PMUs transmit their reading, it uses SSI to authenticate and request permission to
submit the reading to the PDC blockchain. Access control policies specify the terms of the

access agreement in the network. The following equation can determine the respective PMU

identity with proper ID number.

' Equation 3.5
PMU®en = PRI™ (PMugermm || gate, pmu

deplOYdate)

where PMU¢™™™ is the serial number of the device; gate,,pmu is the identifier of the
13
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unique gateway in the geographical zone where the device is deployed; and deployg,te 1S

the date of deployment of the device.

3.3.2 EdDSA-with-SHA256 based PMU Data Authentication

The proposed approach utilizes Edward curve digital signature, EADSA which is
incorporates with SHA256 hashing function to verify PMU measurements. This signature
scheme is deterministic and generating fast signatures with a compact key size, 256 bits
(Feng et al., 2023) while maintaining a high level of security. It also reduces computational
complexity and communication overhead in the WAMS network. Therefore, the EdDSA
signature algorithm is well-suited to meet fast digital signature requirements for loT-scale
applications (Feng et al., 2023; Shi et al., 2022). Data authentication is achieved through
three functions in the proposed approach such as KeyGen(EdParams),
Sign(Sk*,Pk*,phasor) and Varify(Sk*,Pk*,7). Where EdParams parameters
defined by EdParams (Ep,,b,G,'H). In the KeyGen phase, each PMU derives a private key
and generates a corresponding public key using cryptographic hashing following the eq. 3.6-
3.8. During the Sign phase, the PMUs computes digital signature R , S (see eq.3.9-3.11) that
is attached to the measurement data before transmission. Finally, in the Verify phase, the
blockchain network validates the received signature using the public key as explained the

steps in eq.12-13.

e KeyGen():

1) Seta private key, Sk™ « { 0,1 }°, and generate a hash
value H(Sk*) = (hg, hy, ... ... hyp_q) Equation 3.6

2) Define (hy = h; = hy_; = 0) & hy,_, = 1, to determine
an integer, § = Y20 2Lh; ; SeR, Equation 3.7
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: + — QL+
3) Compute the public key, Pk™ = Sk™.G Equation 3.8
e Sign(Sk*, Pk*, phasor) -» {R,S}:

1) Define Hg(Sk*) = (hy, ...hyp_;) to compute a random

nonce r = Hg(Sk*, phasor) mod q Equation 3.9

2) Compute R = r[G], and § =r + H( R, Pk, phasor)

mod q Equation 3.10

3) Signature outputt= R, S Equation 3.11
e Varify(Sk™, phasor, 1):
1) Compute, V:= H( R, Pk*, phasor). Equation 3.12

2) Compare, if output holds [23.S]G = [23]R + [23.V] Pk*

[Output (1) accept], otherwise [Output (0) reject]. Equation 3.13

3.3.3 Data Recording in Proposed BC Framework

Unlike existing works, proposed framework is designed to handle a high volume of
real-time transaction (data storing) in BC system with increased number of PMU nodes. To
achieve this scalability, the proposed framework uses sub-division-based network topology
(Figure 3.8) and data compression techniques at the gateway level. Hence, the architecture
of WAMS divided into “n” sub-divisions in the proposed approach where “m” number of
PMU nodes are connected in a clustered network in each sub-division. With data
accumulation and compression, the measurement of all PMU nodes for one second in each
sub-division consolidated into a single compressed data segment. Consequently, every data
segment recorded by a PMUs is treated as a transaction instead of considering every
measurement as a transaction. Hence compressed data segment then processes as a BC

transaction.
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In this manner, proposed approach reduces the transaction volume and increases
transactions number in the block, thus enhancing the throughput in the network.
Subsequently, collected transactions are transferred to the PDC gateway node for
verification. While local PDC verified the transactions, it is considered as valid instead of
all peer node verification, resulting in less block confirmation time, which helps in lower
latency. In this way, the proposed approach secures data recording and addresses scalability

issues to handle large volume of transactions (data recording) in the WAMS network.

The data recording operation started with PMU device registration in the proposed
framework. Every PMUs in the cluster registering their own IDs with the utility via web-
based user interface (UI) by using private key while utility verified the identity of PMUs
using public key. During PMU registration, the identity of each device is recorded in the BC
network by storing its unique ID, serial number, device address, and communication port.

Once approved the devices only can record the measurement in the system.

3.3.3.1 Data Segmentation and Compression

This section represents the data queuing and demonstrated mathematical model
as shown in eq-3.8. Assume to divide the WAMS into n sub-division, where each sub-
division s contains of Ny number of PMUs connected to a local gateway device (PDC) and
storing the data in the BC integrated system. The PMUs report phasor measurement at rate
of us samples per second hence all the PMU readings within a cluster are accumulated over
a fixed interval T = 1s instead of transmitting every PMU reading individually. Therefore,
every PMU reading accumulated in the cluster given by k; = N - u, - 7. Let ®@; ; denote the
j-th measurement from PMU i and encapsulates k, consecutive reading into a single
compressed data segment (d) which expressed as eq-3.18. Meanwhile, b symbolized the
average size (in bytes) of a single PMU reading and y is compression ratio. Hence, raw data
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size generated by cluster s is Df*W = k, - b and the compressed data size is Dy~ + = (1 —
y) Dg?V. Thus, each cluster generates one compressed data segment per second which

consider as transaction in proposed approach.

ds = Comp{d;;}i=1.... Ngj =1 .t Equation 3.14
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Figure 3.7: Conventional BC-based WAMS Architecture
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3332 PDC Data Queueing Model

The PMU reading comprises time stamps and data segment accumulated since
the last reading thus PMUs of each cluster sends its compressed data segment to the
corresponding local PDC, which acts as a gateway node. Since each cluster generates one

data segment every T = 1s, inter-arrival time of PMU reading in the gateway nodes follows
a Poisson process with a rate with A, = % = 1segment/s. Hence, each data segments reflect
as a single transaction which in turn reduces the transaction frequency in the BC enabled

system. The service time is assumed to follow an exponential distribution with mean service

rate u, segments per second. As the gateway PDC is follows M/M/1 queue model, the
stability condition of the gateway queue is defined by A; < p,,. Therefore, the average time

spent by a data segment at the gateway are expressed as eq 3.6.

1 Equation 3.15
As = ;
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1 1 Equation 3.16

3333 Blockchain Queueing Model

As PMU reading within the cluster accumulated and generates one compressed
data segment, the PMUs initiate the transaction along with that data segment thus it becomes
one transaction for T = 1s time intervals. The blockchain creates a block with the transaction
received from gateway device in each sub-division after performing the consensus process

Since each cluster creates one transaction per second, the transaction arrival rate at the

blockchain network is % Thus, arriving transaction per second defined by eq 3.20 in the

block that also depends on the number of clusters in the network. Let u; refer to the block
generation rate per second which assumed to be exponentially distributed while every block
can contain a variable number of transactions limited by p < T;, < q. Hence, proposed BC
follows policy stated to generate new block every time. It is to be noted that, p represent the
minimum number of transactions while g is maximum per block. The average number of
transactions per block can be defined by eq 3.21 and effective blockchain transaction service
rate is therefore expressed as eq 3.22 respectively. Thus, a transactions waits on average half
of the block generation time denoted as block time as eq 3.23. Nevertheless, transaction
processing system is modeled as an M/M/1 queue with transation arrival rate or transaction
rate Agc and service rate pgc. The stability condition of the blockchain queue is denoted as
Apc < Upc where the average transaction confirmation delay is stated as eq 3.24.
Nevertheless, the representation of data queuing and segmentation model for single sub-

division is shown in Figure 3.9.
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represented as eq 3.26.
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Equation 3.17

Equation 3.18

Equation 3.19

Equation 3.20

Equation 3.21

Furthermore, the recording and data latency has determined from the theoratical
model explained in previos section. The average BC recording latency, T, is the time taken
to record the transaction in the BC that referes to the post-aggregation latency determined as
eq 3.25. This includes gateway queueing time T , transaction queueing time Ty, plus block
formation time, % and consensus time, T,.. Whereas, average data latency is the time taken
to accumolate the PMU measurement into segments plus average BC recording latency
mensioned earlier. As PMU reading are accumulated over a fixed interval, the avearage

accumulation time expressed as % Therefore, the data latency of proposed BC framework is

Equation 3.22

Equation 3.23
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Figure 3.9: Representation of Data Queuing and Segmentation Model

3.3.4 Transaction Flow in the Proposed Approach

As transaction flow of proposed approach presented in Figure 3.9, PMUs registered
with valid ID represented as PMU;p . While PMU transmit the phasor data to gateway device
(PDC), PMUs generate key pairs which denoted as PK, ipmu+and SKip ™ shown in (Eq 3.9-
3.10). Consequently, every PMU reading is fed into SHA256 hashing algorithm and reform
as hash value denoted as H (phasoripmu). Therefore, the hash value has encrypted and attach
digital signature using PMUs private key represented as Sign(SK'™" ", H(phasor?™)).
However, Sign( ) indicates the function of digital signature while H (phasoripmu) refer to
the hash value of measurement data sent by validated PMU correspond to PM U, which is

registered and authenticated. The digital signature of PMU measurement is mentioned in

Equation 3.11-3.13. Therefore, phasor measurement transmitted by a PMU denoted as
{PKipmu+, Sign(S Kl-p ™ H (phasoripmu)} which is used to authenticate the identity of the
sender PMU and secure immutability of the phasor data. On the other hand, PDC uses the
PMU s public key, PKl-pmqu to retrieve the transaction TX hash and compare the hash value

of the received file with the original transaction TX hash as shown in (Eq 3.15-3.16) and
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verify PMU measurement representing varify{(PKP™", Sign(SKP"™*, H(phasor”™)}

by validate function varify ().
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Figure 3.10: Transaction Flow of Proposed Approach

3.3.5 Lightweight Consensus Algorithm for WAMS

According to the proposed consensus algorithm in Figure 3.11, the PMUs act as a
client node and creates a transaction proposal as (PROPOSE, Tx, [anchor]. Hence every
transaction has the following arguments T, ( Sk*, Pk*, Sign, metadata), where Sk* is
the PMUs secrete key, Pk™ is the PMUs public key, Sign is representing signature given
by the PMU and endorsing node and metadata is represented the hash value of PMU
measurement. The transaction is then transmitted to the gateway device validating and
endorsing measurement as < T, — ENDORSED, Sign >. Verified data is then broadcast to
the PDC node in the peer. The PDC verifies the signature of endorsing node and added in
the block defined as B;, ;. It is essential to highlight that the proposed framework adopted
with participants consensus instead of group consensus. Therefore, the transaction is verified

only by the endorsing node instead of verifying by every node, improving the transaction
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processing time shown in Figure 3.12 (a). A transactions (TX) flow diagram in Figure 3.12

(b) indicates the steps from transactions proposal, endorsement and append the block in the

ledger. The structure of a block in the proposed approach can be expressed as Eq-3.12:

| T, |7 |Key( Sk*, Pk*) | Timestamp|Validatorg;| Equation 3.24

Algorithm: Distributed Consensus for WAMS

A S AN U o e

S e
Sl BN U S o

Input: VT, € Tx, Sign € (Sk*, Pk*), metadata, VB; € B

Output: Bjq ceeeeneenn Biin
Initialize:

Ty, : PMU initialize the Tx

P; : PDC

m : number of PDC in the network
By e : Block Size
j=0
B, : last appended block in ledger
Sign (T,): PMU Sign the Tx
varify{(Sign (Ty)}: PDC verify the PMU signature
if valid * T endorsed < Ty,-ENDORSED, Sign >
else Tx invalid < Tp-INVALID, Rejected>
<ENDORSED- Ty, Sign >: broadcast to the peer PDC
Peer PDC verify (ENDORCED —Ty)
while j < m|| Ty, Sign
j - j+1 (update transaction pool)
if Bpyte=0 Ty Y Genesis Transaction (Ts )
else B, FBi [Sign {H(Ty)}, Tp,] appended block

end while

Figure 3.11: Distributed Consensus Algorithm
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34 Case Study 1: Experiment of WAMS without Blockchain Integration

The experiment of WAMS has conducted in Case Study 1 using laboratory test bed
shown in first partial part of Figure 3.12. The implementation test bed follows co-simulation
technique using MATLAB IEEE 9-bus system, cloud server, OPC web server and SCADA
Wonderware InTouch, that briefly discussed in previous section. A simulated DERs
integrated hybrid power system consolidated with a two-way communication system in the
experiment. The PMUs in the simulated model continuously measure phasor measurement
through current transformer (CTs) and voltage transformer (VTs) interfacing different bus
bars and standardize into standard values (SV) by following IEEE C37.118 protocol. Then
measured values transmitted to the ThinkSpeak cloud server and OPC UA KEPserver
simultaneously. Hence, SCADA machine from substation extracts those SV for monitoring.

As a result, it expands the communication between the devices in different substations.

3.5  Case Study 2: Experiment with Blockchain Integration

The implementation of proposed BC approach has been demonstrated in Case Study
2 corresponding to second part of Figure 3.12. This is achieved through MATLAB-SCADA
co-simulation design testbed integrates with Hyperledger Fabric BC to records PMU
measurement. For the performance validation, Hyperledger BC setup is prepared and
installed with a Linux machine (64-bit Ubuntu operating system with eight GB RAM) and
configured with organizations representing validator peer which are org ------ org,. For each
organization have a certificate authority which are CA ------ CAn and one Membership

Service Provider (MSP) for validating the transection proposal.

The proposed framework in section 3.3 has been tested and evaluated with different

bus configuration and cluster sizes that includes IEEE bus systems as illustrated Table 3.5.
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Initially, the experiment of BC integration for secure phasor data sharing has conducted with
IEEE 9-bus system. In this regard, IEEE 9-bus network divided into 2 sub-divisions with 3
and 4 PMUs for each sub-division respectively. Furthermore, proposed framework is tested
with increased number of PMU nodes with large number of network (IEEE 39-bus, and 118-
bus network) to analyze in high volume of data recording ability in WAMS application.
Therefore, IEEE 39-bus, and 118-bus network has been divided into 3, and 4 sub-divisions
with different number of PMU nodes in accordance with configuration Table 3.5. Hence, the
PMU reading in the cluster consolidated into cluster gateways as far proposed approach.
Then, a set of PMUs interface with lossless time series data compression technique to

compress the phasor data into data segment (Dahunsi et al., 2021; Kaur & Kaur, 2015).

This technique uses Gorilla algorithm (Igbal & Keskar, 2021), which is based on
delta-delta encoding to compress time stamp point and XOR-based compression for floating
point values. The experiment utilized Python's panda library to compress the PMU data and
converted into data segment at 1’s interval while each segment contains N reading from
multiple PMUs depending on the number of PMUs in the cluster. At the same time, Node-
RED is a graphical flow utilize in this work to integrate different PMU nodes to receive,
transform, and output data from OPC server sent by the virtual PMU in the MATLAB model.
PMUSs measure current and voltage phasors and are published to Node-RED MQTT massage
broker through OPC UA protocol. On the other hand, Linux machines subscribe to the same
topic and receive the payload that generates the transaction proposal by node.js. Then
transaction proposal endorsed by at least one peer, attached digital signature, and submitted
to the blockchain network. Subsequently smart contact (chaincode) is called appropriate
function and validate the transaction. Finally, the transaction was recorded in the BC ledger

successfully.
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Figure 3.13: Implementation of proposed approach in Co-Simulation Environment

3.6  Case Study 3: Experiment with Increased PMU Nodes

The experiment has extended with IEEE 39 and118 bus systems in Case study 3, to
evaluate the scalability performance of proposed scheme with quantitative analysis. The
proposed framework demonstrated in Section 3.3 has been analysed using increased bus
numbers and cluster sizes. Therefore, a quantitative analysis and comparison in terms of
scalability have been conducted with increased number of PMU nodes according to the sub-
division cluster size and number of PMUSs shown in Table 3.5. Nevertheless, the cluster sizes

and number of PMUs defined by IEEE 39 and 118 bus systems as shown in Table 3.5.

It is important to note that, number of PMU measurements per second, commonly
referred to the sampling rate or sample values of a PMU. A typical PMU provides between

30 to 60 samples per second. However, in this research, the sampling rate is set to 50 samples
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per second in the simulation model. Therefore, the number of PMU readings was selected

accordingly for each cluster for the purpose of quantitative analysis.

Table 3.5: PMU Clusters in IEEE Buses

Number of PMU readings in
Number of PMUs in Cluster
System the cluster per second
(n X m = Ny)
: (ke)
IEEE 9 Bus 3 PMUSs Cluster 150
4 PMUSs Cluster 200
3 PMUs Cluster 150
IEEE 39 Bus
5 PMUSs Cluster 250
7 PMUs Cluster 350
3 PMUs Cluster 150
IEEE 118 Bus 7 PMUs Cluster 350
10 PMUs Cluster 500
23 PMUs Cluster 1150
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3.7  Chapter Summary

This chapter outlines the research methodology adopted to design, implement, and
evaluate the proposed blockchain-integrated sub-division-based WAMS framework. The
methodology is structured systematically to provide clarity on the experimental procedures
and system architecture. The proposed framework incorporates following key components:
DIAM-based PMU device verification, EDdDSA-based PMU data authentication, and A
lightweight consensus mechanism for efficient transaction validation. These components
collectively aim to enhance data security, reduce processing delays, and ensure the
trustworthiness of PMU data across the network. The chapter is divided into multiple
sections detailing the security mechanisms used. It briefly describes how DIAM enables
secure and decentralized device identification, while EDADSA ensures cryptographic integrity

and authenticity of phasor data during transmission.

To evaluate the framework, three experimental case studies were conducted: Case
Study 1 presents the development of a testbed environment for simulating a WAMS
scenario. Case Study 2 focuses on integrating blockchain into the testbed to measure its
performance in securing PMU data. Case Study 3 extends the experiment by increasing the
number of nodes and transaction volume to assess scalability and latency under high data
rates. These case studies demonstrate the practical feasibility of the proposed architecture in

maintaining data integrity, confidentiality, and trust during real-time PMU communication.

Overall, the methodology is designed to validate that the proposed framework can
effectively mitigate unauthorized access, ensure secure, real-time data exchange,

contributing to a more resilient, and secure smart grid infrastructure.
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CHAPTER 4

RESULTS AND DISCUSSION

4.1 Overview

In this section, the thesis result including proposed approach has demonstrated using
the experimental test case outlined in Section 4.2. Consequently, the implementation and
performance analysis of the proposed framework are presented accordingly. The first case
study demonstrates the simulation results of DERs integrated WAMS, two-way phasor data
communication, and SCADA monitoring without BC integration using IEEE 9-bus system.
Meanwhile, the thesis emphasizes the implantation result of the proposed blockchain (BC)
framework in the second case study. Additionally, we extend the implementation experiment
of proposed framework with IEEE 39 and 118-bus system in case study 3 to evaluate the
performance. In the experiment, PMUs recording phasor data in immutable database after
authentication which in turn inherently establish trust between the PMU devices and back-
end servers. Hence, data measurement (transactions) is stored and organized by time stamps
in groups called blocks. These blocks are linked together and form a chain of blocks, or a
BC which is immutable. All phasor data stored in the BC enabled WAMS system has been
monitored in SCADA UI. Furthermore, the performance analysis of proposed framework is
presented in the final phase of the thesis using some critical parameters e.g., transaction
throughput, transaction latency, and corresponding scalability of the network. The evaluation
of scalability improvement has been shown after implementation of proposed sub-division
based WAMS architecture. This work considers phasor measurement including voltage and

current magnitudes, phase angles and frequency for each bus bar.
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4.2 Case Study 1: Real-time Dynamic Monitoring in WAMS Architecture

The experimental result from the simulation of WAMS is demonstrated by observing
the DERs-integrated hybrid power system under normal operating conditions. Meanwhile,
the simulation results also documented during extreme fault conditions including relay
operations and related circuit breaker tripping to assess the performance of dynamic grid

operation. The laboratory experimental test bed set up shown in Figure 2 (Appendix).

4.2.1 Monitoring Results in MATLAB Simulink

The PMU measurement in Figure 4.2 (a) through 4.2 (g) analysed using same
parameters and same unit, for instance, voltage magnitude (v), current magnitude (A) and
phase angle (deg) and frequency (Hz). It is observed that, the PMUs at bus 5,6,7,9 (IEEE 9-
bus network) shows stable voltage reading within the reference and stable line voltage in
normal operating conditions, which is v, = 230kV; average amplitude starts from ¢ = 0
initially and after ¢+ = 0.02s gradually steady into rated bus voltage as illustrated in Figure
5.2 (a), (b), (c) and (d). Similarly, phase angle and frequency also settled into constant output
after a while, stabilizing the system. Hence, all these parameters reflect state of the grid in

real-time, which helps the utility for high-resolution monitoring.

On the other hand, PMU in PV bus has shown large phase shift, and associated
voltage drops in the magnitude shown in Figure 4.2 (e). This fluctuation of bus voltage
results in fluctuated current due to the intermittent nature of irradiation and switching
condition. Therefore, this larger phase angle in the PV bus indicates system instability,
whereas voltage amplitude drops, specifying the grid stress. Additionally, a sudden de-
escalation is noticed for a few moments in the initial terminal voltage of the wind turbine as

shown Figure 4.2 (f). As a result, fluctuation of inrush current has been noticed that again

79



decreases gradually. This is attributed to the intermittent characteristics of wind speed. After
t = 0.02s, voltage, current and frequency gradually returned to the normal operating
condition and stabilized the system (see Figure 4.2 (f). Although PMU measurement of
hydro bus in Figure 4.2 (g) shows, a stable voltage reading within the reference range and
maintains stable line voltage under normal operating conditions. It is worth mentioning that
the initial frequency fluctuation has observed which occurs because of transient instability
caused by a temporary mismatch between load and generation as shown Figure 4.2. As the
system reaches power balance, the frequency gradually stabilizes. In the meantime, the same
transient behaviour is also visible in the ThingSpeak cloud since the measured data is
transmitted in real time as shown in Figure 4.4. This dynamic behaviour of the buses has
successfully captured by phasor measurement devices installed in the specific buses and sent

to the phasor data concentrator for aggregate.

Furthermore, the three lines to ground fault (3L-G-F) are applied in the load side of
33kV bus for 0.14s; however, it is removed after 0.15s while the simulation starts. The fault
configuration for B1 is set for 125% threshold limit of CT in the inherent time delay. In this
context, PMU reading has been displayed in Figure 4.1 while a 3-line to ground fault (3L-
G-F) applied at substation bus. The system behaves stable for 0.1s until the fault occurs for
0.13s, the relay sends command signal to CB to trip and cleared the fault while current cross
the relay threshold setting. In this point, PMUs in the 33kV bus reads larger phase angle that
indicates system instability whereas voltage amplitude drops into lower magnitude that
indicate fault located outside the bus. Moreover, PMU in 11kV bus has shown extreme phase
difference and associated voltage drop in the magnitude as shown in Figure 4.1 after fault
occurs in the substation area. The relays in the network trigger and isolate upon receiving

the fault signal and return to normal operation after 0.13 seconds.
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Figure 4.2: Phasor Estimation at Transmission Buses (Bus 5, 6, 7, 9), Wind Bus, PV Bus,
and Hydro Bus
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4.2.2 Monitoring Results in Web Server

Referred to the WAMS architecture outlined in section 3.2, the measurements of all
grid events and command signals transmitted to OPC and the ThingSpeak cloud server to
establish connectivity with SCADA monitoring. Therefore, monitoring data of every
individual PMU are visible in the server OPC quick client, as illustrated in Figure 4.3 (for
PMU1). The data type used is double, representing the actual monitoring values. Timestamps
indicate when data is streamed through the server, while the “good” quality reflects that the
data have been retrieved successfully. The update count represents the number of data
changes during the streaming process. Every channel holding individual PMU reading in the
KEPServer shown in Figure 4.3. This validates the data readings from power system busbar

have successfully streamed to the server.

"&' OPC Quick Client - Untitled *
File Edit View Tools Help —— =
4 N

D wce & Pl i )

=+ Kepware KEPServerEXVE A | Item ID Data Type | | Value | Timestamp | Quality | Update Count
----- {8 _Datalagger €I1C1.D1.Tag7 Double | 238642 | 03:4436451  Good 1790
""" [ _System ZAC1.01.Tagh Double ! 0.224754 | 03:44:36.451 Good 1383
----- [E _ThingWorx €3C1.01.Tag5 Double ! so7r7 | 03:44:36.451 Good 1334
----- [E8 C1._Statistics EAC1.01.Tagd Double ! 118817 1 03:44:36.451 Good 1384
----- [E8 C1._Systern EAC1.01.Tag3 Double 1 67.2206 | 03:44:36.451 Good 1385
23 C1.D1 ZAC1.01.Tag2 Double ! -37.0103 1 03:44:36.451 Good 1385
_____ &3 C1.01. System . |@c11Tagi Double ! 118733 1 034436451 Good 1385

Figure 4.3: Monitoring Data in Web Server (KEPServer)

4.2.3 Monitoring Results in Cloud Server

As far as WAMS architecture outlined in section 3.2, the PMUs transmitting
electrical parameters simultaneously to the cloud server and OPC server. Figure 4.4
represented the bus voltage and system frequency accurately that validated data transfer
between MATLAB power model and ThinksSpeak cloud server. This facilitates the

substation SCADA HMI to extract and stored the measurement in the SCADA Historian
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database for offline event analysis. However, the small frequency deviation in last subfigure

4.4 which is quickly converges to steady-state conditions. This temporary frequency

oscillations occurs due to load—generation imbalance and synchronization processes.
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4.2.4 Monitoring Results in SCADA

The SCADA energy management system dashboard, shown in Figure 4.5, displays
all the essential real-time dynamic readings from each PMUs in the bus bar of the hybrid
energy model. However, the full window of the SCADA HMI is depicted in Figure 1
(Appendix). These readings are successfully streamed from the utility network, modelled in
Simulink, to the SCADA dashboard via the OPC server. The behaviour of the power
parameters has been thoroughly analyzed in the monitoring results from MATLAB
Simulink. It's important to note that the data streaming from the server to the SCADA system
experiences minimal delays. Additionally, the laboratory experiment on phasor data sharing

within the WAMS architecture is illustrated in Figure 2 (Appendix).

G1: Bus 4 G2: Bus 7 G3: Bus 9

Woltage |V 223.6 (k) ‘oltage |V| 232.4 (kv) “oltage [V 231.9 (kv)
Phase angle 8.4 (Deg) Phase angle 4.6 (Dsg) Phase angle -2.1  (Ded)
Current 1| 483.5 (&)  Current |l 361.9 (&) Current]]| 2579 (&)
Fhase angle -22.4 (Deg) FPhase angle -18.1 (Deg) Fhase angle 182.4 (Deg)
Frequency 49.8 (Hz) Frequency 50.1 (Hz) Frequency 50.0 (Hz)
Active Power 131.4 (MW} Active Power 77.6 (MW) Active Power -59.6 (1MW)
Reactive Power 134.91VAR) Reactive Power 131.4MVAR)Y Reactive Power -105. 4MVAR)
Bus 5 Bus & Bus 8

Voltage [V 216.9 (kv) Woltage |V 226.3 (k)  Voltage [V] 2281 (&)
Phase angle 4.0 (Degd Phase angle -6.2 (Deg) FPhase angle 15.8 (Deg)
Current |I| 117.3 (&) Current|[]| 986.4 (&) Current|]| 2.7 &)
Phase angle 69.1 (Deg) FPhase angle -5.9 (Deg] Phaseangle 359 (Deg)
Frequency 50.3 (Hz) Frequency 49.9 (Hz) Frequency 50.1 (Hz)
Active Power 17.1 (MW) Active Power -0.1 (MW) Active Power 1.0 (MW
Reactive Power -77.1(MVAR) Reactive Power 12.9 (MVAR) Reactive Power 0.7 (MVAR)
PV Bus Wind Bus Hydro Bus

Waoltage || 24.6 (kV) Voltage [V| 96.6 (k] Voltage [V 226.3 (W)
Fhase angle -2.8 (Deg) Phase angle 20.1 (Deg) Fhase angle -6.2 (Deg)
Current |I| 15.8 (&)  Current]i| 993 (&) Current|]| 986.4 (&)
Phase angle -178.2(Deg) Phase angle 102.4 (Deg) Phase angle -5.9 (Deg)
Frequency 50.0 (Hz) Frequency 50.1 (Hz) Frequency 49.9 (Hz)
Active Power -0.4 (MW) Active Power 1.3  (MW) Active Power 223.2 (MwW)
Reactive Power -0.5 (MVAR) Rsactive Power -16.1(MVAR) Reactive Power 12.9 (MVAR)
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SCADA HMI: Substation parameters
11kV Bus 33kV Bus 415 Bus
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Figure 4.5: Monitoring of Electrical Parameters in SCADA Ul

4.3 Case Study 2: Blockchain to Share Phasor Data in IEEE 9 Bus System

As far as the method explained in section 3.5, Node-RED is employed in this project
as a graphical interface to facilitate the data recording of PMU nodes in BC-enabled system.
It serves to receive, transform, and output data from an OPC server, which is transmitted by
the PMU within the MATLAB model. Figure 4.6 clearly explains the graphical flow of data
that fed to BC. The PMUs transmit current and voltage phasors in real-time, which was
published to the Node-RED MQTT message broker via the OPC UA protocol as shown in
Figure 4.6. On the other hand, Linux machines subscribe to the same topic, receiving the
payload that initiates the transaction proposal through node.js. Subsequently, the transaction

proposal endorsed by at least one peer, attached with a digital signature, and submitted to
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the blockchain network. Following this, the appropriate function is invoked by a smart

contract, which validates the transaction. Finally, the transaction is recorded in the ledger.

PMU@33kV-Bus_reading_inject |~ Read_PMU-measurements
PMU@11kV-Bus_reading_inject Read_PMU-measurements
@ active
PMU@415V-Bus_reading_inject  — Read_PMU-measurements
® active
PMU@BUST._reading_inject —— Read_PMU-measurements
® active
PMU@BUs9_reading_inject | —— Read_PMU-measurements
@ active
PMU@Bus5_reading_inject — Read_PMU-measurements
® active
PMU@Bus6_reading_inject —l Read_PMU-measurements
@ active
PMU@PV-Bus_reading_inject Read_PMU-measurements
® active
PMU@PV-Bus_reading_inject  —— : Read_PMU-measurements
@ active
PMU@Wind-Bus_reading_inject |~ Read_PMU-measurements
® active
PMU@Hydro-Bus_reading_inject _ ~ Read_PMU-measurements
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Figure 4.6: PMU Measurements Published in Node-RED Interface

Initially, the PMU devices undergo verification, and data authentication process to

ensure resilient data sharing as illustrated in Figure 4.7, a web-based device registration user

interface (UI). Hence, all PMUs deployed in experimental network registered via a web-

based administrative Ul using Add Device button. The Figure 4.7 (a) clearly shows the PMU

device registration using their own ID number. During PMU registration, the identity of each

device is recorded on the BC network by storing its unique ID, serial number, device address,

and communication port information. Nevertheless, list of registered devices has confirmed

using Devices List button with their address. The address often calls public key of a particular

device which is assign while a PMU registered in the BC-integrated architecture. All

registered device identities have been authenticated, ensuring that only verified PMUs can

submit transactions (transmit data) to the PDC. Hence, authenticated PMU share state

variables and recorded in the BC based data base system.
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loT Blockchain Demo Home Add Device Devices List Platform Test View Feed

Registered Devices

Following were the devices registered through Blockchain Network

Device Addr PMU1 Public Key Device ID

0x421Bbc4029e3805dc434410Chb0397252ED54cd7 | 7896458715
0xff54231c1e970c8f2e41898¢b9232019473e6163 7696458718
0xa73ccec66dabb5f76d8c70c003fb1960aa3b82{3 7121264648
0xECaF54eD22BFA0567F192944CCA49db566F50F4C 7896458710
0xC9Ch15Ac9DbI6BSBaEf794aEb6DC17499D06939a 7272335756
0x26AeF0ce94CEA03Ch127bC79DCD4Bb274CH5(777 7126484787
0xb7e04dc5429cF1Ca73eEeSD3FC5888cAC45F4C1B 7672349723

(a)
loT Blockchain Demo Home  Add Device Devices List Platform Test ~ View Feed

View Feed

Following were the sensory feed stored in Blockchain Network

Voltage (kV) Current (A) Frequency (Hz)
230 138 498

228 200 50

220 200 497

2208 132 50

120 100 502

229 120 50

220 800 50

(b)

Figure 4.7: PMU Measurement Sharing with BC; (a) Device Registration U, (b) PMU
Feeding in Web Interface

Furthermore, the registered PMUs then sharing data with their secret key (Sk*). The
admin machine authenticated the PMU device using verifying key (Pk*) which confirms
that the data originates from a legitimate and authorized device within the network. Table
4.3 listed the first transaction of all the registered PMUs shared their reading to PDC. The
transaction data in the table represents the device ID, public and private keys of sender and
block number in which the transaction includes. Nevertheless, the PMU recording in the BC
as shown in Figure 4.7 (b), section View Feed. For the registering devices, admin UI refers

to the createPMU function on PMU smart contract and executed the function to authenticate.
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While device identity verification establishes the source of the data, data authentication
ensures the integrity and authenticity of the data. After all, the PDC machine run database
querying for data visualization and then transfer to SCADA UI for monitoring. Therefore,
all the measurement recorded by PMUs in the BC system monitored in the SCADA UI as

illustrated in Figure 4.8.

Table 4.1: Blockchain Transaction in WAMS Network

Block Information
Block Index 1
Phasor
Transaction Data Sender Receiver Regist'ered Measurement
Device
V) (A)
Bus 7 PMU PDC 7896458715 230 138
Private Key 0x84e390a740662e78c804cca488d4b32a24e385f4d502b
Public Key 0x421Bbc40a9¢3805dc434410Cbb039725aED54c47
Block Information
Block Index 2
Phasor
Transaction Data Sender Receiver Regist'ered Measurement
Device
kV) (A)
Bus 9 PMU PDC 7696458718 228 200
Private Key 0xf22571633f06ef4fdffed9d10252ed89b40129¢c78c38ef5
Public Key 0xff54a31c1e970c8fac41898eb9a32019473e6163
Block Information
Block Index 3
Phasor
Transaction Data Sender Receiver Regist.ered Measurement
Device
kV) (A)
PV Bus PMU PDC 7121264648 220 200
Private Key 0xb755b5702e867bdeaccb48f2bc3b3b0ade8dce38aab9be
Public Key Oxa73ccec66dabb5f76d8c70c003fb1960aa3b8218
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Table 4.1: continue

Block Information

Block Index 4
Phasor
Transaction Data Sender Receiver Registered Measurement
Device
kV) (A)
Bus 5 PMU PDC 7896458710 220.8 132
Private Key 0x267bf588b59a0821598cb9b7e6bb4fdIbf0ffa5203b6c8
Public Key 0xECaF54eD22BFA0567F192944CCA49db566F50F4C
Block Information
Block Index 5
Phasor
Transaction Data Sender Receiver Regist.ered Measurement
Device
&) | A
Wind Bus PMU PDC 7272335756 120 100
Private Key 0x0d5412c07075D61c86d416b98E2040411E68c02F
Public Key 0xC9Cb15AcIDbI6BEBaEf794aEb6DC17499D06939a
Block Information
Block Index 6
Phasor
Transaction Data Sender Receiver Regist.ered Measurement
Device
kV) (A)
Bus 6 PMU PDC 7126484787 229 120
Private Key 0xb74ddc20bd11a9fff148f04cc4188fb8c08d32ca2dea799
Public Key 0x26AeF0ce94CEA03Cb127bC79DCD4Bb274Ct5(777
Block Information
Block Index 7
Phasor
Transaction Data Sender Receiver Regist'ered Measurement
Device
kV) (A)
Hydro Bus PMU PDC 7672349723 220 800
Private Key 0xb3F48D1F0e496d83548D3D334B578454B3cec569
Public Key 0xb7e04dc5429cF1Ca73eEeSD3FC5888cAC45F4C1B
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Figure 4.8: Monitoring Data in SCADA Ul

4.4 Case Study 3: Blockchain to Share Phasor Data in Increased PMU Nodes

The implementation result of proposed framework demonstrated with different sizes
of PMU clusters, ranging from 3 to 25 PMUs. Table 4.3 illustrated the variation of PMU
readings (per/sec) in the different cluster. Nevertheless, the time series PMU measurement

of 39-bus system to PDC gateway demonstrated in Figure 3 (Section Appendix).

4.4.1 Data Accumulation in Sub-Divisions

As the data segmentation strategy in the proposed framework, PMU readings
accumulated over a 1-second interval and compressing these readings into a single data
segment before initiating transaction. Following the configuration in Table 5.3 for different
cluster, the recording from these PMUs in each cluster is accumulated over 1s then

compressed and reduce the size of collected data before it is submitted to the BC.
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Table 4.2: Comparison of Data Segment Size with Different Configuration

Numb . Number of
umber o joi
: PMU readings Original Compresse
PMUs in . Data Compressio
Systems in the cluster d Data Size
Cluster Size n Ratio (%)
per/sec (kB/sec)
(nxm=N,) (kB/sec)
(k)
3 PMUs 150 16.11 4.95
IEEE 9 Cluster o
Bus 4 PMUs o
200 21.48 6.6
Cluster
3 PMUs
Cluster 150 16.11 495
IEEE 39 5 PMUs 250 26.84 825 70%
Bus Cluster
7 PMUs
Clustor 350 37.57 11.55
3 PMUs
Cluster 150 16.11 495
7PMUs 350 37.57 11.55
IEEE Cluster 0%
118 Bus 10 PMUs 70%
500 53.71 16.5
Cluster
23 PMUs 1,150 123.69 37.95
Cluster

4.4.2 Data Compression and Reduction in Transaction Volume

Referred to Table 4.4, the original data size for each cluster varies significantly
depending on the number of PMUs and their readings. The IEEE 9-bus and 39-bus system
is segmented into several clusters, each containing 3 to 7 PMUs. The data accumulation
results indicate a significant data size reduction in post-compression. The data size

decreasing as the number of PMUs in the cluster increases. This reduction is evident in the
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Figure 4.9 that showing the relationship between the numbers of PMU readings, the number
of PMUs in the cluster, and the data size (both original and compressed). The graph
highlights that, as the cluster size grows, benefits of compression is more pronounced,
further reducing the strain on the BC network. Meanwhile, the larger system IEEE 118-bus,
with clusters containing up to 25 PMUs, further validates the framework's capability to
handle extensive data volumes. The visual representation in Figure 4.9 also illustrates a clear
trend where larger clusters result in more significant data size reductions, thereby optimizing

the transaction process within the BC.

23 PMUs Cluster

(%]
=}
& 10 PMUs Cluster
—
E 7 PMUs Cluster
,
- 3 PMUs Cluster
3 7 PMUs Cluster
o
a 5 PMUs Cluster
w
E 3 PMUs Cluster
o - 4PMUs Cluster
w s
WM
=

3 PMUs Cluster

0 200 400 600 800 1000 1200 1400

Number of PMU readings in the cluster per/sec m Original Data Size (kB/sec)

Compressed Data Size (kB/sec)

Figure 4.9: Data Reading with Original and Compressed Data Sizes in Clusters

Specifically, the original data sizes varied significantly with the smaller clusters
(ranging from 3 to 7 PMUs per cluster) as Figure 4.9 suggest. While largest clusters
generating upwards of 16.5 kB per second. However, data compression further reduced this
data size by approximately 65% to 70% effectively, ensuring that the BC could handle the
data without bottlenecks. In more complex system (118-bus system), with larger clusters (up

to 25 PMUs per cluster), the original data size before compression could reach over 126 kB
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per second. Here, compression reduced the data size to around 37.95 kB, achieving a similar
reduction percentage. This demonstrates the scalability of proposed architecture and its
ability to maintain high throughput even in larger grid configurations. The original data sizes
for clusters with different numbers of PMUs (ranging from 3 to 25) were compared to their
corresponding compressed sizes in Figure 4.10. The area plot comparison in Figure 4.10
indicates a significance reduction of data sizes after compression, which directly correlates
with the reduction in transaction volume within the BC framework. Hence, the reduction in
the number of transactions allows the BC to process more data per second, thus improving
throughput. By compressing the PMU readings into a single data segment and aggregating
these segments before initiating transactions, the proposed framework considerably reduces
the transaction volume. This reduction is crucial for enhancing the throughput of the BC
network, especially when dealing with large-scale systems. In such cases, the transaction

volume minimized, leading to more efficient BC operation and lower network congestion.

140 I I I I I T
120 L [ ICompressed Data Size .
[ ]Original Data Size
~ 100 i
o
X
=~ 80| -
N
o 60} .
s
40 - -
20 -
0 1 1 1 1 1 1
0 200 400 600 800 1000 1200 1400

Number of PMU Readings in Cluster

Figure 4.10: Data Size Comparison in Cluster
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4.5 Performance Analysis of Proposed Framework

The performance analysis of proposed framework demonstrates in this section using
some critical parameters, such as transaction throughput, latency, and corresponding
scalability. Meanwhile, the thesis analysed the following metrics and associated impact that

defined the overall performance and scalability of the proposed framework:

i.  The Impact of the increased number of PMU nodes on transaction size and

corresponding throughput

ii.  The Impact of increased number of PMU nodes on block confirmation time

and transaction latency

iii.  The scalability of the proposed BC system with the increased number of PMU

nodes

4.5.1 Analysis of Transaction Size and Throughput

The throughput of the proposed framework analyses in terms of transaction handling
capacity per second (Tx/s). As the transaction throughput varies with the increased number
of PMU nodes and the corresponding transaction size, it affects block sizes significantly.
Therefore, bigger number of PMU nodes has escalated the transaction load and associated
throughput in the network. The proposed framework enhances the BC throughput by
minimizing the number of transactions per second as far transaction comparison in Figure
4.11. By encapsulating multiple PMU readings into a single transaction, the system reduces
transaction load on the BC network, allowing it to process PMU data more efficiently.
Without accumulation, the number of transactions/s for 3 PMU cluster in IEEE 9-bus is

150Tx/s while it is reduced to 1Tx/s with accumulation in the proposed framework.
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Similarly, the transactions have been decreased in different PMU clusters as well for IEEE
39-bus and IEEE 118-bus consecutively. The accumulation and compression in proposed
framework lowering the frequency of transactions in 90-95%, regardless of the number of
PMUs in the clusters. This approach significantly reduces the transaction load on the BC
network, making the system more efficient and scalable. The comparison in Figure 4.11,
illustrates the substantial benefits of using accumulation and compression techniques in

terms of reducing the transaction volume in a BC-enabled PMU network.

1400
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Cluster Cluster Cluster Cluster Cluster Cluster Cluster Cluster Cluster

Number of transactions

IEEE 9 Bus IEEE 39 Bus IEEE 118 Bus

=@=Transactions Without Accumulation  ==@==Transactions With Accumulation

Figure 4.11: Transaction Frequency with/without Accumulation

Data segment as a function of accumulated numbers of PMU readings and data
compression decreases transaction size in the proposed framework as shown in Figure 4.12
(a) compared to the conventional BC. This, reduction of transaction size has increased the
block size even in the bigger number of PMU nodes in the cluster. Figure 4.12 (a) illustrates
the reduction in transaction size as the number of PMU nodes increases. Therefore, an
increase in the transaction size and larger block size improves the throughput in the network

even in the increased number of PMU nodes as shown in Figure 4.12 (b). As our proposed
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method directive, the sub-division based WAMS network maintains the workload and

balanced block size with the marginal consensus algorithm.
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Figure 4.12: (a) Number of PMU Nodes against TX Size; (a) Throughtput against number
of PMU nodes against number of TX

99



45.1.1 Transaction Throughput Before and After Compression

Table 4.5 clearly demonstrate the TPS before and after compression in the
quantitative analysis. The experiment considers groups of PMUs into clusters for the IEEE
9-bus, 39-bus and 118-bus systems. Each PMU produces 50 samples per second. The table
below uses the cluster sizes inferred from the dataset names (3—25 PMUSs per cluster) and
calculates the transaction load before and after applying one-second aggregation and
compression. The throughput reduction factor is the ratio of transactions per second before
compression and the transactions per second after compression. By aggregating one-second
readings, the proposed framework reduces transaction load by 2-3 orders of magnitude. The
compressed throughput (2-5tx/s is comfortably below the throughput of typical
permissioned BC (75tx/s and up to 3000 tx/s in optimized setups), whereas the

uncompressed load (350-2900 tx/s) would saturate or exceed the network.

Table 4.5: TPS Before and after Compression

Power Total | TPS before TPS after Througl.lput
PMUs per cluster . . reduction
system PMUs | compression | compression
factor
Cluster 1: 3 PMUs
IEEE 7 350 tx/s 2 tx/s 175%

9-bus Cluster 2: 4 PMUs

Cluster 1: 3 PMUs

;%Eti . | Cluster2:5PMUs | 15 750 tx/s 3 tx/s 250%
Cluster 3: 7 PMUs
Cluster 1: 3 PMUs
Cluster 2: 7 PMUs
IEEE | cyster 3: 10 PMUs | 58 2900 tx/s 5 tx/s 580%
118-bus

Cluster 4: 15 PMUs
Cluster 5: 23 PMUs
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4.5.2 Analysis the Number of Transactions and Latency

The time delay caused by validating the transaction has a direct impact on the latency
of the network. As the variation of cluster sizes in terms of PMU nodes in Figure 4.12, the
number of transactions significantly reduced by accumulating PMU readings over a period
(e.g., 1 second) and compressing the data. As a result, the network gets less congested with
limited transactions, thus the system can handle incoming data more efficiently. With fewer
transactions to process, the transaction confirmed more quickly, leading to lower latency in
the proposed framework. Faster transaction confirmation time has guaranteed a lower
latency in the network. The number of transactions significantly reduced by compressing all
PMU measurements within the cluster into a single transaction segment. The comparison of
several transactions against execution time presents in Figure 4.13 (a) by configuring the
network with the proposed approach that suggested improvement of transaction execution
time in the proposed BC versus conventional BC. This is achieved with reduced number of
transactions by compressing all PMU measurements within the cluster into a single

transaction segment in the proposed BC.
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Figure 4.13: (a) Transaction against Number of PMU Nodes; (b) Number of Transactions
against Execution Time

In Figure 4.13 (b), the significant improvement shown in the proposed method in
terms of reduction number of transactions which is substantially improves the latency in the
network. In contrast, the rise in the transaction loads on the system has increased the
transaction execution time, raising network latency, as seen in Figure 4.13. Likewise, the
transaction execution time has gradually increased with the increased number of PMU nodes
in the network. However, marginal improvement in latency has been noticed in the proposed

sub-division based WAMS, even in the increased PMU nodes as shown in Figure 4.13 (b).

4521 Transaction Latency Before and after Compression

Because uncompressed PMU data would generate hundreds to thousands of
transactions per second, it would overwhelm typical BC capacity, leading to large backlogs
and indefinite delays. For example, the 118-bus system would require the ledger to handle
2900 tx/s. Even the optimized Hyperledger offline setup with a peak of ~3000 tx/s would be
running at full capacity. Thus, any additional overhead such as cryptographic verification,

consensus across multiple organizations could intensify the latency into tens or hundreds of
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seconds. In contrast, after compression, the transaction arrival rate for the largest system is
only 5 tx/s which is <7% of a 75 tx/s network and <0.2% of a 3000 tx/s network shown in

Table 4.6.

The table highlights that the uncompressed systems would require BC system to
process transactions at rates well above typical capacity, leading to high or unbounded
latencies. After compression, the transaction arrival rates are so low that even a modest BC
network can process them almost instantly. The use of EADSA signatures further reduces
cryptographic overhead because EdDSA is the fastest performing algorithm with smaller
key sizes. Combined with local validation at the sub-division PDC, the proposed framework

delivers near real-time performance suitable for WAMS.

Table 4.6: Estimated Latency Comparison

Arrival rate Arrival rate
without Latency under 75 tx/s with Estimated
System . . .
compression service rate compression | latency (s)
(tx/s) (tx/s)
Unstable/very high
IEEE 350 network would queue 2 1-2.5s
9-bus
indefinitely.
Unstable Would require
IEEE 750 high-performance setups 3 3.5s
39-bus
(3000 tx/s)
Saturates even
high-performance
IEEE 2900 (3k tx/s) networks 5 5s
118-bus .
queueing would lead to
additional time
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4.5.3 Analysis of Scalability

The PMU data in IEEE 9 bus system comprises with 2 clusters, 7 PMUs mentioned
in Table 4.5 and 4.6, would need to process 350 tx/s which is far beyond the ~75 tx/s range
queueing delays would be extremely high. While after compression, the arrival rate drops to

2 tx/s which is roughly 175x drop implies a =~ 99.4 % reduction in latency. On the other

hand, in IEEE 39 bus system consist of 3 clusters, 15 PMUs, the baseline arrival rate
(750 tx/s) greatly exceeds typical Fabric throughput; compression reduces this to 3 tx/s. By
lowering the load by 250x, the network moves from a congested regime to an under-utilized

regime where latencies are on the order 3-3.5s. This translates to a =~ 99.6 % latency

reduction. For the IEEE 118 bus system (5 clusters, 58 PMUs), compressing to 5 tx/s reduces

the load by 580, bringing latency down to 5s which is a similar factor—over 99.8 %.

The performance analysis from IEEE 39 and 118 bus systems suggest that the
proposed framework can maintain high throughput and low latency, even with larger and
more complex WAMS networks. It is evident from the experimental quantitative analysis;
the subdivision-based architecture enables the system to scale efficiently as the number of
PMUSs increases. As number of transactions increased, the transaction size has increased
exponentially while the number of PMU nodes has increased. Likewise, transaction
execution time rises with the increase in number of transactions. However, block and
transaction sizes managed with the proposed method. Meanwhile, the proposed approach
has minimized transaction load by data accumulation and compression technique. A
decrease in the number of transactions enhances the transaction execution time, thus
improving the scalability of the network. The reduction of transaction size with balance

block size also indicates the improvement of scalability. The experimental assessment in this
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study encourages the utility to embrace permissioned-private BC for robust utility data

management.

4.5.4 Performance Comparison with Existing Methods

Conventional BC-based WAMS processed tens or hundreds of transactions per
second and suffered from significant delays as described in performance comparison with
existing methods. For example, Colaco etal. (2020) used Algorand’s proof-of-stake and
achieved roughly 8.6 transactions per second with confirmation times near 50 seconds.
Bhattacharjee et al. (2020) and Bandara et al. (2021) delivered about 100 TPS and 365 TPS
respectively, but only in off-line scenarios and without real-time scalability. Hyperledger
Fabric testbeds and private Ethereum networks topped out around 75-100 TPS, with latency
increasing sharply once they approached those limits, where permissioned BCs rarely exceed
a few hundred TPS and often take seconds to finalise transactions. Aggarwal & Kaddoum’s,
2024 QKD-enabled approach likewise to saw off-line throughput in the 50-100 TPS range
with latencies of 2.3-2.9 seconds. By dividing the network into clusters, compressing PMU
data into one-second windows, and locally validating with DIAM identities and EdDSA
signatures, the proposed aggregated WAMS achieves approximately one aggregated
transaction per second (=10 aggregated TPS). This results in a 99.4-99.8% reduction in
transaction volume, making queuing delays negligible. As a result, latency reduced by
approximately 3—5 seconds, significantly improving both throughput and latency. This
indication clearly proves constant transaction frequency even PMU count increases (refer to

Figure 11) without increasing BC load which empirically validates the model.

105



Table 4.6: Scalability Comparison with Existing Methods

Ref. Method/Work . Core Throughput Latency Real-T.ilone
design/Consensus (approx.) performance Scalability
Blockchain- Al ’ ) )
ockchain-based | Uses Algorand’s Real-time with =50 s
(Colaco et al., 2020) Sensor Data Pure throuehout <8.6 TPS confirmation fime Yes
Validation Proof-of-Stake ghput=o- '
Permissioned
) i Lat der 1 d
A Decentralized blockchain to . arency l.m crisan
. Off-line throughput | latency increases as
: Blockchain seeure around 100 TPS the number of No
(Bhattacharjee et al., 2020) Framework synchrophasor ‘
PMUSs/miners grows.
measurements
Tikiri— ~365 TPS off-li
i Ltm ) ?lt Minimal %[ES E Ot e Low latency on
i i . roughput on .
(Bandara et al., 2021) 8 We.g IoT-oriented &P ) resource-constrained No
blockchain for ] resource-constrained :
blockchain : devices.
[oT devices.
. Latency remains <1 s
Multi-org IoT
, Hyperledger HHEOTE 79 Off-line =100 TPS up to =100 TPS;
(Pajooh et al., 2022) : network; various . . No
Fabric IoT testbed .. (saturates) increases rapidly
consensus policies
afterwards
16 ) Low TPS d
(M. M. Khan et al., 2025) | Private Ethereum peels Off-line ~79 TPS oW 11 compared No
(proof-of-authority) to Hyperledger Fabric
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Table 4.6: continue

Th hput st t
. . . . Off-line =75 TPS roughput staghates
Hyperledger Fabric Simulation using : and delays grow
(Melo et al., 2024) . ) (commit step . No
SPN model stochastic Petri nets saturates) rapidly beyond
~75 TPS
Combi t
om 1ges q uar.l o QKD hardware limits
key distribution throushput. and
(Aggarwal & (QKD) with g put; Off-line throughput
. blockchain consensus ~2.3-209s No
Kaddoum, 2024) blockchain for infroduces additional ~50-100 TPS
SCADA “
.. latency.
authentication
SUbdiVideS WAMS Real-time
into clusters; PMU throughput
o .data are cF)mpressed ~10 aggregated TPS
Proposed aggregated | Sub-division based | into 1-s windows and . 155 Yes
WAMS (this thesis) WAMS validated locally (1 transaction/s
_“Smf?’ DIAM-based Invoke transactions
identity and EADSA
signatures. ~2900 TPS
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4.6  Chapter Summary

This chapter presents the investigation of WAMS and its two-way data exchange
capabilities within a co-simulation environment. It details the design and implementation of
the proposed BC-integrated data sharing and recording framework tailored for real-time

WAMS applications.

The chapter outlines how the framework guarantees secure communication and data
integrity across distributed PMU nodes. It also demonstrates the integration of BC
components, including device verification, data authentication, and transaction management,

into the simulated WAMS environment.

Furthermore, performance evaluation carried out using a series of experiments that
analyses the key metrics such as transaction size, latency, throughput, and block
confirmation time. The benchmarking results highlight the effectiveness of the proposed
architecture in addressing network congestion, data security, and scalability challenges

associated with high-frequency PMU data transmission.

Overall, the findings validate the proposed framework’s potential to support resilient,

secure, and real-time data sharing in modern power grid environments.
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CHAPTER 5

CONCLUSION AND RECCOMENDATION

5.1 Conclusion

In conclusion, each research objective has been comprehensively addressed. First,
the investigation of existing WAMS architectures, data communication, automatic
monitoring of electrical parameters. The study also exposed the vulnerabilities of data
integrity and confidentiality that existing security mechanisms struggled to protect in

high-frequency substation domain.

Building on these insights, the second objective focused on developing a
subdivision-based BC-integrated WAMS framework for phasor data protection. By
partitioning the WAMS into smaller clusters and employing a permissioned BC layer to
aggregate and authenticate phasor measurements, the proposed design distributes trust across
the network. Leveraging DIAM-based identities and EADSA signatures ensured that each
cluster could verify its own data before adding it to the shared ledger, greatly enhancing

confidentiality, integrity and availability.

The third objective was realised by implementing this framework on a Hyperledger
Fabric-MATLAB co-simulation test bed. MATLAB provided a realistic power-system
environment to generate synchrophasor data, while Hyperledger Fabric simulated the BC
network. This integrated platform allowed rigorous testing of data aggregation, consensus

processes and cluster interactions under realistic operating conditions.
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The final objective achieved through the performance analysis demonstrated that the
proposed approach delivers significant improvements. While many existing solutions
achieve only tens or low hundreds of transactions per second and suffer from rising latency
under load, the proposed WAMS achieved around one aggregated transaction per second (

~10 aggregated TPS) and roughly 2900 invocation TPS, maintaining latencies of about 1—

5 seconds. These results show that the subdivision-based BC framework not only meets
real-time requirements but also scales gracefully, providing a secure, resilient and efficient

foundation for future WAMS deployments.

5.2 Limitation

This thesis conducts the performance evaluation using linear PMU readings under
stable grid conditions. However, the performance of the proposed framework may vary
under non-linear, unstable grid conditions, which considered a limitation of the work. Since
PMU data contains higher entropy during electrical grid events such as faults, load changes,
or other disturbances, the data size can increase due to the richer content in each frame,
leading to less effective compression and, consequently, larger sizes. Additionally, the
increased deployment of PMU nodes leads to a significant rise in data storage volume, which

poses another concern.

5.3 Recommendations

Future research should focus on optimization of BC framework and developing
efficient methods to process dynamic and real-time data within BC-designed backend
systems. A practical consensus algorithm is necessary to manage the high volume of data
transactions generated by the increased number of PMU nodes. Additionally, integrating off-

chain data storage could alleviate storage issues by storing only transaction metadata.
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APPENDICES

Appendix A: Laboratory Experiment

Figure 1: Complete Window of SCADA HMI
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