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Abstract

This project focuses on implementing a signature-based Intrusion Detection System (IDS) using
Snort on a Linux-based environment to enhance network security through real-time detection of
cyber threats. Custom Snort rules are designed to detect Denial of Service (DoS), port scanning,
and SQL injection attacks effectively. The project integrates a Python-based machine learning
module that analyzes Snort alert logs to improve detection accuracy and reduce false positives.
By simulating attacks from an attacker virtual machine, the system’s performance in identifying
threats is evaluated based on accuracy, response time, and classification metrics. The
methodology used is the Design Science Research Methodology (DSRM), which guides the
development, implementation, and evaluation of the system. This project provides practical
experience in deploying IDS, crafting detection rules, and applying intelligent analysis to enhance
threat identification. The system aims to deliver reliable intrusion alerts while minimizing
administrative burden, contributing to stronger and more accurate network monitoring solutions
in modern cybersecurity environments.



Abstrak

Projek ini memfokuskan pada pelaksanaan Sistem Pengesan Pencerobohan (IDS) berasaskan
tandatangan menggunakan Snort pada persekitaran berasaskan Linux untuk meningkatkan
keselamatan rangkaian melalui pengesanan masa nyata ancaman siber. Peraturan Snort tersuai
direka untuk mengesan Denial of Service (DoS), pengimbasan port dan serangan suntikan SQL
dengan berkesan. Projek ini menyepadukan modul pembelajaran mesin berasaskan Python yang
menganalisis log amaran Snort untuk meningkatkan ketepatan pengesanan dan mengurangkan
positif palsu. Dengan mensimulasikan serangan daripada mesin maya penyerang, prestasi sistem
dalam mengenal pasti ancaman dinilai berdasarkan ketepatan, masa tindak balas dan metrik
klasifikasi. Metodologi yang digunakan ialah Metodologi Penyelidikan Sains Reka Bentuk
(DSRM), yang membimbing pembangunan, pelaksanaan, dan penilaian sistem. Projek ini
menyediakan pengalaman praktikal dalam menggunakan IDS, mencipta peraturan pengesanan dan
menggunakan analisis pintar untuk meningkatkan pengenalan ancaman. Sistem ini bertujuan untuk
menyampaikan amaran pencerobohan yang boleh dipercayai sambil meminimumkan beban
pentadbiran, menyumbang kepada penyelesaian pemantauan rangkaian yang lebih kukuh dan lebih
tepat dalam persekitaran keselamatan siber moden.
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CHAPTER 1: INTRODUCTION

1.1 Introduction

In today’s digital era, network infrastructure forms the backbone of modern organizational
operations. However, this increasing reliance also exposes systems to a growing number of cyber
threats that exploit vulnerabilities for malicious purposes. Cyberattacks such as unauthorized
access, data breaches, and service disruptions can cause significant damage to an organization’s
data integrity, confidentiality, and availability. As a result, establishing a robust cybersecurity
framework has become essential not only to prevent attacks but also to monitor, detect, and

respond to suspicious activities.

Intrusion Detection Systems (IDS) are a key element in this proactive cybersecurity
approach. IDS tools monitor network traffic and issue alerts when potential threats are detected,
enabling security teams to respond quickly and mitigate risks. One of the most widely used IDS
tools is Snort, a signature-based system that detects threats by comparing network packets to
known attack patterns or signatures. This method provides effective real-time detection of specific
threats and is especially useful for identifying attacks such as Denial of Service (DoS), port

scanning, and SQL injection (Pramudya & Alamsyah, 2022).

This project aims to implement Snort as a network IDS on a Linux-based system and design
custom detection rules for the attack types mentioned above. While Snort is powerful in detecting
known threats, it has limitations, most notably its struggle to detect unknown or sophisticated
attacks and its tendency to produce false positives. These false positives can overwhelm

administrators, leading to delayed responses and the potential for missed critical threats.



To address these limitations, the project integrates machine learning (ML) techniques with
Snort. By analyzing Snort’s alert logs, machine learning models can learn patterns of normal and
malicious behavior, enabling the system to classify alerts more accurately. This integration
improves detection accuracy and helps reduce false alarms by distinguishing genuine threats from
benign anomalies. Importantly, the machine learning module will be hosted externally, separate
from the Snort IDS system, to improve scalability and performance. The external ML model

processes Snort logs and classifies alerts based on patterns learned from simulated attack data.

Furthermore, Snort’s flexibility and customizability enhance its relevance in modern
cybersecurity strategies. Users can craft tailored rules to suit specific network environments,
making Snort adaptable to various use cases (Al Ghafri et al., 2019). Supported by an active open-
source community, Snort continues to evolve with frequent updates and shared best practices,

reinforcing its value as a dynamic tool for intrusion detection in an ever-changing threat landscape.

1.2 Problem Statement

In today’s digital era, organizations rely heavily on computer networks to run their
operations smoothly. However, this dependence also increases their risk of facing cyber threats
such as Denial-of-Service (DoS) attacks, port scanning, and SQL injection. According to
Cybersecurity Ventures (2024), global cybercrime is expected to cost USD 10.5 trillion annually
by 2025, showing how serious and widespread network attacks have become. As these threats
become more advanced and happen more frequently, organizations need better tools to monitor,

detect, and react to suspicious activity.



Intrusion Detection Systems (IDS) like Snort are commonly used to detect known attacks
by checking network traffic against a list of predefined attack patterns, also called signatures.
While this method works well for detecting familiar threats, it has two major weaknesses. First, it
cannot detect new or unknown attacks, often called zero-day attacks, because no existing pattern
matches them (Tripathy & Behera, 2024; Pureti, 2022). Second, it often produces too many false
alerts treating normal or harmless traffic as a threat. This overload of alerts can confuse or slow

down the response of security teams, increasing the risk of missing real attacks (Umer et al., 2022).

To overcome these challenges, this project improves Snort’s effectiveness by adding a
machine learning (ML) component that analyzes its alert logs. This component is designed to
recognize patterns in both normal and malicious behavior, helping to classify alerts more
accurately. By doing so, the system aims to improve threat detection, lower false alarm rates, and

offer better identification of unusual or advanced network attacks.

1.3 Objectives
The objectives are as follows:

1. Install and configure Snort as a network Intrusion Detection System (IDS) on a Linux-
based system and design custom Snort rules to detect various attack types, including
DoS, port scanning, and SQL injection.

2. Integrate an external machine learning module with Snort to enhance detection
accuracy, reduce false positives, and improve overall effectiveness in identifying
advanced and unknown threats.

3. Simulate network attacks to test and evaluate the performance of the IDS, ensuring its

ability to accurately detect and respond to different intrusion scenarios.
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1.4 Project Methodology

Design Science Research Methodology (DSRM) is a structured framework used to create and
evaluate artifacts, such as models, systems, or methods, to solve specific problems. This
methodology is ideal for systematic approach for designing and assessing the implementation of
Snort as a signature-based IDS, ensuring that each step from development to testing is
methodically covered while emphasizing practical solutions supported by comprehensive
documentation and evaluation (Venable et al., 2017). In this section, the implementation of the

project in every phase of this methodology will be explained below in Figure 1.1.

1) Identify the 2) Define the

Problem Solution 4)Demonstration 5) Evaluation 6)Communication

Figure 1.1: Design Science Research Methodology (DSRM) (Arsalan et al., 2023)

1.1 Identify the Problem

This phase begins by examining current network security challenges, particularly the
limitations of traditional intrusion detection systems that rely solely on predefined
signatures. The core issue is the inability to detect zero-day attacks and the high rate of
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false positives, which hinders the effectiveness of existing IDS solutions. This project
proposes the development of a hybrid Snort-based IDS with machine learning capabilities

to improve detection accuracy.

1.2 Define the Solution

The solution involves installing and configuring Snort as a signature-based IDS on a Linux
platform. Custom Snort rules will be created to detect common attacks like Denial of
Service (DoS), port scanning, and SQL injection. Additionally, a machine learning model
will be integrated to reduce false positives and improve detection of unknown or advanced

threats.

1.3 Design and Development

The IDS design centers on Snort 2.9.20 as the detection engine, incorporating packet
decoding and preprocessing for traffic normalization. Custom rules are developed to
identify specific attack signatures, and alert output is configured using the alert file format.
A Python-based machine learning module is implemented to analyze Snort alerts and

distinguish real threats from false alarms.

1.4 Demonstration

The IDS system is deployed and tested in a controlled environment using two virtual
machines: Linux Mint running Snort and Attacker simulating attacks such as Nmap scans,
Hping3 DoS, and SQL injection via sqlmap. These simulations validate the system’s
detection capabilities and assess the effectiveness of the machine learning classifier in

categorizing alerts.



1.5 Evaluation

The IDS performance is evaluated based on detection accuracy, false positive rate, and
alert response time. The machine learning model’s classification metrics, including
precision, recall, and Fl-score, are analyzed to assess effectiveness. Evaluation results
guide the refinement of Snort rules and further improvements to the machine learning

integration.

1.6 Communication

The final phase documents the project comprehensively, covering methodology, system
design, implementation details, and evaluation results. This report highlights how
integrating Snort with machine learning enhances network security through improved

threat detection and reduced false positives.

1.5 Scope of the Project

This project focuses on the deployment and configuration of a signature-based Intrusion
Detection System (IDS) using Snort 2.9.20 on a Linux Mint virtual machine. Custom Snort rules
will be developed to detect specific attack types, including Denial of Service (DoS), port scanning,
and SQL injection. Network attack simulations will be performed from a separate Attacker VM to
validate detection effectiveness. Alerts generated by Snort will be logged in alert file format and
processed by a Python-based machine learning module designed to classify and reduce false
positives. Continuous evaluation of detection accuracy, response time, and classification
performance will be conducted to ensure the system meets the defined security objectives and

improves threat identification.



1.6 Significance of the Project

This project contributes to the field of cybersecurity by implementing a practical signature-
based Intrusion Detection System using Snort 2.9.20 on a Linux platform. It provides hands-on
experience in configuring and customizing IDS rules to detect common network attacks such as
Denial of Service (DoS), port scanning, and SQL injection. By integrating a Python-based machine
learning module, the project improves Snort’s ability to reduce false positives and detect more
complex or previously unknown threats. These enhancements lead to more accurate and reliable
network security monitoring, offering organizations a stronger and more efficient defense
mechanism. Furthermore, the project demonstrates the real-world relevance of combining

traditional IDS techniques with machine learning to meet modern cybersecurity challenges.

1.7 Expected Outcome

This project aims to develop a functioning signature-based Intrusion Detection System
(IDS) using Snort, designed to perform real-time monitoring and identify a range of network
intrusion attempts. A tailored set of custom Snort rules will be developed to effectively detect
specific attacks such as Denial of Service (DoS), port scanning, and SQL injection. Testing through
simulated attacks from an attacker Linux virtual machine (VM) will validate the system’s detection
accuracy and alert generation capabilities. Furthermore, the integration of a machine learning
classifier will enhance the system’s performance by reducing false positives and improving
detection of advanced and previously unknown (zero-day) threats. Ultimately, this project will
demonstrate how combining Snort’s rule-based detection with machine learning techniques can
create a more adaptive and accurate intrusion detection solution to meet evolving cybersecurity

challenges.



1.8 Project Schedule
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Figure 1.2: FYP 1 Milestone and Task Schedule

This project will be divided into two parts, which are FYP 1 and FYP 2. FYP 1 will
focus on the foundational aspects, including defining the project objectives, gathering technical
requirements, and preparing comprehensive documentation. Then, it will be the development of
the prototype which will be in FYP 2. Based on the figure above, this Gantt chart will be only
focusing on FYP 1. The time to complete FYP 1 is roughly three months from October 2024 to

January 2025.
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Figure 1.3: FYP 2 Milestone and Task Schedule

Based on the figure above, this Gantt chart will be focusing on FYP 2. The time

to complete FYP 2 and the whole FYP is roughly four months from March 2025 to June 2025.

1.9 Project Outline

This project report is organized into six chapters, each focusing on a key part of the work: the
introduction, literature review, requirement analysis and design, implementation and testing,
system evaluation, and conclusion with future recommendations. Below is a summary of what

each chapter covers:

1.9.1 CHAPTER 1: INTRODUCTION

This chapter introduces the background of the project, including the problem statement,
objectives, and the methodology employed, specifically the Design Science Research
Methodology (DSRM). It also defines the project scope, significance, expected outcomes,

and presents the project schedule to track development progress.
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1.9.2 CHAPTER 2: LITERATURE REVIEW

This chapter reviews relevant research and existing intrusion detection systems, focusing
on signature-based IDS technologies. It compares various IDS approaches, highlighting
their advantages and limitations. The chapter also discusses key tools and technologies
used in this project such as Snort, and machine learning methods for improving detection

accuracy.

1.9.3 CHAPTER 3: METHODOLOGY REQUIREMENT ANALYSIS AND
DESIGN

This section explains the chosen methodology that guided the project’s development, with
an emphasis on DSRM. It outlines the system requirements and presents the overall design
of the IDS, including Snort setup, creation of custom detection rules, integration with a

machine learning model, and the design of the testing environment.

1.9.4 CHAPTER 4: IMPLEMENTATION AND TESTING

This chapter describes the step-by-step implementation of the IDS on a Linux platform. It
covers the configuration of Snort and the application of custom rules, followed by details

on how simulated attacks were used to test the system’s response and accuracy.
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1.9.5 CHAPTER 5: SYSTEM TESTING

This part focuses on the evaluation process of the IDS after full deployment. It discusses
the results of combining Snort’s signature-based detection with a machine learning
classifier, assessing the system’s ability to identify attacks like DoS, port scans, and SQL

injection, while also reviewing its accuracy and rate of false positives.

1.9.6 CHAPTER 6: CONCLUSION AND FUTURE WORK

The final chapter summarizes the project outcomes and key insights gained. It also
proposes areas for further development, such as extending the system to detect more attack
types, improving machine learning integration, and enhancing its overall effectiveness in

securing networks.

1.10 Summary

This chapter has highlighted the importance of developing a signature-based Intrusion
Detection System (IDS) using Snort to address current network security challenges. It presented
the project’s objectives, scope, and methodology, emphasizing the need for a reliable system
capable of detecting cyber-attacks. An overview of the expected outcomes was also provided. The
next chapter will review existing IDS solutions and related technologies, compare their features

and limitations, and justify the selection of tools used in this project’s implementation.
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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

This chapter reviews several existing Intrusion Detection Systems (IDS) similar to the
proposed Snort. The review focuses on their functionality, advantages, and disadvantages. A
comparison table highlights the key differences and features of these systems. Additionally, the
chapter explores tools and technologies essential to developing the proposed IDS and their
contributions to its effectiveness. Furthermore, the integration of machine learning techniques,

particularly the Random Forest algorithm, is explored to enhance Snort’s detection capabilities.

2.2 Reviews on Similar Existing Systems

In this section, three existing intrusion detection systems have been selected for review and

discussion to establish their relevance and effectiveness in network security. These systems are:

1. Suricata
2. Bro/Zeek
3. OSSEC

2.2.1 Suricata

.y
SURICATA®

Figure 2.1: Suricata Logo (Suricata, 2023)
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Suricata is an open-source IDS that supports both signature-based and anomaly-based
detection. According to Hoover (2022), its multi-threaded architecture ensures efficient handling
of large network traffic volumes. Suricata also provides advanced features, such as protocol
analysis, file extraction, and inline intrusion prevention, making it suitable for high-performance
and complex networks. However, its higher resource usage and steeper learning curve compared
to Snort can make it challenging for beginners. Suricata’s scalability and advanced capabilities
make it an excellent choice for large-scale environments. In this project, Snort was selected over
Suricata because it is lightweight, efficient, and excels at detecting known attack patterns like

Denial of Service (DoS) and SQL injection.

Z zeek

Figure 2.2: Zeek Logo (Ziobro, 2022)

2.2.2 Bro/Zeek

Zeek (formerly known as Bro) is an anomaly-based IDS that focuses on detecting unusual
network activities by analysing behaviour and logging events. Lewandowska (2024) emphasizes
its effectiveness in identifying novel and sophisticated attacks that signature-based systems may
overlook. Zeek offers robust scripting capabilities, allowing users to create custom detection rules

for specific environments.
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While Zeek is highly effective in complex environments, its steep learning curve and
smaller community compared to systems like Snort and Suricata can pose challenges. However,
Zeek’s ability to detect advanced threats makes it suitable for environments requiring deep analysis.
In contrast, this project leverages Snort’s signature-based approach to detect specific, known

attacks, which is more suitable for our objectives of monitoring common network threats.

2.2.3 OSSEC

Figure 2.3: OSSEC Logo (OSSEC, 2023)

OSSEC is a host-based intrusion detection system (HIDS) that focuses on monitoring
individual devices for unauthorized changes, log analysis, and file integrity. Anafcheh (2018)
highlight its strengths in log monitoring and ensuring file integrity, making it an excellent addition
to a hybrid security framework. However, its inability to monitor real-time network traffic limits
its effectiveness in detecting network-wide attacks. OSSEC is most effective when paired with a
network-based IDS like Snort to provide comprehensive security. OSSEC’s capability to integrate
with cloud environments enhances its utility in monitoring virtualized infrastructures,

complementing broader network-level security measures.
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2.2.4 Comparison of the Existing System with Snort

Table 2.1: Comparisons of Features between Existing Systems and Snort

Proposed System

Existing System

Snort Suricata Bro/Zeek OSSEC
Type Network-based Network-based | Network-based | Host-based IDS
IDS (NIDS) IDS (NIDS) IDS (NIDS) (HIDS)
Detection Signature-based Signature + Anomaly-based | Signature-based
Method anomaly-based
Performance Lightweight, Handles high | High  resource | Endpoint
efficient traffic usage monitoring
Customization | Customizable Custom rules Advanced Limited to file
rules and protocol scripting integrity/log
analysis capabilities monitoring
Best For Detecting known | High-traffic Detecting novel | Endpoint
attacks (DoS, networks, attacks, traffic security,
SQL, port scans) advanced analysis complementing
features network IDS

Table 2.1 shows the comparison between existing systems and Snort. While other systems

like Suricata and Zeek offer advanced features, Snort’s lightweight design, focus on signature-

based detection, and customizability make it more suitable for detecting specific attack types like

DoS and SQL injection. This table demonstrates how the proposed system integrates the strengths

of existing solutions while addressing their limitations.
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2.3 Machine Learning in Intrusion Detection (Random Forest)

Traditional signature-based systems, such as Snort, effectively detect known attacks by
matching traffic patterns with predefined rules. However, these systems face challenges in
identifying zero-day threats or novel attacks that are not yet included in the signature database

(Pramudya & Alamsyah, 2022).

To overcome these limitations, this project integrates a machine learning (ML) component
by analysing Snort-generated alert logs. Rather than embedding the ML model into Snort’s real-
time detection pipeline, an offline classification approach is used. Snort alerts saved in alert file
format are parsed into structured datasets using Python tools such as Pandas and Scikit-learn. This
offline method simplifies integration, avoids real-time performance overhead, and allows iterative

experimentation and tuning.

The machine learning module is executed externally on the host machine, instead of within
the Snort virtual machine. This external setup was chosen for several reasons. First, it avoids the
complexity of modifying Snort’s internal processes or dealing with performance limitations when
running both detection and classification in real time. Second, the external approach enables
greater flexibility to test, retrain, and adjust the model without affecting the IDS’s stability. Finally,
this method mirrors practical use cases in real-world deployments where data from detection

systems is sent to external analytics modules for further processing (Aeraj & Leghris, 2023).

The Random Forest algorithm is selected for its robustness in classification tasks. It builds
multiple decision trees and combines their predictions to improve accuracy and minimize
overfitting. According to Preethi et al. (2024), Random Forest achieved an accuracy of 99.34% in

intrusion detection scenarios, outperforming other classifiers.
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In this project, features such as alert type, timestamp, source IP, and destination IP are
extracted and vectorized for classification. The model classifies traffic into categories such as Port
Scan, DoS, SQL Injection, or benign traffic. Although the model is trained on simulated data, the

architecture is adaptable to real-world datasets and live deployments.
Key benefits of the hybrid Snort + ML approach include:

¢ Reduced False Positives: ML helps distinguish true threats from benign anomalies by
learning from labelled alert data (El Aeraj et al., 2024).
e Scalability and Adaptability: The model can continuously learn from new data to

improve detection accuracy over time (Chaithanya et al., 2023).

This integration demonstrates a practical path toward intelligent intrusion detection, especially

valuable for resource-constrained environments seeking adaptive security solutions.

2.4 Reviews of Tools and Technology

This section reviews the core tools and technologies utilized in the implementation of a
signature-based Intrusion Detection System (IDS), focusing on their functions, benefits, and

relevance to the project.

2.4.1 Platform

This section introduces the platform used for developing, testing, and monitoring network IDS.

2.4.1.1 Linux Mint

Linux Mint was selected as the operating system due to its stability, ease of use, and
strong support for networking and security tools. As a Linux-based platform, it provides a user-

friendly interface, making it accessible to users with varying levels of experience in Linux
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environments. Linux Mint offers a reliable and compatible environment for the installation and
operation of essential open-source security tools such as Snort, the robust command-line
interface facilitates the configuration and monitoring of the Intrusion Detection System (IDS),

ensuring optimal system performance, even on standard hardware.

2.4.2 Programming Language

2.4.2.1 Phyton 3

Python is the primary programming language for this project due to its simplicity,
versatility, and strong support for cybersecurity and Al tasks. Released in 1991 by Guido van
Rossum, Python has become one of the most widely used open-source languages globally. It is
known for its clean syntax and readability, making it ideal for rapid development and testing.
Python supports a wide variety of libraries relevant to cybersecurity, such as Scikit-learn and
Pandas, It is used to parse Snort logs, extract features, train classifiers, and evaluate model
performance. The language’s strong community and wealth of documentation make

troubleshooting and enhancement much more manageable.

2.4.2.2 Bash

Bash (Bourne Again Shell) is the default command-line shell on most Linux systems and
is used extensively in this project to automate routine tasks. Bash scripts are created to start Snort,
rotate logs, configure iptables, and launch attack simulations. Bash allows for seamless integration
with system utilities and is useful for managing IDS components without requiring a GUL It
provides control over network interfaces and logging mechanisms, making it indispensable for
real-time IDS deployment. Its scripting capabilities ensure repeatable, consistent execution of key
tasks.
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2.4.2.3 Snort Rule Syntax

Snort rule syntax is the language used to define detection rules for Snort. These rules are
composed of header and options fields that describe the conditions under which an alert should be
triggered. Writing effective rules requires understanding of network protocols, packet structures,
and common attack signatures. Custom rules in this project are crafted to detect port scans, I[CMP
floods, and SQL injection attempts. The flexibility of Snort’s rule syntax allows the IDS to be
tailored to specific threats. Well-written rules significantly enhance the accuracy and

responsiveness of the system.

2.4.3 Tools and Libraries

This section reviews the specific tools and libraries employed in the project.

2.4.3.1 Snort 2.9

Figure 2.4: Snort Logo (CyberHub, 2023)

Snort is an open-source, lightweight, and highly configurable Network Intrusion Detection
System (NIDS) developed by Sourcefire. It operates by capturing network packets in real time and
analysing them against a set of predefined rules to detect malicious activity such as port scans,
denial-of-service (DoS) attacks, and SQL injection attempts. Snort is signature-based, meaning it

detects threats by matching packet content to known attack signatures. Its flexible rule syntax
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allows for the creation of custom rules tailored to specific network environments. In this project,
Snort is responsible for monitoring and generating alerts when suspicious patterns are detected in
the network traffic.
2.4.3.3 Nmap

Nmap (Network Mapper) is a security scanner used to discover hosts and services on a
network. It plays a critical role in simulating reconnaissance attacks, especially various types of
port scans. These tests are essential for validating the IDS’s ability to detect intrusions at the
reconnaissance phase. Nmap’s versatility allows users to perform basic scans or complex custom
scan patterns. It generates traffic that mimics real-world attacker behaviour, providing a realistic
testing ground for Snort. Its CLI interface also makes it easy to automate within the testing

workflow.

2.4.3.4 Hping3

Hping3 is a command-line oriented TCP/IP packet assembler and analyser. It is used in
this project to simulate complex network attacks, such as TCP SYN floods and ICMP-based
denial-of-service (DoS) attacks. Unlike Nmap, Hping3 offers more control over packet headers,
enabling the crafting of customized attack traffic. This makes it useful for testing how well Snort
can handle various types of DoS patterns. Hping3 can also perform traceroute-like operations and
firewall testing, adding depth to the IDS evaluation. Its inclusion ensures the system is tested

against sophisticated, low-level attack techniques.

2.4.3.5 Curl

Curl is a command-line tool for transferring data with URLSs, supporting protocols like
HTTP, HTTPS, FTP, and more. In the IDS project, it is used to simulate web traffic, such as HTTP

GET and POST requests, which can include SQL injection or command injection payloads. This
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helps test the IDS’s ability to detect application-layer attacks. Curl is highly scriptable, making it
ideal for batch testing scenarios. It supports header customization, cookie manipulation, and
payload injection, allowing detailed control over each request. Its role complements tools like

Hping3 by simulating different attack vectors.

2.4.3.6 Nano

Nano is a terminal-based text editor used for editing configuration files, Snort rules, and
Bash scripts directly in the Linux terminal. It is chosen for its simplicity and low system overhead,
making it suitable for quick edits without the need for GUI-based tools. In the IDS project, Nano
is used to write and modify Snort’s rule files and startup scripts. Its intuitive interface allows users
to navigate, search, and edit files efficiently. Nano’s availability by default on most Linux

distributions ensures it is always accessible during setup and troubleshooting.

2.4.3.7 Pandas

Pandas is a powerful Python library used for data analysis and manipulation. It provides
data structures such as DataFrames, which are ideal for handling tabular alert data generated by
Snort. In this project, Pandas is used to read parsed alert files, clean the data, and prepare it for
machine learning models. It simplifies tasks like filtering, grouping, and aggregating alerts by type,
IP address, or timestamp. With Pandas, large volumes of log data can be efficiently processed and
transformed into actionable insights. Its flexibility supports both exploratory data analysis and

feature engineering.

2.4.3.8 Scikit-learn

Scikit-learn is a machine learning library in Python that provides simple and efficient tools
for data mining and analysis. In this project, it is used to train and test models that classify Snort

alerts as normal or malicious. Algorithms such as Decision Trees, Random Forests, and Naive
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Bayes are implemented using Scikit-learn. The library’s modular design and consistent API make
it easy to plug in different models and compare their performance. It also includes utilities for
model evaluation, such as confusion matrices and cross-validation. Scikit-learn is essential for
adding intelligence to the IDS.

2.4.3.9 re (Regex)

The re library in Python provides support for regular expressions, which are used for
searching and extracting patterns from text. In this project, re is used to parse the alert file and
extract important features such as timestamps, source IPs, destination IPs, and alert types. Regex
makes it possible to handle inconsistent formatting in raw log files and isolate meaningful
components. This preprocessing is a critical step before data can be analysed or fed into machine
learning algorithms. The re module allows for quick, flexible parsing without requiring external
tools.
2.4.3.10 CountVectorizer

CountVectorizer is a feature extraction tool from the Scikit-learn library that converts text
data into a matrix of token counts. In this IDS project, it is used to transform textual Snort alert
messages into numerical vectors that can be fed into machine learning models. This enables the
classification of alerts based on their content. CountVectorizer supports custom tokenization and
n-grams, providing flexibility in feature representation. By turning unstructured data into
structured input, it bridges the gap between raw alert logs and predictive analytics. It is essential

for building text-based threat classification models.
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2.4.3.11 Matplotlib/Seaborn

Matplotlib and Seaborn are Python libraries used for data visualization. They are optional
but useful in this project for plotting graphs such as confusion matrices, alert distribution, or time-
series trends. Matplotlib provides low-level control for building custom visualizations, while
Seaborn offers high-level, aesthetically pleasing plots with fewer lines of code. These tools help
users better understand the performance of the IDS and machine learning models. Visualization
makes it easier to identify patterns, anomalies, and the effectiveness of rule-based or ML-based

detection. They are especially valuable for reporting and presentation.

2.5 Summary

This chapter presented a review of related IDS technologies, highlighting their detection
methods, architectures, and suitability for different network environments. While Snort excels in
detecting known threats using a signature-based approach, its limitations against unknown threats
necessitate enhancement. The integration of the Random Forest machine learning algorithm allows
for improved accuracy and adaptability. Tools such as Linux Mint, Python, and network traffic
generators form the backbone of this hybrid IDS solution, providing a practical and scalable

approach to modern network security.
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CHAPTER 3: METHODOLOGY, REQUIREMENT
ANALYSIS, AND DESIGN

3.1 Introduction

In this chapter, the methodology used to develop the Signature-based Intrusion Detection
System (IDS) using Snort will be discussed, including an explanation of the procedures and phases
involved in the design and implementation. The chosen methodology for this project is the Design
Science Research Methodology (DSRM), which is well-suited for the development of innovative
technical solutions. DSRM provides a structured approach that emphasizes iterative design,
development, and evaluation. This methodology will guide the project through the process of
designing, implementing, testing, and refining the IDS to ensure it meets the requirements for

detecting and responding to network security threats effectively.

3.2 Design Science Research Methodology (DSRM)

Design Science Research Methodology (DSRM) is the methodology chosen for the
development of the Signature-based Intrusion Detection System (IDS) using Snort. DSRM is
suitable for this project as it provides a structured approach to solving technical problems through
iterative design and evaluation. Each phase of DSRM will be applied to the project, from the

identification of the problem to the communication of the project outcomes.

DSRM Phases:
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3.2.1 Identify the Problem

Modern organizations face increasing cyber threats targeting network infrastructure.
Signature-based IDS tools like Snort effectively detect known attacks by matching traffic against
predefined rules but are limited by their inability to detect zero-day or unknown attacks and tend

to generate excessive false positives. These limitations hinder timely and accurate threat response.

3.2.2 Define the Solution

This project presents a hybrid IDS framework integrating Snort’s signature-based detection
with a machine learning classifier. Custom Snort rules detect specific attack types such as Denial-
of-Service (DoS), port scanning, and SQL injection. Simultaneously, a Random Forest-based
machine learning model analyzes Snort alert logs to reduce false positives and identify anomalous

behaviors indicative of unknown threats.

3.2.3 Design and Development

The system architecture centers on Snort 2.9.20 deployed on a Linux Mint virtual machine,
configured with custom rules tailored to detect specific attack signatures. A Python-based machine
learning module preprocesses Snort alerts and employs the Random Forest algorithm to classify

alerts. Supporting tools such as Nmap and Hping3 are integrated for attack simulation.

3.2.4 Demonstration

The system is deployed in a virtualized environment where simulated attacks are executed.
Snort’s detection and alerting capability, combined with machine learning classification, is

demonstrated by capturing and analyzing attack traffic.
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3.2.5 Evaluation

Performance evaluation involves measuring detection accuracy, false positive rate, and
alert response times. The effectiveness of the machine learning model is assessed using metrics

such as precision, recall, and F1-score, guiding iterative refinement.

3.2.6 Communication

Comprehensive documentation of the project methodology, system design, implementation

details, and evaluation results is prepared to facilitate knowledge sharing and future improvements.

3.3 Requirement Analysis

The requirements for the IDS are categorized into functional, technical, and environmental aspects
to ensure comprehensive planning and implementation.

3.3.1 Functional Requirements

The functional requirements of the IDS focus on its primary capabilities:

e Real-time Network Monitoring: Continuously capture and analyse network traffic for
security events.

e Threat Detection and Alerting: Detect and alert on attacks such as DoS, port scanning, and
SQL injection via custom Snort rules.

e False Positive Reduction: Apply machine learning classification on Snort alerts to
distinguish true threats from benign anomalies.

e Alert Logging: Store alerts in a structured fast alert format (alert file) for subsequent

processing.
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e Rule Customization: Support creation and updating of Snort detection rules to adapt to
emerging threats.

e Scalability: Ensure system performance remains effective under increasing network loads.

3.3.2 Technical Requirements

The technical requirements define the tools, technologies, and configurations essential for the
IDS:

e Operating System: Linux Mint VM for stable and compatible deployment of IDS and
tools.

e Intrusion Detection Engine: Snort 2.9.20 configured with both predefined and custom
rules.

e Machine Learning Environment: Python 3 environment with libraries including Scikit-
learn for Random Forest implementation, Pandas for data manipulation, and regex for alert
parsing.

e Attack Simulation Tools: Nmap, Hping3, and sqlmap to generate realistic attack traffic
for testing.

e Alert Format: Use Snort’s alert file mode for efficient log generation and parsing.

e Hardware Specifications: Minimum system specifications include 8 GB RAM, quad-core

CPU, and 256 GB storage to ensure smooth operation.

3.3.3 Environmental Requirements

The environmental requirements address the operational and testing constraints of the IDS:
e Virtualized Platform: Use of VirtualBox or equivalent to isolate attacker and defender

environments, ensuring safe and controlled testing.
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e Open-source Tools and Community Support: Leverage publicly available Snort rules,

Python libraries, and security tools for ease of development and maintenance.

3.4 System Design

The system design of the Signature-based Intrusion Detection System (IDS) integrates
Snort, a signature-based detection engine, with an external machine learning (ML) module to
enhance detection accuracy, reduce false positives, and detect previously unknown threats. This
hybrid design provides the advantages of both signature-based detection and anomaly detection,

which is critical for modern network security.

The system is modular and scalable, with the IDS being housed on a Linux Mint-based
VM for Snort, while the external machine learning module processes alert logs generated by Snort.
This design allows for efficient processing, greater flexibility, and the ability to integrate advanced

anomaly detection in real-time.

3.4.1 Key Components of the System

The architecture of the system is broken down into several layers and components, each

responsible for distinct tasks in network traffic monitoring, detection, classification, and logging.

3.4.1.1 Network Traffic Capture Layer (Snort VM)

This layer is responsible for capturing all incoming and outgoing network traffic on the monitored

interface.

e Snort IDS Engine: The Snort engine is configured on a Linux Mint virtual machine (VM)
to monitor network traffic. Snort captures the packets passing through the network interface

and analyzes them against predefined and custom attack signatures.
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e Simulated Attacker VM: A separate virtual machine generates various attack scenarios

using tools like Nmap, hping3, and curl to test the IDS’s detection capabilities.

3.4.1.2 Detection Layer (Snort VM)

The detection layer is where the actual detection of known attacks occurs using Snort’s signature-

based engine.

e Signature-based Detection: Snort applies custom and predefined rules to the captured
network packets. Alerts are triggered when traffic matches attack signatures such as port
scans, DoS (ICMP flood), or SQL injection attempts. The alerts are logged in alert file

format for easy access.

e Custom Rules: Snort’s rules are tailored to detect specific attack types relevant to the

system’s objectives (DoS, port scanning, SQL injection).

3.4.1.3 Alerting and Logging Layer (Snort VM)

Once Snort detects potential threats, it generates alerts and logs the activity for further review.

e Fast Alert Mode: Snort logs alerts in the alert file format, optimized for easy access. Alerts

are stored in a directory and can be accessed for further processing or investigation.

e Log Access: Alerts can be reviewed by administrators in real time using commands like

tail -f or by accessing log files directly.
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3.4.1.4 Machine Learning Layer (External System)

The machine learning layer is responsible for analyzing Snort-generated logs to classify alerts and

reduce false positives.

e Alert Parsing and Feature Extraction: The external Python-based machine learning
module will process Snort’s alert file logs. It extracts relevant features from the alerts, such

as the alert type, source IP address, destination IP, timestamp, etc.

e Model Training and Classification: The machine learning model, using algorithms such
as Random Forest, is trained externally on labeled attack data. This model processes the

features extracted from the logs to classify alerts as benign or malicious.

e External Processing: The machine learning module is deployed externally from the Snort
VM, meaning it doesn’t directly run on the IDS VM but communicates with it to access
logs. This helps in offloading the machine learning processing to a dedicated external

system, thus ensuring better performance and scalability.

3.4.1.5 Logging and Visualization Layer

This layer provides real-time access to logs and visualizations of the alerts, making it easier for

administrators to understand the system’s performance and attack patterns.

Python Graphs: Alternatively, Python scripts using matplotlib or seaborn can generate graphs that

visually represent the frequency and types of attacks over time.
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3.4.2 Data Flow and Interaction

The system operates as a multi-layered architecture where data flows through the layers as follows:

1. Network Traffic Capture
Network traffic is captured by Snort running on the Snort VM. Snort decodes the network
packets and compares them against predefined and custom rules to identify any suspicious

behavior.

2. Alert Generation
If a packet matches any rule in Snort, an alert is generated and logged in the alert file. The
alert contains information about the type of attack, timestamp, source and destination IPs,

etc.

3. Machine Learning Processing
The alert log files are sent or accessed by an external machine learning module. This
module parses the logs, extracts features, and uses the Random Forest model to classify

each alert as either benign or malicious.

4. Alert Classification
Based on the classification results, the external machine learning module outputs the status
of the alerts (true positive, false positive, etc.). These classified alerts are stored for further

analysis and review.

5. Alert Review and Visualization
System administrators can view the alerts either through the command-line interface (CLI)

or through optional reporting and visualization tool Python scripts.
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3.4.3 System Architecture Diagram
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Figure 3.1: System Architecture of Signature-Based IDS with Machine Learning Integration
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This diagram illustrates the system architecture of a Snort-based Intrusion Detection
System (IDS) integrated with a machine learning module. The system consists of three main
components the Attacker VM, which simulates malicious network traffic, the Snort VM, which
captures and analyzes packets using custom signature rules and the External ML Module. Snort
detects threats and logs alerts in fast alert mode, which are then stored in shared storage. These
alerts are parsed by the machine learning module, where features are extracted and classified using
trained models to produce visual insights, thereby enhancing detection accuracy and threat

understanding.

3.5 Implementation Plan

To align with the proposed system design, the following outlines a high-level
implementation plan for the hybrid Intrusion Detection System (IDS), which integrates Snort's
signature-based detection with a machine learning-based alert classification module.

e Set up the virtual environment
Create two Linux Mint virtual machines: one for the Snort IDS server and one as the
attacker. Use bridge networking for realistic traffic.

e Install and configure Snort
Set up Snort 2.9.20 with custom rules to detect DoS attacks, port scanning, and SQL
injection attempts.

e Simulate attacks
Use tools like Nmap, Hping3, and sqlmap from the attacker VM to test Snort's detection

capabilities.
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e Enable alert logging
Configure Snort to log alerts in fast alert format (alert file) for easy parsing.
e Develop machine learning module
Create a Python-based classifier using Random Forest to analyze and classify Snort alerts.
e C(Classify and review alerts
Use the ML module to reduce false positives and provide better insight into alert types.
e Visualize results

Generate basic charts or summaries to represent attack types and classification outcomes.

3.6 System Scalability and Flexibility
By placing the machine learning module externally, the system is made more scalable and
flexible. The separation of concerns between Snort’s rule-based engine and the machine learning
classifier ensures that each component can be scaled independently:
e Scalability: Snort can be deployed on multiple VMs or systems to monitor different parts
of the network, while the machine learning module can be hosted on a dedicated server that

processes alerts in real-time or batch mode.

e Flexibility: The machine learning module can be updated or retrained independently from
Snort, enabling the system to adapt to emerging threats without downtime or disruption to

the IDS.
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3.7 Summary

This chapter detailed the methodology, requirement analysis, and system design of a hybrid
signature-based IDS leveraging Snort with external machine learning processing. The system uses
Snort for signature-based attack detection and Random Forest machine learning for alert
classification and anomaly detection. The architecture allows the IDS to process traffic, generate
alerts, and classify them externally for improved scalability, flexibility, and performance. The
separation of machine learning from the Snort VM optimizes the system’s performance and allows
for continuous enhancement of the machine learning model without affecting the core IDS
operations. This approach ensures that the system can detect both known and unknown threats

efficiently and accurately.
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CHAPTER 4: IMPLEMENTATION AND TESTING

4.1 Introduction

This chapter details the implementation process of the proposed Signature-based Intrusion
Detection System (IDS) using Snort, including its integration with a Machine Learning (ML)
module for enhanced threat detection. It outlines the setup of the test environment, configurations
of virtual machines, and the simulations of various cyberattacks used to validate the system.
Furthermore, it covers the development of Snort rules and the extraction of alert data for machine
learning analysis. Performance metrics such as detection accuracy and false positive rates are also

addressed to evaluate the effectiveness of the system.

4.2 System Setup
4.2.1 Operating System Installation

The IDS environment was built using Linux Mint 20.2 Cinnamon Edition, selected for its stability
and compatibility with Snort and other necessary tools. The setup was carried out within Oracle

VirtualBox on a host machine.

Steps:
1. Downloaded the Linux Mint 20.2 Cinnamon ISO file from the official website.
2. Created a new virtual machine in VirtualBox with the following specifications:
Base Memory (RAM): 5120 MB
Processor: 8 cores
Network Adapter: Bridged Adapter

3. Mounted the ISO file in the VM settings and started the installation.
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The system was subsequently updated to ensure compatibility with Snort and supporting packages.

Updated the system:

sudo apt update && sudo apt upgrade -y

4.2.2 Virtual Machine Configuration

Table 4.1: Virtual Machine Configuration Details

VM Purpose OS Adapter Type | IP Address
VM 1 Snort IDS (Server) Linux Mint Bridge Adapter | 172.20.10.4
VM 2 Attacker Linux Mint Bridge Adapter | 172.20.10.5

4.2.3 Network Connectivity

Network connectivity between VM1 and VM2 was verified using the following:

e ip ato confirm IP address assignments.

e ping command for connectivity testing.

Ip address for VM 1 Snort IDS (Server)

erver-VirtualBox: ~

server@server-virtualBox:~$
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1808
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid 1Lft forever preferred 1ft forever
inet6é ::1/128 scope host noprefixrout
valid Lft forever preferred 1ft fo ]
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default glen leee
link/ether @8 27:40:8f brd ff:ff:ff:ff:ff.ff
inet 172.20. 28 brd 172.20.10.15 scope global dynamic noprefixroute enp@s3
valid 1ft 3585sec preferred 1ft 3585sec
inet6 2404:160:a031:T6b1:8612:74ab:8a53:f71f/64 scope global temporary dynamic
valid 1ft 604784sec preferred 1ft 86029sec
inet6 2404:160:a031:f6bl:dc2d:be3c:f46a:2b81/64 scope global dynamic mngtmpaddr noprefixroute
valid 1ft 604784sec preferred 1ft 86384sec
ineté fe8@::9114: 9:addB8:7a9b/64 scope link noprefixroute
valid 1Lft forever preferred 1ft forever

Figure 4.1: Snippet of ip a Command Output on VM1 (Snort IDS Server)
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Ip address for VM2 Attacker

attacker@attacker-VirtualBox: ~

er@: x:~$ ip a
: <LOOPBACK, UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.8.0.1/8 scope host lo
valid 1ft forever preferred Lff forever
ineté ::1/128
:alid_lft fo
2 Pnpﬂ AST,
27:4a:8e:f9 bld ff ff ff:ff ff ff
28 brd 172.20.10.15 scope global dynamic noprefixroute enp@s3
valid 1ft 3573sec preferred 1ft 3573sec
inet6 2404:160:a031:f6b1: :7eb3:8e00:6399/64 scope global temporary dynamic
valid 1ft 604772sec preferred Lft 860
inet6 2404:160:a031:f6bl:c36b:ffc7:e037:2f3e/64 scope global dynamic mngtmpaddr noprefixroute
valid 1ft 604772sec preferred 1ft 86372sec
inet6 fe80::8aaB:3959:4674:1d90/64 scope link noprefixroute
valid Lft forever preferred Lft forever

Figure 4.2: Snippet of ip a Command Output on VM2 (Attacker)

Ping results between VM 1 and VM 2

erver-VirtualBox:~$ ping 172.20.16.5

.20.10.5 (172.20.10.5) 56(84) bytes of data.

from 172.20.10.5: 1cmp eg=1 ttl=64 time=1.56 ms
from 172.20.10.5: tt1=64 TlmP—D.q4@ ms
from 172.208.1€ St ttl=64 t 0.754 ms
from 172.20.10.5: icmp seq=4 ttl=64 time=0.839 ms
from 172.20.10.5: i eq=5> ttl=64 ti A.878 ms
from 172.20.10.5: i eq=6 ttl=64 time=0.890 ms
from 172.20.10.5: i : tt1=64 time=0.919 ms
from 172.20.18 i : ttl=64 ti @.921 ms
from 172.208.1€ icmp se ttl=64 ti .20 ms
from 172.20.18 i =18 ttl=64 tim

from 172.20.10.5: i 11 TTI b4 Tln

from 172.20. : i

; @attacker-VirtualBox:~$ ping 172.20.16.4
PING 172.20.10.4 (172.28. 10 4) 56(84) bytes of data.

bytes from 172.28.18.
bytes from 172.28.18.
bytes from 172.28.18.
bytes from 172.28.18.
bytes from 172.28.18.
bytes from 172.28.16.
bytes from 172.28.16.
bytes from 172.208.10.
bytes from 172.208.10.
bytes from 172.208.10.
bytes from 172.208.10.
bytes from 172.208.10.

icmp s q 1 tt1=64 time=0.663 ms
icmp s ttl=64 time=1.33 ms
icmp s tt1=64 time=0.663 ms
icmp seg=4 ttl=64 time=08.764 ms
icmp seq=5 ttl=64 ti .973 ms
' ttl=64 time=8. ms
tt1=64 time=1.23 ms

ttl=64 time=
9 ttl=64 ti .72 ms

Figure 4.3: Snippet of Ping Test Between VM1 and VM2
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4.3 VM 1 Snort Installation and Configuration

Installed Snort using package manager

sudo apt update

sudo apt install snort -y

Verified installation using: snort -V
Eerverigserver-VirtualBox:~% snort -V

-*> Snort! <#*-

Version 2.9.20 GRE (Build 82)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-20822 Cisco and/or its affiliates. All rights reser

Copyright (C) 1998-20813 Sourcefire, Inc., et al.
Using libpcap version 1.10.4 (with TPACKET V3)
Using PCRE version: 8.39 2016-86-14

Using ZLIB version: 1.3

server@server-VirtualBox:~$ ||

Figure 4.4: Snippet of snort -V Command to Verify Snort Installation

Restart snort

sudo /etc/init.d/snort restart

To enable full alert logging, the Snort Debian configuration file was modified:

Opened

sudo nano /etc/snort/snort.debian.conf

Set the following option:

DEBIAN SNORT OPTIONS= “-A full”
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This option instructs Snort to use the full alert mode, which provides comprehensive alert details
including timestamp, source and destination Ips. This is particularly useful for analysis, testing,
and ensuring that all necessary information is logged for each detected event.

server@server-VirtualBox: ~

GWNU nano 7.2 Jetc/snort/snort.debian.conf

JEBIAI"-J_5I"-1E]RT_5TARTUF=“bDDt“
JEBIAN SNORT HOME NET=""
JEBIAN SNORT OPTIONS="-A full"
JEBIAN SNORT INTERFACE="enpBs3"
JEBIAN SNORT SEND STATS="true"
[ Read 22 lines 1

Figure 4.5: Snippet of snort.debian.conf Configuration File
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4.4 Attack 1: Port Scanning Detection

Snort was tested for reconnaissance attack detection using default rules

sudo nano /etc/snort/rules/snmp.rules

Restarted Snort with

sudo systemctl restart snort

Install Attack Tool (on VM2)

sudo apt install nmap

Launch Port Attack

sudo nmap -sS 172.20.10.4

Verified alert logs using

sudo tail -f /var/log/snort/alert

Alerts confirming the scan were successfully detected.
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4.5 Attack 2: DoS (TCP SYN Flood) Detection

Rule Creation

sudo nano /etc/snort/rules/dos.rules

Add custom rules to detect DoS

alert tcp any any -> SHOME_ NET 80 (flags: S; msg: “Possible TCP SYN flood”;
detection_filter: track by dst, count 50, seconds 10; sid:1000001;)

Restarted Snort

sudo systemctl restart snort

Install Attack Tool (on VM2)

sudo apt install hping3

Launch DoS Attack

sudo hping3 172.20.10.4 -p 80 -S --flood --rand-source

Verified alert logs using

sudo tail -f /var/log/snort/alert

Alerts were monitored and successfully logged.
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4.6 Attack 3: SQL Injection Detection

Install DVWA (on VM1)

sudo apt install apache2 mysql-server php php-mysqli git
sudo systemctl enable apache2 mysql

sudo systemctl start apache2 mysql

cd /var/www/html

sudo git clone https://github.com/digininja/DVWA.git
cd DVWA/config

sudo cp config.inc.php.dist config.inc.php

sudo nano config.inc.php

Set:

$ DVWA[‘db_user’] = ‘root’;
$ DVWA[‘db_password’] = ¢;

Create database:

sudo mysql -u root

CREATE DATABASE dvwa;

EXIT;

Edit PHP config:

sudo nano /etc/php/*/apache2/php.ini

Enable:

allow_url include = On

display_errors = On
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Set MySQL password:

sudo mysql
USE mysql;

ALTER USER ‘root’@’localhost’

FLUSH PRIVILEGES;

IDENTIFIED WITH mysql native password BY ‘toor’;

Update DVWA config with password:

$ DVWA[‘db_password’] = ‘toor’;

Restart services:

sudo systemctl restart apache2

Access DVWA at: http://172.20.10.4/DVWA/setup.php

Click “Create / Reset Database” and log in:

username: admin

password: password

Set security level to “Low”.

C

Home

Instructions.
Setup | Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
‘Weak Session IDs
XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass
Javascript
Authorisation Bypass.
Open HTTP Redirect
Cryptography

L B

AP

 ovwa securiy |

Figure 4.6:

O 8 172.20.10.4/D

curity.php

oR)

DVWA Security

Security Level
Security level is currently: impossible.

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vuinerable and has no security measures at all. Its use is (0 be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or leam basic exploitation techniques.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation technigues.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices 10 attempt o secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Prior to DVWA V1.9, this level was known as "high'.

| Low ~ || Submit |

Snippet of Set Security Level DVWA
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http://172.20.10.4/DVWA/setup.php

Snort Rule for SQL Injection

sudo nano /etc/snort/rules/sql.rules

Add:

alert tcp any any -> any 80 (msg: “Alert: SQL Injection Attempt”; content:”’OR “1’="1";
http uri; nocase; sid:1000005; rev:1;)

Restarted Snort:

sudo systemctl restart snort

Launch SQL Injection Attack from VM2

curl
“http://172.20.10.4/DVW A/vulnerabilities/sqli/?1d=1%27%200R %20%271%27%3D%271&S
ubmit=Submit”

View Alerts

sudo tail -f /var/log/snort/alert

Alert successfully triggered and logged
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4.7 Machine Learning Integration

To enhance the detection and classification capabilities of the Snort-based IDS, a machine
learning pipeline is integrated. This section outlines how Snort alerts are parsed and prepared for

external machine learning classification.

To facilitate access to Snort alerts from an external host machine, a Shared Folder was
configured on VM1 (Snort IDS) using VirtualBox. This allows the alert file generated by Snort to

be accessed by Python scripts on the local machine for further analysis.

Shared Folders

MName Path Access  Auto Mount At

v Machine Folders
snort  C\snort Full Yes

Figure 4.7: VirtualBox Shared Folder Configuration for Snort Alerts

This figure demonstrates the setup of a Shared Folder in VirtualBox, allowing Snort alerts
generated on VM1 to be accessed by Python scripts on the host machine for machine learning

analysis.

4.7.2 Required Python Libraries

Install the following Python libraries for data processing and machine learning:

pip install scikit-learn pandas numpy matplotlib seaborn regex joblib
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4.7.3 Parsing the Snort Alerts

The Snort alert file is unstructured and requires parsing. A Python script parse alerts.py
was implemented to extract relevant fields from alert. This script reads the alert log, extracts
important features like timestamp, alert message, source IP, and destination IP, and stores them in

a structured CSV file.

import pandas as pd
import re
import os

def parse_alerts(file_path):
alerts = []
with open(file_path, "r") as file:
lipes = file.readlines(}

i=e
while 1 < len(lines):
line = lines[i].strip()

# Detect start of an alert block
if line.startswith("'[**]") and line.endswith('[**]"):
try:
# Extract Alert Message
alert_msg_match = re.search(r"\[W*W*\]Ws*\[LF20]0s* (. #2)\s* A\ [\*\*\] ", line)
alert_msg = alert_msg_match.group(l)} if alert_msg_match else "Unknown"

# IP line is usually the third line
ip_line = lines[i + 2].strip() if 1 + 2 < len(lines) else ™"

# Extract timestamp
timestamp_match = re.match{r’(\d+/\d+-\d+:\d+:\d+\.\d+}", ip_line)
timestamp = timestamp match.group(1) if timestamp_match else "unknown™

# Default IPs to unknown
src_ip = "unknown™
dst_ip = "unknown™
# Try IPv4 extraction first
ip_match_v4 = re.searchir’ (\d+\. sy ey vd+ ) s vdeshs* -0\ s* (Ovds) L hdeh L vdeh L hd ) s hde ", Ip_line)
if ip match_ws4:
src_ip = ip_match_v4.group(l)
dst_ip = ip_match_v4.group(2)
else:
# Try IPve pattern extraction
ip_match_vée = re.search(r’(\5+}\s*->\s5*(\5+)", ip_line)
if ip_match_wvé:
src_ip = ip_match_we.group(l1)
dst_ip = ip_match_wé.group(2)

alerts.append([timestamp, alert_msg, src_ip, dst_ip])
i += & # Skip to next alert block
except:
i+=1
else:
i+=1

df = pd.pataFrame(alerts, columns=["Timestamp™, "alert Message™, "Scurce IP", "Destination IP"])}
return df

# Define alert file path
file_path = r'C:hsnortialert’

# Parse the alerts
alert_data = parse_alerts(file_path)

# Save to Csv

output_csv_path = os.path.join(os.path.dirname(file_path), "parsed_alerts.csv")
alert_data.to_csv(output_csv_path, index=False}

# Preview

print({alert_data.head(})

print(f"\nSaved to C5v: {output_csv_path}"}

Figure 4.8: Code snippet from parse alerts.py for extracting and structuring Snort alert data.
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:\snort>python parse_alerts.py
Timestamp

05/24-10:
05/24-10:
05/24-10:
05/24-10:
05/24-10:

[5 rows x U4

18:
18:
18:
18:
18:

22
22
22
22
22

.283429
.283429
.284283
.284283
.284283

columns]

172.
172.
172.
172.
172.

Saved to CSV: C:\snort\parsed_alerts.

. Destination IP

20.10.6
20.10.6
20.10.6
20.10.6
20.10.6

Figure 4.9: Structured alert data parsed from Snort logs (parsed_alerts.csv)

This figure displays a structured preview of Snort alerts parsed using the parse_alerts.py

script. The parsed data includes fields such as timestamp, alert message, source IP, and

destination IP, which are essential for feature extraction and machine learning classification.
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4.7.4 Feature Engineering

The script feature engineering.py transforms parsed alerts into numeric features for
machine learning. This includes categorizing alert types into labels, encoding alert labels,

extracting numeric values from IP addresses and balancing class distribution.

import pandas as pd

import re

from sklearn.preprocessing import LabelEncoder
import joblib

# === 1. Categorize alerts ===
def categorize_alert(message):
message = message. lower()
if "syn flood' in message:
return 'DoS’
elif 'sql injection' in message:
return 'SQL Injection’
elif 'snmp' in message:
return 'Recon’
else:
return 'Other’

# === 2. Load parsed alerts ===

df = pd.read_csv('parsed_alerts.csv')

# === 3. Apply alert categorization ===

df["Alert Type'] = df['Alert Message'].apply(categorize_alert)

# === 4. Encode alert type labels ===

label encoder = LabelEncoder()

df['Alert Type Encoded'] = label encoder.fit_transform(df['Alert Type'])
jeblib.dump(label _encoder, 'alert_type label enceder.pkl’)

= 5. Convert IPs to numeric ===
Source IP Numeric'] = df["Source IP'].apply(
lambda x: int(x.split('.")[@]) if isinstance(x, str) and '

o

in x else -1

df[ 'Destination IP Numeric'] = df['Destination IP'].apply(
lambda x: int(x.split('.")[@]) if isinstance(x, str) and '.' in x else -1
)

# === 6. Balance the classes (min 1@8@ each) ===
min_samples = 1@ee
balanced_df = pd.DataFrame()
for label in df['Alert Type'].unique():
class_df = df[df['Alert Type'] == label]
if len(class_df) < min_samples:
# Duplicate rows until reaching min_samples
repeats = (min_samples // len(class_df)) + 1
class_df = pd.concat([class_df] * repeats, ignore_index=True)
balanced_df = pd.concat([balanced_df, class_df.head(min_samples)], ignore_index=True)

# === 7. Fill missing data (if any) ===
balanced_df = balanced_df.fillna(-1)

# === B. Save to (5V ===
balanced_df.to_csv('alerts_preprocessed.csv', index=False)

# === 9. Summary ===

print("Feature engineering and class balancing complete.”)
print("Class counts:")

print(balanced_df['Alert Type'].value_counts())
print(balanced_df.head(18))

print("Saved as: alerts_preprocessed.csv™)

Figure 4.10: Code snippet from feature engineering.py for feature engineering and data
balancing.
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Sample alerts preprocessed.csv content (after feature engineering)

C:\snort>python feature_engineering.py
Feature engineering and class balancing complete.
Class counts:
Alert Type
DoS 1000
Other 1000
Recon 1000
SQL Injection 1000
Name: count, dtype: intéd

Timestamp ... Destipnation IP Numeric
05/31-19:21:43.514803 ... 172
05/31-19:21:43.515735 ... 172
05/31-19:21:43.515735 ... 172
05/31-19:21:43.515735 ... 172
05/31-19:21:43.515736 ... 172
05/31-19:21:43.515736 ... 172
05/31-19:21:43.515736 ... 172
©5/31-19:21:43.515736 ... 172
05/31-19:21:43.515736 ... 172
©5/31-19:21:43.516583 ... 172

0
1
2
3
1]
5
6
7
8
9

[10 rows x 8 columns]
Saved as: alerts_preprocessed.csv

Figure 4.11: Terminal output showing class distribution and sample preprocessed data.
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4.7.6 Model Training and Evaluation

A Random Forest classifier is trained using preprocessed data. Performance is evaluated

using accuracy and classification report.

import pandas as pd

from sklearn.model selection import train_test_split

from sklearn.ensemble import RandomForestClassifier

from sklearn.preprocessing import LabelEncoder

from sklearn.metrics import classification_report, accuracy score, ConfusionMatrixDisplay
import matplotlib.pyplot as plt

impert joblib

# === 1. Load preprocessed data ===
df = pd.read_csv( 'alerts_preprocessed.csv')

# === 2. Encede labels using LabelEncoder ===
label _enceder = LabelEncoder()
df[ 'Alert Type Encoded’'] = label encoder.fit_transform(df['Alert Type'])

# Save label encoder
joblib.dump(label_encoder, 'alert_type_ label encoder.pkl')

# === 3. Feature and label setup ===
X = df[['Source IP Numeric', 'Destination IP Numeric']]
y = df["Alert Type Encoded']

= 4. Train/test split ===
ain, X_test, y train, y test = train_test split(
X, y, test _size=0.3, random state=42, stratify=y

=== 5. Train model ===
model = RandomForestClassifier(n_estimators=18@, random state=42)
model. fit(X_train, y_train)

=== 6. Evaluate ===
y_pred = model.predict(X_test)

accuracy = accuracy score(y_test, y pred)

print(f"\nAccuracy: {accuracy:.2f}\n")

print("Classification Report:™)

print(classification_report(y_test, y_pred, target_names=label_encoder.classes_, zero_division=@))

# === 7. Save model ===
joblib.dump(medel, 'alert_classifier_model.pkl')
print("\nModel saved as: alert_classifier_model.pkl™)

# === B. Confusion Matrix - Save directly as image ===
disp = ConfusionMatrixDisplay.from_predictions(
y_test, y pred,
display_labels=label encoder.classes_,
cmap="Purples’,
values_format="d’

)

plt.title("Confusion Matrix - Alert Classification™)
plt.tight layout()

# Save fTigure before showing
plt.savefig('confusion_matrix_alert_classification.png')

print("Confusion matrix saved as: confusion_matrix_alert_classification.png")

plt.show()

Figure 4.12: Code snippet from train_model.py for Random Forest training and performance
evaluation.

51



4.7.6 Visualization of Model Performance

To understand the performance visually, the following scripts generate classification

metrics bar chart.

Classification Metrics:

import pandas as pd

import seaborn as sns

import matplotlib.pyplot as plt

from sklearn.metrics import classification_report
impert joblib

# === 1. Load data & trained model ===

df = pd.read_csv('alerts_preprocessed.csv')

model = joblib.load('alert classifier model.pkl')

label encoder = joblib.load('alert_type_label encoder.pkl')
# === 2. Prepare features and true labels ===

X = df[["Source IP Numeric', 'Destination IP Numeric']]
y_true = df['Alert Type Encoded']

y_pred = model.predict(X)

# === 3. Generate classification report as a dictionary ===
report = classification_report(y_true, y_pred, output_dict=True, target_names=label encoder.classes_, zero_division=8)

# === 4. Convert to DataFrame for plotting ===
metrics_df = pd.DataFrame(report).T

# Drop non-class rows (like accuracy, macro avg, weighted avg)
metrics_df = metrics_df.drop([ 'accuracy’, 'macro avg', 'weighted avg'], errors="ignore')

# === 5. Plot bar chart ===
plt.figure(figsize=(18, 6))
ax = metrics_df[['precision’, 'recall’, 'fl-score']].plot(
kind="bar', figsize=(1@, &), coclormap='Purples', edgecolor="black’
)

# Add wvalue labels on each bar
for p in ax.patches:
ax.annotate(f' {p.get height(}:.2f}",
(p.get_x() + p.get_width() / 2., p.get_height()),
ha="center', va='bottom', fontsize=8, color='black’,
wytext=(@, 2), textcoords='offset points')

# === 6. Finalize chart ===

plt.title( 'Classification Metrics per Alert Type', fontsize=14)
plt.xlabel( Alert Type', fontsize=12)

plt.ylabel('Score’, fontsize=12})

plt.xticks(rotation=8)

plt.ylim{@, 1.1) # Allow space for labels
plt.legend(loc="lower right')

plt.tight_layout()

# === 7. Save chart ===
plt.savefig('classification_metrics.png’)

print("Saved as: classification_metrics.png")
plt.show()

Figure 4.13: Code snippet from plot_classification _metrics.py for visualizing precision, recall,
and F1-score per alert type.
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4.8 Summary

This chapter presented the end-to-end implementation of the Signature-based Intrusion
Detection System using Snort. Through a structured testbed of virtual machines, various attacks
port scanning, DoS, and SQL injection were successfully simulated and detected using Snort rules.
Furthermore, a machine learning pipeline was integrated to classify alerts more intelligently. The
successful execution of these tasks confirms that the core objectives of this project threat detection,

rule creation, and ML enhancement have been met effectively.
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5.1 Introduction

CHAPTER 5: SYSTEM TESTING

This chapter presents the testing and validation phase of the developed Intrusion Detection

System (IDS), which combines the Snort signature-based engine with a machine learning (ML)

classifier. The objective is to evaluate the system’s effectiveness, accuracy, and reliability in

detecting and classifying various network intrusions. Testing focuses on the detection of specific

attack types of Denial-of-Service (DoS), port scanning, and SQL injection using custom Snort

rules, while the ML component is assessed based on its ability to reduce false positives and

accurately identify benign traffic.

5.2 Testing Environment

All testing was conducted in a virtualized, isolated lab setup to maintain controlled and

repeatable testing conditions. Two virtual machines (VMs) were configured using Oracle

VirtualBox.
Table 5.1: Virtual Machine Configuration for System Testing

Virtual Machine (VM) | Role Operating System Tools Installed

VM 1 Snort IDS Server Linux Mint Snort 2.9.20, Apache,
MySQL, DVWA,
custom Snort rules

VM 2 Attacker Linux Mint Nmap, hping3,
sqlmap, curl
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Additionally, a shared folder was configured on VM1 to allow the host system to access Snort

alert logs, enabling real-time parsing and analysis by Python-based ML scripts.

5.3 Test Scenarios and Cases

The IDS was evaluated against a set of defined test cases representing both known and

ambiguous network activity. Each test aims to measure the system’s detection and classification

capabilities.
Table 5.2: Test Scenarios and Expected Classification Results

Test Case Attack Type Tool Used Expected Detection and
Classification

TCl ICMP Flood (DoS) hping3 Detected by Snort, classified
as DoS

TC2 Port Scanning Nmap Detected by Snort, classified
as Recon

TC3 SQL Injection sqlmap Detected by Snort, classified
as SQLi

TC4 Unrecognized/Benign curl/ping Detected by Snort, classified

Traffic as Other

During TC4, benign network traffic (e.g., ICMP echo requests, normal HTTP

communication) was also captured and labeled appropriately. This helped simulate realistic

conditions and improve ML classification performance.

55




attacker@attacker-VirtualBox: ~ -

attacker@attacker-VirtualBox:~$ sudo hping3 172.20.10.4 -p 80 -S --flood --rand-
source

[sudo] password for attacker:

HPING 172.20.10.4 (enp€s3 172.20.10.4): S set, 40 headers + © data bytes
hping in flood mode, no replies will be shown

2C

- 172.20.10.4 hping statistic
128514 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.6/0.0/6.0 ms
attacker@attacker-VirtualBox:~$

= server@server-VirtualBox: ~

06/13-19:46:55.776993 54.209.229.125:1760 -> 172.20.10.4:80
TCP TTL:64 T0S:6x6 I1D:213688 IpLen:20 DgmLen:46
#*sssx5* Seq: OX24BEAG3F Ack: 6x1514DFBC Win: ©x200 TcplLen:

[**] [1:1000010:0] Alert: Possible TCP SYN flood [**]
[Priority: 6]

06/13-19 55.776993 79.218.167.199:1761 -> 172.20.10.4:80
TCP TTL:64 T0S:0x0 ID:63364 IpLen:20 DgmLen:40

seeee Seq: ©x571957D5 Ack: 6x108DBE5B Win: ©x208 Tcplen:

[**] [1:1000010:0] Alert: Possible TCP SYN flood 1
[Priorit 8]
06/13-19 55.777792 151.206.143.78:1702 -> 172.20.10.4:80
TCP TTL:64 T0S:0x8 ID:39013 IpLen:26 DgmLen:40

Seq: ©x5083DDAE Ack: Ox389E58F8 Win: ©x208 Tcplen:

[**] [1:1000010:0] Alert: Possible TCP SYN flood [**]
[Priority: 8]

06/13-19:46:55.777793 92.146.49.61:1763 -> 172.20.10.4:80

TCP TTL:64 T0S:0x6 ID:37631 IpLen:20 DgmLen:46

*xx2x25% Seq: Ox338628E@ Ack: Ox16049FFF Win: ©x200 TcplLen:

[**] [1:1000010:0] Alert: Possible TCP SYN flood [**]
[Priority: 8]

Figure 5.1: DoS attack simulation using hping3

The figure shows a simulation of a DoS attack using hping3, where ICMP packets flood

the Snort IDS server. This verifies Snort’s detection rule and classification as DoS.

attacker@attacker-VirtualBox: ~

attacker@attacker-VirtualBox:~$ sudo nmap -sS 172.20.10.4
Starting Nmap 7.94SVN ( https://nmap.org ) at 20625-06-13 19:54 +08
Nmap scan report for 172.20.10.4

Host is up (0.80859s latency).

Not shown: 999 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp open http

MAC Address: 08:00:27:408:8F:A2 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in ©.46 seconds
attacker@attacker-VirtualBox:~$ I

server@server-VirtualBox: ~

[**] [1:1418:11] SNMP request tcp [**]

[Classification: Attempted Information Leak] [Priority: 2]
06/13-19:55:00.593159 172.20.10.5:47776 -> 172.20.10.4:161

TCP TTL:38 T0S:0x0 ID:66036 IpLen:20 DgmLen:44

**sssx5* Seq: OxCBS7BBA Ack: 0x0 Win: 6x400 Tcplen: 24

TCP Options (1) => MSS: 1460

[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0613] [Xref => http:/
/cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0012] [Xref => http://www.securityfo
cus.com/bid/4132] [Xref => http://www.securityfocus.com/bid/4089] [Xref => http://
www. securityfocus.com/bid/4088]

[**] [1:1421:11] SNMP AgentX/tcp request [**]

[Classification: Attempted Information Leak] [Priority: 2]
06/13-19:55:00.625514 172.20.10.5:47776 -> 172.20.10.4:705

TCP TTL:50 T0S:0x0 ID:53631 IpLen:20 DgmLen:44

*#*%3x20* Seq: OxCBS7BBA Ack: Ox0 Win: 0x400 TcpLen: 24

TCP Options (1) => MSS: 1460

[Xref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0013] [Xref => http:/
/cve.mitre.org/cgi-bin/cvename.cgi?name=2002-0012] [Xref => http://www.securityfo
cus.com/bid/4132] [Xref => http://www.securityfocus.com/bid/4089][Xref => http://
www. securityfocus.com/bid/4088]

Figure 5.2: Nmap port scan targeting Snort VM

The figure illustrates a port scan using Nmap from the attacker VM, used to test detection

and classification under the Recon label.
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attacker@attacker-VirtualBox: ~ o @®

200R%20%271%27%3D%27165ubmi t=Submit"

attacker@attacker-VirtualBox:~$ curl "http://172.20.10.4/DWA/vulnerabilities/sqli/?1d=1%27"
200R%20%271%27%3D%271&5ubm ubmit*

attacker@attacker-VirtualBox:~$

server@server-VirtualBox: ~
« TCP Options (3) => NOP NOP TS: 1990628012 4012752373

[**] [1:1000085:1] Alert: SQL Injection attempt [+*]
0]
-> 172.20.10.4:80

Seq: Ox966D89BF Ack: Ox6ASF3CAF Win: @x1F6 TcpLen: 32
TCP Options (3) => NOP NOP TS: 1990636800 4612761178

[**] [1:1000005:1] Alert: SQL Injection attempt [**]
]
T0S:0x0 ID:38970 IplLen:20 DgmLen:196 DF

Seq: Bx2A0626C6 Ack: ©x8282051D Win: Ox1F6 TcplLen: 32
TCP Options (3) => NOP NOP TS: 1996639853 4012764223

[**] [1:1000005:1] Alert: SQL Injection attempt [**]
0]

57132 -> 172.20.10.4:80
4 T05:0x0 ID:19714 IpLen:20 DgmLen:196 DF
Seq: OxB1BDFE69 Ack: OxFSES8DE63 Win: ©x1F6 TcplLen: 32
TCP Options (3) => NOP NOP TS: 1998643004 4012767384

Figure 5.3: SQL Injection attack on DVWA using sqlmap

The figure demonstrates an SQL injection attack conducted using sqlmap targeting

DVWA on the Snort VM, confirming correct detection and labeling as SQL Injection.
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5.4 Functional Testing Results

Each simulated attack was executed, and Snort generated alerts, accordingly, capturing key

metadata including source/destination IP, port, protocol, and rule message. The alerts were stored

in the alert file format and processed by the ML module through the following pipeline:

1. parse_alerts.py: Extracts relevant alert fields (e.g., timestamp, IP, message).

2. feature engineering.py: Converts alerts into machine-learning-compatible numerical

features.

3. train_model.py: Trains a Random Forest classifier for classification.

[##%] [1:1eee010:0] Alert: Possible TCP SYN flood [#%]
[Priority: @]
85/24-10:18:47.164105 197.45.56.227:546 -> 172.20.10.6:80
TCP TTL:64 TOS:0xe ID:48966 IplLen:2@ DgmLen:4e

[#%] [1:1421:11] SNMP AgentX/tcp request [*¥]
[Classification: Attempted Information Leak] [Priority: 2]
85/24-10:19:11.752613 172.20.10.5:58513 -> 172.20.10.6:705
TCP TTL:38 TOS:0xe ID:42726 Iplen:2@ DgmLen:4a4

TCP Options (1) => MSS: 1460

[Xref =>
[Xref =>
[Xref =>
[Xref =>
[Xref =>

http://cve.
http://cve.
http://www.
http://www.
http://www.

mitre.org/cgi-bin/cvename.cgi?name=2002-0013]
mitre.org/cgi-bin/cvename.cgi?name=2002-00812]
securityfocus.com/bid/4132]
securityfocus.com/bid/4089]
securityfocus.com/bid/4088]

[#%] [1:1e@0005:1] Alert: SQL Injection attempt [**]
[Priority: @]
85/24-10:31:17.074340 172.20.10.5:44026 -> 172.20.10.6:80

TCP TTL:64 TOS:exe ID:15774 Iplen:2@ DgmLen:196 DF

FEEAPFEE Seq: Ox2B103906 Ack: ©x313380E1 Win: @x1Fe6 TcplLen: 32
TCP Options (3) => NOP NOP TS: 384194988 684554581

Figure 5.4: Snort alert log sample with entries for each attack type

The figure shows raw logs from Snort’s alert file, including metadata like timestamps and

alert messages. These logs were used as input for parsing and analysis.
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5.5 Machine Learning Model Performance
The classification model was trained using labeled alert data generated from both simulated
malicious traffic and naturally occurring benign activity. Evaluation metrics were calculated using

scikit-learn to assess the effectiveness of the model in accurately classifying network alerts.

Table 5.3: Machine Learning Model Evaluation Metrics

Metric Value
Accuracy 79%
Precision (Macro Avg) 88%
Recall (Macro Avg) 79%
F1-Score (Macro Avg) 75%

These results reflect strong overall classification performance, with high precision and balanced
recall across most alert types. While detection accuracy was high for most categories, certain
classes such as Recon (port scan) displayed relatively weaker recall, indicating room for

improvement in the model’s ability to capture specific types of network intrusions.
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Terminal output displaying accuracy, precision, recall, and F1-score metrics from the machine

learning model training script (train_model.py).

C:\snort>python train_model.py

Accuracy: 0.79

Classification Report:
precision recall fl-score support

DoS .99 0.99 .99 300

Other .00 0.99 .99 300

Recon .00 0.19 -l 300

SQL Injection 55 1.00 .7/l 300

accuracy .79 1200
macro avg 0.88 . .75 1200
weighted avg 0.88 . .75 1200

Model saved as: alert_classifier_model.pkl
Confusion matrix saved as: confusion_matrix_alert_classification.png

Figure 5.5: Model Training Performance Metrics Output

Although the model achieved an accuracy of 79%, this performance is considered
acceptable for a signature-based IDS enhanced with machine learning, especially in a controlled
and small-scale environment. According to a study by Almseidin et al. (2017), Random Forest
achieved 93.1% accuracy on the KDD dataset, confirming its suitability for IDS applications.
Similarly, Disha and Waheed (2022) reported that Random Forest classifiers achieved between
74% and 79% accuracy when trained on smaller IDS datasets. Furthermore, David & Adefolaju,
(2021) demonstrated that Random Forest achieved competitive performance (around 78%) even
without complex preprocessing techniques. These results suggest that accuracy around 79% is
within the acceptable range for IDS research and sufficient to validate this project’s objective of

improving alert classification and reducing false positives.
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Confusion matrix

To visualize classification performance across alert types:

Confusion Matrix - Alert Classification

300
0 2
250
200
0 0
v
=
=
o - 150
=
',_
Recon 0 0 56
- 100
F 50
SQL Injection 0 0 0
T T T ! ~ —— 0
DoS Other Recon SQL Injection

Predicted label

Figure 5.6: Confusion matrix showing ML classifier performance

The confusion matrix in Figure 5.6 presents a detailed breakdown of classification
outcomes for each alert category. Diagonal cells represent correctly classified instances (true
positives), while off-diagonal values correspond to misclassifications. From the confusion matrix,
the classifier demonstrated strong performance in detecting DoS (298/300) and SQL Injection
(300/300) alerts, as well as the Other category (296/300). However, Recon alerts posed a challenge,
with only 56 out of 300 correctly classified and the majority (244) misclassified as SQL Injection.

This indicates that the model struggled to distinguish Recon alerts from similar patterns in the SQL

Injection class.
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Bar chart of classification metrics per attack type

Classification Metrics per Alert Type
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DoS Other Recon SQL Injection
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Figure 5.7: Classification metrics per alert type

Figure 5.7 visualizes the precision, recall, and F1-score for each attack type:

1. DoS

The model achieved high precision (0.99) and perfect recall (1.00), resulting in an F1-score of 0.99.
This indicates highly reliable identification of DoS attacks, with minimal false positives and strong

generalization performance.

2. Other

The classifier also performed consistently in this category, achieving 0.99 for both precision and
recall, and an F1-score of 0.99. This suggests effective differentiation of benign or miscellaneous

traffic not categorized under specific attacks.
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3. Recon

Although the model achieved a perfect precision of 1.00 for the Recon class, it struggled
significantly with recall, which was only 0.20. This means that while every alert the model labeled
as Recon was correct with no false positives, it failed to identify most actual Recon events high
number of false negatives. As a result, the Fl-score was just 0.33, indicating poor overall

performance for this class.

This low recall suggests the classifier has difficulty recognizing the behavior of reconnaissance
(Recon) attacks. One key reason for this may be the limited and insufficiently discriminative
features in the dataset. Recon attacks, such as port scans or network mapping, often exhibit subtle
patterns that resemble legitimate traffic, especially in datasets that do not include detailed temporal
or protocol-specific features like port scan frequency, number of unique destination ports,
connection duration, or TCP flag behavior. The current feature set (likely to consist of IPs, alert
types, and timestamps) may not adequately capture these behavioral nuances, making it hard for

the model to learn distinctive patterns for this attack category.

This misclassification trend supports findings by Bhuyan et al. (2011), who noted that accurate
detection of reconnaissance behavior often requires deep inspection of port scanning patterns, TCP

flags, and timing features.

63



4. SQL Injection

The model correctly identified all SQL Injection alerts, achieving a recall of 1.00, indicating strong
sensitivity. However, its precision dropped to 0.55, as many Recon alerts were misclassified as
SQL Injection. This led to a moderate F1-score of 0.71. The low precision suggests the model
struggled to distinguish SQL Injection from other similar behaviors, particularly Recon. This may
be due to feature overlap in the dataset, where both attack types share patterns such as repeated
requests or unusual query structures. The classifier likely overfitted to SQL Injection features,

causing it to misclassify unrelated alerts.

5.6 Handling of Benign and Unrecognized Traffic

Although the testing process primarily focused on three specific and simulated attack types of
Denial-of-Service (DoS), Port Scanning (Recon), and SQL Injection the Intrusion Detection
System (IDS) also generated alerts for non-malicious or unintentional traffic. These included
normal ICMP echo requests (pings), routine HTTP communication, and background network

activity.

This outcome is consistent with real-world IDS deployments, where signature-based detection
mechanisms like Snort often trigger alerts for ambiguous or legitimate behavior, especially when

general rule sets are used. These false positives are a common challenge in traditional IDS systems.
In this project, such alerts were handled as follows:

e Alerts not associated with any simulated attack were labeled as “Benign” or “Other” during

data preprocessing.
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e These were included in the machine learning (ML) training dataset to improve the

classifier’s ability to differentiate real threats from harmless traffic.

By training the ML model on both malicious and benign traffic, the system’s adaptability improved.
This contributed to reducing false positives, thereby supporting more accurate and actionable

alerting.

5.6 Error Analysis

During evaluation, it was observed that some alert categories, particularly Recon (Port
Scan), exhibited low recall and F1-scores, as shown in the classification report and performance
graphs. The most critical issue was the misclassification of Recon alerts as SQL Injection, resulting
in high false negatives for Recon and reduced precision for SQL Injection. This outcome is often

associated with feature overlapping or lack of discriminatory features in the dataset.
To mitigate this, the following steps were taken:

e Stratified sampling and class balancing techniques were applied to maintain fair
representation of all attack categories during training, including under-sampling dominant
classes such as DoS and Other to reduce bias.

e Feature limitations were identified, as the dataset primarily contained basic network
attributes (e.g., source/destination IPs). These were insufficient to capture the behavioral
traits of reconnaissance activity. Future work should incorporate richer features such as
destination port patterns, connection frequency, and TCP flag analysis to enhance detection

accuracy for Recon alerts.
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5.7 Summary

The system testing phase validated the reliability and effectiveness of the Snort-based IDS
enhanced with a machine learning classifier. Simulated attacks including DoS, SQL Injection, and
Port Scanning were successfully detected by Snort and classified by the Random Forest model.
The ML classifier achieved 79% accuracy, with high precision for most classes and perfect recall
for SQL Injection. However, the Recon class presented challenges due to misclassification and
low recall. Including benign traffic in training significantly contributed to reducing false positives
and improving generalization. Performance evaluation was supported by visual tools such as the
confusion matrix and bar chart, which helped identify weaknesses in the classifier and highlight

areas needing improvement.
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Chapter 6: Conclusion and Future Work

6.1 Introduction

This chapter concludes the Final Year Project, which focused on the development of a

Signature-Based Intrusion Detection System (IDS) using Snort, integrated with a machine learning

(ML) module. It highlights the key accomplishments relative to the project objectives, outlines the

primary contributions made, discusses limitations encountered during the development process,

and proposes potential areas for future improvement and research.

6.2 Achievement

The project successfully achieved all its stated objectives, as outlined in the table below.

Table 6.1: Objective and Achievements of The System

Objectives

Achievements

Install and configure Snort as a network
Intrusion Detection System (IDS) on a Linux-
based system and design custom Snort rules to
detect various attack types, including DoS, port

scanning, and SQL injection.

Snort was successfully installed and configured
on a Linux-based system. Custom rules were
written and tested to detect multiple types of
network attacks. The system correctly
generated alerts for simulated DoS, port

scanning, and SQL injection attacks.

Integrate an external machine learning module
with Snort to enhance detection accuracy,
reduce false positives, and improve overall
effectiveness in identifying advanced and

unknown threats.

A Random Forest classifier was used to process
Snort alerts. The model achieved 79% accuracy
and high precision, with strong performance for
most classes. Integration helped reduce false

positives and improved classification accuracy.
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Simulate network attacks to test and evaluate | The system was evaluated using simulated real-
the performance of the IDS, ensuring its ability | world network attacks and benign traffic. It
to accurately detect and respond to different | consistently generated accurate alerts and
intrusion scenarios. demonstrated strong performance in identifying
multiple threat types and filtering out non-

malicious traffic.

6.3 Contribution

This project contributes a practical and intelligent solution for improving network security.
By combining Snort’s rule-based detection with machine learning, the system can not only detect
known threats but also improve alert classification. The inclusion of benign traffic in training
significantly reduced false positives, making the system more reliable in real environments. This
hybrid approach demonstrates a scalable and adaptable framework suitable for educational and

enterprise environments.

6.4 Limitation

Several limitations were identified during the development and testing phases. Firstly,
Snort does not natively support real-time integration with machine learning models, which
typically require a batch-processing approach for alert classification. Secondly, the performance
of the machine learning module is highly dependent on the quality and balance of the training
dataset, insufficient or biased data may lead to poor generalization. Additionally, the current
system lacks a graphical user interface (GUI), which may limit accessibility and usability for non-
technical users. Finally, the current setup is optimized for local environments and may require

further tuning to support large-scale or high-throughput networks.
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6.5 Future Work

To further improve the accuracy, usability, and scalability of the Snort-based IDS, several areas

for enhancement are recommended:

1.

Real-Time Alert Classification

The current system processes Snort alerts in batches through the machine learning module.
Future work should explore real-time alert classification, enabling faster detection and

automated responses to intrusions.

Feature Enhancement for ML Classification

Future improvements should focus on incorporating richer, protocol-specific features into
the dataset, such as destination port patterns, TCP flag analysis, request payload content,
and connection timing. These features can significantly improve the classifier’s ability to

distinguish between similar attack types like Recon and SQL Injection.

Graphical User Interface (GUI)

Developing a simple web-based or desktop GUI would allow users to easily monitor alerts,
view classification results, and manage Snort rules enhancing usability for non-technical

users.
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6.6 Conclusion

In conclusion, this project successfully achieved its core objectives. Snort was installed
and configured with custom rules to detect various forms of network intrusion. A machine learning
module, based on the Random Forest algorithm, was integrated to classify alerts intelligently and
reduce false positives. The system was thoroughly tested using simulated attack scenarios and
benign traffic, demonstrating its effectiveness and potential for real-world deployment. Although
some limitations remain, the results highlight the value of combining signature-based detection
with machine learning to enhance network security. This project lays a strong foundation for future
research and development in intelligent IDS frameworks, particularly those focused on real-time

detection, adaptive learning, and scalable deployment.
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Appendix A: List of Python Files

Appendices

Script Name

Function

parse_alerts.py

Parses the Snort alert log file and extracts relevant
fields such as timestamp, alert message, source IP,
and destination IP. Outputs structured data to

parsed_alerts.csv.

feature engineering.py

Converts parsed alert data into machine-learning-
compatible features. Tasks include encoding alert
types, converting IPs to numeric form, and balancing
class distribution. Outputs structured data to

alerts_preprocessed.csv.

train_model.py

Trains a Random Forest classifier using the
preprocessed dataset. Evaluates performance using
accuracy, precision, recall, and Fl-score.

Also generates a visual confusion matrix.

plot classification metrics.py

Generates graphs such as confusion matrix and per-
class metric visualizations from the trained model’s

results.

Note: Code snippets, terminal outputs, and figures related to these scripts are already included in

Section 4.7 of the main report.
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Appendix B: Parsed and Preprocessed Alert Dataset
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