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ABSTRACT

Security has grown in importance as a study issue in recent years. Many cryptographic
techniques have been created to raise the performance of different information-protection
systems. One of the categories of cryptography is a hash function. In this research, the field-
programmable gate array (FPGA) device from Altera is used because of its higher
performance and smaller area implementation. For this purpose, cryptography hash functions
are selected as a design target. These algorithms have been studied to improve the speed,
area implementation, and power consumption. However, some trade-offs exist among higher
performance, area implementation, and low-power design. Cryptographic algorithms are one
of the most important aspects of the hardware implementation of embedded system design.
They offer methods and systems for executing secure and authenticated transactions via the
network. FPGAs are chosen because they can provide high-speed design, are simple to
debug, are inexpensive, and have a rapid time to market. The main objective of this research
is to formulate unfolding transformation factor 2 and factor 4 methods into hash function
design. Additionally, low-power design techniques using state encoding in hash function
design also need to be considered. All these design methodologies aim to confirm the effect
of HDL coding style on the performance of hardware algorithms implemented on FPGA.
This research focuses on unkeyed algorithm hash functions, such as MD5, SHA-1,
RIPEMD-160, and SHA-256, to evaluate and compare the design's performance, area
implementation, maximum clock frequency, and power consumption. In this research, an
FPGA device named Arria Il GX from Altera is used because of its higher performance and
smaller area implementation compared with others. Pipelining and unfolding methods are
applied to obtain high maximum frequency and high throughput of hash functions. The

proposed SHA-1 designs, implemented on the Arria II GX EP2AGX45DF29C4,



demonstrates an area of 548 combinational ALUTs and 907 registers. This is a significant
reduction on the Stratix Il GX. This indicates a 98.38% reduction in ALUTs and a 97.17%
reduction in registers, highlighting the significant area efficiency of the proposed design.
The most efficient design is the pipelined RIPEMD-160 on Arria Il GX, which achieves a
ratio of 3.5477 Mbps/ALUT, far greater than all other designs. In addition, the unfolding-
based designs (factor 2 and factor 4) demonstrate competitive ratios of 0.5109 Mbps/ALUT
and 0.5203 Mbps/ALUT, respectively, reflecting effective trade-offs between performance
and resource utilisation. The proposed SHA-256 design with an unfolding factor of 4 had
the greatest throughput of 4,196.30 Mbps, indicating a considerable improvement over
earlier SHA-256 architecture. The proposed design demonstrates a 294.5% enhancement in
throughput and the proposed architecture exhibits a 165.5% enhancement in throughput. A
comparative analysis of HMAC-SHA-256 designs implemented on different FPGA
platforms. With an area utilisation of 3,953 LUTs and 2,714 registers, the proposed HMAC-
SHA?256 design, when implemented on Altera Arria Il GX with Quartus Il 15.0, reaches a
maximum frequency of 195.16 MHz.. The novelty and originality of this study lie in the
combination of different methodologies that can improve the performance of hash function
algorithms and integration of HMAC-SHA-256 designs. Besides, Gray encoding and clock
gating can reduce the dynamic power dissipation caused by signal toggling. Furthermore, a
combination of unfolding and pipelining can also increase the throughput of hash function

algorithms.

Keywords: Digital design, FPGA, SHA-256, Throughput, Unfolding technique



Kaedah Reka Bentuk dan Analisis Fungsi Hash Berasaskan Litar Bersepadu yang
Boleh diprogramkan semula untuk Aplikasi Kod Pengesahan Mesej Berasaskan Hash

ABSTRAK

Keselamatan telah menjadi isu penyelidikan yang semakin penting dalam beberapa tahun
kebelakangan ini. Pelbagai teknik kriptografi telah dibangunkan untuk meningkatkan
prestasi sistem perlindungan maklumat. Salah satu kategori dalam bidang kriptografi ialah
fungsi hash. Dalam kajian ini, peranti litar bersepadu yang boleh diprogramkan semula
(FPGA) keluaran Altera telah digunakan kerana keupayaannya memberikan prestasi yang
tinggi dan penggunaan kawasan perkakasan yang lebih kecil. Oleh itu, fungsi hash
kriptografi telah dipilih sebagai sasaran reka bentuk. Algoritma ini dikaji dari aspek
kelajuan pemprosesan, pelaksanaan kawasan, dan penggunaan kuasa. Walau
bagaimanapun, terdapat kompromi antara prestasi tinggi, saiz pelaksanaan, dan reka
bentuk kuasa rendah yang perlu diimbangi. Algoritma kriptografi merupakan komponen
penting dalam pelaksanaan perkakasan bagi reka bentuk sistem terbenam kerana ia
menyediakan kaedah untuk menjamin transaksi yang selamat dan disahkan melalui
rangkaian. FPGA dipilih kerana ia mampu memberikan reka bentuk berkelajuan tinggi,
mudah untuk dinyahralat, berkos rendah, dan mempercepatkan masa ke pasaran. Objektif
utama kajian ini adalah untuk merumuskan kaedah transformasi unfolding dengan faktor 2
dan faktor 4 dalam reka bentuk fungsi hash. Selain itu, teknik reka bentuk kuasa rendah
menggunakan kaedah pengekodan keadaan (state encoding) dalam fungsi hash juga turut
diambil kira. Kesemua metodologi ini bertujuan untuk mengesahkan kesan gaya pengekodan
bahasa penerangan perkakasan (HDL) terhadap prestasi algoritma perkakasan yang
dilaksanakan pada FPGA. Kajian ini memfokuskan kepada fungsi hash tanpa kunci seperti

MD5, SHA-1, RIPEMD-160, dan SHA-256, bagi tujuan penilaian dan perbandingan



prestasi reka bentuk dari segi pelaksanaan kawasan, frekuensi maksimum, dan penggunaan
kuasa. FPGA Arria Il GX daripada Altera telah digunakan dalam kajian ini kerana
kelebihannya dari segi prestasi dan kecekapan kawasan berbanding platform FPGA yang
lain. Kaedah pengpaipan dan penyingkapan telah diaplikasikan untuk memperoleh
frekuensi maksimum dan kadar data yang tinggi. Reka bentuk SHA-1 yang dicadangkan,
yang dilaksanakan pada peranti Arria Il GX EP2AGX45DF29C4, menunjukkan
penggunaan kawasan sebanyak 548 ALUT gabungan dan 907 daftar (register), iaitu
pengurangan ketara berbanding pelaksanaan pada Stratix Il GX iaitu pengurangan
sebanyak 98.38% dalam penggunaan ALUT dan 97.17% dalam daftar, sekali gus
menonjolkan kecekapan kawasan yang tinggi. Reka bentuk paling efisien adalah reka bentuk
RIPEMD-160 berasaskan pipelining di atas Arria 1l GX, dengan nisbah prestasi kepada
kawasan sebanyak 3.5477 Mbps/ALUT, yang jauh lebih tinggi berbanding reka bentuk lain.
Selain itu, reka bentuk berasaskan kaedah unfolding dengan faktor 2 dan faktor 4
menunjukkan nisbah yang kompetitif iaitu masing-masing 0.5109 Mbps/ALUT dan 0.5203
Mbps/ALUT, sekaligus mencerminkan keseimbangan yang efektif antara prestasi dan
penggunaan sumber. Reka bentuk SHA-256 yang dicadangkan menggunakan faktor
unfolding 4 menunjukkan kadar throughput tertinggi iaitu 4,196.30 Mbps, menandakan
peningkatan ketara berbanding seni bina SHA-256 sebelum ini. Reka bentuk ini
menunjukkan peningkatan throughput sebanyak 294.5%, manakala seni bina yang
dicadangkan pula menunjukkan peningkatan sebanyak 165.5%. Satu analisis perbandingan
telah dijalankan ke atas reka bentuk HMAC-SHA-256 yang dilaksanakan di atas pelbagai
platform FPGA. Dengan penggunaan kawasan sebanyak 3,953 LUT dan 2,714 daftar, reka
bentuk HMAC-SHA256 yang dicadangkan — apabila dilaksanakan pada Altera Arria Il GX

menggunakan perisian Quartus Il versi 15.0 yang mampu mencapai frekuensi maksimum

Vi



195.16 MHz. Keaslian dan kebaharuan kajian ini terletak pada gabungan pelbagai
metodologi yang mampu meningkatkan prestasi algoritma fungsi hash dan integrasi reka
bentuk HMAC-SHA-256. Selain itu, penggunaan pengekodan Gray dan penyekatan jam
dapat mengurangkan kehilangan kuasa dinamik akibat pertukaran isyarat. Tambahan pula,
gabungan kaedah unfolding dan pipelining dapat meningkatkan throughput algoritma

fungsi hash secara signifikan.

Kata kunci:  Reka bentuk digital, FPGA, SHA-256, Truput, Teknik Unfolding
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CHAPTER 1

INTRODUCTION

1.1  Research Background

Cryptography protects digital communication by converting information into
encoded representations that prohibit unauthorised access and maintain data integrity. As
modern societies become more reliant on networked technologies, maintaining the
confidentiality, authenticity, and dependability of transmitted data has become critical.
Cryptographic hash functions, in particular, have developed as an essential component of
secure communication protocols, notably Internet Protocol Security (IPSec), where they
facilitate authentication and data integrity methods across network layers. Cryptography is
the discipline of encoding messages in secret codes, where only the designated recipient can
decipher an encrypted message. It is a critical tool for safeguarding information while
maintaining confidentiality and integrity during data transmission. Several essential

cryptographic requirements for computer security systems are as follows:-

i.  Confidentiality or secrecy: Only the intended user can access an encrypted
message, which must first be decrypted to understand the information

received.

ii. Data integrity: To avoid data alteration, some algorithms incorporate
additional procedures to protect the message from forgery. The intended

receiver receives the original data.

iii.  Authentication: The procedure of verifying one's identification; it is essential

to establish that the key remains confidential.
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Cryptographic algorithms are one of the most important applications of hardware
implementation for embedded security system design and electronic data transmission
(Henriguez et al., 2006). Cryptographic algorithms can be classified into three types:
symmetric, asymmetric, and unkeyed algorithms. Cryptographic algorithms represent a
fundamental component in the hardware implementation of embedded security systems and
electronic data transmission. Symmetric cryptography (secret key), asymmetric
cryptography (public key), and hash function are three categories of cryptographic
algorithms. The input message, such as characters or letters, is referred to as plaintext, and
characters or letters of the secret form of the message are referred to as ciphertext. The
transformation of plaintext into ciphertext is referred to as encryption, whereas the process
of reverting ciphertext back to plaintext is known as decryption (Nichols, 1999). Symmetric
cryptography employs the same key for both encryption and decryption of the plaintext; in
contrast, asymmetric cryptography utilises different keys for these processes. A hash

function does not utilise a key to generate its output.

The increasing use of embedded systems and Internet of Things devices has increased
the need for effective hardware implementations of cryptographic algorithms that can
achieve excellent performance while using the fewest resources and power possible. Since
Field-Programmable Gate Arrays (FPGASs) are flexible, reconfigurable, and suitable for
parallel processing, implementing hash functions on them offers a promising solution.
However, there are still issues with designing to balance power, performance, and area,
particularly when using various hash algorithms like MD5, SHA-1, RIPEMD-160, and SHA-
256 for applications that need strong message authentication. Hash function, known as one-
way cryptography, has no key and is widely used in the protocol scheme. The cryptographic
hash function algorithms on reconfigurable hardware are widely used for data protection in
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the automotive, multimedia content, or any cryptographic materials. A study and analysis of
cryptographic hash function algorithms involving encryption techniques are essential to the
embedded digital security system design for the next generation. The cryptographic hash
function, also known as the message digest algorithm, is an algorithm that translates a
random string of characters into hash code output. This function is extensively utilized in
cryptographic applications and is particularly valuable for message authentication due to its
robustness against collision attacks. Ronald Rivest developed the MD5 message digest,
which is one of the most renowned hash functions (Henriguez et al., 2006). The MD5
algorithm is designed for digital signature applications, in which a large file must be securely
compressed prior to encryption. In this project, a variety of methodologies are employed to

design additional hash functions, including MD5, SHA-1, RIPEMD-160, and SHA-256.

Some applications, such as message authentication code (MAC), rely on different
hashing operations. There are various hash functions, including Message-Digest 5 (MD5),
Numerous hash functions exist, such as Message Digest 5 (MD5), RACE Integrity Primitives
Evaluation Message Digest 160 (RIPEMD-160), Secure Hash Algorithm 1 (SHA-1), and
Secure Hash Algorithm 256 (SHA-256). The network layer constitutes the third of the seven
layers in the Open Systems Interconnection (OSI) concept, commonly referred to as the
Internet. It handles network addressing and physical data routing. Nowadays, enhanced
internet security is necessary to safeguard networks from illegal surveillance. Consequently,
internet protocol security (IPSec) facilitates secure communication over the internet by
encrypting and/or authenticating network traffic at the internet protocol (IP) layer. IPsec is a
security protocol utilised on the internet. Encapsulating security payload (ESP) and
authentication header (AH) protocols are different entities. The MAC value is retained in the

authentication data files of the AH and ESP.



Computer communication architecture and protocol standards were modelled after
the Open System Interconnection (OSI) model by the International Organisation for
Standardisation (1ISO) (Stallings, 1996). Physical, presentation, application, session, data
link, network, and transport are the seven layers that make it up. A network layer is
considered as an internet layer, where the transmission of data from one terminal to another
terminal occurs based on address and routing network. Figure 1.1 illustrates the sending of
message from a transmitter to a receiver. Encryption occurs before the IP layer, which is at
the IPSec layer; subsequently, the application passes the message through the network. The
IP layer consists of an IP address to route the message through the network to arrive at its
destination. The destination address will be determined by the router using the IP address of

the sender. Subsequently, the data that have been transmitted are obtained by decrypting the

packet.
o m Application Application U
Data IPSec IPSec Data
IP IP
Device Device

| Device | Device |

Figure 1.1  Network encryption and authentication

The internet community has developed the IPSec to provide cryptographic protection
for internet traffic (Nichols, 1999). The network layer, which is the third layer of the seven-
layer OSI model, is where IPSec is implemented. IPSec is the most recent IP-based protocol.
It is also referred to as network data encryption protocols. The IP provides authentication
and encryption facilities to the network to control the network and protect it from
unauthorised monitoring. Nowadays, a traffic network is exposed to eavesdropping and

unauthorised users if there is no security element embedded in the network. Hardware
4



implementation of cryptographic algorithms is one of the most crucial components of
embedded system architecture. It offers approaches and systems for conducting safe and
authenticated network transactions. Therefore, the solution to this problem is installing an
appropriate encryption and authentication product in the network. Implementations of
cryptographic hash function algorithms on reconfigurable hardware for both high speed and
low area are practical solutions for embedded systems, which can produce different results

based on the structure of reconfigurable logic.

When evaluating the reconfigurable hardware of field-programmable gate array
(FPGA) implementation, numerous factors need to be considered, notably area
implementation, as today's society focuses on making devices as compact as feasible,
subsequently increasing device efficiency. In other words, design performance is improved.
However, there are trade-offs among increased performance, implementation in a smaller
area, and low-power design. Therefore, advanced design strategies are required to balance
speed, area implementation, and power usage. When algorithms are involved, the FPGA is
frequently an excellent choice; however, it is hindered by the issue of high-power
consumption. Hardware description language (HDL) is generally used in digital LSI design,
including FPGA design. Furthermore, HDL designs are portable, as well as easy to write and

debug. They do not depend on a specific technology for hardware implementation.

Hardware designs by HDL can be classified into different types of HDL modelling,
such as structural, dataflow, and behavioural modelling. Structural modelling is used for the
hierarchical modular design approach. The dataflow modelling style is similar to the Boolean
equation, allowing a digital system to be designed in terms of function. Meanwhile,

behavioural modelling uses procedural statements to construct the design in the always



block, and this style is identical to a natural language description of the circuit functionality.
This research uses and evaluates a combination of all types of HDL modelling. The
performance of digital circuits depends on HDL modelling and the structure of FPGA family

devices.

In general, several types of FPGAs are provided by many FPGA vendors. For
instance, for Altera Co., one of the well-known FPGA vendors, the Stratix device is used for
high-performance implementation, and the Arria device is a low-cost transceiver FPGA.
Meanwhile, the Cyclone device is the best choice for the design that requires low-cost
implementation. Embedded designs are represented by a top-level module unit consisting of
several modules, where a combination of the module units can be arranged using different
methodologies and modelling for performance enhancement. The critical path is the primary
route via which the entire system of the design operates correctly. Therefore, the critical path
can be shortened in order to create the high-performance hardware. During the compilation
process, three forms of sequential system delays are used to achieve the maximum frequency
of the design: pin-to-pin combinational delay, clock-to-output delay, and register-to-register

delay.

This research is driven by the necessity to create cryptographic hash function
architectures that are based on FPGAs and that resolve these performance trade-offs, thereby
facilitating secure data transmission in critical domains such as network security, embedded
routers, and secure 10T applications. This project seeks to enhance high-efficiency hardware
solutions by systematically assessing various design processes and employing advanced

optimisation techniques to address current security requirements.



1.2 Problem Statement

Traffic networks are prone to eavesdropping and illegal access in the absence of a
network-integrated security element. In addition, slow data transmission results in limited
throughput and poor performance in terms of speed, area, and power. As a result, selecting
a suitable encryption and authentication product for the network solves this problem. The
third network layer of the seven-layer OSI architecture employs the IPSec protocol.
Nowadays, security on the network is a major issue in data transmission. Hence, it is
important to improve methods for developing FPGA-based systems by making better use of
HDLs for design optimisation (Ma et al., 2023). A network layer needs to be secure enough
with cryptographic algorithms so that it can be used to accommodate encryption and

authentication processes.

Some applications, including MAC and digital signature, can make use of the hash
function. Most previous designs utilise iterative methods to create hash function algorithms,
which result in low throughput (Jayapandian et al., 2018a). A previous study applied the
unfolding factor-2 to a hash function. Consequently, increasing the number of unfolding
leads to a higher performance design (Chen & Li, 2020). Therefore, high-performance
design of cryptographic hash function algorithm is one of the important aspects of security
algorithm. Hence, designing a cryptographic hash function algorithm on reconfigurable
hardware with high speed, low power, and small area implementation needs to be considered.
Efficient implementation of cryptographic hash function algorithm on reconfigurable
hardware is a technical aspect that must be considered thoroughly. A combination of two
design methods, such as pipelining and unfolding, into a single hash function design can

enhance hardware implementation (Makkad & Sahu, 2017). Consequently, using design



techniques that optimise performance, power consumption, timing, and throughput, high-

performance hash functions can be developed in terms of area, speed, and power.

Cryptographic hash functions play a vital role in ensuring data security within digital
systems, especially in the context of HMAC-based authentication. Contemporary
applications, including loT, embedded security, and automotive networks, are progressively
utilising FPGA-based implementations owing to their reconfigurability and high-
performance attributes. Existing hash function hardware designs primarily utilise iterative
architectures, leading to constraints in throughput, elevated latency, and less than optimal
power and area efficiency. Hash functions become unsuitable for real-time, resource-
constrained environments without optimised hardware architectures, resulting in
performance bottlenecks. In this study, performance is defined as the sum of throughput
(measured in Mbps), latency (cycles per operation), power consumption (mW), and area
utilisation (logic elements and registers). The identified limitations result in increased energy
requirements and possible weaknesses in authentication procedures. Consequently, it is
essential to establish optimised and systematic design methodologies for cryptographic hash
functions. These methodologies should aim to enhance throughput, decrease latency,
minimise area and power consumption, and provide robust and efficient support for secure

HMAC operations in contemporary FPGA-based systems.

1.3 Motivation and Research Gap

Numerous studies have been conducted on the usage of cryptographic hash functions
in HMAC to guarantee data authenticity and integrity. Recent studies have demonstrated
significant advancements in optimizing hash functions for hardware platforms (El Hadj

Youssef et al., 2020). However, relatively less focus has been placed on creating high-



performance hash function architectures especially suited for FPGA-based HMAC
implementations. Most current research focusses on general-purpose hardware
implementations or software-based solutions, which frequently fall short of the demanding
resource and performance requirements of contemporary embedded systems. This research
aims to overcome existing restrictions by exploring the incorporation of a high-performance
hash function architecture which utilizing techniques such as pipelining, unfolding, and
dynamic power reduction into an HMAC design executed on FPGA (Chen & Li, 2020). The
study intends to contribute to the larger field of cryptographic hardware security by assessing
the effects of this integration on crucial performance measures, such as maximum operating
frequency, throughput, area utilisation, and power consumption. Enhancing hardware-based
cryptographic security and enabling useful applications in resource-constrained
environments like Internet of Things devices, embedded network routers, and effective
secure communication systems where energy efficiency and real-time data protection are

critical is the aim (Sideris et al., 2024).

The cryptographic hash function algorithms on reconfigurable hardware are widely
used for data protection in the automotive, multimedia content, or any cryptographic
materials. A study and analysis of cryptographic hash function algorithms involving
encryption techniques are essential to the embedded digital security system design for the
next generation. The cryptographic hash function, also known as the message digest
algorithm, is an algorithm that translates a random string of characters into hash code output.
This function is extensively utilized in cryptographic applications and is particularly
valuable for message authentication due to its robustness against collision attacks. An
improvement in design methodology was proposed by several previous researchers, utilizing
the unfolding factor-2 methodology in the context of hash functions. Increasing the number
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of unfolding leads to high-performance design ( Chen & Li, 2020). Therefore, a combination
of two design methods, such as pipelining and unfolding, into a single hash function design

can enhance hardware implementation (Makkad & Sahu, 2017).

The ability to design any circuit that satisfies the high-speed systems and hardware
cost limitations makes FPGA devices one of the most preferred media implementations for
digital systems (Ma et al., 2023). Thus, based on previous design, several methodologies
have been proposed to improve and enhance the performance of hash functions to obtain
high-performance design. Design analysis for each different type of hash function is
proposed in this research to solve the low-performance design, such as unfolding design with
high number of factors, pipelined design with different number of stages, state encoding
design, and clock gating, which focuses on low-power design. Altera Quartus Il and
ModelSim are two computer-aided design (CAD) programmes that are used to implement

and simulate these designs, respectively.

Although there have been notable improvements in the designs of FPGA-based
cryptographic hash functions, several key limitations continue to persist. Current
methodologies frequently experience constraints related to maximum operating frequencies
and throughput, primarily due to the use of iterative or partially unfolded architectures.
Although certain studies have examined pipelining and others have focused on unfolding,
there has been a lack of comprehensive research on the systematic integration of pipelining
with elevated unfolding factors aimed at optimising both throughput and latency.
Additionally, previous studies rarely integrate dynamic power reduction methods like Gray
encoding into a unified pipelining and unfolding framework, particularly regarding HMAC

implementations for IP security applications. This thesis addresses existing gaps by
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proposing an innovative design methodology that integrates pipelining and unfolding with
optimised parameters, resulting in improved performance metrics characterised by
enhancements in throughput, area efficiency, and dynamic power consumption.
Furthermore, the performance gains are enhanced through the use of higher unfolding
factors, which have been systematically optimized to maximize parallel processing

efficiency and minimize latency.

1.4  Research Objective

This research investigates how the HDL coding style impacts the performance of
FPGA-based hardware algorithms. To achieve this goal, hash-based message authentication
code (HMAC) and cryptographic hash functions are chosen as design targets. Research into
the development of these algorithms aims to improve power consumption, implementation
area, and processing time. Therefore, designing the cryptography several hash functions and
HMAC application is a good example for this study. Therefore, for optimal performance of
the target system, it is recommended to use an improved HDL coding style. The objectives

of this research are:

i.  To formulate unfolding transformation factor 2 and factor 4 methods into

hash function design.

ii. To develop low-power design techniques using state encoding and clock

gating into hash function design.

iii.  To integrate cryptographic hash functions into the HMAC design and to

analyse their performance quantitatively with respect to maximum frequency,
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resource utilization (area), power consumption, and throughput on the FPGA

platform.

iv. To apply and validate the efficient implementation of cryptographic hash
function algorithms on FPGA in terms of frequency, area utilisation and

power consumption.

Design performance can be improved in terms of throughput and speed by enhancing
hash function design methodology using unfolding techniques. Applying low-power
approaches can increase the power efficiency of cryptographic hash function
implementations. This is important since enhancing FPGA performance design involves
addressing the essential issue of low power. This aligns with the goal of improving power
efficiency in cryptographic hash function implementations, which is crucial for optimising
FPGA performance in HMAC applications. The purpose of the research is to specifically
examine the utilisation of hash functions within HMAC, which is a key aspect of the
research's scope. The final objective is key to the practical application of this research,
emphasizing the validation and efficiency of implementing hash functions on the FPGA,

which relates to the overall goal of optimising performance for HMAC applications.

1.5 Hypothesis

Data traffic is particularly susceptible to eavesdropping and unauthorized access in
modern networks as most of the traffic does not have integrated security measures. Thus,
information’s secrecy, integrity, and authenticity are greatly jeopardised while passing via
traffic networks due to the increased likelihood of interception, manipulation, and other
forms of illegal access. Therefore, this research is concerned with developing design
methodologies for enhancing the performance of cryptographic hash functions in digital
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design. Using techniques like pipelining and unfolding to design the cryptographic hash
function allows for high performance with significantly reduced area utilisation in terms of
speed, power efficiency, and throughput. Thus, it can result in cryptographic hash functions

with higher throughput design capability.

One would consider an area, resource usage, and maximum frequency in the
synthesis compilation report of a design in order to attain efficiency in the design of hash
functions. The technique evaluates dynamic power consumption with and without Gray
encoding using the PowerPlay Power Analyzer, with the goal of improving the power
efficiency of hash algorithms. The application of Gray encoding for designing hash functions
will reduce dynamic power consumption considerably due to reduced switching activity in
the hardware implementation. The application of unfolding techniques will contribute to the
reduction of latency in the processing of hash functions. Reduction in latency can be obtained
from design simulation using ModelSim with testbench files for various hash functions. This
is done to ensure high-throughput, resource-efficient implementation of the results that will
meet critical security requirements in network systems and ensure optimal encryption and

authentication processes.

1.6 Research Scope

This study focusses on the implementation of cryptographic hash function algorithms
on FPGA platforms to determine their performance and appropriateness for embedded
security applications. FPGAs were chosen as the hardware medium because of their
configurability, support for parallel processing, and ability to expedite cryptographic
procedures within stated resource and cost limitations. However, FPGA devices have

intrinsic limits, such as limited logic element availability, constrained memory resources,
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and rigorous timing requirements, which must be addressed during the design process to

ensure efficient and dependable operation.

This research selects a cryptographic hash function algorithm as an application for
digital implementation to assess the impact of Verilog code. For digital systems, FPGAs are
acommon media implementation because they can realise any circuit that satisfies both high-
speed system requirements and hardware cost limits. This research seeks to design and build
a cryptographic hash algorithm utilising Verilog code for hardware modelling to achieve
optimal results. The chosen hash function architectures are modelled by the project using
Verilog HDL, which is the main hardware description language. Altera Quartus Il is used as
a synthesis and place-and-route tool to convert high-level Verilog descriptions into
optimised gate-level implementations that are compatible with the selected FPGA family.
Device-specific limitations, such as area utilisation, clock distribution, and routing
congestion, must be carefully considered during this procedure. To confirm the accuracy of
every design and examine waveform behaviour, detailed functional and timing simulations

are carried out using ModelSim.

The scope of this research includes the design, implementation, and comparative
evaluation of several widely used cryptographic hash functions, including MD5, SHA-1,
SHA-256, and RIPEMD-160. These functions are investigated as standalone
implementations and within HMAC configurations to facilitate authentication. Additionally,
the study incorporates and evaluates advanced design methodologies such as unfolding,
pipelining, clock gating, and Gray encoding, with the goal of enhancing throughput, reducing
latency, and minimizing power consumption under the constraints imposed by FPGA

hardware. Through this investigation, the research aims to demonstrate effective techniques
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for overcoming FPGA limitations and achieving high-performance cryptographic hardware

solutions suitable for modern embedded systems.

1.7  Significance of the Study

This research is significant as it focuses on achieving a high-performance hash
function design by analysing the structures of several cryptographic hash functions,
including MD5, SHA-1, RIPEMD-160, and SHA-256. These hash functions are critical
components for applications in MACs and digital signatures. In modern security systems, it
is often desirable to have short digital signatures for efficiency. To address this issue, signing
long messages using a hash function is a practical solution, as it reduces computational

overhead while ensuring security.

Numerous previous designs have explored different methods, such as iterative, pipelining,
and unfolding techniques, to optimise the performance of hash functions. It is still necessary
to determine the optimal combination of approaches to optimise performance with regard to
area efficiency, power consumption, and throughput, as each of these methods has its
limitations when applied alone. For secure data transmission, especially in situations with
limited resources like high-speed banking systems and Internet of Things (IoT) devices,

high-performance hash function designs are crucial.

In order to address that research gap, this work investigates and proposes a design
methodology for improving the performance of cryptographic hash functions by combining
unfolding and pipelining techniques. The unfolding technique enables higher throughput by
restructuring the hash function algorithm to execute multiple iterations simultaneously,
significantly reducing latency. Meanwhile, pipelining increases the maximum operating

frequency of the design by enabling continuous data flow across processing stages. By

15



combining these two techniques, the proposed methodology achieves a high-performance

hash function design, ensuring both high throughput and efficient resource utilisation.

Additionally, power efficiency is a critical factor in designing hash functions for
modern applications. This research incorporates low-power design techniques, such as Gray
encoding and clock gating, to minimise dynamic power dissipation caused by signal
toggling. Gray encoding reduces switching activity in the logic design, while clock gating
disables unused portions of the circuit, resulting in a power-efficient implementation. This
approach ensures that the proposed hash function designs are suitable for energy-sensitive

applications, such as 10T devices and mobile systems.

This research is significant due to its capacity to produce efficient designs for

cryptographic hash functions through:

I.  Higher throughput: Achieved by increasing the unfolding factors of the hash

function algorithm, reducing latency proportional to the number of factors used.

ii.  Low-power consumption: Attained using dynamic power optimisation

techniques like Gray encoding and clock gating.

ii.  Improved design methodology: Achieved through modifications to the hash
function structure, enabling parallel input and output handling for better

performance.

This study contributes to advancing cryptographic design methodologies by
addressing existing limitations and providing scalable, high-performance solutions for

secure communication and data transmission in modern security systems.

16



1.8 Thesis Organisation

The project outlines are organised into five chapters in this section: Chapter 1, 2, 3,

4, and 5. Each chapter is described in detail in the following paragraphs:

The project's overview and introduction are detailed in Chapter 1. A brief discussion
on the problem statement of the project, as well as the objectives and research outlines, are

explained in this chapter.

The second chapter discusses the project's literature review. Chapter 2 consists of a
description of software that used during the design process. This chapter discusses the
designing of the project using Verilog HDL code. To implement the design, Altera Quartus
I1 and ModelSim are used as the CAD design tool and simulator, respectively. Furthermore,
this chapter includes an explanation of FPGAs. As the evaluation of the output design
emphasises maximum frequency, a brief discussion of maximum frequency is presented.

Finally, a literature review of hash function is described briefly.

Chapter 3 describes the methodology of the design. The flow of the hash function
and HMAC design structure is explained step by step, based on different types of hash
functions. This chapter provides the descriptions of all non-linear functions for various forms
of hash functions. Brief descriptions of Gray code, clock gating, unfolding, and pipelined

design are given.

Chapter 4 discusses the results of hash function and HMAC design. The explanation
of the hash function and HMAC results covers the progression from the beginning of the
design to the final stage of obtaining output. ModelSim is used as the simulator tool for the

design. A variety of hash functions are designed, and each simulation is briefly described.
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This thesis concludes with Chapter 5. This chapter focuses on the results that reflect
the success of this research. Besides, several recommendations for future work are suggested

in this chapter.

1.9 Thesis Contribution

This study examines a fast implementation of the HMAC, which employs its
algorithm to ensure data authenticity and integrity for optimisation of design and hardware
efficiency by applying the hash function algorithm. During data transfer, HMAC is critical
for message authentication. Using Verilog HDL code, it was successfully developed with
the implementation of an FPGA device. Furthermore, the Altera Quartus 11 CAD tool was

employed to improve the design's maximum frequency.

The following are the contributions made by this thesis:

i.  Investigate the throughput of hash function design using various types of techniques.

ii.  Formulate equation for each non-linear function for hash function with unfolding
transformation with factor 2 and factor 4.

iii.  Design the combination of unfolding transformation and pipelining methods to
obtain the high-performance design of hash function.

iv.  Develop a low-power design with state encoding for dynamic power of hash function
design.

v.  Propose HMAC design with a wide variety of hash function designs.

vi.  Using the FPGA to verify the design by implementing the hash function design.
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CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

The Industrial Revolution (IR) has brought about a significant transition and
evolution in terms of different fields. The IR 1.0 first emphasised mechanisation and the
utilization of steam power, while the IR 2.0 subsequently transitioned to the utilisation of
electrical energy. Automated and robotic systems are employed in place of human labour in
the context of the IR 3.0. It can be distinguished by a change from manual to machine-based
industry and from an agricultural to an industrial economy. Integrating modern technologies
like cyber security, automation, robotics, the Internet of Things (loT), and artificial
intelligence defines the current era of technological innovation and advancement, known as

the fourth Industrial Revolution (IR 4.0).

Among the nine pillars of the IR 4.0 is cybersecurity. The new technologies integrate
the physical, digital, and biotechnology on every sector of society and economy. These
innovations will keep bringing billions more people online and more users to the internet.
Thus, cybersecurity significantly improves the organization and online business. It refers to
the prevention of malicious attacks and unauthorised access to digital systems, networks,
and devices. Among the United Nations' Sustainable Development Goals (SDGs), Goal 16—
“Peace, Justice, and Strong Institutions”—deals specifically with security. This objective
aims to foster peaceful and inclusive societies, guarantee equitable access to justice, and

establish effective, responsible, and transparent institutions at all levels.
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This research focuses on cryptographic security of hash function design using Altera
Quartus 1l and ModelSim Simulator tools on field-programmable gate array (FPGA) as
hardware implementation. Embedded system design refers to the process of building
hardware and software systems specifically tailored to execute a designated purpose or set
of functions within a larger system. This technique is also known as embedded computing.
Embedded systems can be discovered in a wide variety of items, including home appliances,
automobiles, medical devices, industrial control systems, and consumer electronics.
Electronics boards like the Arduino Uno, FPGA, microcontroller, and microprocessor are
categorised under the embedded system design. Consumer electronics, automobile systems,
medical devices, and factory automation are among the applications using embedded
systems. Smart thermostats, digital cameras, and industrial control systems are examples of
embedded systems. This study focuses on FPGA-based digital design implementation. This
is because FPGA implementation can be used in the development of a wide variety of digital
systems, including those involving RFID, filters, robotics, medical monitoring, and security

(Saju & Sreehari, 2021).

2.1.1 Overview of Hash Functions in Cryptography

There are substantial performance and resource management benefits to
implementing cryptographic hash functions on FPGA using Verilog HDL. Various
algorithms, particularly Secure Hash Algorithm 256 (SHA-256) and AES, have been
explored for their efficiency in cryptographic applications, especially in blockchain
technology. The former is essential for blockchain applications to guarantee data integrity
and authenticity . FPGA architectures for SHA-256 have been synthesised to optimise power

and time consumption, demonstrating improved resource management compared to software
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implementations. Additionally, SHA-256 has been implemented on FPGAs for loT devices,

utilising parallel execution with clustered cores to enhance throughput (Santos et al., 2024).

Hash function can be used for security enhancement by combining hash function
with Rivest-Shamir-Adleman algorithm to improve security in blockchain applications
(Peroumal et al., 2022). Data encryption and authentication can be enhanced through the use
of FPGA implementations of hash functions. An FPGA implementation platform may
introduce resource allocation and power consumption, which can provide benefits to
cryptographic applications in various fields. It is crucial to balance these aspects to optimise

cryptographic applications across various sectors.

2.1.2 Importance of Hash Function in HMAC Applications

A hash function, which is crucial for data authentication, is used by hash-based
message authentication codes (HMACS) to ensure the authenticity and integrity of messages.
Hash functions and secret keys are components of an HMAC structure. Improving the hash
function increases the performance of HMAC application design. In HMAC applications,
the hash function ensures that the integrity and authenticity of data. Furthermore, the hash

function in HMAC ensures data integrity, authentication, and efficiency.

According to Uriawan et al. (2024), hash functions are used in HMAC applications
to generate hash values. These values can be used to identify data alterations and ensure data
integrity. The HMAC structure also makes use of the secret key. According to(Uriawan et
al., 2024), hash functions are used in HMAC applications to generate hash values. These
values can be used to identify data alterations and ensure data integrity. The HMAC structure
also makes use of the secret key. Consequently, it can prevent unauthorised access by

utilising a mechanism to verify the source of the message (Castellon et al., 2022).
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Additionally, the efficiency of the design is influenced by the hash function selected in the

HMAC design. Nowadays, the SHA-256 hash function has been selected due to its security

and performance (Anwar et al., 2021). The efficiency of HMAC can be enhanced while

preserving the security of design by optimising the energy consumption of hash functions.

Table 2.1 lists the use of hash functions in HMAC applications.

fundamental hash function.

while reducing power usage.

Table 2.1 Compilation of Hash Functions in HMAC Applications
No. | Overview Finding Reference
1 HMAC-SHA256 improves file | Data integrity is effectively | (Uriawan et
security when properly | protected, and manipulation is | al., 2024)
implemented.  Understanding | detected by HMAC-SHA256.
cryptographic ~ concepts  is | Furthermore, SHA256
critical to prevent | generates unique file
vulnerabilities. signatures that prevent
unauthorised modifications.
2 Applying an energy-efficient | The use of HMAC achieved | (Castellon et
algorithmic engineering | potential energy savings of up | al., 2022)
approach to the HMAC |to 17%. Keeping functionality

functions.

3 Hash methods enable the secure | A hash algorithm function is | (Anwar et al.,
transfer and integrity of | executed on the certificate. | 2021)
certificate data. SHA-256 is | Transaction verification can be
preferred in verification due to | conducted efficiently.
its efficiency and security.

4 Protocols rely on HMAC Addresses the effectiveness (Mousavi &
because it generates a safe and widespread application of | Shakour,
message authentication code by | HMAC in well-known 2019)
combining a cryptographic key | protocols, such as IPSec.
with the hash function. HMAC is commonly utilised

in popular security protocols.

5 Examines the significance and | A focus is placed on the (Arvind K.

practical applications of hash significance of hash functions | Sharma &

in the context of network
security.

Dr.S.K. Mittal,
2019)

In summary, hash functions in HMAC applications emphasize their crucial role in

preserving the authenticity and integrity of data. In addition, HMAC combines a secret key

with a cryptographic hash function, offering a strong method for ensuring message integrity
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and safeguarding against unauthorised modifications. For the purpose of data integrity and
authenticity, HMAC utilises hash functions like SHA256 to generate unique signatures on
data, enabling the detection of any modifications (Uriawan et al., 2024). The combination of
a secret key and a hash function improves security by making it difficult for attackers to fake
messages (Mousavi & Shakour, 2019). Reconfigurable HMAC-hash units can improve
performance by combining different hash functions and increasing throughput for large
messages (Khan et al., 2005;Khan et al., 2007). According to Jin and Wang (2014), enhanced
hash functions can further improve message integrity and authentication while
accommodating different security requirements. Although HMAC greatly enhances data
security, it is still important to be alert about any weaknesses and make sure that

cryptographic techniques are constantly changed to lower risks.

This chapter briefly explains about HDLs and FPGAs. HDL is a language to design
digital logic for hardware implementation. Digital logic for hardware implementation can be
designed using HDL. In this study, Verilog is used as a design concept. FPGAs are one of
the most popular media to implement digital logic. A brief overview of FPGA is provided
in this chapter as FPGA implementation is the focus of the research. Hence, literature
reviews from other researchers are considered to obtain the efficient cryptographic hash

function algorithm in terms of speed, area, and power.

2.2 Overview of Common Hash Functions

Hash functions are crucial in cryptography, serving as one-way functions that
transform inputs of variable length into fixed-length outputs. They are vital for maintaining
data integrity, ensuring authentication, and providing security across a range of

cryptographic applications. Hash functions are specifically designed to be collision-resistant,
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pre-image resistant, and second pre-image resistant, thereby safeguarding against numerous
threats. These functions find extensive use in digital signatures, password protection, and

blockchain technology, among various other uses (Mohammed et al., 2020).

2.2.1 MD?5 Design

A well-known cryptographic hash algorithm that produces a 128-bit hash value is
Message Digest 5 (MD5), which was developed in the early 1990s. Although it was intended
for security applications, its weaknesses have raised concerns about its ability to protect
sensitive data. Despite these limitations, MD5 remains popular due to its speed and low
computational requirements, especially in low-power devices and applications that require

little processing power.

A possible usage of MD5 is in population data management (Nistrina et al., 2024).
In this case, only authorised personnel will be able to access critical population data owing
to MD5's security features, thereby improving data management efficiency (Jayapandian et
al., 2018). Furthermore, the approach is used to generate unique hash keys for digital
documents, ensuring their integrity and authentication, as proven in a certificate issuance
system (Albahadily et al., 2023). MD5 is an appropriate choice for low-power devices due
to its increased speed and reduced processing capacity (Kumar et al., 2022). Nkouankou et
al. (2022) discovered that MD5 is vulnerable to collision and pre-image attacks, which
compromise its reliability for secure applications. Alternative algorithms are required
because its security level is deemed inadequate for high-level data confidentiality
(Horpenyuket al., 2024). Although MDS5 is still used in many different applications, its

inherent weaknesses require careful consideration and the search of more safe substitutes for
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the security of private information. Table 2.2 presents a compilation of MD5 hash function

in different applications.

Table 2.2 Compilation of MD5 Hash Function in Different Applications

No. | Hash Overview Finding Reference

Function

1 MDS5 It implements the MDS5 | Eases the process of (Nistrina et al.,
algorithm for account managing population | 2024)
security in a population | data for village
data management offices.
application to improve | Improves account
data management and security by employing
prevent unauthorised the MDS5 algorithm.
access.

2 MD5 Constructs models for | Formulated a (Horpenyuk et
the computation of mathematical and al., 2024)
trigonometric software model for the
coefficients in MDS5. growth of the MD5

sine function.

3 MDS5 It uses the MD5 Created MD5-secured | (Albahadily et
message digest method | digital signature al., 2023)
to secure digital mechanism. Verified
signatures and digital certificate
authenticate digital integrity.
documents and
certificates.

4 MDS5 MDS5 method secures MDS5 ensures security | (Kumar et al.,
low-power for low-power 2022)
consumption sensors sensors. Enables
and is used for data database partitioning
base portioning. to protect sensitive

data.

5 MDS5 Enhanced pre-image Study MDS5 pre-image | (Nkouankou et
attack on the MD5 hash | attack using SAT al., 2022)
function utilising solver. SAT solvers
propositional logic. The | solve faster with new
Boolean satisfiability encoding.
problem is solved with
SAT solvers.

6 MDS5 Secure networks with Optimise the internal | (Zhuoyu &
efficient hash functions. | structure of MDS5. Yongzhen,
The improved MD5 2022)
algorithm improves
retrieval efficiency.
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2.2.2 SHA-1 Design

For cryptographic purposes, a 160-bit hash value can be generated by the Secure
Hash Algorithm 1 (SHA-1). It is a well-known method for verifying the authenticity and
integrity of data, which was developed by the National Security Agency and published by
the National Institute of Standards and Technology. A 160-bit hash value is the output size
of SHA-1. Although its attributes have been undermined over time, they still offer pre-image
resistance, second pre-image resistance, and collision resistance (Al-Nawashi et al., 2024;
Wagner & Lugrin, 2023). The US government recognises it as a Federal Information
Processing Standard (Al-Nawashi et al., 2024). This algorithm is employed in many different
applications to confirm the integrity of files, such as documents and audio files (Nasution,
2022; Toruan, 2021). Additionally, to offer identity verification and non-repudiation
services, it is frequently combined with digital signatures (Khan et al., 2022). There is a
cryptographic flaw in SHA-1 that makes it insecure against contemporary threats (Al-
Nawashi et al. 2024). The advent of SHA-2 and SHA-3 emphasises the necessity of stronger
hashing standards to reduce security threats. Although SHA-1 has contributed much to
cryptography, due to its weaknesses, new secure hashing algorithms are required, which
reflects the changing nature of cybersecurity threats. The SHA-1 hash function is compiled

across multiple applications, as shown in Table 2.3.

Table 2.3 Compilation of SHA-1 Hash Function in Different Applications

No. | Hash Overview Finding Reference
Function
1 SHA-1 Analysis and | A thorough examination | (Al-
development of the SHA- | of the SHA-1 algorithm's | Nawashi et
1 algorithm - a | theoretical aspects. The | al., 2024)
comprehensive review of | demonstration of
the algorithm's theoretical | implementation through a
components and practical | variety of hash
implementation. configurations.
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Table 2.3 Continued

2 SHA-1 The application of SHA-1 determines the | (Nasution, 2022)
SHA-1 for the validity of audio files
verification of audio well. Prevents
file authenticity unauthorised

alterations and fraud.

3 SHA-1 Standardised hash No substantial (Mulder et al.,
functions are regarded | technological 2023)
as secure for a variety | advancements in hash
of cryptographic functions are
applications. anticipated.

4 SHA-1 Includes background | SHA-1 raises serious (Khan et al.,
on the SHA hash security concerns. 2022)
algorithm family and | Newer algorithms
how they have might provide
developed through improved security and
time. Evaluates SHA- | performance as
1, SHA-2, and SHA-3 | technology develops.
in terms of their
respective security,
performance, and
limitations.

5 SHA-1 Using the SHA-1 The SHA-1 algorithm | (Toruan, 2021)
algorithm to ensure improves document
documents' authenticity and
authenticity, integrity. Detects
confidentiality, unauthorised changes
integrity, and to confidential
authentication. documents effectively.

2.2.3 RIPEMD-160 Design

Notable for its usage in combination with SHA-256, the ISO/IEC standard RACE
Integrity Evaluation Message Digest 160 (RIPEMD-160) hash function is notable in the
production of Bitcoin addresses. Despite the emergence of different collision attacks,
RIPEMD-160 has proven resilient, with the most effective attacks only completing a fraction
of its 80-step procedure. Furthermore, RIPEMD-160 employs a double-branch structure,
which strengthens its security against collision attacks (Li et al., 2023). It uses a

combination of logical functions and permutations to generate a 160-bit hash output after 80
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steps of processing data. In recent development of RIPEMD-160, the emergence of mixed
integer linear programming (MILP)-based approaches has facilitated the detection of
differential traits, making these attacks more successful (Li et al., 2023). Even though
RIPEMD-160 is still a strong hash function, the continued study of collision attacks
emphasises how important it is to continuously assess cryptographic standards, particularly
as computing power increases. Table 2.4 lists a compilation of RIPEMD-160 hash function

in different fields.

Table 2.4 Compilation of RIPEMD-160 Hash Function in Different Applications

No. | Hash Overview Finding Reference
Function
1 RIPEMD- | The method utilises Explores RIPEMD-160 | (Li et al., 2023)
160 MILP for the search hash function collision
of signed differential | attacks. Strongly
features. improves collision and

semi-free-start attacks.
3 RIPEMD- | Recommended pre- Pre-image attacks have | (Shen & Wang,
160 image attacks on been proposed against | 2018)
RIPEMD-160 and RIPEMD-160 and
HAS-160. Attacks HAS-160. Both of the
enhanced through hash functions have
intermediary measures | had their attack steps
and message padding. | improved.

4 RIPEMD- | Design on RIVYERA | Attained 245,000 (Abbas et al.,
160 S6-LX150 performs passwords per second | 2014)
well. Compared to PC | on multi-FPGA.
and GPU, FPGA FPGAs used 77 times
design saves energy. less energy than PCs.

2.2.4 SHA-256 Design

Data integrity and security are guaranteed by the well-known SHA-256 hash
function, which computes a fixed-length hash from variable-length input dataClick or tap
here to enter text.(Dewi et al., 2019; Fauziah et al., 2018). It is a dependable solution for

many applications, including blockchain technology and password storage, thanks to
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qualities such as collision resistance. Recent research has investigated related vulnerabilities

and advancements, highlighting its importance in modern cryptography.

It is computationally impossible to identify two distinct inputs that produce the same
hash, which is a critical security feature of SHA-256 (Alamgir et al., 2024). Besides, SHA-
256 reliably generates the same hash for identical inputs, assuring data verification accuracy.
Some applications of SHA-256 are routinely used to hash passwords, preventing
unauthorised access. It also protects Bitcoin transactions by maintaining the integrity of
transaction data (DiNardi & Radhakrishnan, 2023). New architectures, such as those based
on binary tree topologies, have been proposed to improve processing speed by 23% on FPGA
systems (Sy et al., 2023). Furthermore, SHA-256 has been successfully implemented into
systems, such as QR identification to ensure secure attendance tracking (Sy et al., 2023).
Although SHA-256 is strong, ongoing research identifies possible shortcomings, such as
collision attacks and its efficacy (Alamgir et al., 2024). This emphasises the importance of
continuously evaluating and improving cryptographic processes. Table 2.5 shows a

compilation of RIPEMD-160 hash function in various applications.

Table 2.5 Compilation of SHA-256 Hash Function in Different Applications

No. | Hash Overview Finding Reference
Function
1 SHA-256 | Satisfiability (SAT) Implemented SAT + (Alamgir et al.,

solver for collision CAS SHA-256 collision | 2024)
detection. SAT solvers | solution. Found 38-step

are guided using a modified initialisation
computer algebra vector collision.
system (CAS).

2 SHA-256 | Blockchain data layer | Improved data integrity, | (Sondakh et
implementation confidentiality, and al., 2024)
employing SHA256 authentication on the
hashing algorithm. blockchain network.
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Table 2.5 Continued

3 SHA-256 | Pipeline with multiple | Propose the B2SHA (Luan et al.,
levels, utilising coprocessor utilising 2023)
techniques of reusing | SHA-256, BLAKE-256,
registers and sharing | and BLAKE2s hash
adders. functions. Quick,

energy-efficient, and
versatile.

4 SHA-256 | Multiple-level Verilog | A novel SHA-256 (DiNardi &
implementation hardware architecture Radhakrishnan,
analysis. Novel targets Intel DE10-Lite | 2023)
hardware architecture | FPGA and speeds up
using binary tree hash processing by 23%
adder trees. using binary tree

structured adder trees.

5 SHA-256 | A safe and efficient QR identification (Syetal.,
QR identification scheme with SHA-256. | 2023)
system with SMS SMS-based automated
notification using attendance tracking.

SHA-256.

2.3 Design Methodologies of Hash Function

The hash function can be optimised in a variety of ways to make it faster, more
efficient, and less power consumption. Iterative approaches, pipelining, unfolding, low-
power designs, retiming, and resource sharing are several ways to optimise the hash
algorithm. These techniques make hash function appropriate for security applications by

improving performance, throughput, and efficiency of implementation.

2.3.1 lterative

The iterative method is one of the conventional methods used to design hash
functions. In other words, the data will be updated from the output data to the previous state.
This condition will be repeated until the final round of each type of hash function. This
method is good, simple, and requires low area usage as only one round function is executed

at a time and has manageable power consumption. This is a conventional approach of
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implementing hash functions, in which the algorithm sequentially processes data. It is
challenging to parallelise because each round or compression function depends on the output
of the previous round. This method may be slower than pipelined or unfolded
implementations, particularly for high-throughput applications, due to its lack of parallelism.
However, iterative processing reduces performance, as each block waits for the previous
block to finish. This type of method is typically suitable for applications that prioritise low

hardware complexity over high throughput (Sandeep Kumar, 2016).

2.3.2 Unrolling and Pipelining

By separating the hash function into several stages, a method called pipeline can
process data in parallel, allowing fresh data to flow into each stage without blocking the
processing of earlier data. By enabling simultaneous processing of multiple data blocks in
distinct phases, the throughput is substantially increased. The necessity of registers and
control circuitry for each stage results in a higher consumption of power and space in
pipelines. This can be a trade-off on FPGA platforms, particularly when power is a concern.
Furthermore, this technique is ideal for high-throughput applications, such as real-time data
processing in secure communication systems, where latency and performance are of the
highest priority (Goos et al., 2005; Jiang et al., 2009; Li et al., 2019; Sideris & Dasygenis,

2023; Y. Wang et al., 2010).

2.3.3 Unfolding

Unfolding repeats the logic of several rounds within a single clock cycle, allowing
the hash function to execute numerous rounds at once. The number of cycles required to
complete the hash computation is minimised using this strategy. Reducing the hash

function’'s latency results in great performance. Unfolding is especially beneficial in latency-
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sensitive applications. Unfolding requires a big area since hardware resources are replicated
for each unfolded round, which might increase power consumption. This approach is
effective for applications that require rapid hashing with low latency, such as cryptographic
authentication systems in secure protocols (Jiang et al., 2009; Lee et al., 2008; Wang et al.,

2010).

2.3.4 Low-power Design Approach

Due to its rapid implementation, hash function implementation on reconfigurable
hardware is a crucial component nowadays. When it comes to implementing hardware, one
solution is the FPGA. It is composed of several programmable interconnections linking tens
of thousands of building blocks called CLBs (Rodrguez-Henriguez et al., 2006). The input
output (1/0) block acts as a bridge between the external environment and the internal logic
structure. Two ways to define FPGA-based digital logic design are schematic design and
HDL. The main advantage of FPGA s its reconfigurability. Furthermore, it incurs low
development cost and is easy for verification but suffers the disadvantage of high-power
consumption. Therefore, two techniques for reducing power consumption in hash function

designs have been proposed, namely state encoding and clock gating.

Low-power approaches optimise the hash function to use as little power as possible,
frequently by minimising switching activity and making better use of logic gates. The
techniques used in this research are clock gating and Gray encoding. Table 2.6 shows a
simple example of encoding transition for seven states, for both binary and Gray encoding.
From this table, the maximum transition per clock cycle for Gray encoding is one, while for
Binary encoding is three. This is because Gray encoding only changes 1-bit per state during

transition. Gray encoding reduces switching activity by assuring that only 1-bit changes
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between successive states, which is very useful in state machines. By applying this technique

to finite state machine design, power consumption can be reduced.

Table 2.6 State Encoding

State Gray Binary
SO 000 000

S1 001 001

S2 011 010

S3 010 011

S4 110 100

S5 111 101

S6 101 110

S7 100 111
Maximum transition per clock cycle 1 3

Clock gating reduces dynamic power by blocking the clock signal in inactive areas.
Clock gating can be used to lower power consumption. Reduced power consumption is
another benefit of clock gating, which occurs when designs only execute operations when
input is available; this input is ANDed with the clock input to form clock gating (Zhang et
al., 2014). A clock gating example is shown in Figure 2.1. Its lower power consumption
makes it ideal for battery-powered and energy-sensitive applications. This method is
essential in 10T, mobile and portable devices, as well as FPGAs, where power efficiency is

critical, such as research into dynamic power reduction.
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Figure 2.1  Clock Gating (SemiEngineering, n.d.)

2.4 HMAC Overview and Comparative Analysis of Hash Function

Hash-based message authentication code (HMAC) is a commonly employed
cryptographic method that guarantees the integrity and validity of messages (Mousavi &
Shakour, 2019). It adds a one-of-a-kind code to the message by combining a cryptographic
key with a hash function. To make sure the message has not been changed, the recipient can
check this code. Transport layer security and other secure communication protocols rely on
HMAC's security, particularly in applications such as internet protocol security (IPSec),
where it is crucial for safeguarding data integrity and authenticity (Mousavi & Shakour,
2019). The HMAC is generated or verified only by those with the key; hence, the procedure
hashes the message together with the key. The robustness of the hash function used
determines the degree of security offered by HMAC. Stronger hash functions, such as SHA-
256, are favoured due to their superior security attributes (Anwar et al., 2021;Sharma &

Mittal, 2019).

Furthermore, HMAC is an excellent method for maintaining message integrity, but
its efficacy depends significantly on the underlying hash function's quality and the
cryptographic key's confidentiality. As cryptographic needs change, HMAC must be
constantly improved and adapted to meet emerging threats. Although hash functions play a

crucial role in HMAC, it is important to consider how security and performance could be
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compromised, particularly in situations with limited resources where energy efficiency is
vital. Recent studies suggest improvements to HMAC efficiency by decreasing
computational overhead while preserving security, which is crucial for applications in

network coding (Uriawan et al., 2024).

2.4.1 Properties of Cryptographic Hash Functions

A hash function is characterised by its one-way nature, its output having a set length,
and its resistance to collisions (Wagner & Lugrin, 2023). It is known as a one-way function
because it is impossible to utilise the output to obtain the initial input. In other words, hash
functions are designed to be irreversible. Different kinds of hash functions provide different
lengths of output. For instance, SHA-256 produces a hash value of 256 bits. The
condition when it is computationally impossible to identify two distinct inputs that give the
same hash output is also known as collision resistance (Wagner & Lugrin, 2023). All these
characteristics make hash functions secure and appropriate for carious cryptographic

applications.

There are numerous applications in cryptography, such as password hashing, digital
signature, and data integrity (John & Jose, 2023). Here, the idea is to check if data has not
been altered during transmission. Although hash systems are generally seen as safe, the rise
of lightweight cryptography emphasises the need of effective algorithms fit for devices with
little resources, suggesting a possible change of direction for future innovations (John &

Jose, 2023).

Cryptographic hash functions serve as critical elements in contemporary security
protocols, offering a range of characteristics that guarantee data integrity and authenticity.

As a digital fingerprint, the functions transform inputs of varying lengths into consistent
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outputs of set lengths. Collision resistance, second pre-image resistance, and pre-image
resistance are the key features of cryptographic hash functions. These properties are
important for function effectiveness in various applications, including digital signatures and

message authentication.

Collisions occur when two messages generate identical message digests. The hash
function does not exhibit collision behaviour. Thus, hash function, H is strong enough to
withstand collision. It is useful for digital signature algorithm and message authentication.
There are several properties of hash function. It works with any block message and returns an
output of a set length. Furthermore, it is easy to compute the hash function for every

message. Therefore, it is practical for both software and hardware platforms.
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Figure 2.2 (a) and (b) Pre-image Resistance or One-Wayness

Pre-image resistance, also known as one-wayness; second pre-image resistance, or
weak collision resistance; and collision resistance, or strong collision resistance; are the three
central criteria that a hash function must have. The requirement of hash function is
illustrated in Figure 2.2 (a). Based on this figure, input message, M produces the output hash,
h, but it cannot reverse the process of hash to obtain message M, as shown in Figure 2.2 (b).
Hence, it is referred to as one-wayness property of hash function. Furthermore, second pre-

image resistance is computationally infeasible to determine y, if there is given input x with
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hash code, h(x) = h(y). It means that it is technically impossible to find another input

message with the same hash value, as presented in Figure 2.3.

x unknown y =unknown x unknown y =unknown

L_J (R

h(x) = h(y) h(x) = h(y)

Figure 2.3  Second Pre-image Resistance or Weak Collision Resistance
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Figure 2.4 (a) and (b) Collision Resistance or Strong Collision Resistance

Also, the output hash code h(x)=h(y), h(x) = h(y) which is computed for any two
message inputs x and vy, is computationally impossible. As illustrated in Figure 2.4 (a) and

(b), this state denotes having a high level of collision resistance.

Pre-image resistance, second-pre-image resistance, and collision resistance are three
important features of cryptographic hash functions. Due to the pre-image resistance, finding
an input that generates a hash output is computationally impossible. This is essential for the
preservation of data security and confidentiality (Wagner & Lugrin, 2023). Second, pre-

image resistance makes it difficult to find a different input that produces the same hash value
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as the current input. This prevents attackers from replacing genuine data with harmful data

(Wagner & Lugrin, 2023).

If two distinct inputs that yield the same output from a hash function cannot be
identified, then it is said to be collision resistant. This property is vital for maintaining the
uniqueness of hash outputs, which is crucial in applications like blockchain (D. Sharma &
Saxena, 2023). The fundamental properties of security are crucial, but the design of hash
functions must also consider performance and efficiency, particularly in resource-
constrained environments, as emphasised in lightweight cryptography (John & Jose, 2023).
Lightweight cryptography is the field of cryptographic methods and systems intended to
ensure data security in low-power FPGAs, embedded systems, RFID tags, IoT devices, and

low-resource conditions.

2.4.2 Comparative Analysis of Hash Functions

As one-way mechanisms that convert inputs of different lengths into outputs of a
fixed size, hash functions are essential to cryptography. They are essential for various
applications, such as securely storing passwords, creating digital signatures, and verifying
data integrity. The effectiveness of these functions in cryptographic frameworks is
dependent on properties such as pre-image resistance, second pre-image resistance, and

collision resistance.

Hash function, H is a non-linear function that transforms fixed binary chains of
arbitrary length to fixed length; it takes all message bits as input. Let M be a message of an
arbitrary length and returns a fixed-length value, h. Hash codes are the results of hash
functions. Hash value or message digest are other possible meanings. The structure of a hash

function is shown in Figure 2.5. Hash function is an efficient computational function that
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does not rely on a specific key. The output hash code depends on the input message; any
change of the bits message will change the hash code. Message digests with short bit lengths

are the strength of modern hash algorithms (Franciso R. H. et al., 2006).

| —> >

Figure 2.5  Hash Function

The implementation of cryptographic hash algorithms like SHA-1, MD5, RIPEMD-
160, and SHA-256 on FPGA systems utilising Verilog HDL has received significant
attention because of their essential purpose in ensuring data integrity and security across
various applications. Every algorithm presents distinct attributes and performance
compromises when implemented in hardware, especially on FPGA architectures that provide
parallel processing and reconfigurability. FPGA realisations are ideal for embedded systems
and time-sensitive settings because they can provide noticeably better throughput, lower
latency, and enhanced resource efficiency when compared to software-based

implementations.

FPGAs consist of many architectural types that affect design decisions and
performance results. For instance, high-performance FPGA families like Xilinx Virtex and
Intel Stratix have a lot of logic parts, special DSP blocks, and fast transceivers, which allow
for more sophisticated cryptographic pipelines with larger frequency margins. Conversely,
mid-range devices such as Intel Arria and Xilinx Kintex offer a balance of cost and
performance, delivering sufficient resources for moderately complicated designs while

preserving lower power consumption. Economical families like Intel Cyclone or Xilinx
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Artix are targeted for applications with strict area and budget limits, while they impose

restrictions on attainable performance and accessible memory.

Although FPGAs offer flexibility, their implementations present issues concerning
resource allocation, timing closure, and dynamic power consumption. Lightweight design
approaches, including pipelining, unfolding, Gray encoding, and clock gating, are utilised to
reduce these issues by decreasing switching activity and enhancing throughput within the
device's architectural constraints. The justification for choosing FPGA technologies and
lightweight techniques is covered in this part, which also examines earlier research that
looked into FPGA-based cryptographic hash function designs for HMAC applications. The
reported performance enhancements, the architectural factors unique to various FPGA
families, and typical challenges faced during synthesis, optimisation, and deployment are

also highlighted.

2421 MD?5 Design

Several studies have implemented MD5 on FPGA. Some of the researchers
implemented the MD5 design using two different types of FPGA devices, which are Altera
and Xilinx CAD tools. An overview of several papers regarding MD5 is discussed briefly in
this chapter. A throughput of 586 Mbps was achieved with logic requirements of only 647
slices and 2 BlockRAMSs when Jarvinen et al. (2005) developed MD?5 using a Xilinx Virtex-
I XC2V4000-6 FPGA. Xilinx was chosen because it provides large logic resources and
produces very fast performance. The MD5 algorithm's structure, suggested by Jarvinen et al.
(2005), permitted both iterative and pipelined implementations. Pipelining can reduce delay
and utilise more logic area implementations. An approach to increase the performance of the

design is by using pipelined architecture and the use of BlockRAMs. It was discovered that
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hardware with extremely few logic resources could efficiently implement the MD5

algorithm.

A previous study introduced two types of MDS5 hash algorithms that were
implemented using VHDL on Virtex V1000FG680-6 with a clock rate of up to 200 MHz,
namely iterative and full loop unrolling (Deepakumara et al., 2001a). Based on this paper,
the designs were assessed according to their maximum frequency and throughput. The
throughput and maximum frequency for iterative design were 165 Mbps and 21 MHz,
respectively, while the throughput and maximum frequency for full loop unrolling were 354

Mbps and 71.4 MHz, respectively.

FPGA implementation of hash function for cryptographic protocol is also one of the
solutions to the cryptographic protocol issue (Diez et al., 2002). The authors proposed two
types of cryptographic algorithms designed in their study: MD5 and SHA-1. A maximum
frequency of 60.2 MHz and a throughput of 467.3 Mbps were achieved using the MD5

architecture executed on the Virtex 2\V3000.

High-throughput design is important for data transmission. Therefore, FPGA
implementation with high throughput needs to be considered. Wang et al. (2010) conducted
an implementation of the MD5 hash function algorithm on FPGA with ultra-high throughput.
Based on the study, the maximum frequency of iterative MD5 design was 102.7 MHz, with
810 Mbps of throughput of the design. This design used Altera Stratix Il EP2SGX90FF. The
throughput of the MD5 design with 32 stages of pipelining with unfolding was increased by
Wang et al. (2010) to 32.03 Gbps. He & Xue (2010) used Cyclone Il for MD5

implementation, producing 4.4 Gbps throughput. No information regarding speed, area, or
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throughput was provided when (Noaman, 2013) and (Landge & Mishra, 2016), who used

VHDL to design MD5. Besides, Zhong et al.(2016) designed MD5 using Java.

There are several other FPGA family devices, such as Stratix for high-performance
FPGAs and Cyclone for low-cost FPGAs. Hence, to obtain a balance between power and
performance, the Arria Il GX device has been chosen because the Arria series provides a
low-cost transceiver for FPGA devices. Moreover, the device also delivers optimal
performance and power efficiency. The throughput of the MD5 design increases
significantly due to the latency of the design. The latency for MD5 iterative design is 66
cycles. Meanwhile, the latencies of the MD5 unfolding design and MD5 unfolding with

pipelining are 33.5 and 34.5, respectively.

Altera and Xilinx FPGAs, among others, have been used for MD5 designs. The
throughput of the MD5 design obtained by Deepakumara (2001) and Diez et al. (2002) was
165 Mbps and 467.3 Mbps, respectively, and the MD5 designs used Virtex V1000FG680-6
and Virtex 2Vv3000, respectively. The implementation by Jarvinen et al. (2005) using Virtex-
Il achieved a throughput of 607 Mbps and a maximum frequency of 78.3 MHz. The iterative
design achieved a maximum frequency of 102.9 MHz and a throughput of 810 Mbps
according to the MD5 design by Wang et al. (2010). This design used Altera Stratix 1l
EP2SGX90FF. The throughput of the MD5 design with 32 stages of pipelining with
unfolding was increased by Wang et al. (2010) to 32.03 Gbps. He and Xue (2010) used
Cyclone 1l for MD5 implementation and gave 4.4 Gbps throughput. The preceding MD5
hash function designs are summarised in Table 2.7 according to the highest frequency, area,
and throughput that could be achieved using different methods. This compilation provides a

comparative analysis of the methods used in designing MD5 design. It shows that pipelining
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and unfolding transformations can enhance and improve the performance of MD5 design.

Besides, this method can also provide small-area implementation, as well as high speed.

Table 2.7 Compilation of MD5 Hash Function Design

No. | Design FPGA Authors/ | FMax | Throughput | Area | Power
Method Device year (MHz) | (Mbps) (mW)

1 MDS iterative | Altera (no (Fan et 133.6 1068.8 2,33
(high/low device al., 2023) 4 -
adder) mentioned)

2 MDS iterative | (No (Moham | - - - -
by encoding software/de | med Ali
ribonucleic vice &
acid mentioned) | Kadhim

Farhan,
2020)

3 MDS5 iterative (Tianet |50 - 4,89 |-
with Altera al., 2018) 5
pseudorandom | Cyclone II
number EP2C35F67
generator 2C6

4 (Landge | Simulat | - - -

& ion
MDS?5 iterative | -ModelSim | Mishra, time of
-No device | 2016) 6,900
mentioned ns

5 (Zhong | - - - -

MDS5 iterative | Software et al,
2016)
6 MDS5 iterative | Xilinx (R. - 806.596 - -
Spartan 3- Saeed,
xc3s1400a- | 2016)
4fg484

7 ) Xilinx IC (Noaman | - - - -

MDS Iterative XC3S1400 |,2013)
A

8 MDS iterative (Sediyon | - - - -
(Application Software oetal.,

OTP) 2013)
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Table 2.7 Continued
9 MDS iterative | Altera (D.He & | 48.2 4,300 (3,343) | 30,1
(12 MD5 Cyclone I | Xue, 34
multi-parallel | EP2C35F67 | 2010)
architecture) 2C6
10 MDS iterative | Altera (Y. Wang | 102.7 810 462
Stratix II et al.,
MDS pipeline | GX 2010) 97.95 3,039 3,48
(4p) EP2SGX90 4
MD?5 pipeline | FF1508C3 86.32 21,428 25,7
(32p) 67
MDS5 pipeline 66.48 32,035 267
(32p) -
unfolding
factor 2
11 Unified MD5, | ASIC 0.18u 584.8 3,651 19,7
SHA-1, (Y. K. 67
RIPEMD-160 Lee et
(iterative) al., 2008)
Unified MD5, 299.4 3,738 23,1
SHA-1, 67
RIPEMD-160
(unfolding)
12 MDS5 iterative (Jarvinen | 75.5 586 647
Xilinx Tommisk | 93-4 725 7,99
Virtex-I1 | a, & 7
MD?5 full XC2V4000- | Skytta,
pipelining 6 2005)
13 Xilinx (Diezet | 60.2 467.3 1,36
MDS5 iterative | Virtex al., 2002) 9
2V3000
14 MDS5 iterative | Xilinx (Deepak | 21 165 880
Virtex umara et
al., 2001)
MDS5 full loop 71.4 354 165
unrolling
2.4.2.2 SHA-1 Design

There are several other publications of SHA-1 implementation based on FPGA.
Jarvinen (2004) focused on the implementation of SHA-1 on Xilinx Virtex-11 XC2V2000-

6. The structure of SHA-1 was based on the iterative structure that could be used in
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combination with MD5 design in the future. The design was written in VHDL codes, and it
provided a good balance between performance and area implementation. The maximum
frequency of the design was 117.5 MHz, while the throughput of the design was 734 Mbps.
For the area implementation, the design utilised 1,275 slices and the equivalent gate count

was 25,467.

Kang et al. (2002) implemented three different types of hash function (SHA-1, HAS-
160, and MD5) in a single chip. One of the main objectives of this design was to minimise
the use of multiple gates. Using a speed grade 3 Altera EP20K1000EBC652-3, all designs
were synthesised, placed, and routed. The maximum frequency of SHA-1 based on a hash
processor with 81 clock cycles was 18 MHz, while the throughput of the design was 114
Mbps. In this design, the SHA-1 module was combined with the HAS-160 module into a
one-unit module. Thus, the utilisation of the logic element for resource sharing processor
was 10,573. The proposed architecture offered an effective solution for the implementation

of an IPSEC chip (Kang et al., 2002).

The reconfigurable cryptographic chip is applicable for encryption and decryption
processes. It can implement a diverse array of algorithms with agility and (Miao et al., 2009).
They proposed five different types of hash functions that had been implemented on Stratix
[1-EP2S15F484C3, namely SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512. To boost
the speed of message (W; generation), the reconfigurable design incorporated carry save
adder (CSA) and carry lookahead adder (CLA) in the data channel. Based on the findings,
the architecture could support a maximum frequency of 171.821 MHz with a total of 874

registers and 1,131 ALUTS. The throughput of the design was 727.853 Mbps.
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Cryptographic algorithms implemented on reconfigurable hardware, like FPGA,
showed promise as an alternative to the more conventional hardware implementation. It
provided powerful mechanisms to protect data(Diez et al., 2002). Two basic techniques were
implemented: loop unrolling and parallelisation of resources and pipelining. High
throughput is an advantage of the pipelined architecture. The researchers designed both MD5
and SHA-1 architectures on Xilinx Virtex 2v3000. For area implementation, SHA-1 used
1,550 slices which were equivalent to 29,900 gates. The maximum frequency of SHA-1

design was 38.6 MHz with a throughput of 899.8 Mbps.

The internet protocol security (IPSEC) protocol has specified a number of
algorithms, one of which is the FPGA implementation of the SHA-1 algorithm (Dai & Zhou,
2003). They proposed the FPGA implementation design, which was divided into three parts:
function block diagram, expansion block, and data path. A 3-to-2 CSA was used, followed
by a carry propagate adder. The designs were synthesised, placed, and routed on a
EP1K100QC208 target device. The results achieved 1622 of logic elements. with a
maximum frequency of the design and a throughput of 43.08 MHz and 268.99 Mbps,

respectively.

Altera Stratix 1l GX EP2SGX90FF FPGA has successfully implemented the SHA-1
hash algorithm, resulting in a high throughput of up to 76.195 Gbps (Jiang et al., 2009). A
pipeline architecture of the design leads to an increment of the throughput. Jiang et al. (2009)
implemented four different types of SHA-1 designs: three iterative and one loop unrolling.
The three iterative designs were divided into three parts: iterative, iterative with four
pipelines, and iterative with 40 pipelines. The maximum frequency of the iterative design

was 253.07 MHz, while for loop unrolling, the maximum frequency was 163.70 MHz. Even
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though the results showed a high throughput, it utilised large area implementation of about
33,764 ALUTS. The total number of registers and ALUTSs for the iterative design was 32,048

and 947, respectively.

Hash functions belong to one of the most important categories of encryption
algorithms. They are widely used in security applications and have been included in the
specifications of communication protocols (Sklavos et al., 2003). In this paper, Sklavos et
al. (2003) introduced two types of hash functions that have been implemented based on
FPGA: MD5 and SHA-1. The designs focused on pipelining architecture with a four-step
design for every 20 rounds. A Xilinx FPGA device was used to implement, place, and route
the designs written in VHDL. The results showed 1,578 slices with an operating frequency

of 72 MHz. This increased the throughput to 1.7 Gbps.

Lee et al. (2006) examined the throughput of an optimised SHA-1 architecture
utilising unfolding transformation. This strategy lowered the needed cycles for a single block
hash. They proposed the implementation of SHA-1 architecture based on FPGA and ASIC
implementation. The optimal results of SHA-1 based on FPGA implementation (Virtex2
XCV1000) was 12 cycles without pipeline, while for the design with pipeline, the optimal
result was 24 cycles. The designs were written in VHDL. The results for 12 cycles showed

a maximum frequency of 20.9 MHz with 893 Mbps of throughput.

Kim et al. (2012) reduced the design's critical path by concentrating on loop
unfolding and pre-processing to execute two hash operations. Xilinx ML605, an FPGA
based on the Virtex-6 LX240T, was used to implement the designs. The results showed that
the maximum frequency for the original design was 165.2 MHz, while for the unfolding

design with 40 cycles, it was 142.6 MHz. To obtain a high throughput, the pipelined
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architecture of the design was proposed. The results showed that the proposed SHA-1

designs needed 1,649 slices to reach a throughput of 7.35 Gbps at 150.45 MHz. The previous

SHA-1 hash function designs are summarised

in Table 2.8, which

lists the

maximum frequencies, areas, and throughputs achieved using different methods. This

compilation provides a comparative analysis of the methods used in designing SHA-1. It

shows that pipelining and unfolding transformations can enhance and improve the

performance of SHA-1 design. Besides, this method can also provide small-area

implementation and high speed.

Table 2.8 Compilation of SHA-1 Hash Function Design
No. | Design FPGA Authors/ | FMax Throughput | Area | Power
Method Device year (MHz) (Mbps) (mW)
1 SHA-1 Altera (no | (Fan et | 171.821 | 1,099.65 874 -
iterative device al., 2023)
(high/low mentioned)
adder)
2 SHA-1 Xilinx  14.0 | (Surya 85.815 - 4,656 | -
iterative (no  device | Prashant
name) h et al,
2021)
3 SHA-1 (Makkad | 213.14 1,347.2 449 -
SHA-1 & Sahu, 154.35 1,927.5 518 -
) 2017)
unfolding
(factor 2)
Xilinx Virtex-
computatio
n
SHA-1 172.32 8,607.6 1230 | -
four-stage
pipelining
4 SHA-1 Implementati | (Sandeep | - - 1,029 | 118.69
iterative on of SHA-1 | Kumar,
algorithm on | 2016)
FPGA
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Table 2.8 Continued
5 SHA-1 Parallelising | (Lee et
iterative SHA-1 al., 2015) | 165.207 | 1,057 1,242
SHA-1
loop - 142.633 | 1,825 1,270
unfolding
SHA-
pre- 161.212 | 2,013 1,250
processing
6 SHA-1 Xilinx Virtex- | (Kim et | 165.2 1,057 -
SHA-1 | © al,2012) a6 | 1.825 i
unfolding
SHA-1 pre- 161.2 2,013 -
processing
SHA-1 150.7 7,351 1,649
pipeline
(4p)
7 SHA-1 Altera Stratix | (Qiong & | 270 13,824 -
pipelining | III Jianwu,
EP3SE260F1 | 2012)
517C4
8 Multiple Xilinx Virtex- | (Liu et | - 42,700 -
SHA-1 5 al., 2012)
XC5VSX95T
9 SHA-1 ASIC (Dochert | 100 162 6,836
y &
Koelman
s, 2011)
10 | SHA-1 Cyclone (Zhou & | 59.4 - 1,560
EPIC6Q240C | Liu,
8 2011)
11 | SHA-1 Xilinx Virtex- | (Lee et | 84 935 -
unfolding + 2 XC2V1000 | al.,2011)
delay bound
SHA-1 36.5 1,170 -
unfolding +
delay bound
12 | SHA-1 Altera Stratix | (Cheng - - 1,584
iterative EP1S80F150 | & Deng,
8C7 2010)
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Table 2.8 Continued

13 | SHA-1 (Lee et | 983 5,032.9 3,442 | -
pipelining Xilinx Virtex- al., 2009)
(4p) 2 XC2v1000
SHA-1 98.3 50,329 28,74 | -
unfolding 1
factor 2 and
pipelining
(40p)

14 | SHA-1 Altera Stratix | (Jiang et | 253.07 782 1,561 | -
iterative II GX | al., 2009)
SHA-1 EP2SGX90F 341.16 3,054 5,880 | -
pipelining | FF
(4p)
SHA-1 212.40 29,756 51,78 | -
pipelining 5
(40p)
SHA-1 163.70 32,048 76,19 | -
unfolding 5
and
pipelining(
40p)

15 | SHA-1 Altera Stratix | (Miao et | 105.664 | 727.853 2,124 | -
iterative II al., 2009)
with CSA | EP2S15F484

C3

16 | SHA-1 Xilinx Virtex- | (Lee et | 118 5,900 2,894 | -
unfolding 2 XC2V1000 | al., 2009)
factor 2

17 | SHA-1 Xilinx Virtex- | (Michail | 91 4,715 1,212 | -
Partial II et al.,
unrolling 2009)

2.4.2.3 RIPEMD-160 Design

In recent years, many researchers have involved in designing optimised RIPEMD160
with high maximum frequency and high throughput (Dobbertin et al., 1996; Dominikus,
2002; Ganesh et al., 2007; Knezevi¢ et al., 2008; Michail et al., 2008; Ng et al., 2004; Satoh

& Inoue, 2001; Sklavos & Koufopavlou, 2005). An optimisation for RIPEMD-160 on Xilinx
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Virtex-E with a maximum frequency of 87.6 MHz and a throughput of 2,803 Mbps was
performed. The proposed design keeps the area small enough using five-stage pipeline for
each round. Operating frequency and delay are both improved by optimising the critical path.
The design consists of two-unit blocks, such as pre-computation and final calculation, to
obtain the output. Sklavos & Koufopavlou (2005) proposed the implementation of a
processor FPGA, which obtained a throughput of up to 2 Gbps. A pipelined design with five
stages of transformation and two parallel data streams formed the basis of this design. The
Xilinx FPGA device (v200bg256) was used for placing and routing the code written in
VHDL. The proposed processor, which made use of both RIPEMD-128 and RIPEMD-160,

could operate at a maximum frequency of 67 MHz.

A unified solution for three distinct hash functions namely MDS5, SHAI1, and
RIPEMD160 was introduced by Ganesh et al. (2017) and is known as HashChip. By using
resource sharing, the area implementation of hash function can be reduced. Ng et al., (2004)
also introduced a unified design for both MD5 and RIPEMD160. Any time an application
requires a different hash algorithm; a unified design is the most effective way to implement
them. To unify the two algorithms, it is necessary to make the following adjustments:
increase the length of the chaining variable to 160 bits by adding the multiplexer and 10-bit
cyclic shifter that are necessary for the design of RIPEMD-160. Altera EPF10K50SBC356-
1 was used to implement the design that was done in VHDL. The design could only handle
frequencies up to 26.66 MHz. The amount of memory bits was 5,376 (13%), whereas the
number of logic cells used was 1,964 (68%). It is imperative that cryptographic hash
algorithms are crucial in the field of cryptography. Therefore, by designing various types of
hash functions, the comparison in terms of speed and throughput for each design can be

analysed. An integrated device that could execute various MD4 hash algorithms was
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proposed by Dominikus (2002). Various components of the MD4 family such as MDS5,
RIPEMD-160, SHA-1, and, most recently, SHA-256 were detailed in this article. It used
VHDL for construction, and the calculation of their compression function was different. The
design was divided into two parts: calculation of temporary t, which consisted of arithmetic
and logic functions, and new assignment of the working variables, which was called update.
Satoh and Inoue (2001) developed MD5, RIPEMD-160, and SHA-1/224/256/384/512,
implementing them with a 0.13 pum CMOS standard cell library. All of these hash function
architectures used CLA and CSA for their implementation. Knezevic et al. (2018) presented
two designs: a design without an optimised loop and a design with an optimized loop,

resulting in throughputs of 568 Mbps and 624 Mbps, respectively.

There are several other FPGA family devices, such as Stratix for high-performance
FPGAs and Cyclone for low-cost FPGAs. Hence, to obtain balance of power and
performance, Arria II GX device was chosen because Arria series provide a low-cost
transceiver of FPGA device. Besides, it also delivers optimal performance and power
efficiency. Moreover, the architecture of FPGA device also plays important roles in the
RIPEMD-160 design. By selecting an appropriate FPGA device, the performance of
RIPEMD-160 design can be enhanced. Table 2.9 presents the previous implementation of
RIPEMD-160 design. It is difficult to find the same device for the same design due to the
limitation of budget and devices. The table compiles prior RIPEMD-160 hash function
designs according to the maximum frequencies, areas, and throughputs. This compilation
provides a comparative analysis of the methods used in RIPEMD-160 design. Based on other
hash function designs, it shows that pipelining and unfolding transformations can enhance
and improve the performance of RIPEMD-160 design. In addition, this method can also

provide small-area implementation and high speed.
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Table 2.9

Compilation of RIPEMD-160 Hash Function Design

No. | Design | FPGA Authors/ | FMax Throughput | Area | Power
Method | Device year (MHz) (Mbps) (mW)
1 RIPEM | HashCat (Kuznets | - - - -
D-160 software ov et al.,
iterative | and GPU 2019)
2 RIPEM | Xilinx 68.2 2,180 2,057 |-
D-160 | Virtex (H.
iterative Michail
et al.,
Xilinx 2010) 86.6 2,750 2,256 | -
Virtex-E
Xilinx 94.6 3,020 2,548 | -
Virtex-II
3 RIPEM | Xilinx (Michail | 51.6 1,650 1,798 | -
D-160 Virtex et al.,
pipelini | Xilinx 2008) 64.6 2,080 1,856 | -
ng Virtex-E
Xilinx 74.6 2,380 1,985 | -
Virtex-II
4 RIPEM | Xilinx (Knezevi | 100.05 625 4,410
D-160 | XC2VP30 |[¢ et al., LUTs
iterative 2008)
with
CSA
5 2008 Xilinx (Michail | 87.6 2,803 - -
Virtex-E et al.,
2008)
6 MultiHa | Xilinx X2) | (Ganesh | 104.875 | 203 2,837 | -
sh: XC2VP30F | et al.,
SHA-1, | F896-7 2007)
MDS5,
and
RIPEM
D-160
(iterativ
e multi-
cycle)
7 Unified | Xilinx (Khan et | 37 116.94 3584 | 637
RIPEM | Virtex al., 2005)
D-160, | XCV300E
SHA-1,
and
MD5
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Table 2.9 Continued

8 RIPEM | Xilinx (Sklavos | 67 2,017 - -
D-160 | Virtex &
process | XCV300E | Koufopa
or vlou,
iterative 2005)

9 RIPEM | Altera (Ng et|26.6 84 1,964 | -
D-160 | EPF10K50 | al., 2004)
iterative

10 RIPEM | Xilinx (Sklavos | 55 1,656 2,245 | -
D-160 | 2V500fg45 | et al.,
iterative | 6 2003)

11 RIPEM | FPGA (Domini | 42.9 65 1,004
D-160 Virtex kus, CLBs
iterative | XCV300E | 2002)

12 RIPEM | ASIC (0.13 | (Satoh & | 270.3 1,442 24,77 | -
D-160 | um CMOS) | Inoue, 5
iterative 2001) gates

13 RIPEM | Software - 39.8 - -
D-160 (Assembly) | (Dobbert
iterative | Software © |in et al., | - 19.3 - -

1996)

2424 SHA-256 Design

There are four distinct hash functions that make up the SHA-2 hash function: SHA-
224, SHA-256, SHA-384, and SHA-512. These hash algorithms provide outputs with
lengths varying from 256 bits to 512 bits, which is determined by the SHA-2 length. In this
study, the design focuses only on SHA-256 algorithm because of the extension from SHA-
1 algorithm. Several SHA-256 designs have been proposed (Ahmad & Das, 2005; Chaves
et al., 2006; McEvoy et al., 2006a; Mestiri et al., 2015; Miao et al., 2009; Sharif et al., 2011
Sklavos & Koufopavlou, 2003, 2005; Sun et al., 2007), depending on different types of
FPGA devices. The SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512 cryptographic
chip was developed and implemented on the EP2S15F484C3 Stratix 11 device by Miao et

al. (2009). The design was written using Verilog code. Modelsim 6.0c simulator tool was
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used to simulate and verify the design. According to these findings, SHA-256 offered a
maximum frequency of 143.16 MHz and a throughput of 909.8 Mbps. To improve the
execution performance of SHA-256, this design integrated the CSA and CLA. A SHA-256
design with a maximum frequency and throughput of 83 MHz and 326 Mbps, respectively,
was proposed by Sklavos and Koufopavlou (2003). This design was implemented on Xilinx
Virtex v200pg240. From this result, the maximum frequency of SHA-256 algorithm
decreased slightly compared to the previous design. Digital signature algorithms, keyed-hash
message authentication codes, and random number generators can all benefit from this

design.

Two variants of the SHA-2 algorithm, SHA-256 and SHA-512 were proposed by
Ahmad and Das (2005). These algorithms were designed and tested based on Altera Quartus
I1 CAD tool. This work did not mention specific programming that was used to design and
implement the SHA-256 algorithms. The designs were evaluated and integrated using
Verilog HDL and VHDL, and subsequently installed and routed in Altera APEX I, Stratix,
and Mercury family FPGAs. The maximum frequency of SHA-256 designs was 41.97 MHz,
which reduced decrease significantly compared to other designs. Xilinx Virtex 11 xc2v2000-
bfo957 was used to implement six SHA processors designed by McEvoy et al. (2006a) using
VHDL. Three processors were used for SHA-256: one with a 2x-unrolled core, one with a
4x-unrolled core, and one with a basic quasi-pipelined core. To make the computations in
the SHA core faster, these methods have been suggested. The SHA core's long critical path,
unrolling, quasi-pipelining, BlockRAM, and parallel counter are all part of the CSA. From
the results, unrolled SHA-256 provided low latency compared to the basic design. However,
the basic SHA-256 design gave 133.06 MHz of maximum frequency with a throughput of

1,009 Mbps.
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The efficiency of SHA-2 algorithm was enhanced by Chaves et al. (2006). Xilinx
VIRTEX Il Pro (XC2VP30-7) was equipped with SHA-256, which achieved a maximum
frequency of 174 MHz. In order to save space and resources, this design suggested
rescheduling techniques and hardware reutilization methods for a pipelined structure. The
results showed that the maximum frequency of SHA-256 was 174 MHz and a throughput of
1,370 Mbps. Sun et al. (2007) proposed SHA-2 (256, 384, and 512) designs, and the
algorithms were written using Verilog code. ModelSim 6.0a was utilised for designing and
simulating the algorithms. The target FPGA device for these designs was similar to the
device used in Sklavos & Koufopavlou (2003), which was Xilinx Virtex v200pq240-6. The
design of SHA-256 was based on CLA and CSA. The goal of this method was to enhance
the design's critical path. The results showed that the maximum frequency of SHA-256

decreased significantly, with only 74 MHz and a throughput of 291 Mbps.

Sharif et al. (2011) introduced different types of hash function algorithms, in which
SHA-2 algorithms were modelled using VHDL. The designs were synthesised and
implemented using Altera Quartus 11 and Xilinx. There were two categories of designs: basic
and embedded with DSP units and BlockRAMs. When compared to basic designs, the high
frequency achieved by implementing SHA-2 using embedded FPGA resources is good. The
maximum frequency of SHA-2 increased significantly on Virtex 5 and Stratix I1, with 218.2
MHz and 205.8 MHz, respectively. Mestiri et al. (2015) focused on SHA-256 and SHA-512
designs. The designs produced the results based on a finite state machine (FSM) with a
padded process unit. The FSM performed five states (i.e., pad 0, pad 1, pad 2, pad 3, and pad
F). The SHA-256 design resulted in a maximum frequency of 202.54 MHz and a throughput

of 1.58 Ghps.
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An improved pipelined architecture of the SHA-256 hash algorithm was designed by
Padhi and Chaudhari (2018). The Xilinx Virtex-4 FPGA was programmed to implement the
design in Verilog HDL. Achieving better architectural performance was the goal of this
design. The maximum frequency of the design was 170.75 MHz with a throughput of
1,344.98 Mbps (Padhi & Chaudhari, 2018). Michail, Milidonis, et al. (2005)proposed SHA-
256 design with a maximum frequency of 64.1 MHz and a throughput of 2,052.1 MHz. This
design was implemented on Virtex E using the pre-computation technique to improve design
throughput Michail et al. (2005) improved the throughput of optimised SHA-256 design
using VHDL based on Virtex FPGA implementation. This design used partially unrolled
operation with pre-calculation and pre-computation. Furthermore, CSA was also applied in

this design to increase its throughput (Michail et al., 2010).

He et al. (2018) proposed the SHA-256 design using three-stage pipeline with
Cyclone Il FPGA implementation. With the masking scheme, the design achieved a
throughput of 655.66 MHz. Wu et al. (2020) and Zhang et al. (2020) put out the idea of
designing SHA-256 with ASIC implementation. The 14 nm technique was used to
implement and synthesise both concepts. Finally, Li et al. (2019) proposed an asynchronous
SHA-256 implementation design in SMIC 40 nm technology. The result of the design was

simulated and verified using Synopsys VCS (Li et al., 2019).

Li et al. (2020) proposed FPGA-based implementation and achieved the results of
implementation with a maximum frequency of 100 MHz and a throughput of 787 Mbps.
This design used neural network and blockchain fusion based on image copyright protection
and implemented DNN and SHA-256 on FPGACIick or tap here to enter text.. Brazhnikov

(2020) proposed SHA2 with 28 nm CMOS technology. This design produced different
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results by applying different adder types to SHA-256 design, such as RCA, CLA, Han-
Carlson, Brent-Kung, Kogge-Stone, and Sklansky in terms of delay and area (Brazhnikov,
2020). Maximum frequency and throughput were not covered in this paper, while the main
objective was to examine SHA-256's performance with regard to high throughput. Yimeng
(2020) proposed a rescheduling method to enhance the throughput. This design was

implemented on Virtex-4, which has an area of 979 slices and a throughput of 1,984 MHz.

Bensalem et al. (2021) proposed the latest implementation with improvement in
throughput. They improved the SHA-256 design implementation on FPGA using OpenCL
optimisation techniques, which comprise the insertion of local memories, as well as loop
splitting, unrolling, and pipelining. This design obtained a throughput of 3,973 Mbps
(Bensalem et al., 2021). Each of these designs was an earlier implementation of SHA-256
that used ASIC or FPGA implementation. Through the use of unfolding transformation
techniques, this work presents an improved design for the SHA-256 hash function and its
implementation on FPGA. The goal is to enhance performance. Table 2.10 presents a
compilation of previous SHA-256 designs. It compiles prior work on SHA-256 hash function
design according to the maximum frequencies, areas, and throughputs for different
approaches. This compilation provides a comparative analysis of the methods used in
designing SHA-256. It shows that pipelining and unfolding transformations can enhance and
improve the performance of RIPEMD-160 design. Besides, this method can also provide

small-area implementation and high speed.
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Table 2.10

Compilation of SHA-256 Hash Function Design

No. | Design FPGA Authors/ | FMax | Throughput | Area | Power
Method Device year (MHz) (Mbps) (mW)
1 SHA-256 Altera DE- | (DiNardi | 82.69 - 3,600 |-
iterative 10 & LE
(binary tree Radhakris
structured hnan,
adder) 2023)
2 SHA-256 Xilinx (Goyal et | - - - -
iterative Vivado al., 2023)
Artix-7 - - - 122
Kintex-7 - - - 84
Spartan-7 - - - 90
3 AES-SHA3 | Spartan (Jasim et | 50 64,000 - -
iterative 3AN al.,2023) | MHz
XC3s500e
4 SHA-256 Xilinx (Thomas | 302.18 | 1,190.6 2,282 | -
iterative Artix- 7| & 6
XC7A200 | Bhakthava
TL tchalu,
2021)
5 SHA-256 Altera (Bensalem | 243 3,970 67,15 |-
iterative Arria 10 | et al., 0
(OpenCL) | 2021)
6 SHA-256 Xilinx (Kammou | 135 1,063 1,305 | -
iterative XC7Z020 |n et al,
2021)
7 SHA-256 Xilinx (Kammou | 181 917 6,367 | -
iterative Zynq7000 |n et al.,
(RCA, XC72020 | 2020)
CLA, Han- | (C-HLS)
Carlson,
Brent-
Kung,
Kogge-
Stone, and
Sklansky)
8 Cyclone V | (Kieu-Do- | 139.04 | 1,020 1,159 | -
SCSXFC6 | Nguyen et
DF32 al., 2021)
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Table 2.10  Continued
9 SHA-256 CMOS (Brazhnik | - - - -
iterative technolog | ov, 2020)
y
10 SHA-256 Xilinx (Martino 2.646 - 4986 | 0.434
pipelining Vivado & Cilardo, | ns
Kintex 2020)
Ultrascale
11 SHA-256 Xilinx (Chen & | 255.7 1,984 979 -
reschedulin | Virtex-4 Li, 2020a)
g and
iterative
12 SHA-256 Xilinx (Gadetal., | 83.33 637 275 13
iterative, Virtex-7 2020)
resource Xc7v2000
sharing, and | tthgl1761-
power 2
gating
13 SHA-256 ASIC (Wu et al., | - - 14,27 | 6.855
Parallel (Intel 14 2020) 2’62
pipelining nm um
Technolog
y)
14 Double Artix 7 (Pham et | 132.5 135.168 - -
SHA-256 XCtA200 | al., 2020)
iterative T
15 SHA-256 Xilinx (Li et al, | 100 787 - -
Vivado 2020)
Alpha-
Data
ADM-
PCIE-7V3
16 2019 Zyng- (Florin & | 151.5 79,900 - -
7000 Tonut,
XC7Z030 | 2019)
17 SHA-256 Synopsys | (Li et al., | 376.5 3,000 23,49 | -
iterative IC 2019) 0 um?
compiler
SHA-256 SMIC 40 227.27 | 3,600 38,882 -
cascade am 5 um
structurg: technolog
(unfolding
factor 2) y
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Table 2.10  Continued
18 SHA-256 (Wong et | 238 379.6 382
folded 5 Virtex -4 al., 2018)
SHA-256 Virtex-4 222 881.1 485
folding and
4-2 adder
19 Multi SHA | Xilinx (Lee & | 129 826 1,080
(SHA-512, | Virtex-5 Shin,
SHA- 2018)
512/224,
SHA-
512/256)
20 SHA-256 Xilinx (Thakur, - - 1,803
iterative Virtex-VI | 2018) LUTs
21 2018 Virtex-4 (Padhi & | 170.75 | 1,344.98 610
XC4VLX | Chaudhari,
100-12 2018b)
22 SHA-256 Xilinx (Rote et | 135.14 | 1,081.12 736
iterative Virtex-6 al., 2016)
xc6vIx550
SHA-256 21759 271 2,040.47 905
round
pipelined
23 SHA-256 Xilinx (Mestiri et | 202.54 | 1,580 387
iterative Virtex-5 al., 2015)
XC5VFEX7
0T
24 2015 SHA-2 (Mohamed | 170 1,359.6 1,203
hardware | & Nadjia,
core for | 2015)
Virtex-5
FPGA
25 SHA-256 Xilinx (Michail et | 112 3,880 9,012
iterative Virtex 5| al., 2015)
XC5VLX
330
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2.4.3 HMAC Design
2.4.3.1 HMAC-SHA-1

The implementation of HMAC-SHA-1 based on FPGA has been proposed by
different researchers with different objectives. Some publications on HMAC-SHA-1 have
introduced several objectives, such as small size, high performance, and resource sharing.
McLoone & McCanny (2002) proposed a novel single-chip hardware IPSec comprising
Rijndael and HMAC-SHA-1. The maximum frequency for this design was 50 MHz. Selimis
et al. (2003) observed an increase in maximum frequency, where HMAC-SHAL was
designed for the wireless transport layer security, and the design was implemented on FPGA
v150bg352, achieving a maximum frequency of 82 MHz. Wang et al. (2004) introduced
HMAC with SHA-1/MD5 and adopted a clock frequency, achieving a maximum frequency
of 21.96 MHz. The advantage of this design is that it reduces hardware complexity but still
provides similar performance. Besides, an efficient structure of hash function can be
developed by sharing the usage of hardware. Michail et al. (2004)showed an implementation
on FPGA device v3200efg1156, providing a maximum frequency of 62.0 MHz. Developing
a compact and high-speed implementation of HMAC-SHAL was the primary goal of the
work conducted by Yiakoumis et al. (2005). A maximum frequency of 111 MHz was
obtained using Xilinx Virtes E -8. In order to enhance the design's throughput, Khan et al.
(2007) implemented parallelism and pipelining in the HMAC-hash unit. The work integrated
the hash function into one reconfigurable unit, with a maximum frequency of 43.47 MHz on
Xilinx XC2V4000. The unit consisted of MD5, SHA-1, RIPEMD-160, HMAC-MD?5,

HMAC-SHA-1, and HMAC-RIPEMD-160.
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2.4.3.2 HMAC-SHA-2

Security has recently emerged as a hot topic among researchers. To enhance the
effectiveness of these information-protecting processes, various cryptography algorithms
have been developed. Message digests are generated using hash function techniques during
data transmission. Therefore, it becomes an essential instrument for the integration of
security into applications such as internet banking, email, and other software. A hash
function produces a fixed-length output from an arbitrary-length message input. The one-
way nature of hash functions makes it challenging to convert a hash value to a message input.
Hash functions, such MD5, RIPEMD160, or SHA-1, are a type of keyless cryptography. In
this application, HMAC was used to build and modify an SHA family to fit the needs of
cryptographic algorithms in terms of performance. The SHA-2 hash algorithm supports four
distinct hash types: 224, 256, 384, and 512. These hash algorithms use SHA-length, which
can be anywhere from 256 bits to 512 bits, to calculate the length of their output. The

application of HMAC focuses on SHA-256 hash function.

This research optimises hardware resources and performance utilising hash function
of SHA-256 with MAC. Meanwhile, IPSec and HMAC-SHA-256 are the focus for several
projects related to the optimisation of hardware size, performance, and hardware
consumption. McLoone & McCanny (2002) proposed IPsec hardware on a single chip
comprising Rijndael and HMAC-SHA-256. A wireless design increases the maximum
frequency, as shown in a previous study (Selimis et al., 2003). On the other hand, the HMAC
with SHA-1/MD5 was initially presented in earlier research (Wang et al., 2004), where
hardware complexity was minimised, and an efficient hash function structure was devised
to share hardware. Additionally, Michail et al. (2004) demonstrated the HMAC-SHA-1

implementation on an FPGA device, whereas Yiakoumis et al. (2005) demonstrated the
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execution of a small-sized, high-speed HMAC-SHA-1. The HMAC-hash unit was built and
combined using pipelining and parallelism as part of the improvement approaches adopted
in Khan et al. (2007a). Even though these ideas worked well, the greatest frequencies that
they could reach were only a few tens of MHz, or up to 111 MHz, as obtained in Yiakoumis
et al. (2005). In the meantime, prior research by Juliato & Gebotys (2011) and Rubayya &
Resmi (2015) designed an FPGA implementation of HMAC based on SHA-256. The results
were obtained using a Xilinx device in both designs. Furthermore, the HMAC design in
Rubayya & Resmi (2015) exhibited significant improvement. This suggests that in order to

meet the demands of current systems, greater performance is needed.

Table 2.11 summarises previous HMAC designs employed with several hash
functions, including RIPEMD-160, MD5, and SHA-1. Numerous studies have been
conducted on HMAC, but not all of them have focused on the frequency maximum of FPGA
design (Choi et al., 2020), (Oku et al., 2018), (Lin et al., 2017), (Ravilla & Putta, 2015b).
Kieu-Do-Nguyen et al. (2022) combined all SHA-2 families into one core, including
HMAC-SHA2-224/256/384/512, whereas Pham et al. (2022) designed a combination of
SHA-256/512/256d hash function. This research focuses on SHA-256 due to its wide

implementation in security design, such as Bitcoin, which is also known as cryptocurrency.

Table 2.11  Previous HMAC Design

No. | Authors/ FPGA HMAC FMax | Throughput | Area
Year Device Design (MHz) | (Mbps)

1 (McLoone & | Xilinx HMAC-SHA-1 | 24.2 30-37.8 -
McCanny, XCVI1000E
2002)

2 (Selimis et Xilinx HMAC- 82 - 1,018
al., 2003) Virtex SHA-1 CLBs

XC1000E
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Table 2.11  Continued
(Wang et al., | Altera HMAC- 21.96 | 27.7-34.7 5,329
2004) EP20K100E | SHA-1
BC652-1X | HMAC- 21.96 |34.6-43.2
MD5
(Michail et Xilinx HMAC-SHA-1 | 62 1,587 6,011
al., 2004)
(Yiakoumis | Xilinx Virtex | HMAC-SHA-1 | 91 582.4 686
etal., 2005) | (-6) HMAC-MD5 |55 440.0 612
Xilinx HMAC-SHA-1 | 87 543 750
Spartan-3 (- | HMAC-MD5 | 62 480 665
4)
(Yiakoumis Xilinx HMAC- 162 1,024.0 854
etal., 2006) | Virtex-1I (-6) | SHA-1
HMAC- 96 756.0 797
MDS5
Xilinx HMAC- 111 701.6 686
Virtex-E (-8) | SHA-1
HMAC- 65 512.0 612
MD5
(Khan et Xilinx Virtex | HMAC- 4321 | 171.2 7,911
al., 2005) I MD5 LUT
S
HMAC- 137.4 7,484
SHA-1 LUT
S
HMAC- 137.4 9,650
RIPEMD- LUT
160 S
(Kakarountas | Xilinx Virtex | HMAC- 98.7 2,526.7 950
etal., 2006) | XCV150BG3 | SHA-1
52
Xilinx 111.5 | 2,854.40 950
Virtex-E
Xilinx 163.3 | 4,180.48 854
Virtex-11
(Juliato & Altera HMAC 35.55
Gebotys, Apex 20K, (SHA-256)
2011) EP20K 100
0EBC652
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Table 2.11  Continued
10 (Juliato & Xilinx HMAC 48.12
Gebotys, Virtex-E, (SHA-256)
2011) XCV1600
EBG1156
11 (Juliato & Xilinx HMAC 59.66
Gebotys, Virtex-II, (SHA-256)
2011) XCV2V4
000BF95
7
12 (Chen & No FPGA HMAC -
Yuan, 2012) | implemen | (SHA-256)
tation
13 RIVYERA | HMAC-multi - - -
(Abbas et S6-LX150 | RIPEMD-160
al., 2014) pipeline
Spartan6-
LX150
14 (Rubayya & | Xilinx HMAC 110.0
Resmi, 2015) | Device (SHA-256) 09
(no
device
name)
15 (Ravilla & No FPGA HMAC -
Putta, 2015b, | implementat | (SHA-256)
2015a) ion
16 (Lin et al., No FPGA HMAC -
2017) implementat | (SHA-256)
ion
17 (He et al., Altera HMAC-SHA- 87.08 | 655.66 6,131
2018) Cyclone I | 256 pipeline MHz
(3p)
18 (Oku et al., No FPGA HMAC -
2018) implementat | (SHA-256)
ion
19 (Choi & Seo, | No FPGA HMAC -
2020) implementat | (SHA-256)

101N
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Table 2.11  Continued

20 (Kieu-Do- Virtex HMAC-SHA- 188
Nguyen et 4/Virtex 5 256
al., 2022)

21 (Pham et al., | Virtex2 SHA-256 165
2022) XC2VP20

2.5 Summary

Contemporary cryptographic hash functions encounter various challenges and
constraints, largely due to their fundamental architectural designs and persistent security
weaknesses. The challenges are substantial as they directly affect the integrity and reliability
of data security across various applications, including Internet of Things (IoT) ecosystems
and blockchain platforms. Several significant research gaps and flaws in the body of current

work have been highlighted by the critical review included in this chapter:

i Low Operating Frequency Maximum

Many existing hash function designs fail to achieve high clock frequencies, which
inherently restricts their suitability for time-critical applications and limits overall system
responsiveness. In particular, iterative architectures typically employed in hash function

realizations contribute to this constraint by introducing sequential dependencies.

ii. Low Throughput

A significant number of previous designs demonstrate low data processing rates
resulting from non-optimized sequential implementations and limited use of pipelining or
unfolding techniques. While several studies have looked into unfolding, they usually use low

unfolding factors, which results in only slight throughput gains. The integration of pipelining
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and unfolding is inadequately explored, with limited comprehensive studies examining their

combined potential to improve performance.

iii. Insufficient Optimisation of HMAC for FPGA in IP Security Applications

Although numerous studies have introduced generic hash function accelerators, there
is a significant lack of research focused on the efficient integration of hash functions in
HMAC constructions specifically optimised for FPGA deployment, particularly within

Internet Protocol (IP) security frameworks.

iv. Insufficient techniques for power optimisation.

Many current studies predominantly emphasise throughput improvement or area
reduction, frequently overlooking sophisticated approaches for dynamic power reduction.
There is a lack of exploration regarding techniques such as Gray encoding, clock gating, and
unfolding transformations that are specifically designed for low-power cryptographic
implementations. Recent research trends have focused on innovative approaches, including
parallel processing architectures, pipelined designs, and lightweight hash function
constructions, which show significant potential for enhancing security robustness and
performance efficiency in next-generation implementations. These methodologies have not
yet undergone comprehensive validation or standardisation for FPGA-based cryptographic
hardware aimed at high-assurance applications. While FPGA-based implementations are
acknowledged for their potential to overcome conventional constraints and deliver high-
throughput, energy-efficient hashing capabilities, however, the systematic application of
advanced optimisation strategies across frequency, throughput, and power domains is still

underdeveloped.
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CHAPTER 3

METHODOLOGY

3.1  Digital Design Flow

This study utilises a systematic digital design methodology to construct, synthesise,
and evaluate cryptographic hash function and HMAC implementations on FPGA hardware.
Hardware Description Languages (HDLs), especially Verilog HDL, are employed to
describe the functional behaviour, Register-Transfer-Level (RTL) architecture, and timing
attributes of each design. Verilog HDL was chosen for its extensive industry acceptance,
robust support in FPGA design tools, and alignment with IEEE standards for electrical

hardware description.

By adhering to the standards for the development of high-quality and efficient HDL
coding styles, it is possible to achieve better results in the aspects of speed, power, and area
for hash functions and HMAC design. Therefore, writing HDL codes with proper guidelines
for any application can contribute to an efficient method. One of the advantages of HDL is
technology independence. It is possible to build the design without choosing a specific
fabrication technique. Nowadays, the complexity of digital strategy is an essential issue in
designing a large structure. Therefore, HDL is an appropriate language for resolving this
issue. A typical design sequence for a very-large scale integration integrated circuit is
illustrated in Figure 3.1. Digital design circuits are described by the utilisation of HDL at the
RTL. The levels of representation and processes in the design flow are represented by the
unshaded and shaded rectangles, respectively. The digital design process starts with the
specification of the algorithmic functionality and target architecture for the hash functions

and HMAC structures. The designs are initially expressed in Verilog HDL at the RTL level,
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defining the data pathways, control logic, and modular structure. Functional verification is
conducted with simulation tools to confirm that the HDL description yields accurate outputs

In response to representative input vectors.

Upon verification, synthesis tools in Altera Quartus Il convert the RTL code into a
gate-level netlist optimised for the designated FPGA device. This technique translates the
abstract HDL representation into physical resources, including logic parts, registers, and
routing connections. The synthesis phase is directed by limitations on timing, area utilisation,
and power consumption to meet the performance objectives of the project. Once synthesis is
complete, place-and-route operations are carried out to optimise interconnect pathways and
allocate distinct FPGA locations to each logic component. After that, timing analysis and
static verification are carried out to make sure the design satisfies setup/hold and critical path
criteria. ModelSim simulations are employed to verify the behaviour of the post-synthesis

netlist and to produce waveform data for further analysis.

The entire design flow is characterised by iterative refinement, which involves the
modification of the HDL code and the repetition of the verification stages to resolve
functional or timing issues that are identified in simulation or synthesis. This methodology
ensures that the final implementation meets the design parameters for speed, area, and power
efficiency. This research use FPGA devices as the target platform, allowing for the
prototyping and evaluation of various cryptographic algorithms under uniform hardware
limitations. The integration of Verilog HDL, Quartus Il synthesis, and ModelSim simulation
facilitates a reliable and repeatable design methodology appropriate for the implementation

of high-performance, resource-efficient cryptographic primitives.
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Figure 3.2 illustrates an FPGA implementation design flow of a digital design. First,
the designer needs to write the digital logic in Verilog. This design entry phase declares all
the connection wires and buses for input and output. Furthermore, this top-level architecture
includes Verilog code instantiation modules. The output design is validated by simulating
the consequences of the design using a testbench file. The efficiency of the concept is now
verified using functional simulation. The RTL design, Verilog code, must be converted into
gate level based on an FPGA family device chosen in the design's early phase. The design
will undergo compilation and synthesis processes to translate the Verilog code into a netlist

representing the physical hardware device.
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Figure 3.2  FPGA Design Flow
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Logic synthesis tools play essential roles in digital electronic design automation. A
timed simulation is done to assess the outcomes in terms of time setup and time hold once

the synthesis process ends. Then, the design can be transferred to the FPGA device.

3.2 Design Overview of Hash Function and HMAC Algorithm

Several hash function algorithms such as MD5, SHA-1, RIPEMED-160, and SHA-
256 are constructed in this work using Verilog code. The core structure of the algorithm in
terms of technique is modified, which leads to increased hash function performance. In this
study, HMAC is an application that employs the hash function. Figure 3.3 depicts an
overview of the hash function and the HMAC algorithm. This chapter discusses the
algorithm of the fundamental design loop used in building digital hardware design in the

following section.
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Figure 3.3  Design Overview of Hash Function and HMAC Algorithm

The research methodology of the design process is depicted in Figure 3.4. It shows
the concept and framework of the project to ensure that the study utilises rigorous

methodology and strong theoretical foundations.
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This research selected MD5, SHA-1, RIPEMD-160, and SHA-256 due to their
extensive utilisation in security protocols and their differing degrees of cryptographic
robustness and architectural intricacy. MD5 and SHA-1 are outdated hash algorithms that,
although not advisable for high-assurance applications, continue to hold significance in
legacy systems and serve as useful benchmarks for assessing design techniques. Conversely,
RIPEMD-160 and SHA-256 are superior algorithms that provide enhanced security margins,
crucial for contemporary applications demanding greater resilience against collision and
preimage attacks. With respect to the selection of unfolding factors, MD5 and SHA-1 were
implemented with an unfolding factor of 2 primarily because of their relatively
straightforward internal architectures, which include fewer cycles and smaller state sizes. In
these designs, the application of an unfolding factor of 2 resulted in a measurable increase
in throughput without significantly increasing area utilisation or complicating routing on the

FPGA fabric.

The performance metrics of RIPEMD-160 and SHA-256 were examined by
exploring unfolding factors of both 2 and 4 to assess the effects of increased parallelisation.
These algorithms have more computationally complex structures and a higher number of
processing rounds, making them ideal for deeper unfolding. Unfolding factor 4 was utilised
to evaluate the potential for increased throughput through higher degrees of parallelism,
while also considering the trade-offs in logic resource utilisation and power consumption.
This approach allowed the research to systematically compare the performance, area, and
power characteristics of multiple unfolding configurations across hash functions with
different levels of security strength and architectural complexity. The results provide insights
into the scalability and feasibility of unfolding strategies when implementing cryptographic

hash functions on FPGA platforms for secure embedded applications.
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The research flow design starts with a design concept, as shown in Figure 3.5. The
subsequent step involves initiating the project's initial design. This step is the most crucial
part of the process because it requires much of the designer's effort, knowledge, skill, and
intuition. A flowchart of the HMAC design and the overall hash functions is illustrated in

Figure 3.5.
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Figure 3.5  Flowchart for the Overall Hash Function and HMAC Design

Developing digital techniques, such as the hash function and HMAC, following the
appropriate guidelines yields an efficient digital design. In this phase, two types of modelling
are used in creating the hash functions and HMAC: behavioural modelling and dataflow
modelling. In behavioural modelling, procedural statements such as if-else and case
statements are employed, whereas continuous assignment is employed in dataflow

modelling. This is achieved through the use of hash functions and HMAC. Testbench is a
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file used during the simulation exercise to ensure the hash functions and HMAC design work
correctly. Both the functional and timing aspects of these designs require simulation. Input
data are provided as a test pattern to observe the output of results. It is necessary to
incorporate the top-level design module with input data within the testbench file to produce
output results. The functional simulation can do design validation. The gates are integrated
at this point, and there is no wire delay. ModelSim is the design model tool for this research.
Functional simulation is done at the clock level and does not consider glitches, setup and
hold violations, and other timing issues (Navabi, 2006). The simulation requires data, top-
level design, and a testbench file to produce a waveform of the architecture design. For

functional simulation, results in terms of delay cannot be detected at this level.

Synthesis and implementation processes are executed to check the design for syntax
errors after designing the circuit using Verilog codes based on Altera Quartus I CAD tools.
As stated previously, this phase translates the RTL codes into the logic gate netlist. The
target hardware device during compilation must be the FPGA device. The compilation
procedure employs the timing and functional specification information. The design is
converted to the intermediate phase (analysis phase), followed by combining all the parts,
generating the corresponding logic (synthesis phase), placing and routing components of the

FPGA device, and producing timing details (Navabi, 2006).

When the design is completed, timing simulation will take place. The same simulator
tool, ModelSim, generates timing simulation in this study. The input data will be given to
the testbench file to evaluate the design results. In this phase, wire and gate delays are
included during the simulation. The results will be different from those of the functional

simulation. Timing analysis can be evaluated; the worst-case delay of the design is generated
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from Altera Quartus Il tools after the synthesis and implementation. The design must be
changed to correct the output if there are any errors. This loop is repeated until the operation
of the invention is successful. Finally, ModelSim is used again to evaluate and verify the

design's functional and timing simulation output.

3.3  Dataflow and Behavioural Modelling

In this research, two types of modelling are used to design the hash function and
HMAC: dataflow modelling and behavioural modelling (Palnitkar, 2003). Structural or gate-
level modelling is not included in these designs because they consist of large circuits.

Structural modelling is suitable for small circuits where the number of gates is small.

3.3.1 Dataflow Modelling

Dataflow modelling provides powerful methods to implement the digital circuit. This
type of method can optimise circuit performance. The hash functions and HMAC in dataflow
modelling are designed using a continuous assignment. Figure 3.6 shows a simple example
of dataflow modelling. It consists of an operand and an operator and describes the design in

terms of expressions.

/[continuous assignment
wire out;
assign out = inl & in2;

Figure 3.6  Dataflow Modelling

3.3.2 Behavioural Modelling

Behavioural modelling is like C programming. It describes the behaviour of the
circuit. The designer needs to think about how the circuit works and performs to implement

the circuit. Besides, it describes the functionality of the circuit. These designs use two types
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of procedural statements: if-else and case statements. The design elements comprise “always
blocks” in conjunction with a sensitivity list for the combinational circuit, while the
sequential circuit incorporates a clock. These circuits are designed using two categories of
assignments: non-blocking assignments and blocking assignments. Blocking assignment (=)
is used for combinational circuits, while non-blocking assignment (<=) is used for sequential
circuits. Table 3.1 shows a simple example of behavioural modelling for sequential and

combinational circuits.

Table 3.1 Behavioural Modelling

Verilog HDL Types of Circuit
Codes Combinational Circuit | Sequential Circuit
Example module andor(a,b,c,y,z); | module countl(clk,reset,c);
module
input a,b,c; input clk, reset;
output vy, z; output [2:0] c;
reg [2:0]c;
/lprocedural statement /lprocedural statement
always@(a or b or ¢) always@(posedge clk or negedge
begin reset)
y=a&hb; begin
z=cly; if('reset)
end c<=0;
else
endmodule c<=c+1;
end
endmodule

3.4 Hash Function and HMAC Algorithm

This section describes hash functions and HMAC techniques in detail. The MD5,

SHA-1, RIPEMD-160, and SHA-256 algorithms were investigated as hash function types in
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this research. The hash function was then employed to elucidate the structure of the HMAC
technique, emphasising the significance of the message authentication code in the

advancement of cryptographic security.

3.4.1 MDS5 Algorithm

Cryptographic protocols and internet communication are frequently implemented
with hash function algorithms. Ronald Rivest developed the MD5 message-digest algorithm,
which is one of the most renowned hash functions. (Henriquez et al., 2006). MD5 algorithm
starts with pre-processing the message by calculating the bit length of arbitrary input It is a
process that converts a variable-sized input m into a fixed-size string known as a hash value.
The modern hash function aims to enhance the internal compression mechanism and the
sequence of message processing (Rivest, 1992). The core of a hash algorithm is the

compression function.

Message Message = M

MP = 448 mod 512
Message Padding

APL= MP + message length in 64 bits (512 bits)
Append Message Padding

Mo Mi My Mg Ms Ms Mg M; Mg Mg My Min Mz Mz My Mgs
\I/m

F

Round 1

A4

G

Round 2

Hash
Code

Round 3 Round

S
\AAA/

HERN

Y
T

R oooTw

Figure 3.7  MD5 Architecture

Figure 3.7 depicts the mechanism of the MD5 compression function. The nth-bit
message undergoes padding by adding a single 1 bit at the end, followed by 0 bit until the
total length of the message is congruent to 448 mod 512. Following the padding bit of the

message input, the subsequent 64 bits are allocated for appending the message length,
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consisting entirely of zeroes except for the last bytes, which represent the length of the
message counter. Consequently, the total message input, M, is 512 bits. The MD5 message
algorithm starts processing with the four-word constant initial value input of 32-bit register
(A, B, C, D) buffer initialisation, as shown in Table 3.2. The process will start executing in
four rounds, each with 16 steps. The iterative process for each round will continue until 64

rounds to obtain the hash output of the MD5 algorithm.

Table 3.2 Buffer Initialisations

Normal Value | Little-Endian Format
32°h01234567 | 32°h67452301
32°h8&9%abcdef 32’hefcdab&9
32’hfedcba98 32’h98badcfe
32°h76543210 32°h10325476

oOw>

The security of the compression function is a significant factor in the cryptography
of the hash function (Henriquez et al., 2006). The term compression is derived from the bit
length of the original input message, which is used to reduce the bit length of the output hash
code. Four non-linear functions are present in this design: F, G, H, and I. A compression
function with four distinct inputs, including A, B, C, and D, is depicted in Figure 3.8. This
function consists of a non-linear function, message input, constant value, and shift value. For
every non-linear function, this function takes three parameters namely B, C, and D and
returns the correct output. Therefore, there are 64 rounds of operation to produce the result
of the MD5 hash code. Behavioural/RTL modelling is used as a coding style due to the
procedural statement in the design. Design with a less sensitive list can reduce the
compilation and simulation time. However, if some of the signals in the design are not listed
in the sensitivity list, the design will give the wrong results. In this design, structural and

dataflow modelling are not used in designing the compression function because the design
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data keep changing every 10 ns. Mi[k] represents the message input of the design with k
times and i rounds. The 32-bit message input is executed every 10 ns and k times the message
count. To ensure the efficient operation of the data, they are stored in a specific memory

location.

A 4
func(B,C,D)

IJ

L]
Mi[k]—»E
T[] *E

[ N gy A

‘DA

Shift

M

—IA
J‘

B C D A

Figure 3.8  Compression Function of MD5

Consequently, the overall algorithm is executed in 64 stages. The auxiliary functions
of the four cycles of the MD5 algorithm are illustrated in Equations 3.1, 3.2, 3.3, and 3.4.
The logical operations AND, OR, NOT, and XOR are represented by A, v, =, and @,
respectively. The little-endian format is used to execute all operations due to its ability to
facilitate rapid processing on multiple processors. From these equations, the non-linear
function H only uses the XOR gate for 16 operation steps. This operation entails high-power
consumption; it is well-established that the XOR gate produces a lot of glitches in the design

during state transition.

F(B,C,D) = (B AC) v(=B A D) Equation 3.1

G(B,C,D) = (BAD) v (Ca D) Equation 3.2
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H(B,C,D)=(B @& C & D) Equation 3.3
I(B,C,D) =(C & (B v-D)) Equation 3.4

Considering input i as a step-index of the MD5 algorithm for each step, the 64-
element of the 32-bit constant table T[i] constructed from the sine function is used in this
design, as shown in Table 3.3. Subsequently, let the symbol << S denotes a left circular shift
by S bits, and Mi[k] represents the k™ 32-bit word of M. Thus, the value Temp from Equation
3.5 can be found by using the values for k and S at different indexes, as shown in Table 3.4.
The operations of the MD5 function are executed from i = 0 until i = 63. Equation 3.5 shows
the operation for MD5 rounds with Func(B,C,D) representing function F(B,C,D) for the first
round, G(B,C,D) for the second round, H(B,C,D) for the third round, and I(B,C,D) for the
fourth round. The hash function's output is obtained in the final step of the MD5 algorithm.
The final output of the compression function I(B,C,D) will be added to the initial value (1V)
to generate the hash value. The normal value must be converted back to the output hash

value.

(A,B,C,D,M;[k],S,T[i])
Temp = B + ((A + Func(B,C,D) + M;[k] + T[i]"S)

A< D,B«Temp,C < B,D «C Equation 3.5

Table 3.3 Constant T[i] of MD5 Algorithm

i | T[] i | T[] i | T[] i | T[]
0 |d76aa478 |1 e8c7b756 2 242070db | 3 clbdceee
f57cOfaf 5 4787c62a 6 a8304613 7 fd469501
8 |698098d8 |9 8b44f7af 10 | ffffS5bb1l 11 | 895cd7be
12 | 6b901122 | 13 | fd987193 14 | a679438e 15 | 49b40821
16 | f61e2562 | 17 | c040b340 18 | 265e5a51 19 | e9bbc7aa
20 | d62f105d | 21 | 02441453 |22 | d8ale681 |23 | e7d3fbc8
24 | 21elcde6 | 25 | c33707d6 26 | f4d50d87 27 | 455al4ed

IS
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Table 3.3 Continued

28 | a9e3e905 | 29 | fcefa3f8 30 | 676f02d9 31 | 8d2a4c8a
32 | fffa3942 33 | 8771f681 34 | 6d9d6122 |35 | fde5380c
36 | adbeeadd | 37 | 4bdecfa9 38 | fébb4b60 39 | bebfbc70
40 | 289b7ec6 | 41 | eaal27fa 42 | d4ef3085 43 | 04881d05
44 | d9d4d039 | 45 | e6db99e5 46 | 1fa27cf8 47 | c4ac5665
48 | 4292244 | 49 | 432aff97 50 | ab9423a7 |51 | fc93a039
52 | 655b59¢3 | 53 | 8f0ccc92 54 | ffeff47d 55 | 85845dd1
56 | 6fa87e4f 57 | fe2cebe0 58 | a3014314 59 | 4e0811al
60 | f7537e82 | 61 | bd3af235 62 | 2ad7d2bb 63 | eb86d391

Table 3.4 Shift, S, and message value, k of MD5 Algorithm

i [SIK]i]s [K[ils [K[ils [
07|01 |12]1 |2 [17]2 |3 |22 |3
47145 [12]5 |6 (176 |7 |22 |7
87 8|9 |[12]9 |10 |17 [10 |11 |22 |11
127 [12 [13 [12 [13 |14 |17 |14 |15 |22 |15
65| 1 |17 |9 |6 |18 |14 |11 |19 |20 |0
205 5 |21 |9 |10 |22 |14 |15 |23 |20 | 4
24| 5] 9 |25 |9 |14 |26 |14 |3 |27 |20 |8
285 |13 (29 |9 |2 |30 |14 |7 |31 |20 |12
32|45 [33 |11 |8 |34 |16 |11 |35 |23 |14
36| 4| L |37 |11 |4 |38 |16 |7 |39 |23 |10
40| 4 | 1341 |11 |0 |42 |16 |3 |43 |23 |6
44| 4| 9 |45 |11 |12 |46 |16 |15 |47 |23 |2
4816 | 0 |49 |10 |7 |50 |15 |14 |51 |21 |5
52| 6|12 |53 |10 |3 |54 |15 |10 |55 |21 |1
56| 6 | 8 |57 |10 |15 |58 |15 |6 |59 |21 |13
60| 6| 4 |61 |10 |11 |62 |15 |2 |63 |21 |9

3.4.2 SHA-1 Algorithm

The hash function is a transformation that converts the variables in the input message
M into a fixed-length value known as the hash value (Henriquez et al., 2006). The design of
SHA-1 hash function using Verilog HDL based on FPGA is studied to optimise both the
hardware resource and performance. The objective of this study is to examine the structure

of the SHA-1 hash function on reconfigurable hardware and to achieve a high maximal
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frequency and a small area implementation. In short, a balance between maximum frequency
and area implementation of the design needs to be considered. The high performance of hash
function design is important to improve the throughput of the design as nowadays, all
systems need fast implementations. The motivation of this research is to investigate the
structure of the SHA-1 hash function, which is crucial for certain applications, including the
message authentication code (MAC) (Henriguez et al., 2006). The SHA-1 hash algorithm
has been studied with careful design at every stage of its inner structure using Verilog. Many
researchers have considered using SHA-1 FPGA-based implementation (Diez et al., 2002;
Jarvinen, 2004; Kang et al., 2002; Miao et al., 2009; Dai & Zhou, 2003; Jiang et al., 2009;
Sklavos et al., 2003; Lee et al., 2006; Kim et al., 2012; Lee et al., 2011). However, some of
the studies require further improvement. This research chooses the Altera Quartus Il Arria
11 GX: EP2AGX45DF29C4 as the target device for implementing SHA-1, SHA-1 unfolding,
and combined SHA-1 unfolding with pipelining because to its capability to deliver superior
performance for the design. The SHA-1 input must < 2% and the message is processed in
sequential 512-bit blocks, yielding a 160-bit message digest output. The SHA-1 algorithm's
processing is divided into two segments: pre-processing and hash computation. The non-
linear function of SHA-1 processes three 32-bit words, namely B, C, and D, following a

logical sequence from f, until fzo.

The pre-processing procedure comprises three steps: padding the message, parsing
the padded message into message blocks, and setting the initial hash value (Nichols, 1999).
The message padding is a multiple of either 512 or 1,024 bits, depending on the input
message. Let the width of an input message M be | bits. Therefore, the value of the input |
must be in the range of o<1 <2%. The length of the message, which is equivalent to 448

modulo 512, is then followed by a 0-bit and a single 1-bit at the end. M(1), M(2).... M(N) is
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the result of parsing the padded message M into N 512-bit blocks. The buffer initialisation
of SHA-1 is presented in Table 3.5. As seen in Table 3.5, it consists of five 32-bit starting

values that must be executed prior to the hash computation.

Table 3.5 Buffer Initialisation of SHA-1

Register | Buffer Initialisation
Hy 32°h67452301
H,; 32’hefcdab89
H 32’h98badcfe
H; 32°h10325476
Hy 32°hc3d2elf0

The padded message is processed using a 32-bit message schedule consisting of 80
stages (Wo, W1i.....W+9g) in the SHA-1 hash computation. The SHA-1 compression function
for inputs A, B, C, D, and E is depicted in Figure 3.9 and is represented by Equation 3.6.
The symbol << means that the register input shifts to the left with the value given. T is made
up of Wt and Ky, where Wt and K are the expanded message word of round t and the round

constant of round t, respectively.

A B C D E
1 5
func [ é’ Ki
<< 30 éé ) w
) 4
P
vy jr
)
<5 SN,
\ 4 \4 \ 4 \ 4 ;

A B C D E

Figure 3.9  SHA-1 Compression Function
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T=(A"5)+F(B,C,D)+ W, + K, +E
A=T,B=AC=B«K30,D=C,E=D Equation 3.6

The formula for the derivation of 32-bit block message schedule W; is simply from
the message input for t < 16. The remaining values of W;, where t > 16, are derived using

the following Equation 3.7.

W, = ROTL'\(W,_s @ W;_g ® W;y_14 D W;_1¢) Equation 3.7

Following the initialisation of five operational variables A, B, C, D, and E with buffer
values Ho, Hi, Hz, Hsz, and Hs during pre-processing, the hash computation employs the
constant K and the round function for 0 <t < 79, as delineated in Tables 3.6 and 3.7, to
process the message. The symbols A, =, and @ in the non-linear function of the four-round
SHA-1 algorithm, as presented in Table 3.6, denote the logical operations AND, NOT, and
XOR, respectively. After rounding four rounds that consist of 80 steps, the final step is

adding the initial value to the last output hash.

Table 3.6 Constant K

Step Number K/(Hex)
0<t<19 32’h5a827999
20<t<39 32’h6ed9ebal

40<t<59 32°h&f1bbcedc
60<t<79 32’hca62cl1d6
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Table 3.7 Round Function

Step Number Function F(B,C,D)
0<t<19 (BAC)® (=B AD)

20 <t <39 B@CDHD

40 <t <59 (BAC) & (BAD) & (CAD)
60 <t <79 BOCHD

3.4.3 RIPEMD-160 Algorithm

The Race Integrity Primitives Evaluation Message Digest (RIPEMD)-160 algorithm
generates a 160-bit hash code composed of five 32-bit words. RIPEMD-160 produces output

in the little-endian format. Algorithm 1 shows the RIPEMD-160 algorithm.

Algorithm 1: RIPEMD-160 Algorithm

fort=0{ A = Hy,B = H,,C = Hp, D = H3E = Hy;
A'=Hy,B'=H, C'=H, D' = H3,E = Hy;
fort=0to 79 {
T = rolyy (4 + f:(B,C,D) + X[m(©)] + K(t)) +E;

T' = roly (A + fro-e(B,C\ D) + X[m' ()] + K(1)) + E/
A=E;E =D;D =rol,,(C); C=B; B =T
}
Hy= H+C+D;H =H,+D+E; H,=H;+E+ A}
Hy=H,+A+B; H,=Hy+B+C};}

There are 80 steps of processing for five 32-bit different initial inputs. From
Algorithm 1, five initial inputs Hy, H,, H,, H3, and H, will be given to five inputs from the
left, namely A, B, C, D, and E, as well as five inputs from the right, namely A, B’, €', D, and

E'. Two parallel processes of RIPEMD-160 occur during the execution.
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Figure 3.10 Compression Function of RIPEMD-160 Block Diagram

Figure 3.10 depicts the structural compression function of the RIPEMD-160
algorithm. The figure illustrates a non-linear function f(B,C,D) with inputs B, C, and D. The
outputs D and D' are rotated to the left over 10 positions. Figure 3.11 illustrates the top
level of the RIPEMD-160 algorithm; the initial input, input value for message selection, shift
rotation, and constant are described in the following table. For the iterative design, only one
block of compression function will be used in the process, while for the pipelined design,
there are five blocks of compression functions, which consist of different non-linear
functions f(B,C,D). From this figure, M and M' represent the 32-bit message input with a
message selection for each step, ten constant inputs K and K' for five parallel operations, and
a shift value for 80-step operation. Finally, five initial inputs, five variables A, B, C, D, and
E from the left and five variables A', B', C', D', and E' from the right will provide the output

of the hash function. The final result has to be reverted back into normal values to get the
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correct output of RIPEMD-160 hash function as the output of RIPEMD-160 hash function

is in the little-endian format.

—  f1, K1, M(0..15),5(0..15)
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Figure 3.11

RIPEMD-160 Top-Level
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The following tables show some parameter operations to describe RIPEMD-160.
Table 3.8 presents the initial inputs for RIPEMD-160. There are five initial inputs:

Hy,Hy, H,, H3, and H,.

Table 3.8 Initial Value

Register Buffer Initialisation
H, 32°h67452301
H, 32’hefcdab89
H, 32’h98badcfe
Hy 32°h10325476
H, 32’hc3d2elf0

There are five different non-linear functions for f(B,C,D) of RIPEMD-160. Table 3.8
presents the non-linear functions for five different steps: f1, f>, f3, fa, and fs. The operation
@, A, v, and - represent bitwise XOR, AND, OR, and complement, respectively. Table 3.9
shows the rounding of Boolean functions for both the left and right lines. The sequence of
the functions will be based on round function, as shown in Table 3.10, where the right line

will use the reverse order of non-linear function for the left line.

Table 3.9 Non-linear Function of RIPEMD-160

Step Number Non-linear Function, f(B,C,D)
0 <t<15 £1(B,C,D) BCHD

16 <t<31 |£(BCD) |(BACQV(-BAD)
32<t <47 |f(BCD) |BvV-O)@D

48 <t £63 f2(B,CD) | (BAD)V(CA—D)
64<t<79 fz(BCD) |B(CVv—-D)

Table 3.10 Round Function

Lines Round 1 Round 2 Round 3 Round 4 Round 5
|—_eft h f2 f3 fa fs
Right fs fa f3 f2 f
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To produce the output of RIPEMD-160 hash function, ten different constants, five
from the left and five from the right lines, are used in this design. Only constant, K for 0 <
t < 15 and constant, K’ for 64 <t < 79 have a similar value, which is 32'h00000000.

Table 3.11 shows five constants, K and K’ for five rounds of RIPEMD-160 in hexadecimals.

Table 3.11  Constant of RIPEMD-160

Step Number Constant, K Constant, K’

0 <t <15 32’h00000000 32’h50A28BE6
16 <t< 31 32°’h5A827999 32°’h5C4DD124
32<t <47 32°’h6ED9EBA1 32’h6D703EF3
48 <t <63 32’h8F1BBCDC 32’h7A6D76E9
64 <t<79 32°’hA953FD4E 32’h00000000

As RIPEMD-160 uses two parallel lines, which are from the left and right, there will
be two different values for the message selection, m and m', as shown in Table 3.12.
Accordingly, the data need to be kept in the memory first so that the data are already in the
appropriate places. Once the data are already in proper places, the counter will be used to
call the message based on the values from Table 3.12. There are sixteen sections to the
messages, and each one comprises a 32-bit message word. In this design, there are five
rounds for both lines; each round consists of 16 steps. There are 80 steps of processing to

complete the output of this RIPEMD-160 design.

Table 3.12  Message Selection

Step Number Message Word,

0 <t<15 0| 1|2 |3|4|5|6]|7]|8 10 |11 | 12|13 |14 | 15
16 <t<31 714|113 1|10]6 |15] 3 |12 9 | 5|2 (14|11 | 8
32 <t <47 311014 4|9 |15 8| 1] 2 0|6 |13|11]| 5 |12
48 <t <63 119 |11]10] 0 711514 | 5|6 |2
64<t<79 410|597 |12]2|10]|14 318 ]11| 6 |15 13

I

Step Number Message Word,

9
0
7
8 112 | 4 |13 ] 3
1
6
8
2

0 <t<15 5114|7092 ]11)] 4|13 1518 |1 (10| 3 |12
16 <t<31 6 |11 |3 | 7|0 |13|5]|10]|14 (158|124 |9 |12
32<t <47 1551 |3 |7 [|14]6 |9 |11 121 2 |10 0 | 4 |13
48 <t <63 8 | 64|13 |11|15]0 |5 (12| 2 |13]9 |7 ]|10]14
64<t<79 121510 4 | 1[5 | 8|76 13141013 ]9 |11
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Similar to the message selection value, there are two Shift values: Shift from the left,
s and Shift from the right, s’. Table 3.13 illustrates the 4-bit left rotation operation for
RIPEMD-160, executed from both the left and right sides. By using the combination method,
the message value and Shift value are integrated into one variable in the Verilog code, and

the output of the design can be monitored easily.

Table 3.13  Shift Value

Step Number Shift, s

0 <t<15 11 4 | 15|12 | 5 8 7 9 (11|13 |14 |15 | 6 7 9 8
16 <t<31 7 6 8 |13 |11] 9 7 (15| 7 |12 |15 9 |11 | 7 | 13| 12
32 <t £47 11113 | 6 7 (14| 9 |13 |15(14| 8 |13 | 6 4 |12 7 5
48 <t <63 11112 |14 15| 14| 15| 9 8 9 |14 | 5 6 8 6 5 |12
64<t<79 9 |15 5|11 |6 |8 |13|12| 5 |12|13|14|11| 8 | 5| 6
Step Number Shift, s’

0 <t<15 8 1 9|9 |11|13|15|15| 5 | 7 7 8 |11 14|14 |12 | 6
16 <t<31 9 | 13|15 | 7 |12 ]| 8 9 | 11| 7 7 112 | 7 6 15|13 | 11
32 <t <47 9 7 (15|11 | 8 6 6 (14|12 | 13| 5 (14 |13 | 13| 7 5
48 <t <63 15| 5|8 |11 |14 |14 | 6 |14 | 6 9 |12 9 |12 | 5 |15]| 8
64<t<79 8 5112 9 |12 | 5 | 14| 6 8 | 13| 6 5 (15|13 | 11 | 11

3.4.4 SHA-256 Algorithm

The National Institute of Standards and Technology (NIST) standard specifies the
use of secure hash algorithms including SHA-1, SHA-224, SHA-256, SHA-384, and SHA-
512 (Henriguez et al., 2006). Hash function techniques are employed in data transmission to
generate the message digest. Consequently, it serves as a crucial instrument for embedding
security in email, internet banking, and several other applications. A hash function converts
an input of any length into a fixed-length result. A hash function is a non-reversible function;
inverting a hash value to retrieve the original message input is challenging. Moreover, it is
computationally impractical to identify a message that yields an identical hash value. These
qualities are crucial for the effective functioning of a hash function. This study aims to

present a high-speed hardware implementation of the SHA-256 algorithm. This algorithm is
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developed and executed based on Arria Il GX. The objective of this design is to enhance the

performance of the SHA-256 algorithm.

SHA-2 comprises four distinct hash functions: SHA-224, SHA-256, SHA-384, and
SHA-512. The output length of these hash algorithms is influenced by the SHA-2
specification, varying from 256 to 512 bits. This research presents the design of the SHA-
256 hash function. The SHA-256 algorithm is elucidated in this section, along with its
corresponding block diagram. The SHA-256 algorithm comprises two phases: pre-
processing and hash computation. Pre-processing entails padding a message and parsing the
padded message into m-blocks. Initialisation values are designated for usage in the hash
computation. The hash computation generates a message schedule from the padded message.
The hash value produced by hash computation is utilised to ascertain the message digest.
Hash computation involves the repetitive generation of message schedules, functions,
constants, and word operations to derive a hash value. Table 3.14 delineates the attributes of
the SHA-256 hash function. The security of the SHA-256 hash function depends on the

size of the hash value.

Table 3.14  Characteristics of SHA-256 Hash Function

Hash Function SHA-256
Size of hash value (n) 256
Constants Kt number 64
Message block size (m) 512
Word size 32
Number of words 8

Digest rounds number 64

94



The first step of the SHA-256 hash algorithm involves pre-processing, during which
the input message is padded. The message padding procedure commences upon receiving
the message input, during which a single 1 bit is added at the end of the message.
Subsequently, it is succeeded by n 0 bit until the message length is congruent to 448 modulo
512. The final 64 bits are allocated for determining the message length. Consequently, the
total message input is 512 bits. Figure 3.12 depicts the message pre-processing of the SHA-

256 hash function.

n-bit 64-bit

Message, M 1 0000......0000 Length of the message

512—bit

Figure 3.12 Message Preprocessing of SHA-256 Hash Function

Figure 3.13 illustrates the message scheduling of the SHA-256 algorithm. The SHA-

256 message, w, is calculated by the message scheduler, as illustrated in Figure 3.13. For
0<t<15, a message is I-bit  derived directly from the input message, but for
16 <t <63, a message w, is computed using Equation 3.8. The variable t denotes the quantity
of transformation rounds. ROTR"(x) denotes a right rotation of x by n bits, whereas SHR"(x)

indicates a right shift of x by n bits, as seen in Equations 3.9 and 3.10.

Message schedule SHA-256, W::

w, = Message input 0<t<15
W =c"CW )+W _+0° W  )+W 16<t <63 Equation 3.8
Where:

0§°¢(x) = ROTR”(x) @ ROTR™(x) @ SHR?(x) Equation 3.9

0256 (x) = ROTRY (x) @ ROTR(x) @ SHRY(x) Equation 3.10
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Figure 3.13: Message Schedule of SHA-256 Algorithm

Initial hash values, H, to H, as presented in Table 3.15, are allocated to the variables

a,b,cde,f, g,and h, correspondingly. The first hash values consist of 32-bit words.

Table 3.15  Buffer Initialisation of SHA-256 Algorithm
Register | Buffer Initialisation
Ho 32°h6a09e667
Hy 32°hbb67ae85
H o 32°h3c6ef372
Ha 32’ha54ff53a
H o, 32°h510e527f
Hs 32°h9b05688c¢
He 32°h1183d9ab
H 2 32’h5be0cd19
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There are 64 values of the 32-bit constantk, to process the SHA-256 hash function.
Figure 3.14 shows the compression function of SHA-256, comprising four functions that
start rounding from t = 0 until t = 63. The four functions are Ch(x,y, z), Maj(x, y, z), 20 (x) and
>1(x), as shown in the following Equations 3.11, 3.12, 3.13, and 3.14. Symbol A,—, and

@ represent logical AND gate, NOT gate, and XOR gate, respectively.

Chee, f,g)=(en f)@®(—eng) Equation 3.11
Maj(a,b,c) = (arb)@(anrc)®(bnc) Equation 3.12
,(a) = ROTR2(a) ® ROTR™(a) ® ROTR??(a) Equation 3.13
Y.(e) = ROTR® (e) @© ROTR'(e) @ ROTR?® (e) Equation 3.14

i

v
&, —»EH
u Cile, 2] ;[vj

| Y@ ==
—» A

maj(a, b, c) »—]
T i =
E - -

Figure 3.14 Compression Function of SHA-256 Algorithm
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Hash computation produces eight variables a, b, c, d, e, f, g, and h with initial values
to assess the four function equations 3.11, 3.12, 3.13, and 3.14, as shown in Figure 3.14. The

64 iterative operations comprise constant k, and message input w,. Equations 3.15, 3.16, and

3.17 yield hash values as output
Temp; = h+2>1(e) + Ch(e, f,g) + K¢ +W Equation 3.15

Temp, = Yo(a) + Maj(a,b,c) Equation 3.16

h=g

g=f

f=e
e:d+Templ
d=c

c=b

b=a
a:Temp1+Temp2

Equation 3.17

The final hash value of SHA-256 is obtained in a big-endian format. Finally, hash

values, H toH,, are calculated using the modulo-32-bit adders following 64 iterations.

Hence, the message digest of SHA256 algorithm =Hp [ Hy [[Ho [IHg [[H, [ Hg || Hg [ Hy

3.45 HMAC Algorithm

Message authentication is a procedure to ascertain the authenticity of messages. Two
important aspects must be examined when verifying the message: the authenticity of the

source and the integrity of the message. In conventional encryption, the sender and receiver
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utilise a shared key for authentication during transmission. Consequently, only the genuine
user possesses the capability to decrypt the message utilising the correct key. Figure 3.15
illustrates message authentication utilising Keyed-Hash Message Authentication Code
(HMAC). It includes a secret key for generating data known as an MAC, which is attached
to the message. The message and MAC are transmitted from the sender to the recipient. The
receiver must compare the MAC to determine if it matches the one generated with the
identical secret key. If the output MAC matches the transmitted MAC, it indicates that the

message remains unaltered and is thus authentic.

Key

transmit Jr
HMAC HMAC
algorithm l
J—' » Compare

Figure 3.15 Message Authentication using Keyed- HMAC

—

Key

Message
Message
Message

e

HMAC
algorithm

HMAC T

Keyed-HMAC is an application that uses the hash function for verifying or
authenticating the message. This research implements HMAC based on hash function. The
process of HMAC implementation starts with hashing the input key already XOR with the
inner pad (ipad) and concatenate with input text. The inner pad's value is 36 in hexadecimal
format, utilising 64-byte times that are contingent upon the key's length. The output of this
hash function serves as the input for the subsequent hash function to generate the output of
the HMAC design. Prior to hashing the output of the first hash function, the input key must
be XORed with the outer pad (opad), which is represented by the hexadecimal value 5C. The
concatenation of the 64-byte key and opad output, along with the output of the initial hash

function, will be hashed together to produce the HMAC output. Equation 3.18 demonstrates
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the MAC applied to the data text utilising the HMAC function, while Figure 3.16 depicts

the architecture of HMAC employing a hash function.

MAC(text), = HMAC(K, text),

= H((Ko @® opad)||H((K, D ipad)lltext))t

Ko

v
Ko@ipad

v

Ko@ipad Text

v

v

Ko@opad

H ((Ko@Dipad) || text)

v

A

Ko@opad

H ((Ko®ipad) || text)

\ 4

H ((Ko@opad) || H (Koipad) || text))

Figure 3.16

Illustration of HMAC construct

3.5  Proposed Design Methodology

Equation 3.18

This research involves the designing of hash functions utilising various approaches

to improve performance. It employs a variety of techniques, including iterative processes,

pipelining, unfolding, a combination of pipelining and unfolding, and low-power design.

The main objective of developing various hash function designs through diverse

methodology is to assess their performance regarding speed, area, and power consumption,

employing hardware description language (HDL) coding techniques. The efficacy of these

designs can be improved by utilising the Altera Quartus Il advisor, the TimeQuest Timing

Analyzer, the PowerPlay Power Analyzer, and modifying HDL coding styles. Typically,
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iterative iteration is used in the standard design of hash functions. Figure 3.17 depicts the
structure of iterative step function iteration, whereas Figure 3.18 shows the structure of
inner-round pipelining for the step function hash function, incorporating additional registers
at different stages of the same round. The construction of outer-round pipelining can be

formed as illustrated in Figure 3.19.

multiplexer

register

One I Combinational

v

Figure 3.17 Iterative Looping (Henriguez et al., 2006)

I —

multilexer

register A
pipeline stage 1
one pipeline stage 2
round

pipeline stage k

Figure 3.18 Inner-Round Pipelining (Henriguez et al., 2006)
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Multiplexer

pipeline stage 1= round 1

reaiste

n pipeline stage 2 = round 2
rounds

pipeline stage k = round n

v

Figure 3.19 Outer-Round Pipelining (Henriguez et al., 2006)

Unfolding transformation technique has been proposed to increase the throughput of
the hash function design. The unfolding algorithm is one of the techniques that digital signal
processing (DSP) applications can use to generate a new programme that executes multiple
iterations of the original programme. The unfolding factor, J, is introduced as the number of
iterations. Figure 3.20 shows the structure of unfolding factor 2 of n rounds pipelining step
function of hash function design. By applying these techniques to the hash function
algorithm architecture, high-performance hash function can be implemented for system data

transmission.

multinlavar

pipeline stage 1=round 1 & round 2

registe A

n pipeline stage 2 = round 2 & round 4

v pipeline stage k = round n

. N, / . :
Figure 3.20  Pipelining and Unfolding Transformation
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Several optimisation strategies can be used to improve the performance of
cryptographic hash functions, especially with the increasing demand for high-speed and
efficient digital systems. When developing robust and dependable hash function
architectures, it is essential to achieve high throughput and fast execution time. The research
has implemented two main methodologies such as unfolding transformation and low-power
design techniques. These strategies were used in this research to optimise the implementation
of hash functions on FPGAs. These methods are designed to enhance critical performance
parameters, including power efficiency, maximal operating frequency, and logic area
utilisation. It is important to note that reducing power consumption not only enhances energy
efficiency but also enhances overall performance, particularly in portable and embedded
systems. In CMOS-based FPGA designs, total power dissipation is usually divided into three
components: short-circuit power, static (leakage) power, and dynamic power. Among these,
dynamic power, which results from signal switching activity, is the most important during

active operation. It is affected by signal transitions, clock frequency, and load capacitance.

3.5.1 Unfolding Transformation Design Technique

The unfolding algorithm is one of the methods that DSP applications can employ to
create a new programme that executes more than one iteration of the original programme.
Furthermore, J specifies the number of iterations from the initial programme. The rules of

unfolding algorithm are explained as follows (Parhi, 1999):

1. For each node U in the original DFG, draw the J nodes y_,u,,u, -

2. For each edge U — V with w delay in the original, draw the J edgesU; = V(i+w)u,
with [HT(”] delays fori = 0,1.....,J — 1.

To explain the structure of unfolding algorithm, an example of DSP programme is
shown in Equation 3.19 and Figure 3.21.
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y(n) = ay(n—9) +x(n) Equation 3.19

y(m) a

9D
x(n)

Figure 3.21  An Example of an Original DSP Programme (Parhi, 1999)

Data flow graph can be constructed based on Figure 3.22, which is an example of an
original DSP programme, by replacing the input and output ports with nodes A and B, while

the addition and multiplication processes are represented by nodes C and D, respectively, as

&)
O G.G

Figure 3.22 A DFG Corresponding to a DSP Programme (Parhi, 1999)

shown in Figure 3.22.

Based on the first rule of unfolding algorithm, there are eight nodes that
representi = 0,1, namely Ay, By, Cy, Dy, A1, B1, C1,and D;. The second step of unfolding
algorithm is to connect each edge U — Vin to the DSP programme. The edge U — V with no

delay is divided into two parts, U, = V, and U; — V;. Therefore, the edge C — D with w =
9 delays becomes Cy = D(940)02 With [:ﬂ] delays and C; = D(g41)02 With[%] delays.

Figure 3.23 shows the unfolded DFG corresponding to the 2-unfolded DSP programme.

Finally, the 2-unfolded DFG is created with ¢ _, p with 4 delays and ¢, _, p,With 5

delays.
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Figure 3.23 The Unfolded DFG Corresponding to the 2-Unfolded DSP Programme
(Parhi, 1999)

3.5.2 Low Power Design Technique

Two main techniques are utilised to minimise dynamic power consumption in hash
function hardware design are state encoding and clock gating. Individual states can be
encoded using a variety of signal encoding techniques, including Gray encoding, one-hot
encoding, and binary encoding. Encoding signals is a technique to reduce the power
consumption of a system featuring a finite state machine. In this study, only two types of
signal encoding are used: binary and Gray encoding. First, a comparison is conducted
between Gray code and binary code in the context of state encoding. Gray code offers
advantages by limiting signal transitions to a single bit per clock cycle, in contrast to binary
encoding, which can result in multiple bit changes, such as potentially up to three in some
instances. This reduction in bit transitions results in lesser switching activity, which
effectively reduces dynamic power. Gray coding, in contrast to binary encoding,
demonstrates a decrease in power consumption because state transitions necessitate only a
single bit of bit toggling. Figure 3.24 illustrates the state encoding for both binary and Gray
encoding. Consider A as an input and E as the last sequence of the system. In binary

encoding, the FSM starts from states 0, 1, 2, 3, and 4, but in Gray encoding, the state
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sequence commences from 0, 1, 3, 4, and 6. For each transition, the state of Gray signal

encoding switches 1 bit.

A
A
B
B

QQQ

(@ (b)

Figure 3.24  State Encoding: (a) Binary Encoding and (b) Gray Encoding

Secondly, clock gating functions by deactivating the clock signal to functional blocks
that are not currently involved in processing. This method significantly reduces power usage
by preventing redundant signal toggling within idle modules, as shown in the Figure
3.25. The power efficiency of the hardware design is considerably improved by the
combination of these two techniques, which reduce the overall switching frequency and
minimise unnecessary logic activity throughout the circuit. Furthermore, gating the clock at
the input of the Step Function module is one of the techniques to save dynamic power
consumed within the system on chip (SoC). In this research, two types of clock gating are
designed for both Binary encoding with clock gating and Gray encoding with clock gating.
Input enable is inserted together with the clock to convert them into the clock-gated

implementation, as shown in Figure 3.25.
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Figure 3.25 Gating the Clock: (a) Normal and (b) Clock-Gated Implementation

3.6  Modification to Hash Function and HMAC Design

This research particularly investigates the development of four hash functions: MD5,

SHA-1, SHA-256, and RIPEMD-160. The performance of the design is improved through

the implementation of a variety of techniques. Various approach designs are employed for

each of the hash functions, as illustrated in Figure 3.26. These include iterative computation,

pipelining, unfolding, a combination of pipelining and unfolding, loop unrolling, and a low-

power technique.

Cryptographic Hash
Function - Design
Methodology

Figure 3.26

Design Methodology of Hash Function
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3.6.1 MDS5 Design

This research involves the development of iterative MD5 architectures, which

encompass four distinct types of MD5 designs: MD5 Binary, MD5 Gray, MD5 Binary with

Gating, and MD5 Gray with Gating designs. The main goal of developing a variety of MD5

designs is to assess their efficiency in terms of speed, area, and power consumption by

employing the HDL coding language. The performance of these designs can be improved by

utilising the Altera Quartus Il advisor, the TimeQuest Timing Analyzer, the PowerPlay

Power Analyzer, and modifying HDL coding styles.

3.6.1.1

MD?5 lIterative and Low Power Design

Figure 3.27 illustrates the MD5 Binary design's top-level architecture. It

comprises 12 modules. StepFunction_MD5 module comprises the core of these modules.

Message-in
clk = address M val
st~ w0 —» value

Message Register_TConstMD5u3 Shft
message ——p InputMD5 * l

ul
A o Register_DataMD5
clk » counter MD5 » round _J - ud
~ —» roundd —
rst —» u2 delay_round64 u2a
P roundea »

Y A B C D
> | selector v VVY
> uda —
>

—  Aout — > Ain »
Bout p| StepFunction_MD5 Bin > MUXJéV'D5

Cout —P u6 Ci_” ;
F Dout —P Din I | |
reg_MD5 Constl
u5a Shftl

— Message_out
hash_MD50utput hash_MD5

MD5 hash code «—

Figure 3.27 Top-Level Architecture of MD5 Binary Design
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This module will continually execute four non-linear functions to generate the hash
code. The input of the MD5 Binary module is also significantly influenced by the Selector
module. This implies that the data will be assigned the initial values of A, B, C, and D. Data

from Register_Data MD5 must be sequentially executed with Message _in.

clk —»{ address Message-in
st —> gray . ——— M _value
uo Message Register_TConstMD5 Shft
InputMD5 Gray ~ Const
Gray u3
message ~— ” ul l
A Register_DataMD5b
> ud
ok —» counter_MD5 [ round _J
st _pl gray » round4 — delay_round64
u2 — round64 > uza
v A B C D
v vy
—— Aout —»{ StepFunction_MD5 Ain »  Mux_MD5
— Bout —» ué — Bin > ub
— Cout —» Cin >
— Dout — Din |
Constl
reg_MD5 -
u5a Shfti, —
—— Message_out
hash_MD50utput hash_MD5
MD5 hash code ug u7

Figure 3.28 Top-Level Architecture of MD5 Gray Design

Figure 3.28 illustrates the top-level architecture of the MD5 Gray design, which
regulates the multiplexer selector. The architecture of MD5 Gray design is nearly identical
to the MD5 Binary design. Two differences distinguish MD5 Gray from MD5 Binary design:

the finite state machine (FSM) for MD5 Gray is written in Gray encoding, and the selector
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input for the multiplexer is derived directly from the delay_round64 module. Given that the
FSM sequence is sequential, the selector module can be utilised to control input selection in
the MD5 Binary design. For example, the seven states for binary encoding are 1, 2, 3, 4, 5,
6, and 7, whereas the sequence for Gray encoding is 0, 1, 3, 2, 6, 7, 5, and 4. Furthermore,

delay_round64 module must contain the round values.

clk —»{ address Message-in
——— M_value
st—> W0 . -
Message Register_TConstMD5 Shft
InputMD5 u3 ~ Const
ul
message l
A Register_DataMD5
> u4
clk —» counter MD5 [ round —
rst  _p u2 —> roundd —— | gejay round64
— round64 > u2a
A 4 clk l ABCD
selector
| s b4y
o en —
—— Aout —»{ StepFunction_ MD5 Ain »  Mux_MD5
— Bout —» ué —— Bin > us
Cout —»| Cin >
Din i
F Dout —»| |
Constl
reg_MD5 -
u5a Shfti —
—— Message_out
hash_MD5Output hash_MD5
MD5 hash code us u7

Figure 3.29  Top-Level Architecture of MD5 Binary with Gating Design

Figure 3.29 shows the top-level architecture of MD5 binary with gating design. This
architecture is similar to MDS5 binary design; all the FSM structures are designed in binary

encoding. Additional modification in this architecture is clock gating. One of the low-power
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design techniques is switching activity. It happens during signal toggling. Two types of
switching activities are Gray and clock gating. From this figure, there is an “en” input, which
Is ANDed together with clk input. By gating the clock to the MD5 binary with gating design,

the power consumption can be reduced.

clk —»| address Message-in
——— M_value
st —»|  9ray P _ _
uo Message Register_TConstMD5 Shft
InputMD5 Gray ~ Consl
Gray u3
message — ”| ul l
A Register_DataMD5b
> ud
ok —», counter_MD5 > round _J
st _p gray —> round4 — delay_round64
u2 — round64l u2a
v A B C D
R ey
> en
—— Aout —»{ StepFunction MD5 | Ain »  Mux_MD5
— Bout —» ué — Bin > ub
Cout —» Cin
Din
F Dout —¥ T
Constl
reg_MD5 -
USa Shftt —
—— Message_out
hash_MD50utput hash_MD5
MD5 hash code u8 u7

Figure 3.30 Top-Level Architecture of MD5 Gray with Gating Design

Figure 3.30 shows the top-level architecture of MD5a Gray gating design. This MD5
architecture of FSM is designed based on Gray encoding. This architecture design is similar
to MD5 Gray design. The difference between this design and the MD5 Gray design lies in

the clock gating methodology. As previously noted, this method serves to reduce power
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consumption. Consequently, by implementing clock gating within this architecture during
signal toggling, power consumption can be reduced. The “en” input is ANDed together with

clock input to reduce power consumption.
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st — 43 round64a
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Figure 3.31 Top-Level Architecture of MD5 Binary with Controller Design

Figure 3.29 shows the hardware implementation of the top-level architecture of MD5
Binary with controller design. This design is slightly similar to the previous MD5 binary
design with minor modification. The main differences between this MD5 binary with
controller design and MD5 binary design are the controller module, counter module, and

modification in the StepFunction module. In this architecture, the input message is already
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kept in the memory to generate the output hash code. The main objective of implementing
this architecture on the FPGA board is to ensure that the controller can provide data and

verify the output of hash code.

MD?5 architecture design consists of several block modules. One of the important
block modules is the architecture of MD5 compression function. It is designed based on the
basic architecture, which is known as iterative looping. lterative looping refers to the
looping of a designated block of compression function modules for a predetermined number
of iterations. In this research, the output of MD5 design will be fed back to the input until 64
rounds, depending on the number of MD5 architecture. This type of design utilises a small
logic area but consumes more clock cycle. The architecture of the MD5 compression
function significantly influences the throughput of the resulting hash. Verilog code is
employed to develop the MD5 logic design. Figure 3.32 illustrates the architecture of the

MD5 compression function.

D_in

» A _out

BCD_in » D_out
B in

» C_out
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A_in

Const —
Message
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Figure 3.32 MD5 Compression Function Architecture

MDS5 compression function is the main operation for MDS5 algorithm
implementation, and 64 steps are running iteratively. During the procedure, four non-linear

functions, F, G, H, and |, are executed sequentially based on the MD5 compression function.
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This compression function is the most important module in designing the MD5 hash
function; the procedures of the four functions F, G, H, and | must be executed iteratively to
complete the overall hash processing. The architecture of MD5 design has been successfully
synthesised using Quartus Il Altera. Modification to the structure of compression function
can improve the maximum frequency of the design; the registers are added at the end of the
design. Besides, Altera Quartus Il CAD tools play an important role to produce better results,
such as the TimeQuest Timing Analyzer and advisors. There are three types of advisors:
resource, timing, and power optimisation advisors. MD5 design uses two types of signal
encoding: binary and Gray encoding to evaluate the effect of MD5 hash function during the
synthesis and implementation processes based on FPGA. There are three main inputs to the
step function module: message, constant, and shift values. M_value, Const, and Shft

represent these inputs, respectively, as shown in Equation 3.20.

TConst = {Const [43:12], Shft [11:4], M_value [3:0]} Equation 3.20

After designing the MD5 compression function, the next stage is to construct the
architecture of MD5 design. The MD5 architecture commences with four initial inputs and
four distinct non-linear functions: F, G, H, and I. The 32-bit input of MD5 algorithm is used
in_mem [511:0] memory to keep the 448-bit data; the data for the last 64 bits are calculated
by checking each byte of the message input. In this research, the input is padded with a
padding unit until 448-bit because the message length can only be calculated after 448-bit.
The counter message calculates the length of message in the last 64-bit, and the overall

resulting message input is 512 bits.

In this research, the top level of MD5 design consists of various types of modules.

All these modules are connected from the input module to the output module of the design.
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The MD5 design process is mostly executed by the counter MD5 module, as depicted in
Figure 3.33. This counter module controls the input message of MD5. The 32-bit message
is segmented into four 8-bit messages to ascertain the message length. The final 64-bit
represents the message's bit length. Consequently, the counter counts the message during
round 14 of round 4. The entire bit message is calculated byte by byte.

counte_r_MDS»: u2

H

dock! roundl1..0]

reset round4di 3..0|

roundeA6..0]

Figure 3.33  Counter MD5 module

Altera Quartus Il has obtained the maximum frequency of the design during synthesis
and implementation, and the design must meet the requirement of timing analysis. Thus, the
analysis of the clock constraint needs to be considered. Based on Altera Quartus Il as the
CAD tool of the design, the TimeQuest Timing Analyzer is considered as the best solution
in giving the clock constraint to the design. The timing must be met to avoid violation in the
design to obtain positive slack. The setup and hold slack value are automatically calculated

by CAD tools in determining the differences between data arrival and data required.

The overview of the hash function concept is based on the Altera Quartus Il CAD
tool, which generates the top level of MD5 design when no syntax errors occur throughout
the synthesis and implementation processes. The inputs are as follows: clk, rst, load, and
message [31:0]. If a message is present, the load input is set to logic “1” to receive the 32-
bit input message into the MD5 design module. The message procedure loops indefinitely
until 64 rounds are completed. Finally, the MD5 architecture design generates a hash output

of 128 bits.
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3.6.1.2 MD5 Unfolding Factor 2 Design

Figure 3.34 shows the top-level architecture of unfolding MD5 design with
factor 2. There are six modules in this MD5 architecture: ABCD _init, input ABCD,
MDO5 _initial, func_process, getdata, and MD5_hash module. The top-level unfolding MD5
architecture has 32 rounds of non-linear functions. Each non-linear function consists of eight
rounds, where two hash operations will be processed in one cycle. All of these operations
will be executed in the getdata module. Some modification has been done in the getdata
module. Two non-linear functions, two messages, and two constants will be executed in
parallel form in order to apply the unfolding method to this MD5 algorithm. The
func_process module will generate the data for message, shift, and constant values. The
MD?5 initial module is used to select the input ABCD for MD5 algorithm. First, the MD5
algorithm starts with the data from the ABCD _init module; subsequently, the hash operation

will use the data from the input_ ABCD module.

ABCD_init p| MD5_initial MD5_hash
uo u2 us
A
input_ABCD func_process getdata
ul u3 u4
>

3 1 |

Figure 3.34 Top Level of Unfolding MD5 Design

This section describes the unfolding transformation applied to the MD5 hash function
with an unfolding factor of two, which aims to improve throughput and reduce delay in
hardware implementation. Figure 3.35 shows how the unfolding technique allows two non-
linear function computations to be performed simultaneously within a single clock cycle,

reorganising the original iterative MD5 design. The parallelisation achieves a twofold
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increase in functional throughput relative to the baseline sequential design, thereby

enhancing performance significantly.
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Figure 3.35 Compression Function of Unfolding MD5 Design

The unfolded MD5 hash function design with an unfolding factor of 2, where two
non-linear functions are executed in parallel per clock cycle to improve throughput are
shown in the Equation 3.21. This equation computes the intermediate value T based on the
MD?5 function applied to inputs B, C, and D, followed by message word M[K], constant T[i],
and a left rotation by S. Then, followed by Equation 3.22 continues the processing by
computing Temp using a subsequent function and message word M[i+1]. The final output
(A_t, B_t, C_t, D_t) update the state registers with the next values after two operations are
completed in parallel as shown in Equation 3.23. Finally, the state variables A, B, C, and D

are rotated to prepare for the next cycle. This transformation reduces the number of required
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clock cycles and enhances pipeline efficiency, contributing to higher data throughput in the

MD?5 hardware implementation.

T =B+ (( A+ Fune(B.C.D) + M[K] + T[i]) << S) Equation 3.21

Temp =T + (D + Func(T.B.C) + M [K] + T[i] ) == 8) Equation 3.22

A_t<=C_next;

B_t <=func_outl;
Equation 3.23

C_t <=func_out;

D_t<=B_next;

A=C,B=Temp.C=T.D=B

3.6.1.3 MD?5 Pipelining and Unfolding Design

A combination of pipelining and unfolding method can improve the performance
of MD5 algorithm. Figure 3.36 illustrates the architecture of MD5 compression function
with pipelining and unfolding transformation techniques. This research proposes a novel
combination of pipelining and unfolding transformation to enhance the throughput of the
MD?5 design. The proposed method achieves better performance because it can provide high
throughput of MD5 algorithm based on FPGA. In this design, four registers are required to
implement four-stage pipelining, and 32 registers are required to implement 32-stage
pipelining. By applying this technique to the MD5 algorithm, the performance of MD5
design increases significantly. Modification on the getdata module has been done to obtain
the pipelining and unfolding design for four-stage pipelining with unfolding transformation
and 32-stage pipelining with unfolding transformation. The rest of the modules remain

unchanged with some modifications in terms of input and output data.
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Figure 3.36 MD5Pipelining and Unfolding Compression Function

3.6.2 SHA-1 Design

The most significant module is StepFunctionl, where all the operations that result in
the hash code output take place in this module. Four distinct categories of non-linear
functions are also described within this module. The StepFunction1 module must be rounded
by 80 rounds in order to obtain the hash code for the output. Consequently, the counter for

this module will accumulate to 80 rounds.

3.6.2.1 SHA-1 Iterative Design

The top-level architecture of the SHA-1 design is depicted in Figure 3.37. The
diagram illustrates eleven modules for the SHA-1 design. One coder module is present
within this architecture. The primary purpose of the coder module is to partition the output
counter into four distinct counts, with 20 cycles comprising each count. Thus, it is possible
to generate a constant value for each tally obtained from the coder output. The SHA-1 design

ultimately generates a 160-bit hash code.
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Figure 3.37  Top-Level Architecture of SHA-1 Design
3.6.2.2 SHA-1 Unfolding Factor 2 Design

hardware is a problem that requires solution. Consequently, the high performance of hash
function design regarding speed and area is crucial for enhancing the throughput of the hash
function, as current security systems require rapid implementation. Maximum frequency
needs to be considered in designing hash function to increase the speed of the design.

Besides, an efficient hash function also has small area implementation. Thus, to improve the
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speed and area, this study proposes the architecture of SHA-1 with unfolding factor 2
transformation. Furthermore, this method can be applied to various hash functions to

enhance the design's efficiency.

The proposed SHA-1 unfolding algorithm with factor 2 is shown in Figure 3.38. It
consists of two non-linear functions with three different inputs: two circular left shifts of
both A and B by 30, two circular left shifts of A by 5, and Temp by 5. From this figure, there
are eight addition operations, which perform in parallel form during execution. Thus, the
critical path of the design has only four addition processes. In other words, two hash
operations are executed per cycle. This process reduces the number of cycles from 80 cycles

to 40 cycles to obtain the final output hash.

| L] [
A 4 v YL
| func Ke +—>€1 69‘_ Kt
A 4
<<30 Wi+t E EVE W,
Pl funce,
<<5
) 4
v yd \4
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)
4
A
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Aryz By Ceyr Diya Eyo

Figure 3.38 SHA-1 Unfolding Compression Function
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Therefore, the SHA-1 hash function's throughput can be enhanced by the unfolding
transformation. The following equations show the outputs of the SHA-1 unfolding
algorithms. ROTL“(b) represents the circular left shift or left rotation operation of b by a
position to the left, andfunc,(p,q,r) means a non-linear function at time t for three
different inputs p, g, and r. Equation 3.24 illustrates the output A;,2, B¢1+2, C¢12, D¢42, and

E,,, of SHA-1 unfolding compression function.

Temp = ROTLS(AL-) + fuTlC(Bt, Ct, Dt) + Et + Wt + Kt

Apyo = ROTLS{ Temp} + func,s,(A,, ROTL3°(B),C,) + Dy + Wysq + Kpis

By, =Temp

Cerp = ROTL30(4,) Equation 3.24
Deyo = ROTL30(Bt)

Eivro = G

Figure 3.39 shows the top-level architecture of SHA-1 unfolding design. From this
figure, there are ten modules of SHA-1 unfolding design. In this design, the main module is
func module. All the processes of the SHA-1 structure are stated in this module.
Additionally, this module contains four non-linear functions of SHA-1. The SHA-1
unfolding design is distinguished from the SHA-1 design in that the structure of the former
is folded by factor 2. In other words, the clock cycle of the design is reduced from 80 cycles
to 40 cycles. The operation executes two hash operations per cycle. The most important part
is by adding the constant value and message value to two units, as shown in Figure 3.38.
Message_unfolding module and Kt module produce two parallel outputs for message and
constant, respectively. Thus, the operation executes in a parallel form to obtain the hash

code.
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Other modules are similar to those of the SHA-1 design. The maximum frequency of
the design can be enhanced by placing the register at the end of the shal module, the final
module of SHA-1 unfolding. The SHA-1 design is written in the big-endian

format. Therefore, the output of design remains in its normal format.
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Figure 3.39 Top Level Architecture of SHA-1 Unfolding Design

3.6.2.3 SHA-1 Inner Pipelining Design

Figure 3.40 shows the top-level design of SHA-1 inner pipelining. There are

eight modules in this architecture. The structure of the inner pipelining design focuses on the
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StepFunction module, where the module consists of clock in one round. The difference
between iterative design and inner pipelining design is that the combinational logic of the
StepFunction module is separated with the register in the iterative design, while in inner
pipelining, the register is used in designing the StepFunction module with only one round.
In other words, the iteration process generates based on the number of SHA-1 rounds.
Similar to other SHA-1 designs, the design starts with the shal init module to generate
buffer initialisation. The sha_counter module will count the number to 80 rounds to produce
the sequence of sha_schedule module, which is the message of SHA-1 design. From this
figure, the coder_round4 module is used to divide the 80 rounds output counter into four
parts. The output from the coder_round4 module can be used to generate the KConst module
as there are four 32-bit constants in the SHA-1 algorithm. Additionally, this output has the
potential to produce a non-linear function of the SHA-1 algorithm. The SHA-1 algorithm
comprises four non-linear functions. Thus, it is easy to produce the output of StepFunction
with different non-linear functions. Finally, SHA-1 hash code is obtained by adding the five-

buffer initialization to the last output round of StepFunction.

Coder_round4 .|  KConst
u3 i u4 v
'y StepFunction
> ué )
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sha_schedule2 "| pipelining u7
clky! sha_counter us ] —>
t ul -
rst l
SHA-1 hash code
shal_init .| mux1_sha
uo " u2
A

Figure 3.40 Top Level of SHA-1 Inner Pipelining Design
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3.6.24

SHA-1 Four-stage Pipelining Design

Figure 3.41 shows the top level of SHA-1 four-stage pipelining design.
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Figure 3.41 Top Level of SHA-1 Four-stage Pipelining Design
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The StepFunction module is divided into four different modules, where each non-
linear function consists of different non-linear functions. This top-level SHA-1 four-stage
pipelining contains four non-linear functions: StepFunction_0 module, StepFunction_1
module, StepFunction_2 module, and StepFunction_3 module. The rest of the modules are
similar with the previous design of SHA-1 architecture. The sha_counter module will give
the output until 80 rounds. Therefore, the output of this counter can be divided into four parts
to generate constant SHA-1 algorithm from the KConst module. In this architecture, two D
flip-flops are used to obtain the correct output at the appropriate time, such as the dff_round4
module and the dff_sha_schedule module. By adding this module to this SHA-1 design, the
result can be synchronised. The mux1_sha module is employed to determine the outcome of
various non-linear functions within the SHA-1 algorithm. This design undergoes 80 cycles
of iteration. Next, the shal_hash module will generate a SHA-1 hash code. The result is
obtained by combining the initial inputs A, B, C, D, and E with the final round of the SHA-

1 algorithm in this module.

3.6.25 SHA-1 40-stage Pipelining Design

Figure 3.42 presents the top level of SHA-1 40-stage pipelining design. There
are 40 modules of StepFunction, where each module consists of two rounds of SHA-1
algorithm non-linear function. The coder_round40 will control the process of StepFunction
from StepFunction_1 until StepFunction40. Similar to the previous SHA-1 design, D flip-
flops are used in this design to synchronise the SHA-1 design. Finally, the shal hash code is
obtained after adding the initial value to the last output round. The process of SHA-1

algorithm rounds up to 80 rounds.
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SHA-1 Unfolding 40-stage Pipelining Design

Figure 3.43 shows the top level of SHA-1 unfolding 40-stage pipelining design.

Similar to SHA-1 40-stage pipelining, there are 40 modules of SHA-1 unfolding 40-stage

pipelining.
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This approach is further enhanced by combining unfolding with pipelining, as
illustrated in Figure 3.43. Pipeline registers are systematically placed between non-linear
function blocks based on the number of necessary pipeline stages. This facilitates the
concurrent processing of multiple message blocks, thereby reducing idle cycles and
enhancing data flow within the architecture. The combination of unfolding and pipelining
decreases the total clock cycles needed for each message digest while enhancing the
maximum operating frequency. High-performance cryptography applications on FPGA
platforms might benefit from the overall design's increased throughput and decreased
latency. However, the architecture of the Func module, which is a compression function of
non-linear function SHA-1 unfolding 40-stage pipelining, is different from SHA-1 40-stage
pipelining. Each of this func module consists of two operations of hash function. These two
operations are processed in one cycle. Thus, the number of iterations of SHA-1 unfolding
40-stage pipelining reduces from 80 rounds to 40 rounds. Some modifications need to be
done to the Message Unfolding module and Kt module. In the former module, two messages
are operated simultaneously to reduce the message until 40 rounds. Therefore, the latter
module, which is a constant of SHA-1 algorithm, also provides two constant data

simultaneously. In this architecture, the sha_counter module only counts until 40 rounds.

3.6.3 RIPEMD-160 Design

RIPEMD-160 hash functions are extensively employed in a variety of cryptographic
applications, including digital signatures, HMAC, and other data security applications. In
this research, there are four proposed RIPEMD-160 designs: RIPEMD-160 iterative design,
RIPEMD-160 pipelined design, RIPEMD-160 unfolding with factor 2, and RIPEMD-160
unfolding design with factor 4. An iterative design employs a single compression function,

but a pipelined approach uses five distinct compression functions. The proposed pipelined
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design is based on the modifications by Michail et al. (2008). Some modification has been
done to produce the optimised RIPEMD-160. These methodologies were utilised to analyse
the internal architecture of RIPEMD-160 concerning area, maximum frequency, and
throughput of the design. The RIPEMD-160 hash function employs an unfolding
transformation approach with factor 4, resulting in a high-throughput implementation. The
throughput of the RIPEMD-160 unfolding architecture improved markedly. The aim of this
research is to improve the throughput performance of RIPEMD-160. By using unfolding

transformation factor 4, the throughput of RIPEMD-160 can be improved.

3.6.3.1 RIPEMD-160 Iterative Design

The iterative design is a basic design of hash function. Figure 3.44 shows the
iterative design for a step function of RIPEMD-160. It consists of a non-linear function, shift
rotation over ten positions, and left circular shift with a shift value. M and K represent the
message and constant of RIPEMD-160, respectively. In this design, only one block of step
function will be used during execution. All the parameters stated in the previous section will
be used in this RIPEMD-160 design to obtain the correct output. The design's maximum
frequency can be attained by utilising advisors regarding resources, timing, and power.
Furthermore, positioning the register towards the end of the design might enhance the
maximum frequency, as the register-to-register delay constitutes one of the most significant

delays in modern circuit design.

There is only one non-linear function block for the iterative design that consists of
five different non-linear functions. First, the message will be kept in the memory with input
load, which means that if there is input load with logic “1”, the data will be transferred to
the specific length of register. Then, the message will be kept in the memory starting from 0

to 15 locations. By using this method, it is easier to call the message based on message
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selection ordering, as shown in the previous table. Counter can be used to call the
message,m,m’ and Shift, s, s" values. The iteration of this architecture will be processed
until 80 rounds. Finally, the output A, B,C,D, and E from the left and A’,B’,C’,D' and

E'from the right will be added with initial valuesH,, H,, H,, H; and H, at the end of this

design.
» C
> F
B » f(B,C,D)
C > L
D > l
» 10 >
A 4 10 D
A » +
\ 4
M . |+ > TOlS
+ >
K > v
E p + » B
» A

Figure 3.44 RIPEMD-160 Iterative Architecture Design

Figure 3.45 shows the top-level architecture of RIPEMD-160 design. From this
figure, there are eight modules of RIPEMD-160 design. All the non-linear functions operate
in this module. The output for the message, shift, and constant value comes from individual
separate modules. As RIPEMD-160 executes in parallel form from left and right, there will
be ten variables, which are five variables from the left (A, B, C, D, and E) and five variables

from the right (A", B', C', D', and E").
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3.6.3.2 RIPEMD-160 Pipelined Design

Figure 3.46 shows the concept of a pipelined design. There are five stages of
RIPEMD-160 design, starting from round 1 to round 5. Each round consists of 16 steps, and
the overall rounds for this design are 80 rounds. By using the pipelined design in the
RIPEMD-160 architecture, the performance of the design can be improved significantly
even though there will be slight increment in terms of area implementation. Thus, the
Quartus Il advisor can help to reduce the logic elements used for this design. Generally,
timing is vital to achieve the high maximum frequency of the design. Therefore, timing
requirements for setup and hold time in the design need to be met by using the TimeQuest
Timing Analyzer. In addition, it can increase the speed of the design by giving the

appropriate clock constraint to the design.
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Figure 3.46: Pipelined Design

The implementation of pipelined design, as seen in Figure 3.46, enhances the
performance of the RIPEMD-160 architecture. Besides, an idea of modification by Michail
et al. (2008) has been considered. Figure 3.46 illustrates the pipelined architecture design for
a single block of RIPEMD-160. The difference between the design by Michail et al. (2008)
and this design is that the message, M5 and constant, K5 will be added with input A directly.
Meanwhile, in Michail et al. (2008), message, M,., and constant, K;,, will be added with

Dy_y.
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By using the same sequence as normal RIPEMD-160 algorithm for input A, M5 and
K3, the design can be improved significantly in comparison to the previous design. From
Figure 3.47, there are two initialisation values for variables h and W. First, M; and K;will
be added with A value to give the output IW;.Then, the output Z will shift to the left with 4-
bit amount and will be added with input E to obtain the output B, B’. This concept is the
same as the original idea, which is based on algorithm 1 of RIPEMD-160 algorithm. For the
second cycle, let us consider the input M, and K,. These two inputs will be added to input E
to give output h,. Then, the output will proceed to Win and will be added to non-linear f(B,
C,D). In this case, the input for A, is equal to E;. Subsequently, the output will be directly
added to non-linear f(B, C,D). The sequence to obtain output B,B" is similar to the previous
method but with a different input. By using algorithm 1 of RIPEMD-160 algorithm, the
output 4, C, D and E from the left and A’, C’, D'and E' from the right can be obtained. Table

3.16 shows the proposed pipelined design of RIPEMD-160.

Table 3.16  RIPEMD-160 Input for Pipelined Design

Pre_Computation Final_Calculation
A=A Ay = Ey

B, =B, Biyy = E + Rol(Z)
C=C Cey1 =By

D, =Dy Diyq = Rolyo(Cp)

E = E Erp1= Dy

Z: = f:(B,C,D) + W, Wiy = hy

h, = h; hiyq =M + K + Ay

Some modifications, as shown in Figure 3.47, have been done to increase the
performance of the design. In this design, five pre-computation blocks are used because of
the five different types of non-linear functions, while for Final_Calculation, only one block

unit will be used. The calculation for M5 and K starts at this stage. The output of hin will
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be used for the rest of the calculation of RIPEMD-160 hash function. This output h will go

to output Win. This output Win will be selected as W input for each Pre_Computation. The

process executes in pipelined design, and selection needs to be done when it comes to

different rounding of RIPEMD-160.

Pre-Computation

A 4

Final Calculation

Figure 3.47 RIPEMD-160 Pipelined Architecture Design for a Single Block

Pipelined design can contribute to fast design, but it suffers disadvantages with large

area implementation. Utilising the Quartus Il advisors can optimise area implementation,

enhance timing, and decrease power consumption. The HDL coding style needs to be

considered as well in designing the RIPEMD-160 design because this design will be

implemented in the gate level implementation based on the FPGA family device. The design

can be improved by using a proper and efficient coding style. Moreover, by using an

appropriate clock constraint in the design, the setup and hold time requirements will be met.
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In this design, synopsys design constraint (SDC) input clock 4 ns is used in the design to
obtain a high maximum frequency of the design. Besides, by using the similar method in the
proposed iterative design, the speed of the design can be enhanced by putting the register at
the end of the output port. This delay contributes to register-to-register delay. In this design,
the performance of the RIPEMD-160 pipelined design increases significantly in comparison
to the iterative design. Figure 3.48 shows the top-level architecture of the pipelined
RIPEMD-160 design. From this figure, there are 23 modules in the pipelined RIPEMD-160
design. Each pre-computation module consists of non-linear functions for different rounds.
The final output of RIPEMD-160 will be calculated at the Final_Calculation module. Two
initial conditions originate from XK _1 and XK_2 modules to produce the h and W values.

In this case, there will be two outputs: the data from the left and the data from the right.
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RIPEMD-160 Unfolding Factor 2 Design

Figure 3.49 shows the top level of RIPEMD-160 unfolding design with factor 2.

This architecture is almost similar to the iterative RIPEMD-160 design with a slightly

different, where this architecture has the Func module. Some of these modules need to be

modified by applying the unfolding transformation technique to the design. The modules are

Coder, KConst, Message, and Function Parallel modules. The rounding numbers of this

design need to be reduced by 2. Thus, each round only consists of eight rounds instead of 16

rounds in the iterative design. Overall, the number of looping is 40 rounds.

U1 Counter

U2 Coder

\ 4

U3 KConst

U9 Hash Output

v

U5 Mux

U4 Message

U6 Function

parallel

U8 Hash

A

w| U7 Func
»

B

Figure 3.49 Proposed RIPEMD-160 Unfolding Factor 2 Design

This architecture accounts for both the left and right sides of the design, necessitating

parallel data translation for all modifications. To generate this design in unfolding

transformation factor 2, the Coder module is designed based on the Counter module. Figure
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3.50 illustrates the block diagram of the Coder module for RIPEMD-160 unfolding factor 2.
The number of steps in each cycle must be reduced from 16 to 8. There are five rounds in
module: RoundO, Roundl, Round2, Round3, and Round4. Each round consists of eight

steps. Overall, there are 40 rounds, which are divided into five parts in the Coder module.

round Coder

round5 (8)

v

».| Round0
Ll

Round1

Round2

Round3

round5 (8)

v

round5 (8)

v

round5 (8)

v

Round4 round5 (8)

v

Figure 3.50 Coder Module of RIPEMD-160 Unfolding Factor 2

Then, the KConst module is a constant module for both left and right paths of
RIPEMD-160 design. It operates in parallel mode of two data from both parts. In other
words, four data are generated for each cycle: two from the left path and two from the right
path. Figure 3.51 illustrates the block diagram of KConst for RIPEMD-160 with unfolding
factor 2. In each module consists of KConsta and KConstb from the left line and KConstla
and KConstlb from the right line. Therefore, it is divided into five parts because the
RIPEMD-160 hash function contains five non-linear functions. Each non-linear function will

operate eight steps for each round.
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Figure 3.51 KConst Module of RIPEMD-160 Unfolding Factor 2

Similarly, the Message module also generates the output for both left and right paths
of this design. It consists of message and shift values, as shown in the previous table. First,
all the data input of RIPEMD-160 will be divided into 16 parts. Each part comprises 32-bit
data. These data are stored in the 16-memory location. The counter will generate the input
to execute the correct sequence of the data. Figure 3.52 shows the block diagram of the
Message module of RIPEMD-160 unfolding factor 2. In this Message module design,
message and shift values are combined into one 8-bit block, where the first 4 bits is for
message input and the shift value will be for the second 4 bits. Overall, eight data will be
generated from this module: four data are for the message value (left and right) and four data

are for the shift value (left and right).

Message

round

m_ripemda
V

v

m_ripemdb

Figure 3.52 Message Module of RIPEMD-160 Unfolding Factor 2
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The last module that needs to be modified in this design is the Function Parallel
module. Figure 3.53 shows the Function Parallel module of RIPEMD-160 unfolding factor
2. Two non-linear functions will be executed in parallel mode. The first non-linear function
consists of input B, C, and D for both left and right. Let say the output for the first non-linear
function is func_rmda and func_rmd1a. Both outputs represent data from both left and right
data. Then, simultaneously, the second non-linear function needs to generate the output from

three different inputs.

Function parallel

func_rmda
round func_Ta
aux_func_Ta
func_rmdla

func_Tla >
aux_func_Tla

func_rmdb
func_Th

aux_func_Tb
func_rmd1b

Figure 3.53  Function Parallel of RIPEMD-160 Unfolding Factor 2
The following Algorithm 2 shows the derivation input for the second non-linear
function. Messagea, KConsta, and Shifta are the message, constant, and shift values for the
left path. Messagela, KConstla, and Shiftla represent the data for the right path. The output
for both second non-linear functions are func_rmdb and func_rmd1b. Three different inputs
for this function are obtained from Algorithm 2. The algorithm illustrates the compression

function of RIPEMD-160 algorithm for both parts.

There are two non-linear functions that will operate in one cycle. From Algorithm 2,
func_rmda and func_rmd1a refer to the first non-linear function for both left and right paths.
Then, func_rmdb and func_rmd1b represent the second non-linear function for both left and
right paths. In RIPEMD-160 unfolding factor 2, two non-linear functions will operate at the
same time, which are func_rmda and func_rmdb with three different inputs. In conventional

compression function, there is only one non-linear function. The structure of compression
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function of a conventional design is not really complicated compared with unfolding factor
2. The input for the second non-linear function, func_rmdb must be correct to obtain the
result. The final output of this function generates output in the Func module. The output will
be different from the compression function, as shown in Figure 3.10 because two parallel
data are executed at the same time in one cycle to fulfil the unfolding transformation

technique. Finally, the output of hash code is obtained after 40 rounds of looping.

Algorithm 2: Compression Function of RIPEMD-160 Unfolding Factor 2

func_rmda(B,C,D)

func_Ta = A + func_rmda + Messagea + KConsta
rotl_la = func_Ta << shifta

rot2_la = func_Ta >> (32 — shifta)
func__rmdla(B1,C1,D1)

func_Tla= A + func_rmdla + Messagela + KConstla
rotl_ra = func_T1a << shifta

rot2_ra = func_T1la >> (32 —shifta)

aux_func_Ta = (rotl la|rot2_la) + E

aux_func_Tla = (rotl_ra|rot2_ra) + E1

func_rmdb (aux_func_Ta, B, {C[21:0],C[31:22]})
func_rmd1b (aux_func_T1a,B1,{C1[21:0],C1[31:22]})

3.6.34 RIPEMD-160 Unfolding Factor 4 Design

Modification on the top level of RIPEMD-160 design needs to be designed to
apply the unfolding transformation with factor 4. In this method, the number of cycles in the
RIPEMD-160 architecture is reduced from 40 cycles to 20 cycles. Reducing the design's
number of cycles will decrease the latencies. Thus, this leads to high throughput of the

RIPEMD-160 design. Similar to the previous section, which is unfolding with factor 2, the
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modification needs to be designed for some modules, such as Coder, KConst, Message, and
Function Parallel. Figure 3.54 shows the Coder module of RIPEMD-160 unfolding factor 4.

In this design, the coder module consists of five rounds, where each round comprises four

steps.

Coder
round

».| Round0 round5 (4)
>

v

Round1 round5 (4)

v

Round2 rounds (4)

v

Round3 round5 (4)

v

Round4 round5 (4)

v

Figure 3.54 Coder Module of RIPEMD-160 Unfolding Factor 4
Figure 3.55 shows the KConst module of RIPEMD-160 unfolding factor 4. The
KConst module provides a constant value for both left and right paths. In each round, there
will be eight constants executed in parallel form. The Message module needs a slight
modification, where the round is reduced into 20 rounds, and the data for both message and
shift value ares compressed into eight data of 8-bit input. From this figure, there are four

data from the left and four data from the right (KConstla, KConstlb, KConstlc, and

KConstld).

onst

round5

Figure 3.55 KConst Module of RIPEMD-160 Unfolding Factor 4
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Figure 3.56 Message Module of RIPEMD-160 Unfolding Factor Four

Figure 3.56 shows the Message module of RIPEMD-160 unfolding factor 4. The
Message module consists of message and shift values. There are eight outputs of messages:
four from the left path (m_ripemda, m_ripemdb, m_ripemdc, and m_ripemdd) and four from
the right path (I_ripemda, |_ripemdb, |_ripemdc, and |_ripemdd). This module will operate

the operation in 20 rounds.

Function parallel

funC_rmda
func_Ta
aux_func_Ta
func_rmdla
func_T1la
aux_func_T1la

round func_rmdb
func_Tb

aux_func_Tb
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func_T1b

aux_func_T1b

func_rmdc
func_Tc
aux_func_Tc
func_rmdlc

func_T1c
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A 4

func_rmdd
func_Td
aux_func_Td
func_rmd1d
func_T1d

aux func Tid

Figure 3.57  Function Parallel Module of RIPEMD-160 Unfolding Factor 4
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Figure 3.57 shows the Function Parallel module of RIPEMD-160 unfolding factor 4.
There are non-linear functions in this module, which are based on the RIPEMD-160
algorithm. Therefore, there will be four parallel non-linear functions generated
simultaneously to produce the output in one cycle. Three different inputs of non-linear
function need to be identified. The output func_rmda, func_rmdla, func_rmdb, and
func_rmd1b represent the first and second non-linear functions for both left and right,
respectively. Meanwhile, for the third and fourth non-linear functions in this module, they

are represented by func_rmdc, func_rmdlc, func_rmdd, and func_rmd1d, respectively.

Algorithm 3 shows the three different inputs for both left and right paths of four non-
linear functions in this Unfolding factor 4 design. The new idea is proposed in this study,
especially the unfolding transformation with factor 4, where all non-linear functions need to

be executed in four parallel transformations.

Algorithm 3: Compression Function of RIPEMD-160 Unfolding Factor 4

func_rmda(B,C,D)

func__rmdla(B1,C1,D1)

func_rmdb (aux_func_Ta, B, {C[21:0],C[31:22]})

func_rmd1b (aux_func_T1a,B1,{C1[21:0],C1[31:22]})

func_rmdc (aux_func_Tb, aux_func_Ta, {B[21:0],B[31:22]})

func_rmdlc (aux_func_T1b,aux_funcT1a,B1[21:0],B1[31:22])
func_rmdd(aux_func_Tc,aux_func_Th,{aux_func_Ta[21:0], aux_func_Ta[31:22])
func_rmdld(aux_func_T1c,aux_func_T1b,{aux_func_T1a[21:0], aux_func_T1a[31:22])

The compression function of RIPEMD-160 unfolding factor 4 is almost similar to
RIPEMD-160 unfolding factor 2. The other two non-linear functions are added from both
left and right paths: func_rmdc, func_rmdlc, func_rmdd, and func_rmdld. The three

different inputs for each non-linear function for unfolding factor 4 are shown in Algorithm

146



2, and they must be evaluated correctly. This is the most important part in designing an
unfolding design. The five outputs of RIPEMD-160 hash function depend on the correct

result because it will be looping until the last rounds to obtain the hash value.

After obtaining the results from four non-linear functions, the outputs for A, B, C, D,
and E for both left and right paths of this design are computed. The following equation shows
the final output from the left, whichare1 A,1 B,1 C,1 D, and 1 E. Meanwhile, the output
from the right patharer A,r B,r C,r D,andr_ E. These outputs are looping until 20 rounds
due to the implementation of unfolding transformation with factor 4. Finally, all these
outputs are combined using the formula to obtain the hash codes. All the outputs need to be
converted to the little-endian mode because the results for RIPEMD-160 are in the little-
endian format. The unfolding technique will reduce the number of latencies of the RIPEMD-
160 design. High throughput will be obtained if the unfolding factor increases. The number
of unfolding factors will determine the reduction in the number of cycles of RIPEMD-160
unfolding. The number of cycles decreases as the number of unfolding factors increases.

This leads to high throughput of the RIPEMD-160 unfolding transformation technique.

3.6.4 SHA-256 Design

In recent years, security has become an increasingly significant subject of study. The
performance of these information-protecting methods has been enhanced by the
development of numerous cryptographic algorithms. One of the cryptography categories is
a hash function. The SHA-256 hash function is proposed for implementation in this study.
In order to optimise the throughput of the SHA-256 design, this investigation implemented
the unfolding transformation methodology. The hash function utilises the unfolding method

to generate the hash value output by modifying the SHA-256 structure. The delay in this
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unfolding method enables SHA-256 to reduce the number of clock cycles required for
traditional architecture by a factor of two, from 64 to 34. To put it another way, one cycle of

the SHA-256 design can generate up to four parallel inputs for the output.

3.64.1 SHA-256 Iterative Design

SHA-256 has been implemented using Verilog code and comprises six modules
within its top-level architecture: counter SHA-256, message schedule, constant SHA-256,
multiplexer, compression function, and output SHA-256. Figure 3.58 depicts the proposed
architecture of the SHA-256 hash function. The input data consists of 15 blocks of 32-bit
data, which is padded by adding a single 1 bit at the end of the message, followed by n 0 bit,
with the final 64 bits representing the length of the message. The SHA-256 hash function

produces a 512-bit output. The input message w, for 16<t<63 can be derived using

Equation 3.8. The message sequence is produced with a counter module. The SHA-256 hash
function employs 64 rounds of iteration of the compression function to derive the final hash
code. Prior to the commencement of SHA-256 message processing, eight buffer
initialisations are produced with a multiplexer module. The ROM blocks are utilised to
define the constant, K:, comprising 64 32-bit ROM blocks. Finally, the output module
generates the SHA-256 message digest, incorporating buffer initialisations with the final

output of the SHA-256 compression function.
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Figure 3.58 Top Level of SHA-256 Design

3.6.4.2 SHA-256 Unfolding Factor 2 Design

The message schedule and compression function of the SHA-256 algorithm
require modification to achieve the unfolding architecture. An unfolding design is a method
that decreases latency according to the number of J factors (Parhi, 1999). Furthermore, this
technique can enhance the throughput of the SHA-256 algorithm. In this study, the unfolding
technique with factor 2 has been employed. Each block in the message schedule and
compression function requires modifications. Figures 3.59 and 3.60 illustrate the block

diagrams of Tempy, and Temp,, - The subsequent block diagrams of Tempy,, and Temp,,

represent the modifications of Equations 3.15 and 3.16.
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Figure 3.59  temp,  Block Diagram Architecture
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Figure 3.60  temp, Block Diagram Architecture

These equations are incorporated into the compression function of the SHA-256

algorithm. temp, comprises ¥ 1o, Cho(next_e,e,f), Message, W, g0 and Constant, Ky 1
while temp Lo €ncompasses 300 and Majo(next_a, a, b). A 32-bit adder is employed to obtain

these outcomes. All data inputs are different for each of the blocks in  Tempy, and Temp,, block

diagram architectures. Figures 3.61 and 3.62 illustrate the two architectures for
Cho(next_e,e,f) and Majo(next_a,a,b). Both architectures comprise AND, NOT, and XOR
gates with varying implementation structures. The data inputs next_e and next_a can be
derived from the compression function of the SHA-256 algorithm, as shown in the

compression function of SHA-256.
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Figure 3.62 Majo(next_a,a,b) Function Architecture

The proposed architectures for ;0 0 and ), 10 are shown in Figures 3.63 and 3.64,
respectively. The input next_a is for )} 0 o, while the input next_e is for ). 1 o. All rotations
for both architectures proceed in the correct direction with a fixed number of values. Finally,

an XOR gate is employed to combine all the inputs to obtain the final outputs of ) 00 and

Y 1o.

next a
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ROTR?(next_a)
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Figure 3.63 Y,,(next_a) Architecture
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Figure 3.64  X1o(next_e) Architecture
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The message schedule is modified from prior results similar to that of the
compression algorithm. The modification of the previous equation for sigma0 and sigmal
has been performed after receiving the signal. The start of this sequence is at wt2 and

concludes at wtl15. Figures 3.65 and 3.66 illustrate the architectures for and

%00 %10

functions, respectively. These architectures are vital for generating the SHA-256 message

schedule. A constant quantity of value is used to rotate v, in the appropriate direction for
0y, Whereas for ¢, the new data input is used. Subsequently, v, is right shifted with a
specific value in the o, function, and similarly with the W;s. It is right shifted in the o,

function with a certain value.

» ROTR’(W,)

XOR

lV A 4

y

SHR3(W,)

Figure 3.65 0y, Architecture

ROTRY (W15) —L
ROTR™(W15) o XOR | O
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Figure 3.66 O, Architecture
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A 4

\ 4

W15

The message schedule of SHA-256 unfolding design must be modified as follows:

W =message input 0<t<15

256 256
Y790 W67 %0 M1 Wiiis  e<i<os Equation 3.25

The following equations yield the output of SHA-256 unfolding hash values.

next_e = D + Temp, Equation 3.26
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next_a = Temp, + Temp, Equation 3.27

next_eo = C + Temp,, Equation 3.28
next,, = Temp,, + Temp,, Equation 3.29
h=f

g=¢€

f =next_e

e=next_eo

d=b

c=a

b=next_a

a=next_ao

Equation 3.30

Figures 3.67 and 3.68 illustrate the revised inner architecture for Templl and
Temp21, respectively. These two inputs of figures are presented with distinct signals. This
is due to the factor 4 of the unfolding technique. Similarly, function ¥ 11 and ¥ 01 also use
a new input to be applied in the new architecture of Temp: and Temp.. The new equations
can be derived, as shown in Equations 3.31 and 3.32, by applying the new input signals to

both equations.

Wt 2
next_eo 211
f '| Tempi11
next_eo
next_e Chl(next_eo,next_e,e) Kt_2
e

Figure 3.67  Architecture of Temp,; Block Diagram
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Figure 3.68 Architecture of Temp,,Block Diagram

next el =b + Tempu Equation 3.31

next_al = Temp1 + Tempz: Equation 3.32

3.6.4.3 SHA-256 Unfolding Factor 4 and Low Power Design

This section outlines the development and execution of unfolding factor 4 for
the SHA-256 hash function. The alteration starts at the top level of the SHA-256 architecture
design, with a specific focus on two fundamental components: the message schedule and the
compression function module. These components need to be restructured to enable the
parallel execution of four rounds within each clock cycle, which effectively enhances

throughput and reduces processing latency.

The message schedule that consists of oo and o1 functions need to be rebuilt with
updated input values that correspond to four-round advances in order to account for the
unfolding factor 4. The updated equations for and oo and c1 are shown in Equation 3.33,
3.34. 3.3 and 3.36 which represents 6o, 6o, 611, and 61, . These changes guarantee that the
message words are appropriately pre-processed and positioned for processing in parallel over

several rounds.

256 F Y = T 1B r ::l' 3 . ;
aZis(Wy) = ROTR7(W,) @ ROTR'™(W3) ® SHR(W, Equation 3.33
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03;°(W3) = ROTR”(W,) ® ROTR'®*(W,) @ SHR*(W,) Equation 3.34

256 17 P 19 : 10
. next,.) = ROTRY (next_ wt) ROTR* (next_wt SHR"(next wt .
it (neXtur) @ @ ( : Equation 3.35

%% (next,,,) = ROTR' (next_wto) @ ROTR'®(next_wto) @ SHR¥(next_wto) Equation 3.36

The unfolding of the compression function begins with the derivation of the Ch and
Maj logical functions, which are used to calculate the Templ and Temp2 intermediate
values. The Ch function and the X: operation, which are included in the Templ block.
Equation 3.37 and Equation 3.38 shows the equation for Chl and Ch2 for SHA-256
Unfolding factor 4 design. The mathematical expressions for 11 and Z12 for unfolding factor

4 are shown in Equation 3.39 and Equation 3.40.

Chl (next_Eo, next_E, E)=(next_Eo A next E )@ (- next_EoAE) Equation 3.37
Ch2 (next_E1, next_Eo, next_E )=(next_E1 Anext Eo )@®(~ next_ElAnext E) Equation 3.38
Y..(nexty,) = ROTR®(nextg,) @ ROTR!(nextg,) ®ROTR?5(nextg,) Equation 3.39
Y12(nextg;) = ROTR®(nextg,) @ ROTR(nexty,) ®ROTR?® (nextg,) Equation 3.40

This is followed by the construction of the Temp2 block using the output of the Maj
function and the Xo transformation. The Maj1 and maj2 function for unfolding factor 4 is
illustrated in Equations 3.41 and 3.42, while Equations 3.43 and 3.44 represent X1 and Zo>.
Consistent data propagation across the architecture is guaranteed by recalculating £o and Maj
in accordance with the unfolding schedule. Once the formulations of Templ and Temp2
have been determined for the four-round unfolding scheme, they are employed to iteratively

update the internal state variables of the hash engine. This leads to the optimisation of the
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high-throughput design by allowing for the effective computation of the intermediate and

final hash values in a reduced number of cycles.

Majl(nexty,, next,, A) = (nexty, Anext,) @ (nexty, A A) @ (next,, NA) Equation 3.41

Maj2(nexty; Anexty,) @ (nexty, Anexty) @ (nexty; Anexty) Equation 3.42
Yoi(nexty,) = ROTR?*(next,,) @ ROTR' (next,,) @® ROTR?*?(next,,) Equation 3.43
Yoz(nexty) = ROTR?(next,;) @ ROTR'3 (next,;) @ ROTR*?(next,;) Equation 3.44

The SHA-256 unfolding factor 4 design is calculated until Tempi2 and Temp.2 since

it requires four parallel executions.

wt_3

next_el le
e l| Temp12
next_el —
next_eo — Ch2(next_el,next_eo,next_e) Kt_3
next_e —|

Figure 3.69  Architecture of Temp,, Block Diagram

next_al do
'I Tempa22
next_al -
next_ao— Maj2(next_al,next_ao,next_a)
next_a —

Figure 3.70  Architecture of Temp,, Block Diagram

Figures 3.69 and 3.70 illustrate the new outputs for both Temp functions. In both
function }; 12 and ), 02, two new signal inputs are employed. In addition, the data are
relocated to the same place in the input sequence as the one previously. Both figures
demonstrate these data inputs. The new signals for both Equations 3.45 and 3.46 are derived
from the Tempi2 and Temp2. datasets. The output of next_e2 and next_a2 are shown in the

following equations.
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next_e2 =a+ Tempz. Equation 3.45
next_a2 = Tempiz + Tempzz Equation 3.46

The message schedule is modified from prior results similar to that of the
compression algorithm. The modification of the previous equation for sigma0 and sigmal
has been performed after receiving the signal. The start of this sequence is at wt2 and

concludes at wt15. Figures 3.71 and 3.72 illustrate the architectures for 5 and ¢, functions,

respectively. These architectures are vital for generating the SHA-256 message schedule. A

constant quantity of value is used to rotate v, in the appropriate direction for o, , whereas
for 5, the new data input is used. Subsequently, \, is right shifted with a specific value in
the o, function, and similarly with the W;s. It is right shifted in the o, function with a

certain value.

. “l

Figure 3.71  Architecture of 5,

s

Figure 3.72  Architecture of 5 _

With input W3 and next_wt, oy, and a;; are computed for unfolding factor 4. The

following Equation 3.47 is used to calculate next_wt1.

next wtl =Ws + gy, + W11 + 0y, Equation 3.47
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Finally, input W4 and next_wto are used to generate the input for o, and o, . Figure
3.73 depicts the structure of next_ wt2 and the overall design of unfolding factor 4 for the
message schedule. The message input of Wo data begins with W4 and ends with W1s. The
output sequence of next wt used in unfolding factor 4 uses the similar method used in

unfolding factor 2.

Padded
message

Figure 3.73 Message Schedule of SHA-256 Unfolding Factor 4 Design

The proposed concepts in this SHA-256 design concentrate on low power design
implementation. Switching activity is a method to reduce dynamic power. State encoding
was introduced in this research as an activity technique for low power devices to reduce the
power consumption of SHA-256. For state encoding, the SHA256 unfolding transformation
designs were divided into two unique designs: SHA-256 unfolding with Binary encoding
and SHA-256 unfolding with Gray encoding. State of encoding transitions between binary
and Gray encoding are shown in Table 3.17. The maximum number of possible transitions
in a single clock cycle is shown to be three for Binary encoding and one for grey encoding

in the following table. This is because each transition between states in the encoding only
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affects one bit. Using this strategy in the creation of Finite State Machines can reduce power

usage (FSM).

Table 3.17  Comparison of Binary and Gray Encoding

State Encoding | Binary Encoding Gray Encoding
0 000 000
1 001 001
2 010 011
3 011 010
4 100 110
5 101 111
6 110 101
7 111 100

3.6.5 HMAC Design

Message authentication is the procedure of validating the authenticity of messages,
where two important factors must be considered in the verification of the authenticity of a
message, such as a source, and that the message has not been altered. In conventional
encryption authentication, both the sender and receiver possess an identical key during the
transmission process (Stallings, 1996). In other words, only the genuine user has the key to
decrypt the message. Figure 3.74 illustrates the block design for the comprehensive message
authentication procedure, which incorporates a secret key utilised for data generation within
the algorithm. The sender receives this message and its MAC; once the MAC has been
compared to the MAC at the receiver, the receiver must determine whether it has received
the same MAC using the same secret key. The message has not been changed and is deemed

authentic if the output MAC matches the one transmitted.
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Figure 3.74 Message Authentication using HMAC

3.65.1 HMAC-SHA-1 Design

HMAC is an application of hash functions. Figure 3.75 illustrates the top-
level implementation of the HMAC architecture. It consists of input pad (Ipad) with the fixed
value of 36 in hexadecimal format and output pad (Opad) with the fixed value of 5C in
hexadecimal format. The Ipad values are used as an input to the first SHA-1 design.
Subsequently, the counter activates the HMAC count to produce the output of the initial
SHA-1, which serves as the input for the subsequent SHA-1, resulting in the comprehensive
HMAC output. Figure 3.74 shows that the input message from Key @ Ipad will be combined
with the text input. These values will be the input message for SHA-1 hash function. By
using the initialisation value and message input, there will be two times of block input of
512 bits. This design comprises 64 states to produce the sequence input for both the initial
and subsequent SHA-1 designs. For the first SHA-1 design, 32 states are executed in the
processing of the data:16 states for the first 512 bits input, and another 16 states for the

second 512 bits input of SHA-1 design.

In the second 512-bit loop, the message will utilise the output from the initial 512
bits of the SHA-1 hash function as inputs to generate the output for the first SHA-1 design.
HMAC count is utilised to produce the accurate output of the SHA-1 hash function by

employing a counter to activate the output. The input concept for the second SHA-1 design
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Is identical to the input ipad. First, the output Key @ opad will be combined with the output

of the first SHA-1.

Initialisation value 69— Key ‘ﬁ@

A 4 A
Ipad Opad

v

Text Keylpad

b

rst  clk Keylpad || Text
v v
SHA-1
\ 4 \ 4
counter Design
\ 4
¥ Y .| Reg
HMAC_count >
v v
] SHA-1
Design

HMAC outplut
Figure 3.75 Implementation of Proposed HMAC-SHA-1
Subsequently, there will be two blocks of 512 bits; the output from Opad will
constitute the first block of 512 bits, while the second block of 512 bits is followed with the
output from the initial SHA-1 design. The states start from 33 states to 48 states. Then, for
the second, the states will be executed until 64 states. Similar to the prior SHA-1 design

process, the output of the second block in the second SHA-1 design will utilise the output

from the initial 512 bits of the second SHA-1 hash function. The output of HMAC-SHA-1
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has been generated. Figure 3.76 illustrates the top-level architecture of the HMAC-SHA-1

design. From this figure, there are five modules of the HMAC-SHA-1 design.

Ipad = 32°h36363636 Text input
J !
\) > Key_ipad » {Key_ipad, Text_input}
A
A
clk .
—» Key_in Key _ipad_hash
addr —» I
o e SHA1_design
o ¥ start _,, u3 L —» ready
load —p _
'\ —» » hmac_in
J > Key_opad cont
\u init_value —
opad =32’h5¢c5¢5¢5¢
round
Y hmac_count [« counter [ clk
register X 5 ud st
Key opad_hash |« (reg) mac
ué
€ Clk

A 4

clk — SHAL design | | ready_hmac
Start —p u3

— hmac_value
load > -

cont —»

init_value —»,

Figure 3.76  Top-Level Architecture of HMAC-SHA1 Design

The remaining designs are written at the top level of the HMAC-SHA-1 module,
including the output of the key XORed with Ipad and Opad. Furthermore, the execution
procedure of states for both SHA-1 implementations is stated in the top-level architecture of
the HMAC-SHA-1 design. This is because the data are chosen based on the correct count of
this module. The register module that combines the output opad data with the output of first

SHA-1 design is to be hashed one more time to obtain the results.
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3.6.5.2 HMAC-SHA-256 Design

One of the applications that usethe hash function to verify message
authentication is HMAC. An HMAC based on SHA-256 was implemented in this study.
Before any input text is hashed using HMAC, the input key is first hashed. The input key is
generated by XORing the inner pad (Ipad) with the input text. An inner pad value is 36
hexadecimal values with a 64-byte timeout, depending on the length of the key. The result
of this SHA-256 hash function will be input into the subsequent SHA-256 to generate the
HMAC design output. Before hashing the first SHA-256 output, the key inputs must be
XORed with the outer pad (Opad), which has 5C values in hexadecimal (NIST FIPS, 2002).
The concatenation of the 64-byte key, Ko, and Opad outputs, as well as the output of the first
SHA-256, will then be hashed together to produce the HMAC output. Equation 3.48 shows
an MAC calculated with the HMAC function over a textual representation of the data, while
Figure 3.77 depicts the HMAC structure using SHA-256. The symbols @ and || stand for

XOR and concatenation, respectively.

MAC(Message input). = HMAC(K, Message input);

H((Ko @ Opad) || H((Ko € Ipad) || Message input)); Equation 3.48

MAC is an application of the hash function. Figure 3.77 illustrates the overarching
implementation of the HMAC architecture, which includes an input pad (Ipad) featuring a
constant 36 hexadecimal value and an output pad (Opad) with a fixed 5C hexadecimal value.
The values from the Ipad are sent into the initial SHA-256 design. The counter then causes
the HMAC count to generate the output of the first SHA-256 to the second SHA-256 in order
to obtain the overall HMAC output. HMAC is a cryptographic authentication technique that

uses a hash function and a secret key. To obtain the HMAC results, two identical hash
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function architectures are used in the HMAC design. Meanwhile, two hash functions must
be used in the HMAC architecture to complete the HMAC structure. In this study, SHA-256

algorithms were employed in the HMAC design.

Ko

Ko XOR Ipad

\ 4

Ko XOR Ipad Message input

' !

Ko XOR Opad Hash Function ((Ko XOR Ipad) || Message input

y

Ko XOR lIpad Hash Function ((Ko XOR Ipad) || Message input

v

Hash Function ((Ko XOR Opad) || Hash Function ((Ko XOR Ipad) || Message

Figure 3.77  Illustration of HMAC Construction

Figure 3.78 depicts the architecture of an HMAC design with two SHA-256 hash
algorithms. Moreover, it illustrates how the key Ipad input message will be integrated with
the text input. These values will be used as the input message of SHA-256 hash function.
There will be two instances of 512-bit blocks if the initialisation value and message input
are used. The state machine controls the input for the first and the second SHA-256 in the
proposed design. As a result, the first SHA-256 must be executed first, and the second SHA-
256 must wait for the message input from the output of the first SHA-256 design, as shown

in Figure 3.78.
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Figure 3.78 Implementation of Proposed HMAC-SHA-256

HMAC uses two hash functions to perform the operation. Two SHA-256 hash
functions are employed in HMAC design. The initial SHA-256 algorithm must be executed
until results are achieved. These findings serve as the input for the second SHA-256
algorithm with message input. Figure 3.78 depicts the concatenation of a key with input from
an Ipad and SHA-256 with input from a message. Therefore, the validity of the results of
initial SHA-256 remains crucial in acquiring the final HMAC based on SHA-256. The 64
states in this design have generated the sequence input for the first and second SHA-256

algorithms. To process the message for the first SHA-256, 32 states are executed: 16 states
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for the first 512 bits and another 16 states for the second 512 bits for SHA-256. The message
will utilise the output of the initial 512-bit hash function to derive the output of the
subsequent 512-bit iteration of the input message. An HMAC count is used to generate the

correct output SHA-256 hash function with the help of a counter.

Input Ipad is the same concept as message input to the second SHA-256. The key
Opad output will be combined with the first SHA-256 output. There will be two 512-bit
blocks. The state begins at 33 and progresses to 48 for the first 512 bits. The remaining 512
bits will then be executed until 64 states are reached. Like the previous SHA-256 process,
the output of the second 512-bit block of the second SHA-256 will use the output of the first
512 bits of the second hash function. Finally, this will produce the resulting output, as

obtained in this study.

Secure hash functions authenticate messages; therefore, it is necessary to comply
with the hash function requirement. A hash function must possess certain properties. Some
of these properties include the generation of outputs of fixed length and the computational
infeasibility of determining an X, such that Hash(x) equals hash value. This is true for any
given code h. Calculating the hash code is straightforward; however, recovering the original
message through reversal is unattainable. In addition, it is computationally impossible to
determine y#x for any given block x for which Hash(x) = Hash(y). In other words, identical
hash codes are impossible to find, and all of these characteristics constitute weak hash
functions. Additionally, no pair (x, y) can be found for which Hash(x) = hash value,
computationally, (y). If the last property of the hash function criteria is met, the function is

considered “strong”. Any message less than 2% bits in length can be entered into the SHA-
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256 algorithm. SHA-256 processes 512-bit message inputs and 160-bit starting values to

generate a 160-bit hash code output.

Several considerations must be made to generate output. The message must first be
padded to almost exactly match 960 modulo 1,024. The pre-processing procedure
commences by adding a 1-bit input subsequent to the input message. The message is
subsequently padded with zero bits to get the desired overall length. After the message is
padded, 64-bit inputs are added to the message. Message padding consists of 512 bits in
addition to the message's total length. HMAC-based SHA-256 uses the SHA-256 approach
to determine authentication in this design. In other words, the SHA-256 hash algorithm is
utilised in the construction of HMAC. Based on the SHA-256 algorithm, the SHA-256
architecture has eight fixed inputs. Hence, the SHA-256 algorithm requires eight variables

as initial input during hash computation.

3.7 Summary

This chapter outlines the design methodology used in the development and
implementation of cryptographic hash functions on FPGA-based platforms. The workflow
initiates with the functional simulation of the proposed design utilising Verilog HDL,
confirming logical correctness before hardware mapping. The selected FPGA family is used
to synthesise the Verilog code to gate-level representation, which is then translated into a
netlist that accurately represents the hardware circuitry. Electronic design automation (EDA)
tools are used for the compilation and synthesis procedures, and timing simulations are then
used to verify setup and hold constraints, as shown in the output waveform. When
verification is completed successfully, the final design is downloaded onto the FPGA board

for real-time evaluation.

167



Methods of unfolding transformation were incorporated into the design to improve
the performance of hash function implementation. Unfolding factors 2 and 4 were introduced
to minimise the overall latency of the cryptographic algorithm. The design achieves multiple
rounds of computation per clock cycle by executing two and four iterations, respectively.
The decrease in latency is directly related to a reduction in the number of clock cycles needed
for each message block. This enhancement leads to improved throughput and supports a

high-performance hash function that is appropriate for real-time cryptographic applications.

In addition, the main performance metrics, including speed, area, and power, are
examined in relation to the unfolding techniques. By implementing unfolding factors 2 and
4, the processing time is significantly reduced, resulting in a significant increase in
performance. While the area utilisation increases slightly due to resource duplication
required for parallel execution, the trade-off is acceptable considering the speed
improvements. Furthermore, dynamic power consumption is minimised as the number of
toggling events inside the logic parts decreases according to latency, reducing unnecessary

switching activities.

The fundamental contribution of this methodology is the invention and incorporation
of unfolding-based optimisation into the MD5, SHA-1, RIPEMD-150 and SHA-256 hash
function designs. The proposed architecture not only maximises throughput but also
accomplishes energy-efficient hardware by reducing dynamic power. These results
contribute to the advancement of low-power and high-speed cryptographic cores, which are
in accordance with the broader research objective of achieving efficient hash function
designs on FPGA platforms and meet the needs of contemporary embedded security

applications.
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CHAPTER 4

RESULTS AND DISCUSSION

4.1 Introduction

The results of several hash function designs and their use in HMAC are covered in
this chapter. A synthesis process must be performed prior to the implementation phase of the
design to ensure that there are no syntax errors. ModelSim simulation tool is used in the
simulation phase to ensure that the design output is accurate. This chapter includes a brief
explanation of simulation findings for several types of hash functions, in conjunction with a
simulation graph analysis to evaluate the design outcomes. The designs are coded in Verilog
HDL, while Quartus 11 serves as the CAD tool. The designs are executed on an FPGA device,
and the accuracy of the designs is verified through the evaluation of functional simulation
and timing simulation results. Compilation entails synthesising and implementing the
design. Figure 4.1 illustrates the flowchart representing the design process of the simulation
design flow. Functional simulation is utilised to verify the accuracy of the design, whereas
timing simulation considers the delay of the design. When designing hardware, gate delay
must be considered. This will continue until the simulation generates the accurate output,
resulting in the generation of multiple outputs due to the latency during timing simulation.
To acquire the output from timing simulation, the “.vo” file with the Arria II GX device must
be compiled alongside other Verilog design files. When the designs are successful and
produce the expected results, the implementation procedure begins, and the designs are

already fitted on the target device, which is the FPGA.
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It is imperative to analyse the critical routes of the designs and consider the
maximum frequency of the circuit when developing high-performance hash functions and
HMAC designs. Three strategies are employed to enhance the performance of the designs:
modifying the HDL coding style, utilising the Timing Optimization Advisor, and employing
the TimeQuest Timing Analyzer. This includes optimisations for physical synthesis, routing
effort, and logic cell insertion. A timing verification process that assesses the time
requirements of hash function and HMAC designs is provided. It supports the industry

standard Synopsys design constraint (SDC) format. A compilation report will give the
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amount of logic utilisation, such as combination ALUTSs and total number of registers. This
project involved the design of hash functions and HMAC in Verilog HDL, compilation using
Altera Quartus Il, and simulation with ModelSim software. The design was implemented
and downloaded into an FPGA device to check its accuracy. Its frequency and throughput
performance were evaluated in comparison to previous design implementations. Improving

the implementation’s performance is the primary goal of this design.

This study concentrates on the design, optimisation, and implementation of
cryptographic hash functions at the hardware level, utilising Verilog HDL on FPGA
platforms. The goal is to enhance the performance metrics, specifically speed, area
utilisation, and dynamic power consumption, through the implementation of techniques

including unfolding transformation and Gray encoding.

Although cryptographic primitives require cryptographic strength and resistance to
assaults (e.g., collision resistance, preimage resistance), these evaluations are beyond the
scope of this work, which does not propose any new cryptographic primitive or hash
algorithm. This research utilises established and extensively studied hash functions,
specifically MD5, SHA-1, SHA-256, and RIPEMD-160, which have well-documented
theoretical cryptographic properties in the existing literature. This work contributes
indirectly to hardware-based security systems by optimising the hardware implementation
of these algorithms. This includes applications such as HMAC modules in network security,
embedded encryption devices, and FPGA-based cryptographic engines. The proposed
design methodology facilitates the secure and efficient deployment of hash functions in

resource-constrained environments, such as 10T and embedded systems.
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4.2

Results and Discussion of MD5 Design Architecture

The MD5 hash function algorithm is widely used in cryptography. This section

briefly explains the architecture of MD5. The design incorporates MD5 data paths and

padding blocks. The message is processed by padding the message input with logic ‘1’ at

the end of the message input. Subsequently, a sequence of zero values persists until the 448th

bit. The final 64 bits are reserved for the message length. In this research, the message input,

M for MD5 design is “MD5 was proposed by Ron Rivest in 1992”. This message is

converted to hexadecimal format by referring to the ASCII table in Table 4.1.

Table 4.1 ASCII Code of Message Input of MD5 Design
Bit 8-bit Binary
(MSB- Hexadecimal:Symbol
LSB)
511-448 | 01001101 | 01000100 | 00110101 | 00100000 | 01110111 | 01100001 | 01110011 | 00100000
4D: M 44:D 35:5 20:space | 77:w 61:a 73:s 20:space
447-384 | 01110000 | 01110010 | 01101111 | 01110000 | 01101111 | 01110011 | 01100101 | 01100100
70:p 72.r 6F: 0 70: p 6F: 0 73:s 65: e 64.d
383-320 | 00100000 | 01100010 | 01111001 | 00100000 | 01010010 | 01101111 | 01101110 | 00100000
20:space | 62:b 79y 20:space | 52: R 6F: 0 6E: n 20:space
319-256 | 01010010 | 01101001 | 01110110 | 01100101 | 01110011 | 01110100 | 00100000 | 01101001
52:R 69: i 76: v 65: e 73:s 74:t 20:space | 69:i
235-164 | 01101110 | 00100000 | 00110001 | 00111001 | 00111001 | 00110010 | 00101110
6E: n 20:space | 31:1 39:9 39:9 32:2 2E: .

The first step for message padding is the addition of a single bit to the end of the

message input. Subsequently, the following bits remain zero until the 448" bit. The final 64

bits will represent the message length. The message length was calculated as 39 x 8 = 312

(28 + 25 + 2% + 2%). Finally, 512-bit input messages were converted to the little-endian format

to obtain the MD5 hash code, as shown in Table 4.2. From Table 4.2, the messages are

translated using the little-endian format with 32-bit words.
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Table 4.2 512-bit message input

8-bit Binary

Hexadecimal:Symbol

Bit (MSB........... LSB)
00100000 | 00110101 | 01000100 | 01001101 | 00100000 | 01110011 | 01100001 | 01110111

35:5 44:D 4D:M 20:space | 73:s 61:a 77w

20:space
01110000 | 01101111 | 01110010 | 01110000 | 01100100 | 01100101 | 01110011 | 01101111
70: p 6F:. 0 72 r 70:p 64: d 65: e 73.s 6F. 0
00100000 | 01111001 | 01100010 | 00100000 | 00100000 | 01101110 | 01101111 | 01010010
20:space | 79:y 62: b 20:space | 20:space | 6E:n 6F: 0 52:R
01100101 | 01110110 | 01101001 | 01010010 | 01101001 | 00100000 | 01110100 | 01110011
65: e 76: v 69: i 52:R 69: i 20:space | 74:t 73:s
00111001 | 00110001 | 00100000 | 01101110 | 10000000 | 00101110 | 00110010 | 00111001
39:9 31:1 20:space | 6E:n 80: 2E:. 32:2 39:9

00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000001 | 00111000 | 00000000 | 00000000

There are 16 message blocks; each message block represents 32-bit message.
Therefore, the overall message has 512 bits. In Table 4.3, there are 16 32-bit words written

in the hexadecimal format.

Table 4.3 Message in the Little-Endian Format

Message in Hex Message in the Little-Endian

Format
4d443520 2035444d
77617320 20736177
7072670 706f7270
6f736564 6465736f
20967920 20796220
526f6e20 206e6f52
52697665 65766952
73742069 69207473
6203139 3931206e
39322e80 802e3239
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000

00000000, 00000138 00000138,00000000

173



4.2.1 MDS5 Iterative Design

MD?5 designs are successfully designed using Verilog HDL. The MD5 designs were
synthesised and implemented based on Arria Il GX Altera Quartus Il. The results of MD5
designs are based on frequency, area, and power consumption. The MD5 designs are
simulated using ModelSim to evaluate the output of the designs in terms of both functional
and timing simulation. MD5 iterative design consists of five different types of MD5 designs
such as MD5 binary, MD5 Gray, MD5 binary with Gating, MD5 Gray with gating and MD5
binary with controller. MD5 Binary represents the MD5 design with binary encoding, MD5
Gray denotes the MD5 design with Gray encoding, MD5 Gating refers to MD5 binary
encoding with clock gating, MD5 Gray gating refers to MD5 Gray encoding with clock
gating and MD5 binary with controller. The PowerPlay Power Analyser was employed to
evaluate the power analysis in order to confirm the impact of switching activity, including

state encoding and clock gating, on the MD5 designs.

The top-level RTL architectures of five different MD5 design variants are presented
in the Appendix section to illustrate the structural differences resulting from the applied
design techniques. This research involves five types of MD5 designs. MD5 binary design,
has 12 modules; MD5 Gray design has eleven modules; MD5 binary with gating design has
12 modules, and MD5 Gray with gating design has eleven modules. Meanwhile, MD5
controller design has eight modules. All MD5 algorithms are designed in iterative looping.
Thus, there are 64 iterative rounds that need to be processed to obtain the 128-bit MD5 hash

output.
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4211 Results of MD5 lterative Design

Four circuits comprise the primary loop: F, G, H,and I. Fort =0 to t = 8, the
non-linear function F was executed during the initial round of the message, as illustrated in
Figure 4.2. A_init, B_init, C_init, and D_init are the initial inputs of MD5, as represented in
this figure. The value of buffer initialisations needs to be converted into the little-endian

format to obtain the correct results.

Figure 4.2  Non-Linear Function FforB_t(t=0tot=28)

Table 4.4 Round 1 of Non-linear Function F

Function(a,b,c,d,message,shift,constant) Output B_t
FO (a,b,c,d,my,7,d7623478) bfc20e04
F1 (a,b,c,d,my,12, e8c7b756) 2445ea%a
F2 (a,b,c,d,m,,17, 242070db) bada24bf
F3 (a,b,c,d,ms,22,clbdceee) dae8f105
F4 (a,b,c,d,m4,7,f57c0faf) 1d3e2a4f
F5 (a,b,c,d,ms,12,4787c62a) 618adecl
F6 (a,b,c,d,me,17,a8304613) 605da696
F7 (a,b,c,d,m7,22,fd469501) b10d4538
F8 (a,b,c,d,ms,7,698098d8) fOce7848
F9 (a,b,c,d,mg,12 8b44f7af) adc2eal9
F10 (a,b,c,d,m1o,17,ffff5bb1) 8callc71
F11 (a,b,c,d,m11,22,895cd7be) d06eda96
F12 (a,b,c,d,m12,7, 60901122) cfc79cla
F13 (a,b,c,d,m13,12,fd987193) ef0992d6
F14 (a,b,c,d,m14,17,a679438e) 419bb7da
F15 (a,b,c,d,mss5,22, 49b40821) a41613f9
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The total round for MD5 algorithm is 64 rounds. As there are 16 steps in each round,
the final output for round 1 of non-linear function F consists of 16 different results of output
B_t. This output is based on message input, shift input, and constant input provided, as
shown in Table 4.4. The subsequent non-linear function is G. The operation is identical to
the previous function. The differences between non-linear function F and non-linear function
G are the value of message, shift, and constant. Subsequently, the last two non-linear
functions that need to be executed to obtain the results of hash function are non-linear

function H and 1.
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Figure 4.3  Non-linear Function | for B_t (t =57 to t = 63)

Figure 4.3 shows the simulation waveform for the last non-linear function I for signal
output B_t (t = 57 to t = 63). All simulation results for function F, G, H, and | for output
signal B_t is provided in the Appendix section. The second non-linear function simulation
output B_t for function G starts from 16 < t < 31.Then, this is followed by the next round
3, which consists of the non-linear function H. The simulation results start from 32 <t <
47. Finally, the non-linear function I is executed in order to obtain hash output from 48 <
t < 63. Overall, the results need to be examined thoroughly starting from non-linear

function F, G, H, and I to avoid any error, especially the sequence of the message, shift, and
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constant value for the specific time. The results of the output signal B_t for the non-linear
function | are presented in Table 4.5. Figure 4.3 illustrates the final round of the MD5

algorithm, which is represented by the sequence 163 as shown in Table 4.5.

Table 4.5 Round 4 of Non-linear Function |

Function(a,b,c,d,message,shift,constant) Output B t
148 (a,b,c,d, mo, 6, 14292244) bc2cf190
149 (a,b,c,d, ms, 10, 432aff97) c43bf785
150 (a,b,c,d, mi4, 15, ab9423a7) 9d557285
I51 (a,b,c,d, ms, 21, fc93a039) bf063e88
152 (a,b,c,d, mi2, 6, 655b59¢3) c5ec3319
153 (a,b,c,d, ms, 10, 8f0ccc92) 20d2175b
154 (a,b,c,d, mio, 15, ffeff47d) c6863889
155 (a,b,c,d, my, 21, 85845dd1) f70eal06
156 (a,b,c,d, mg, 6, 6fa87e4f) 12176270
157 (a,b,c,d, mss, 10, fe2ce6e0) d40a121f
158 (a,b,c,d, me, 15, a3014314) e4c960a4
159 (a,b,c,d, mi3, 21, 4e0811al) 2fb93bf8
160 (a,b,c,d, ms, 6, f7537e82) adf1d7b5
161 (a,b,c,d, m1, 10, bd3af235) fd93443b
162 (a,b,c,d, m, 15, 2ad7d2bb) 5a402¢56
163 (a,b,c,d, mg, 21, eb86d391) 9f2895chb

An explanation of the computational design and verification results of the MD5 hash
function is provided in this section. The MD5 algorithm resolves in the integration of its
final output with four primary inputs, which are labelled as A, B, C, and D. The synthesised
output from this architectural setup is documented in Table 4.6. Following 64 processing
rounds, the output signal B_t is identified with the hexadecimal value “9f2895cb”. This
value, alongside the initial values of the MDS5 hash function, undergoes a final
transformation to establish the final hash result. This result is then transformed from the

little-endian format to finalise the hash function's output.
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Table 4.6 Final MD5 Hash Function
Register A B C D
Initial hash value 32°h67452301 | 32’hefcdab89 32°h98badcfe 32°h10325476
Round output 32’hadf1d7b5 32°912895¢cb 32°h5a402¢56 | 32°hfd93443b
Final transformation 32’h1536fab6 32°h8ef64154 32’hf2{b0954 32°h0dc598b1
Conversion from 32’hb6fa3615 32’h5441168e 32°h54091bf2 32’hb198¢50d

little-endian format

Final hash b6fa36155441f68e5409fbf2b198¢50d

This output was verified using HashCalc software, and the MD5 designs are shown
in Figure 4.4. These outcomes precisely match the 128-bit final hash value
“b6fa36155441f68e5409fbf2b198¢c50d”, which validates the hash output derived from the
ModelSim simulation. Table 4.6 provides additional clarification on this hash value, which

is the combination of the outputs from signals A, B, C, and D.
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Figure 4.4  Output of MD5 Hash Function

The comparisons of frequency maximum for different types of MD5 designs were

analysed. In this analysis, the input message, m, “MDS5 was proposed by Ron Rivest in 1992”
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was tested. Table 4.7 illustrates the synthesis and the implementation results for MD5 binary,
MD5_Gray, MD5_Gating, and MD5_Gray_Gating. Meanwhile, the other two designs of
MD5 are for clock-gated implementation. MD5_Gating was clock-gated for encoding,
whereas MD5_Gray_Gating demonstrated clock-gated for Gray encoding. Simulation was
carried out using ModelSim-Altera to verify the correctness of the Verilog coding output.
The results for the maximum frequency and area implementation of MD5 designs are

presented in Table 4.7.

Table 4.7 Maximum Frequency and Area Implementation of MD5 Design

Design MD5 Binary | MD5 Gray MD5 Binary Gating | MD5 Gray Gating
Constraint (SDC) 7 10 7.5 10.5

FMax 154.61 MHz 134.16 MHz 141.62 MHz 137.7 MHz

ALUT 1,623 1,818 1,647 1,793

Total Register 650 974 649 973

From this table, MD5 binary encoding gives the highest maximum frequency ,154.61
MHZz) with small area implementation, which is 1,623 and 650 for ALUTs and total number
of registers, respectively. The performance of the overall design is almost similar, where the
frequency maximum for four different types of the design is in the same range. From Table
4.7, the frequency maximum for MD5_ Gray is the lowest among all these designs.
Moreover, by gating the clock into the MD5 design, the speed of the design could be
improved. From this analysis, the switching bit of the state did not affect the performance in
terms of speed of the design. Furthermore, these designs reduced power consumption due to
the switching bit of the state during the transition process. Figures 4.5, 4.6, 4.7, and 4.8 show
the timing simulation results of MD5 Binary, MD5 Gray, MD5 Binary with Gating, and

MD5 Gray with gating, respectively. These results exactly match the output signal of the
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128-bit final hash value “b6fa36155441168e5409tbf2b198c50d”, validating the hash output

obtained from the ModelSim simulation.

Modifications to the MD5 design can produce varied effects. The MD5 design's
performance was assessed in terms of power consumption, area, and speed. A controller is
added to the design to execute the data automatically once the clock is supplied to the design.
In other words, the message data are kept in the ROM file. The outcomes of the maximum
frequency (FMax) for MD5 designs are presented in Table 4.8. From these results, the input

data are already in the ROM file, which is written in Verilog code.

Table 4.8 Maximum Frequency of MD5b Design

Design Clk Constraint Fmax (MHz)
MD5 with Controller | 10 135.78

The increment of the maximum frequency can produce the high-speed design
because a higher throughput design requires a higher speed design with minimum delay.
Nevertheless, the area implementation of the design needs to be considered as well. The
logical implementation of the MD5 design is categorised into two components:
combinational ALUTSs and the total number of registers, as seen in Table 4.9. From this table,
the usage of area implementation for both designs are almost similar. The number of
combinational ALUTs for MD5 with Controller design is 712. In this design, MD5 with

Controller design uses only a total of 586 registers.

Table 4.9 Area Implementation of MD5 Design (Arria Il GX: EP2AGX45DF25C4)

Logic Utilisation
Design Combinational ALUTs | Total Registers

MD5 with Controller 712 586

180



© [t _Message _ryut_ 1

I - b6fa36155441f68e5409fbf2b198¢50d
W /t Message rput ... |0

W Nt Message_ront ., )
. 3932200 [ 39322000 | | | | I |
A Output Signal MD5 - Sam— | : : . . . . - : : 4 i 3
.+ 5083106364 1¢d. . "
+, @ t Messoge_rput_... |béeddisf
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The results of MD5 design implementation on reconfigurable hardware depend on
the choice of FPGA family devices and the structure of HDL code chosen. Consequently,
following the design of the MD5 architecture, the synthesis and implementation stages were
required to determine the design's critical path. In this study, the TimeQuest Timing
Analyzer was used to optimise and produce better FMax with clock constraint input. Each
design must specify the accurate value for clock constraint. Therefore, the iteration process
was executed several times for all designs. Moreover, there are several reasons for applying
the TimeQuest in designing the MD5 for this project. It is easier to use because it provides
a simple GUI and interactive reporting for analysing timing, industry standard, and more
powerful with SDC format, allowing for faster, easier description, and analysis of advanced
design constructs. The simulation results display all input and output signals within the MD5
architecture. Figure 4.9 shows the simulation results with different input values. The output
data 0 signal of the MD5 design for the input value “a” s
“Occl75b9c0flb6a831c399e269772661”. The outcome from the ModelSim simulation
matched the anticipated result of the MD5 hash code, thereby confirming the successful

verification of the MD5 design.

4, MDS5_Test/dk
4. MDS_Testjreset

4 MDS_Testfoad i Occl175b9c0flb6a831¢c399e269772661 M
4 MD5_Testfready_o ‘ ‘ l |

Output Signal MD5 5 - - : =

-4 MDS_Test/data_o Occ175b9c0fIbe.,. | Dcc 638 661

Figure 4.9  Simulation Results of MD5 Design with Input “a”

The primary objective of developing various MD5 designs for this research was to
assess their performance regarding speed and area, utilising Arria 11 GX family devices from
Altera Quartus Il. Besides, introducing appropriate clock constraint of the design could

increase its performance, as well as meet the timing requirement with positive slack. In other
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words, in order to create a high-performance design, the circuit's performance design must
be improved while the design's critical path might be shortened. Consequently, it is necessary
to shorten the MD5 design's critical path in this study. The increment of the frequency
maximum can produce a high-speed design because a higher throughput design requires
higher speed design with minimization of delay. Additionally, modifying the HDL design

style can also be crucial to improving the MD5 design's performance.

4212 Result of Low-Power MDS5 lterative Design

The PowerPlay Analyzer may be used to determine the MD5 design's power
consumption. It is divided into two parts: design concept and design implementation. During
design concept, PowerPlay Early Power Estimator is used based on user input and Quartus
Design Profile. For design implementation, it can be analysed using Quartus Il PowerPlay
Power Analyzer during place and route and from simulation results. Table 4.10 shows the
results of simulation-based power estimation of four different types of MD5 designs. Power
dissipation can be broken down into three distinct components using this table: 1/0 thermal
power dissipation, static power dissipation, and dynamic thermal power dissipation. As
mentioned previously, signal toggling causes dynamic power, leakage currents cause static
power, and I/O power takes into account the 1/0O pin, as well as every characteristic that
might possibly describe the off-chip board trace at each 1/0 pin (Altera, 2010). Altera
Quartus 1l PowerPlay Power Analyzer is a power analysis tool that can provide the most
accurate power analysis; it uses the actual design placement and routing and logic
configuration. In other words, it is capable of offering a precise assessment of power
consumption. The accuracy of the PowerPlay Power Analyzer is usually within a range of

+10% when accurate design information is provided (Altera, 2010). These power predictions

184



generated by the PowerPlay Power Analyzer tool are accurate as if the designs are verified

with the actual silicon.

The experimental results indicate that the MD5 Binary-encoded design demonstrates
the highest total thermal power dissipation, measured at 363.70 mW, principally attributable
to its increased dynamic power, which exceeds static and I/0 power components. In contrast,
the static and I/O power values across all MD5 variants remain relatively consistent,
indicating that the observed differences are primarily attributed to switching activity within
the design logic. Dynamic power dissipation was greatly decreased by using Gray encoding.
The MD5 Gray-encoded architecture showed a decrease of 21.52 mW, demonstrating the
effectiveness of limiting state transitions to a single bit per cycle. Similarly, incorporating
clock gating into the MD5 Binary design reduced dynamic power to 21.16 mW by
eliminating unnecessary switching during idle periods. This is important to note that Gray
encoding and clock gating were combined to produce the lowest dynamic power dissipation
at 19.21 mW, thereby confirming the beneficial impact of both methods in reducing
switching activity. This design also maintained a moderate area usage, with 649 registers,
and operated at a maximum frequency of 141.62 MHz. While this frequency is slightly lower
than the MD5 Binary variant, it is well within acceptable limits for high-throughput
applications. As a result, the MD5 Gray-encoded design with clock gating provides the most
power-efficient implementation of the four MD5 designs, making it the best choice for high-
performance, low-power cryptography applications. With careful register placement and
optimised HDL coding techniques, Gray encoding and clock gating were integrated to offer
significant dynamic power reductions on the FPGA without sacrificing functionality or
timing closure. This result demonstrates that the best way to lower dynamic power in FPGA-

based MD5 implementations is to use both clock gating and Gray encoding.
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Table 4.10  Simulation-based Power Estimation of Four Different Types of MD5

Designs

Design MD5 Binary MD5 Gray | MD5 Binary | MD5 Gray | MD5
Gating Gating Controller

Total  Thermal | 363.70 mW 360.51 mW | 359.99 mW 358.88 mwW 410.26
Power
Dissipation
Core  Dynamic | 24.23 mW 21.52 mW 21.16 mW 19.21 mW 11.43
Thermal  Power
Dissipation
Core Static | 321.14mW 320.99 mW | 320.54 mW 321.67 mW 317.70
Thermal  Power
Dissipation
1/0 Thermal | 18.33 mW 18.00 mW 18.29 mw 18.00 mwW 81.13
Power
Dissipation

The power estimate for each MD5 design variant was determined by utilising the
Value Change Dump (.vcd) file, which was produced from the gate-level simulation in
ModelSim after functional verification. These files capture the design's switching activity
and provide input to the PowerPlay Power Analyser in Altera Quartus Il, which generates
comprehensive reports on static and dynamic power dissipation. All four MD5 designs, such
as binary-encoded, Gray-encoded, binary with clock gating, and Gray with clock gating,
were designed using Verilog HDL and synthesised using the Altera Arria |l
EP2AGX45DF25C4 FPGA. The synthesis process included area, timing, and power

analysis.

Pipeline registers were manually inserted at the output of the non-linear function
blocks within the MD5 datapath to enhance the maximum operating frequency (FMax). This
reduced the critical path delay by breaking long combinational logic paths and allowed the
circuit to meet tighter timing constraints. The Quartus Il Timing Analyser indicated that
register placement significantly improved setup timing and led to an increase in FMax.

Additionally, register balancing and pipelining not only improved frequency performance
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but also facilitated more precise clock gating control. The implementation of clock gating in
specific control logic and idle states resulted in a reduction of unnecessary toggling. The
combination with Gray encoding proved particularly effective, as it inherently reduces

switching activity through single-bit transitions between states.

The Gray-encoded design with clock gating among the four MDS5 designs
demonstrated the lowest dynamic power consumption, as validated by the Power Analyser
results. This proves that combining low-power methods like selective clock gating and Gray
encoding with well-placed registers may greatly increase the power efficiency of FPGA-
based cryptography hardware. The Quartus Il Resource Optimisation Advisor and Timing
Optimisation Advisor were utilised to refine design constraints and synthesis strategies,
ensuring that each design variant achieved optimal trade-offs among area, speed, and power.
In summary, the MD5 Gray encoding with clock gating design is the most power-efficient
implementation of all the versions that were studied, which makes it ideal for FPGA low-

power cryptography applications.

4.2.1.3 Discussion of MD5 Iterative Design

Table 4.11 shows the results for the synthesis and implementation of MD5
design based on both Altera and Xilinx from previous research. The output results for MD5
(Y. Wang et al., 2010), which is based on iterative technique, can improve the frequency
maximum of the design by using a Carry Save Adder (CSA) with 102.7 MHz of frequency
maximum. On the other hand, MD5 (Jarvinen et al., 2005) provides fast performance and
large area logic resources for pipelining design, whereas the results based on iterative
implementation using Xilinx give small logic area implementation with 78.3 MHz of
frequency maximum. Furthermore, the iterative looping for MD5 (Diez et al., 2002) using

Xilinx, which involves iterating several times to perform a complete loop, gives 60.20 MHz
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of frequency maximum. Meanwhile, the implementation of MD5 (Deepakumara et al.,
2001b) shows that the device utilisation of iterative design is significantly small, resulting
in 880 slices with 21 MHz of frequency maximum. It also shows that the implementation of
MD?5 on Stratix Il GX gives 103.32 MHz with clock constraint 11, while MD5 (Y. Wang et
al., 2010) contributes only 102.7 MHz. However, this design uses large area implementation.
Besides, it can be clearly seen that the Arria Il GX family device provides high frequency
maximum, which is 152.32 MHz, with combinational ALUTs of 1,989, and the usage of
total register is 1,713. Hence, Arria Il can contribute to high performance of the design, as

well as increase the throughput of the design.

Table 4.11  Synthesis and Implementation of MD5 Design

Design Device FMax Combinational | Total Slices
(MHz) | ALUTS (Altera) | Register | (Xilinx)
(Altera)

MD?5 Binary Arria 11 | 154.61 1,623 650 -
GX

MD5 Gray Arria 11| 134.16 1,818 974 -
GX

MD5  Binary | Arria 11 | 141.62 1,647 649 -

Gating GX

MD5 Gray | Arria 11 | 137.7 1,793 973 -

Gating GX

MD5 Arria 11| 135.78 712 586 -

Controller GX

MD5(Wang et | Stratix Il | 102.7 1352 462 -

al., 2010) GX

MD5(Jarvinen | Virtex Il | 78.30 - - 1325

et al., 2005)
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Table 4.11  Continued

MD5(Diez et | Virtex Il | 60.20 - - 1369
al., 2002)

MD5(Deepaku | Virtex V | 21 - - 880
mara et al,

2001b)

Table 4.11 shows that the highest maximum frequency of the proposed MD5 designs
is 154.61 MHz. However, this design employs a large area implementation, with 1,623
combinational ALUTs and 650 registers. The highest frequency of the MD5 design
controller is inferior to that of the MD5 binary design; however, it employs a compact area
implementation utilising 586 combinational ALUTSs. Consequently, Arria 11 GX can enhance
the design's performance and increase its throughput. The design's throughput can be

determined using Equation 4.1.

(512 x fMax)
Number of cycle (Latency)

Throughput = Equation 4.1

In conclusion, various types of MD5 designs were successfully designed using
Verilog. Based on PowerPlay Power Analyzer, the implementation with Gray encoding and
clock gating can reduce power consumption. It provides accurate simulation-based power
estimation. From this analysis, the dynamic power dissipation of MD5 Gray encoding with
clock gating decreased by approximately 20.72% compared to MD5 Binary design.

Moreover, MD5 binary encoding can be classified as an efficient implementation of MD5

design, which can provide balance in terms of speed, area, and power.
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4.2.2 MD5 Unfolding and Pipelining Design

The top-level RTL architectures of MD5 unfolding design, MD5 unfolding with
four-stage pipelining design, and MD5 unfolding with 32-stage pipelining design are
presented in the Appendix section to illustrate the structural differences resulting from the
applied design techniques. These designs are based on unfolding factor 2 and pipelining
architecture. Thus, there are 32 rounds that need to be processed to obtain the 128-bit MD5

hash output.

4221 Results of MD5 Unfolding and Pipelining Design

The message input for MD5 unfolding and pipelining design is “MD5 was
proposed by Ron Rivest in 1992.”. This section covers three types of MD5 design: MD5
unfolding design, MD5 unfolding with four-stage pipelining design, and MD5 unfolding
with 32-stage pipelining design. The designs were simulated in ModelSim for functional and
timing analysis. Figures 4.10 and 4.11 show the functional and timing simulation of MD5
unfolding design. Figures 4.12 and 4.13 illustrate the functional and timing simulation of
MD?5 unfolding with four-stage pipelining. The last two figures, Figures 4.14 and 4.15, show
the functional and timing simulation of MD5 unfolding with 32-stage pipelining. The
simulation results indicate that the MD5 unfolding and pipelining design produces the

accurate MD5 hash code corresponding to the input message.
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4222 Discussion of MD5 Unfolding and Pipelining Design

This study successfully synthesised and implemented MD5 designs using
Verilog HDL in Altera Quartus I1, with functional and timing verification conducted through
simulation in ModelSim. The performance evaluation presented in Table 4.12 compares the
proposed MD5 design with previous research, particularly that of Wang et al. (2010). The
proposed MD5 design utilises unfolding transformation with 32-stage pipelining, achieving
a throughput of 137.972 Gbps, reflecting a 330.7% increase compared to the same design of
wang with unfolding with 32-stage pipelining throughput of 32.035 Gbps. This significant
performance gain is attributed to the parallelism and pipelining introduced in the datapath,
enabling multiple rounds of computation to be executed concurrently within a 4 ns clock

period.

The proposed design achieved area efficiency by employing 23,188 combinational
ALUTs and 2,715 registers, in contrast to Wang’s utilisation of 36,790 ALUTs and 26,758
registers. This indicates a reduction of approximately 36.9% in ALUT usage and an 89.9%
reduction in registers, illustrating that the proposed architecture attains high performance
while minimising hardware resource consumption. The maximum operating frequency
increased from 66.48 MHz in Wang’s design to 290.53MHz in my proposed work, resulting
in a 337% enhancement in clock speed. The enhancement in frequency, along with optimised
state encoding and pipelining techniques, directly resulted in increased throughput while
maintaining area constraints suitable for FPGA implementation.2The findings demonstrate
that the proposed MD5 architecture achieves high-performance throughput and frequency
while maintaining a reduced area footprint relative to previous designs, thereby presenting a
more practical and scalable solution for high-speed, low-power cryptographic applications

on FPGA:s.
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In this research, all designs use Arria Il GX: EP2ZAGX45DF29C4 for the synthesis
and implementation process. There are several other FPGA family devices, such as Stratix
for high-performance FPGAs and Cyclone for low-cost FPGAs. Hence, to obtain a balance
between power and performance, the Arria 11 GX device has been chosen because the Arria
series provides a low-cost transceiver for FPGA devices. Moreover, the device also delivers
optimal performance and power efficiency. The throughput of the MD5 design increased
significantly due to the latency of the design. The latency for MD5 iterative design is 66
cycles. The latencies of the MD5 unfolding design and MD5 unfolding with pipelining are
33.5and 34.5, respectively. The throughput of the MD5 architecture can be determined using
Equation 4.2, where p is the number of stages in pipelining. Table 4.12 indicates that the
optimal design of the MD5 hash function regarding speed and area can be achieved by the
use of pipelining and unfolding transformations. This method provides small-area

implementation, as well as high speed.

Throughput = (512 x fMax x p)/Latency Equation 4.2

Table 4.12  Comparison of MD5 Designs and Their Implementation

MD5 Design Device FMax Throughpu | ALUTs/Total
(MHz) | t (Mbps) Register/Slice

Proposed MD5 | Arria Il GX: 72.26 1,104.39 1,344/786/-

Unfolding EP2AGX45DF29C4

Proposed MD5 | Arria Il GX: 234.05 13,892.56 3,728/980/-

Unfolding EP2AGX45DF29C4

4Pipelining

Proposed MD5 | Arria Il GX: 290.53 137,972.27 | 23,188/2,715/-

Unfolding EP2AGX45DF29C4

32Pipelining

(Fanetal., Altera (no device

2023) mentioned) 133.6 1068.8 2,334

(Tian et al., Altera Cyclone Il

2018) EP2C35F672C6 50 4,895
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Table 4.12  Continued
(Landge & n.a Simulati | n.a n.a
Mishra, 2016) on time
of 6,900
ns
(R. Saeed, 2016) | Xilinx Spartan 3-
xc3s1400a-4fg484 - 806.596 -
(Zhong et al., n.a n.a n.a n.a
2016)
(Noaman, 2013) | Xilinx XC3S1400A |n.a n.a -/-17,499
Wang_32Pipe | Altera Stratix 11 66.48 32035 36,790/26,758
Wang et al., EP2SGX90FF
2010) (*latency
34)
Wang_32Pipe Altera Stratix Il 86.32 21,428 36,296/25767
(Wang et al., EP2SGX90FF
2010)
Wang_4Pipe Altera Stratix Il 97.95 3,039 5,929/3,484
(Wang et al., EP2SGX90FF
2010)
Wang_ite.(Wang | Altera Stratix Il 102.7 810 1,352/462/-
et al., 2010) EP2SGX90FF
He and Xue (He | Cyclone Il 48.2 4,355 30,134/-/-
& Xue, 2010) EP2C35F672C6
(Deepakumara | Virtex 21 165 -/-1880
et al., 2001) \V1000FG680-6
(Diez et al., Virtex 23000 60.2 467.3 -/-11,369
2002)
(Jarvinenetal., | Virtex-Il 78.3 607 -/-11,325
2005) XC2V4000-6

A comparison of the performance to area ratio of MD5 designs is presented in Figure
4.16. This graph shows that MD5 unfolding with 32-stage pipelining gives the highest value;

thus, this design provides better results than other designs.
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Comparison of performance to area ratio of MD5
designs

Figure 4.16  Comparison of Performance-to-Area Ratio of MD5 Designs

MD5 designs based on Quartus Il Arria Il GX: EP2AGX45D F29C4 were
successfully synthesised and implemented. According to the findings, the MD5 unfolding
that was proposed, which included 32 stages of pipelining, is capable of providing a high-
performance MD5 design in terms of speed, area, and throughput. The unfolding
transformation gives a high-throughput MD5 design by reducing its latency. Moreover, the
pipelined MD5 design has high speed in the maximum frequency. Therefore, an MD5 design
combining the unfolding transformation and pipelining can improve the performance
significantly. In this study, the maximum frequency (FMax) for MD5 unfolding with 32-
stage pipelining is 290.53 MHz with a throughput of 137.97 Gbps. This maximum frequency

is approximately 144.3% higher than that of an iterative design.

The proposed MD5 hash function's performance was assessed regarding maximum
operating frequency (FMax) and throughput and compared with previously published
designs. Figure 4.17 illustrates that the proposed MD5 design, executed through unfolding
with 32-stage pipelining on the Altera Arria Il GX EP2AGX45DF29C4 FPGA, attained a
maximum frequency (FMax) of 290.53 MHz, exceeding all other designs referenced in the

literature.
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Figure 4.17  FMax of MD5 Design Figure 4.18 Throughput of MD5 Design

In comparison, Wang et al. (2010) achieved 66.48 MHz on a Stratix Il GX device,
whereas Fan et al. (2023) reported 133.6 MHz without specifying the FPGA model. This
reflects a 337.1% increase in operating frequency relative to Wang's design and a 123.4%
increase compared to Fan’s work. Figure 4.18 illustrates that the combination of a high clock
frequency and deep pipelining yields a throughput of 137,972.27 Mbps, the highest recorded
among all evaluated MD5 implementations. In comparison, Wang et al.'s 32-stage pipelined
design obtained a throughput of 32.035 Gbps, resulting in a 330.7% enhancement in
throughput relative to the MD5 proposed design. These improvements are attributed to the
effective integration of unfolding transformation and pipelining, which reduce the critical

path delay and allow concurrent execution of MD5 rounds.

4.3 Results and Discussion of SHA-1 Design Architecture

In this research, the message input for the SHA-1 design architecture is “abc”. Table
4.13 displays the ASCII code corresponding to the input message. A single 1 bit will be
added to the end of the message input. Subsequently, it is succeeded by zero bits until the

448™ bit. Similar to the MD5 architecture, the final 64 bits include the message length,
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but formatted in the big-endian format. Table 4.14 shows the overall 512-bit message for the

input message “abc” in binary format.

Table 4.13  ASCII Code of Message Input for SHA-1 Design

Bit 8-bit Binary
(MSB-LSB) Hexadecimal: Symbol
23-0 01100001 | 01100010 | 01100011
61:a 62: b 63:c

Table 4.14  512-bit Message Input

8-bit Binary
Hexadecimal: Symbol

Bit (MSB....LSB)
01100001 | 01100010 | 01100011 | 10000000 | 00000000 | 00000000 | 00000000 | 00000000
61: a 62: b 63.c
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00011000

Table 4.15 shows the input message in the big-endian format, where a, b, and c
represent 61, 62, and 63 in hexadecimal, respectively by referring to the ASCII table. A 1-
bit message will be added to the end, but the remaining input will be zero, as the
input message consists solely of “abc”. The final 64 bits are allocated for the bit length of

the input message “abc”. The message length is 8 x 3 = 24.

Table 4.15  Message in the Big-Endian Format

Message in Hex Message in the Big-Endian
Format
61626380 61626380
00000000 00000000
00000000 00000000
00000000 00000000
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Table 4.15  Continued

00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000, 00000018 00000000,00000018

4.3.1 SHA-1 Iterative Design

The top-level architecture of SHA-1 design is presented in the Appendix section to
illustrate the structural. There are eleven modules in this design: shal_init, dff _sel, mux1,
sha_counter, coder_round4, dff round4, sha schedule2, KConst, dff KConst,
StepFunctionl, and shal hash. The design starts with shal init module; five buffer
initialisations are given to the StepFunctionl module. The main function of sha_counter is
to count the process of SHA-1 until it reaches the 80" step of processing. In the
StepFunctionl module, there are four rounds with four different non-linear functions. This
round executes 20 steps for each round. Furthermore, there are four different constants for
every 20 steps. This design only involves the iterative design; all the output hashes will be
channelled back to the input by using one block unit module. The Sha_schedule2 module is
a message schedule module; the message for t greater or equal to 16 will use the following

Equation 4.3.

Wt = ROTLl(Wt_g @ Wt—8 @ Wt—14 @ Wt—16) Equatlon 4.3
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4311 Results of SHA-1 Iterative Design

The simulation results commence with the initialisation of buffers A, B, C, D,
and E. Figure 4.19 illustrates the simulated outcomes for Ain output fromt =1to t = 10.
From this simulation, the message input for SHA-1 is directly from the data input with a
fixed constant value. The results for Ain output are tabulated in Table 4.16. The simulation
calculation relies on Ain output, as the design's critical path is determined by the value of
shift A, non-linear function f(b,c,d), input E , message, and constant value. In this simulation
section, the output Ain is divided into eight parts. Thus, the output simulation of Ain output
can be seen clearly. Each simulation consists of ten data. By referring to the table of Ain

output, the results from ModelSim can be evaluated.

Output Signal A

T
D
o‘
o
o
o
o
o

Figure 4.19 Ain(t=1tot=10)

Table 4.16  Ain OQutput (t=1tot=10)

Shift A, Function(b,c,d),message, E, constant) Ain Output
A<<5 func(B,C,D),E,W,;,5a827999 0116fc33
A<<5,func(B,C,D),E,W,,5a827999 8990536d
A<<5,func(B,C,D),E,W;,5a827999 a1390f08
A<<5,func(B,C,D),E,W,,5a827999 cdd8ellb
A<<5,func(B,C,D),E,W,5a827999 cfd499de
A<<5,func(B,C,D),E,W,,5a827999 3fc7cad0
A<<5,func(B,C,D),E,IW,,5a827999 993e30cl
A<<5,func(B,C,D),E,W5,5a827999 9e8c07d4
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Table 4.16  Continued

A<<5,func(B,C,D),E,W,,5a827999 4b6ae328
A<<5 func(B,C,D),E, W, ,,5a827999 83511929

The next round is the simulation for output Ain from t = 11 to t = 20. The simulation
results of Ain can be derived by assigning varying values to A, B, C, D, and E in the function.
The simulation was executed until the 80" round to obtain correct results. The correct results
are obtained by employing a similar non-linear function and constant value for the first 20
cycles of the SHA-1 design in the Ain output. The subsequent round of SHA-1 design will
commence with a new non-linear function and constant value, following the evaluation of
the initial 20 cycles. As mentioned earlier, the input message that is greater or equal to 16
will use Equation 4.3 to calculate the message. Thus, for this simulation, the messages of
SHA-1 are obtained from the equation. By using the same non-linear function and constant
value, this round will continue until the 40" round with different data for A, B, C, D, and E.
The subsequent simulation starts from t = 31 to t = 40, and the process is similar to the
previous operation. There are 80 rounds to obtain the final hash code. Finally, the last 10
rounds will be executed, as shown in Figure 4.20, to obtain the SHA-1 hash code. The
simulation results from ModelSim are provided by the Ain outputs, as illustrated in Table
4.18. The SHA-1 hash function obtains the correct hash code by assigning varying values to
A, B, C, D, and E, as indicated by the simulation results.
“a9993e364706816aba3e25717850c26¢9cd0d89d” is the output of the SHA-1 hash code,
with the message input “abc”. This output is verified in the following section using HashCalc

software.
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Table 4.17  Ain Output (t=71tot = 80)

Shift A, Function(b,c,d), message, E, constant) Ain Output
A<<5,func(B,C,D),E,W-,, ca62c1d6 €199f8c7
A<<5,func(B,C,D),E,IW,,, ca62c1d6 39859de7
A<<5,func(B,C,D),E, W54, cab2c1d6 edb42de4
A<<5,func(B,C,D),E,W-,, ca62c1d6 11793f6f
A<<5,func(B,C,D),E,W-:, cab2c1d6 5ee76897
A<<5,func(B,C,D),E, W, cab2c1d6 63f7dab7
A<<5,func(B,C,D),E,W,-, ca62c1d6 a079b7d9
A<<5,func(B,C,D),E,W-g, cab2cld6 860d21cc
A<<5,func(B,C,D),E, W54, cab2cld6 5738d5el
A<<5,func(B,C,D),E,Wj,, cab2c1d6 42541b35

4312 Discussion of SHA-1 Iterative Design

Table 4.18 also shows comparative overview of early SHA-1 iterative hardware
designs (2002-2009). More recent SHA-1 implementations are discussed separately in next
section; these results are presented for legacy comparison purposes. While legacy designs
from 2002 to 2009 provide foundational insights, this study prioritizes performance
benchmarking against more recent works (2020-2024) to ensure relevance to modern FPGA
technologies and synthesis tools. Jarvinen (2004) implemented the SHA-1 hash algorithm in

VHDL, which was then directly implemented on an FPGA. Jiang et al. (2009) introduced
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four distinct varieties of SHA-1 architecture, including iterative, four-stage pipeline, and 40-
stage pipeline, which are capable of both iterative and loop unrolling. The proposed design
methodology is based on the inner structure of the main block of the SHA-1 algorithm,
which can reduce the design delay. The implementation of the message schedule SHA-1
hash function using CSA to perform addition operations in order to increase the speed of
execution was proposed by Miao et al. (2009) and Dai & Zhou (2003). Diez et al. (2002)
proposed two unrolled SHA-1 round with partial unrolling architecture for the

implementation.

Table 4.18  Comparative Overview of Early SHA-1 Iterative Hardware Designs (2002—

2009).
Design Device Slices/ | FMax | Throughput
ALUTs | (MHz) | (Mbps)
SHA-1 (Proposed) Virtex-11 2V2000-6 936 117.10 | 726.73
SHA-1 (Proposed) Stratix-11 GX 530 119.92 | 744.23
SHA-1 (Lee et al., 2011) Xilinx XCV1000 NA 84.0 935
SHA-1 (Lee et al., 2011) Xilinx XCV1000 NA 36.5 1,170
ite (Jiang et al., 2009) Stratix-11 GX 947 253.07 | 1,561
ite_4p (Jiang et al., 2009) Stratix-11 GX 3576 241.16 | 5,880
ite_40p (Jiang et al., 2009) | Stratix-1l GX 32582 | 212.40 |51,785
u_nr_40p (Jiang et al., 2009) | Stratix-11 GX 33764 | 163.70 | 76,195
SHA-1(Miao et al., 2009) Stratix 1131 171.821 | 727.853
SHA-1 (Michail et al., 2005) | Xilinx V150 NA 55 2,816
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Table 4.18  Continued
SHA-1 (Proposed) Virtex-11 2vV2000-6 936 117.10 | 726.73
SHA-1 (Proposed) Stratix-11 GX 530 119.92 | 744.23
SHA-1 (Lee et al., 2011) Xilinx XCV1000 NA 84.0 935
SHA-1 (Lee et al., 2011) Xilinx XCV1000 NA 36.5 1,170
ite (Jiang et al., 2009) Stratix-11 GX 947 253.07 | 1,561
ite_4p (Jiang et al., 2009) Stratix-11 GX 3576 241.16 |5,880
ite_40p (Jiang et al., 2009) | Stratix-11 GX 32582 | 21240 |51,785
u_nr_40p (Jiang et al., 2009) | Stratix-11 GX 33764 | 163.70 | 76,195
SHA-1(Miao et al., 2009) Stratix 1131 171.821 | 727.853
SHA-1 (Michail et al., 2005) | Xilinx V150 NA 55 2,816
SIG-SHA-1 (Jarvinen, 2004) | Virtex 11 2vV2000-6 1275 117.5 734
SHA-1 (Dai & Zhou, 2003) | Altera EP1K100-1 1622 43.08 268.99
SHA-1 (Diez et al., 2002) Virtex-11 23000 1550 38.6 899.8

The unfolding transformation technique was proposed for the design method by Lee
etal. (2011). Another technique was introduced by Michail et al. (2005), which involved the
modification of the expressions A, B, C, D, and E, as well as the operation of the K constant
and the message schedule of the SHA-1 algorithm. The proposed SHA-1 algorithm on Xilinx
was implemented with a clock frequency of 117.1 MHz and 936 slices in this design. This

result is similar with the SHA-1 algorithm implemented by Jarvinen (2004), where the clock
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frequency is 117.5 MHz, but the number of slices is 1,275. The implementation of the
proposed SHA-1 algorithm on Altera Stratix |1 GX requires only 530 combinational ALUTS.
This result shows that the area implementation is reduced in comparison to other publications
on Stratix Il (Jiang et al., 2009;Miao et al., 2009). However, the clock frequency of this
implementation is only 119.92 MHz. Although some of the SHA-1 designs referenced are
from 2002-2009, they are still frequently cited in hardware-based cryptographic literature
and are valuable for comprehending the architectural evolution of SHA-1 on early FPGA
platforms. However, this study also compares to recent works to ensure its current relevance

in unfolding design section of SHA-1.

The architecture of SHA-1 algorithm was successfully synthesised and implemented
with both Xilinx Virtex Il and Altera Stratix 11 GX using Verilog HDL. The critical path of
the SHA-1 design implementation is exemplified by the maximum clock frequency. In order
to achieve a high-performance design, it is necessary to evaluate the area in addition to the
speed. Pipelining will give high performance, but this structure tends to increase resource
utilisation. Therefore, HDL coding styles also affect the implementation result of the design.
In order to optimise the implementation’s throughput, it may be necessary to implement an

alternative methodology or technique that increases the clock frequency.

4.3.2 SHA-1 Unfolding and Pipelining Design

The top-level architecture of SHA-1 unfolding design is presented in the Appendix
section to illustrate the structural. There are ten modules in the SHA-1 unfolding design:
shal_init, dff_sel, mux1, sha_counter, message_unfolding, round4, Kt, func, shal_hash, and
shal. In this design, message and constant are divided into two parts, namely messagel,

message2, constantl, and constant2. This is because the unfolding design executes two hash
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operations in one cycle. In other words, this design is unfolded by two factors. The rest of
the design is similar to the SHA-1 design architecture. This design has the potential to
enhance the throughput of the SHA-1 design by reducing the number of cycles required to
generate the SHA-1 hash code from 80 cycles to 40 cycles. . The top-level architecture of
SHA-1 designs are SHA-1 inner pipelining design, SHA-1 with four-stage pipelining, SHA-
1 with 40-stage pipelining, and SHA-1 unfolding with 40-stage pipelining. The structures of
the SHA-1 designs are almost similar. The difference of these designs is the modification on

unfolding and the number of stages of pipelining.

4321 Results of SHA-1 Unfolding Design

In this section, simulation results of the SHA-1 unfolding design are explained.
The process of SHA-1 unfolding design operates two hash operations in one cycle.
Therefore, there are two messages and two constants that are executed in parallel form during
the operation. In other words, in terms of cycles for the SHA-1 unfolding design, the number
decreases from 80 cycles to 40 cycles. Figure 4.21 shows the simulation results for signal
output A from t = 1 to t = 10. From this simulation, the outputs of A will be executed after
two operations of SHA-1 hash function are executed in one cycle. The data for A outputs are
given in Table 4.19; the two operations were executed simultaneously. These results provide
a complete operation for 20 cycles with the same non-linear function and constant, which

decreased to 10 cycles.
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Figure 4.21: A(t=1tot=10)

Table 4.19 A Output (t=1tot=10)
Shift A, Shift Temp,Function A Output
(b,c,d),Function(a,b<<30,c),Messagel,Message2,D,E,Constant1,
Constant2
A<<5 Temp<<5,F(b,c,d),F(a,b<<30,c),W;, W,,D,E,5a827999, 5a827999 | 8990536d
A<<5 Temp<<5,F(b,c,d),F(a,b<<30,c),W;, W,,D,E,5a827999, 5a827999 | cdd8ellb
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c), W, W,,D,E,5a827999, 5a827999 | 3fc7ca40
A<<5 Temp<<5,F(b,c,d),F(a,b<<30,c), W, Wg,D,E,5a827999, 52827999 | 9e8c07d4
A<<5 Temp<<5,F(b,c,d),F(a,b<<30,c),W,, W,,,D,E,5a827999, 52827999 | 835189f9
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W;,, W;,,D,E,5a827999, 63188fed
52827999
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W, 5, W,,,D,E,5a827999, 9128695
52827999
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W;s, W;¢,D,E,5a827999, 20bdd62f
52827999
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,,, W;4,D,E,5a827999, 82336728
52827999
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W;4, W,,,D,E,5a827999, fd9eld7d

52827999

The waveform simulation results for A output continue from t = 11 to t = 20. This
operation implements the second non-linear function of the SHA-1 hash function with a
distinct constant value. Similar to the previous operation, the number of cycles decreases
from 20 cycles to 10 cycles to complete the operation of this function. The third non-linear

function is executed together with a new constant value for 20 cycles. As the operation of
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the SHA-1 unfolding design runs in parallel form for two hash operations, the number of

cycles decreased from 20 cycles to 10 cycles.

Signal Output A

« b fLrfeictng_5rs seiass Iescies]

Figure 4.22: A (t=31tot=40)
Previous simulation results of output A executed for t = 21 to t = 30. The output of
value A can be obtained by providing the operation with a variety of values for A, B, C, D,
and E. Figure 4.22 illustrates the output signal A for the time interval from t=31 to t=40. The

value for output A is presented in Table 4.20.

Table 4.20 A Output (t=31tot=40)

Shift A, Shift Temp,Function A Output
(b,c,d),Function(a,b<<30,c),Messagel,Message2,D,E,Constant1,

Constant2

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),Wy,, W,,,D,E, cab2c1d6, 548¢9ch2
ca62cld6

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c), W3, Ws4,D,E, ca62c1d6, 6b61c9el
ca62cld6

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),Wys, Wye,D,E, cab2c1db, 1016559

ca62cld6

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),Wy,, Wyg,D,E, cab2c1d6, 78dd4d2b
ca62c1d6

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),Wyq, W-,,D,E, cab62c1d6, 3f2588¢2

ca62c1d6

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,,, W,,D,E, ca62c1d6, 39859de7
ca62c1d6
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Table 4.20  Continued

A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,5, W,,,D,E, ca62c1d6, 11793f6f
ca62c1d6
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,s, W,,D,E, ca62c1d6, 63f7dab7
ca62c1d6
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,,, W,4,D,E, ca62c1d6, 860d21cc
ca62c1d6
A<<5,Temp<<5,F(b,c,d),F(a,b<<30,c),W,,, Ws,,D,E, ca62cld6, 42541b35
ca62c1d6

Figure 4.23 illustrates the simulation outcomes for the output of the SHA-1 unfolding
design following 40 cycles. From this simulation, the output of SHA-1 unfolding design is
similar to that of the simulation from SHA-1 design. Thus, both SHA-1 designs and SHA-1

unfolding design are successfully completed and simulated.

Figure 4.23  Final Simulation Output of SHA-1 Hash Function

Table 4.21 presents the final output of the SHA-1 hash function. The initial inputs of
hash values A, B, C, D, and E are incorporated into the final output round of the SHA-1 hash
function to derive the final hash. As the outputs of the SHA-1 hash function are expressed

in the big-endian format, they stay unchanged in the final transformation.
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Table 4.21

Final SHA-1 Hash Function

Register A B C D E

Initial Hash Value | 67452301 efcdab89 98badcfe 10325476 | c3d2elf0
Round Output 42541b35 5738d5el 21834873 | 681e6df6 dsfdf6ad
Final a9993e36 4706816a ba3e2571 | 7850c26¢ 9cd0d89d
Transformation

Final Hash a9993e364706816aba3e25717850¢c26¢9cd0d89d

The HashCalc software was employed to assess the output of the SHA-1 hash function
and to confirm the accuracy of the results, as illustrated in Figure 4.24. The graphic indicates

that the findings resemble the simulation outputs generated by ModelSim.

4
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Figure 4.24  Output of SHA-1 Hash Function

4.3.2.2 Results of SHA-1 Unfolding and Pipelining Design

In this section, four different types of SHA-1 designs are simulated in terms of
functional and timing simulation. The process of message input is similar to the SHA-1
design to obtain the hash code. The application of unfolding and pipelining techniques to the
SHA-1 hash algorithm substantially enhances design performance. Figures 4.25, 4.26, 427,
4.28, 4.29, 4.30, 4.31 and 4.32 present the simulation results for SHA-1 inner pipelining

design, SHA-1 with four-stage pipelining, SHA-1 with 40-stage pipelining, and SHA-1
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unfolding with 40-stage pipelining in terms of functional and timing simulation,

respectively.
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Figure 4.25 Functional Simulation of SHA-1 Inner Pipelining Design
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Figure 4.27  Functional Simulation of SHA-1 with Four-stage Pipelining Design
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Figure 4.30 Timing Simulation of SHA-1 with 40-stage Pipelining Design
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Figure 4.32 Timing Simulation of SHA-1 Unfolding with 40-stage Pipelining Design

214



4.3.2.3 Discussion of SHA-1 and SHA-1 Unfolding Design

The synthesis and implementation of the SHA-1 algorithms were successfully
designed using Verilog HDL based on Altera Quartus Il Arria 1I: EP2AGX45DF29C4.
These designs focus on iterative design and unfolding; the one block step function is used
for 80 rounds and 40 rounds processes. The designs were verified through simulation using
ModelSim-Altera 10.1le, focusing on functional and timing analysis regarding area

implementation, maximum frequency, and power analysis of the designs.

The outcomes of the SHA-1 design and SHA-1 Unfolding design are displayed in
Table 4.22. The suggested SHA-1 designs and SHA-1 unfolding utilise only 423 and 548
combinational ALUTS, respectively. Furthermore, the total number of registers in the SHA-
1 unfolding design increased from 693 to 907. The comparison of area implementation and
speed of SHA-1 design depends on the FPGA family devices. The designer must select a
suitable device to minimise logic utilisation and enhance design performance. The total
power consumption was reduced by 27.1%, as the predicted power dissipation decreased
from 625.86 mW in the SHA-1 iterative design to 456.21 mW in the SHA-1 unfolding
design. This improvement demonstrates the unfolding approach's efficiency not just in
increasing throughput but also in reducing power consumption, making it more suitable for
energy-constrained FPGA-based applications. The data indicate that the throughput of the
SHA-1 unfolding design increase significantly, achieving a maximum frequency of 174.73
MHz. The throughput of the SHA-1 unfolding design is around 2,236.54 Mbps, surpassing
1,754.88 Mbps of the SHA-1 design. Consequently, the throughput of the design may be

determined using Equation 4.4 with a block size of 512 bits.
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Frequency X Blocksize

Throughput = Latency Equation 4.4
Table 4.22  FPGA-based SHA-1 Implementation
Device Arria Il GX: EP2AGX45DF29C4
Latency 80 cycles 40 cycles
Design (Proposed) SHA-1 SHA-1 unfolding (factor 2)
Combinational ALUTs 423 548
Total Register 693 907
Maximum Frequency, fMax (MHz) 274.2 174.73
Throughput (Mbps) 1,754.88 2,236.54
Total Thermal Power Dissipation (mW) 625.86 456.21

This research compares the effects of area implementation in terms of combinational

ALUTs, logic elements, slices, and the total number of registers using two varieties of

FPGAs, Altera and Xilinx, as CAD tools for design implementation. The varying

implementations of SHA-1 necessitate an evaluation of design comparisons for area and

speed based on the specific target devices. In other words, the designer can choose a device

that will provide high-performance implementation. The area implementation of the SHA-1

hash function on various types of FPGA family devices by other researchers is shown in

Table 4.23. From this table, the latency in previous papers can be considered as normal SHA-

1 operation, where the authors did not mention the value of latency.
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Table 4.23

Area Implementations of SHA-1 and SHA-1 Unfolding

SHA-1 Design Device Latency | Combinational | Total
ALUTS/LE/ Register
Slices (Altera)
SHA-1 Arriall GX: | 80 423 693
(proposed) EP2AGX45
DF29C4
SHA-1 unfolding | Arria 1| 40 548 907
(proposed) GX:
EP2AGX45
DF29C4
(Jarvinen, 2004) | Virtex-1I - 1,275 -
2\/2000-6
(Kang et al., | Altera - 14,604 -
2002) EP20K1000
EBC652-3 (processor)
(Miao et al., | Stratix 1l: | - 1,131 874
2009) EP2S15F48
4C3
(Diezetal.,2002) | Virt(Dai & | -
Zhou,
2003)50
(Dai & Zhou, | Altera - 1,622 -
2003) EP1K100Q
C208-1
(Jiangetal., 2009) | Stratix Il | 83 947 782
GX:
EP2SGX90
FF
* (Jiang et al., | Stratix 11| 44 33,764 32048
2009) - pipelined | GX:
EP2SGX90
FF
* (Sklavos et al., | Xilinx - 1,578 -
2003) v100ECS14
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4.23 Continued

(Lee etal., 2006) | Virtex 82 1,446 -
XC2Vv1000

(Lee etal., 2006) | Virtex 42 1,575 -
XC2Vv1000

* (Kim et al., | Virtex-6 42 1,649 -

2012)

* Pipeline

An efficient area implementation is essential for applications requiring low power and
optimal hardware utilisation. The proposed SHA-1 designs, implemented on the Arria Il GX
EP2AGX45DF29C4, demonstrates an area of 548 combinational ALUTs and 907 registers.
This is a significant reduction compared to the 33,764 ALUTSs and 32,048 registers reported
by Jiang et al. (2009) on the Stratix 11 GX. This indicates a 98.38% reduction in ALUTs and
a 97.17% reduction in registers, highlighting the significant area efficiency of the proposed
design. The proposed design utilises unfolding transformation to achieve a balance between
area and performance, resulting in minimal resource utilisation and a latency of 40 cycles,

making it appropriate for compact, high-speed cryptographic applications.

Table 424  Maximum Frequency of SHA-1 Design

Design (* pipeline) Device FMax (MHz) Throughput
(Mbps)
SHA-1 Arria Il GX: 274.15 1,754.56
(proposed) EP2AGX45DF29C4
(Jarvinen, 2004) Virtex-11 2vV2000-6 117.5 734
(Kang et al., 2002) Altera 18 114
EP20K1000EBC652-3
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Table 4.24  Continued

(Miao et al., 2009) Stratix Il 171.821 727.853
EP2S15F484C3

(Diez et al., 2002) Virtex-11 23000 38.6 899.8

(Dai & Zhou, 2003) Altera 43.08 268.99
EP1K100QC208-1

(Jiang et al., 2009) Stratix 11 GX: 253.07 1561
EP2SGX90FF

* (Sklavos et al., 2003) | Xilinx vI00ECS14 72 1,700

(Lee et al., 2006) Virtex XC2Vv1000 78.1 488

The maximum frequency of the previous SHA-1 designs, and the various types of
family devices are compared in Table 4.24. The SHA-1 design that has been proposed offers
the highest maximal frequency of 274.15 MHz and a throughput of 1,754.56. While it is
possible that reducing ALUTs could result in increased latency because of reduced
parallelism or simplified datapaths, this was not observed in the proposed SHA-1 design.
Through efficient architectural optimisation and unfolding, the quantity of ALUTs was
reduced without sacrificing latency. Latency decreased from 44 cycles (Jiang et al., 2009) to
40 cycles in the proposed architecture. Therefore, the reduction in ALUTSs reflects a more

efficient logic structure, not a trade-off in performance.

Table 4.25 shows the maximum frequency (FMax) of SHA-1 unfolding. The proposed
SHA-1 unfolding design achieves the highest maximum frequency of 174.73 MHz in
comparison to other SHA-1 unfolding designs, as indicated by the table. This results in a
high throughput of the SHA-1 unfolding design. The throughput from the design by Jiang
and Kim is high, owing to the pipelined design. However, this design used large area

implementation. Table 4.25 presents the maximum frequency (FMax) and throughput results
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for SHA-1 unfolding designs. The proposed SHA-1 unfolding (factor 2) design attains a
maximum frequency of 174.73 MHz, indicating a 6.74% enhancement compared to the
163.70 MHz documented by Jiang and Kim. Although the frequency increase is modest, it
contributes meaningfully to the overall system performance.As can be seen from Table 4.24,
the same authors used many combinational ALUTs of approximately 33,764 and 1,649,

compared to this SHA-1 unfolding design that only used 548 combinational ALUTS.

Table 425  Maximum Frequency of SHA-1 Unfolding

Design (*pipeline) | Device FMax (MHz) | Throughput
(Mbps)

SHA-1 Arria I GX: | 174.73 22,36.54

(proposed) EP2AGX45DF29C4

* (Jiang et al., 2009) | Stratix Il GX: 163.70 76,195

EP2SGX90FF

(Lee et al., 2006) Virtex XC2V1000 56.8 693

(Lee etal., 2011) Virtex XC2V1000 84.0 935

*(Kimetal., 2012) | Virtex-6 150.7 7350

The proposed SHA-1 and SHA-1 unfolding designs have been assessed in
comparison to existing published implementations, with a particular emphasis on their
maximum frequency (FMax). Despite this, there is no standard benchmark for FPGA
hardware implementations of SHA-1 because different device models, synthesis tools, and
optimisation techniques differ. Frequency performance is not absolute and varies on various
design-dependent aspects, including: target FPGA family and speed grade, clock limitations,

RTL-level optimisations, synthesis and placement schemes. Therefore, while this study does
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not refer to a standardized benchmark (as no fixed benchmark exists for SHA-1 on FPGA),
it uses published, comparable designs as baseline references to demonstrate the effectiveness

of the proposed techniques.

This section discusses the outcomes of SHA-1 design and SHA-1 unfolding design
regarding maximum frequency and area implementation. Implementation on Arria Il GX
gives small area implementation. From Figure 4.33, the area implementation for both
proposed SHA-1 and SHA-1 unfolding is almost identical. However, the SHA-1 unfolding
uses more logic utilisation in terms of combinational ALUTSs and total number of registers

compared to the SHA-1 design.

Area Implementation
__ 1000
)
S
=
E 500 —
s J B Combinational ALUT
.E 0 Total Register
2 SHA-1 SHA-1
5 Unfolding
'Eo Proposed SHA-1 Design
-

Figure 4.33  Area Implementations for Both Proposed SHA-1 Designs

The maximum frequency and throughput for the proposed designs of SHA-1 and
SHA-1 unfolding are illustrated in Figure 4.34. Maximum frequency is one of the criteria
that need to be considered in designing a high-performance design; the critical path of the
design needs to be evaluated. The proposed SHA-1 design has a slightly higher frequency
compared to the SHA-1 unfolding, despite the latter's frequency being lower than that of the
SHA-1 design. Furthermore, from this graph, the SHA-1 unfolding design gives a high

throughput.
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Figure 4.34  Maximum Frequency and Throughput for Both Proposed SHA-1 Designs

As mentioned earlier, Altera provides the most accurate and comprehensive PLD

power analysis and optimisation tools in the industry. In this research, Altera Quartus Il

PowerPlay Power Analyzer is used with input from the Verilog SHA-1 design and signal

activities to obtain the power analysis report. The total thermal power dissipation for both

the proposed SHA-1 designs and the SHA-1 unfolding design is depicted in Figure 4.35.

From this figure, the total estimated power dissipation of the SHA-1 unfolding design

decreased significantly compared to the SHA-1 design.

Power Dissipation (mW)

1000

500

Total Thermal Power Dissipation
(mw)

. - M Total thermal

SHA-1 SHA-1 I(’:}v\x/e)r Dissipation
Unfolding

Proposed SHA-1 Design

Figure 4.35 Total Thermal Power Dissipation for Both Proposed SHA-1 Designs

Verilog HDL effectively synthesises and implements the SHA-1 and SHA-1

unfolding designs for Altera Arria I1l: EP2AGX45DF29C4. Meanwhile, in area utilisation,

the number of combinational ALUTs and total number of registers are 548 and
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907, respectively, and the maximum frequency of the design is 174.73 MHz. The maximum
frequency of the SHA-1design implementation illustrates the critical path of the design. To
obtain a high-performance design, both speed and area implementation should also be
considered. There are also more approaches or tools one may use to increase the design's
throughput and maximum frequency. High performance with efficient design incorporates
considerations of small area implementation, high maximum frequency, and small estimated

power consumption; this in turn will result in a high design throughput.

i SHA-1 Unfolding and Pipelining Design

There are five proposed SHA-1 designs to be developed and evaluated as follows:
(1) iterative SHA-1, (2) inner-round pipelining SHA-1, (3) four-stage pipelining SHA-1, (4)
40-stage pipelining SHA-1, and (5) 40-stage pipelining with unfolding transformation factor
2 SHA-1. These architectures were designed using Verilog code and synthesised with both
Altera and Xilinx tools. The primary aim of this study is to achieve high-speed design.
Therefore, four and forty stages of pipelining SHA-1 design were proposed. Incorporating
registers at various stages of the round can enhance the design's maximum frequency. Four
registers were utilised for A, B, C, D, and E in the compression function with 20 rounds per
stage, while forty registers were employed for A, B, C, D, and E in the compression function
with two rounds each stage. The unfolding transformation technique has been developed to
enhance the throughput of the SHA-1 architecture. This study presents an unfolding
mechanism designed based on factor 2. Figure 4.36 illustrates the structure of compression
function of SHA-1 algorithm using the unfolding transformation technique. From this
figure, there are two non-linear functions (i.e., Func and Func1) with three different inputs.
Furthermore, eight addition operations were performed in parallel form in this architecture.

It consists of four shifters: circular left shift of A by 30, circular left shift of B by 30, circular
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left shift of A by 5, and circular left shift of Temp by 5. This procedure decreases the
processing cycles of the SHA-1 design from 80 to 40, with two hash operations performed
per cycle. Small number of latencies can increase the throughput of SHA-1 design. Hence,
efficient and high-performance design can be obtained. The outputs of SHA-1 unfolding

algorithms are shown in the following equation. ROTL?(b) represents circular left shift or

left rotation operation of b by a position to the left, and func,(p,q,r) represents non-linear

function at time { for three different inputs of P,qand I .

A<<5 > + » + P << 5 > + - A 2
? T A \
At
p| B w2
B_: B<<30 ] <<30
~ —‘ > p| C_te
A 4
Func A 4 \ 4
Funces » D
? t+1 > + _t+2
T A
C.
ol E 2
K1+1 Wt+1
D — + +
B > + | +

K. W,
Figure 4.36  Unfolding Transformation of SHA-1 Algorithm Compression Function

Figure 4.37 shows the architecture of four-stage pipelining with five different inputs.
This figure can be used to construct the architecture of 40-stage pipelining with unfolding
factor 2, where each stage consists of two rounds. Modifications have been implemented

regarding the input and output of the modules to achieve the output of the specified design.
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Figure 4.37  Four Stages of SHA-1 Algorithm Architecture

This design starts with buffer initialisation, which is _init module. In this module,
there are five different fixed values of buffer initialisation values. Eighty rounds of counter
module need to be designed to execute schedule module. Schedule module is a module that
executes message input to step function. The message input for the first 15 data input of

SHA-1 comes from 512-bit message input, which has been divided into 15 blocks of 32-bit
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message input. In this schedule module, the message after 15 rounds is calculated using the

formula given in Equation 4.3.

The five SHA-1 designs such as (1) iterative, (2) inner pipelining, (3) four-stage
pipelining, (4) 40-stage pipelining, and (5) 40-stage pipelining with an unfolding factor of
two were successfully implemented using Verilog code. The designs were synthesised and
implemented utilising Altera Quartus 1l 15.0 and Xilinx ISE Design Suite 14.7. The
proposed SHA-1 designs were simulated using ModelSim for both functional and timing
simulation to verify the correctness of the design. The TimeQuest Timing Analyzer was used
to optimise the design by giving appropriate clock constraint of SDC file to meet the timing
requirement. Tables 4.37 and 4.38 show the five proposed SHA-1 design results obtained on
Arria Il GX and Virtex 5 XC5VLX50T after synthesis and implementation. The throughput
of the SHA-1 design can be determined using Equation 4.5. The number of pipeline stages in

the SHA-1 design is denoted by p.

512 X Maximum Frequency X p

Throughput = Equation 4.5

Latency

This design is unique in that it employs a combination method that considers the
number of pipelining stages and unfolding, as illustrated in Tables 4.26 and 4.27. The result
of the 40-stage pipelining for unfolding SHA-1 is a high throughput of approximately 150.27
Gbps on Arria 11 GX, as shown in Table 4.26. The maximum frequency of this design is
458.60 MHz, which is a significant improvement over Xilinx Virtex 5 XC5VLX50T, as
presented in Table 4.27. As the latency for this unfolding SHA-1 design decreased from 80
cycles to 40 cycles, the throughput of this design increased up to 223.62 Gbps. Besides, the

total register of the SHA-1 unfolding transformation with 40-stage pipelining decreased for

both Altera and Xilinx implementation.
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Table 4.26

Synthesis and Implementation based on Altera Arria Il GX

Design Pipeline | FMax | ALUTs | Total Latency | Throughput
(MHz) Registers (Mbps)
SHA1 ite 1 279.64 | 402 720 82 1,746.04
SHAL inner |1 28153 | 411 681 82 1,757.85
SHA1 4 4 316.76 | 976 715 82 7,911.27
SHA1_40 40 32154 | 6715 3229 82 80,306.57
SHA1_ 40 308.17 | 9799 718 42 150,269.56
Unfold40
Table 4.27  Synthesis and Implementation based on Xilinx Virtex5 XC5VLX50T
Design Pipeline | FMax Slice Slice | Latency | Throughput
(MHz) Register | LUT (Mbps)
SHA1 ite 1 233.899 | 720 897 82 1,460.44
SHAL inner 1 232.918 | 681 950 82 1,454.32
SHA1 4 4 430.024 | 974 1332 | 82 10,740.11
SHA1 40 40 427.546 | 5953 6465 | 82 106,782.22
SOHAl_Unfold 40 458.593 | 3448 11994 | 42 223,618.68
4

In conclusion, the five SHA-1 designs of SHA-1 iterative, SHA-1 inner pipelining,
SHA-1 Four-stage pipelining, SHA-1 40-stage pipelining, and SHA-1 40-stage pipelining
with unfolding factor 2 transformation were designed using both Altera Quartus 11 and Xilinx
ISE design suite 14.7 and subsequently evaluated. The simulation results indicated that the

SHA-1 design achieved a higher speed and throughput owing to the 40-stage pipelining with
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unfolding factor 2 transformation. By using the techniques of pipelining and unfolding, the
throughput increased up to 159.3 Gbps on Arria Il GX and 223.6 Gbps on Virtex 5
XC5VLX50T. The maximum frequency of unfolding SHA-1 40-stage pipelining was 308.17
MHz and 458.6 MHz on Arria 11 GX and Virtex 5 XC5VLX50T, respectively. This design
only used 9,799 combinational ALUTSs and 718 total registers on Arria Il GX. For Virtex 5
XC5VLX50T, the usage of slice LUT and slice register was about 11,994 and 3,448,
respectively. Hence, by using an appropriate FPGA device, the high frequency and small
area implementation can be obtained. This proposed SHA-1 unfolding and pipelning design
demonstrates better performance compared with traditional designs. Consequently,
the proposed method has the potential to enhance the effectiveness of the SHA-1 design,

which is beneficial for the development of security systems and other hash functions.

Although the FMax of 174.73 MHz in the proposed SHA-1 unfolding design is not
the greatest among the designs studied, the enhancement is attributed to the architectural
optimisation realised through unfolding and pipelining approaches. This methodology
allows the design to achieve a throughput about 12 times greater than the baseline iterative
SHA-1 implementation, while employing merely 548 ALUTSs. This signifies a considerable
benefit for area efficiency, especially in contrast to bigger pipelined architectures that utilise
far more FPGA resources. The proposed design exhibits an optimal balance of speed,
throughput, and space, rendering it exceptionally efficient and appropriate for resource-
limited applications. In conclusion, while 174.73 MHz is not the absolute maximum
frequency, it is a significant achievement when evaluating performance per area. The
efficiency achieved via architectural optimisation, rather than merely speed, is the strength

of the proposed unfolding design.
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4.4 Results and Discussion of RIPEMD-160 Design Architecture

In this design, several proposed RIPEMD-160 algorithms were designed using
Verilog HDL codes, including iterative, pipelined, unfolding RIPEMD-160 with factor 2,
and unfolding RIPEMD-160 with factor four. The codes were compiled to check for syntax
error. The register-transfer level (RTL) codes are synthesised during logic synthesis. Logic
synthesis is a translation of RTL description into gate level netlist. Logic optimisation can
be applied to the design by giving clock constraint and choosing the appropriate FPGA
device for technology mapping. Then, the optimised designs are obtained after this process.
The testbench files are used to test and verify the simulation results of these designs. Prior
to testing the designs, the input message needs to be padded. Initially, a single 1 bit of logic
1 is inserted after the message input is received, followed by logic 0. The final 64 bits are

designated for the message's length.

The input for RIPEMD-160 is “abc”. The message requires padding to generate the
RIPEMD-160 hash code. The RIPEMD-160 hash function operates on communications in
the little-endian format. Thus, the hexadecimal format must be converted into the little-
endian format so that the hash function can process the message. The message padding
commences at the end of the message with the addition of a single 1 bit, followed by zero
bit until the 448" bit. Similar to other hash algorithms, the final 64 bits represent the message

length. Table 4.28 displays the ASCII code for the input “abc” in hexadecimal format.

Table 4.28  ASCII Code of Message Input RIPEMD-160 Design

Bit 8-bit Binary
(MSB-LSB) Hexadecimal: Symbol
23-0 01100001 | 01100010 | 01100011
61:a 62: b 63:c
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Table 4.28 shows the input message in the little-endian format, where a, b, and c
represent 61, 62, and 63 in hexadecimal format, respectively, according to the ASCII table.
A 1-bit message will be added to the end of the message, but the remaining input will be
zero, as the input message consists solely of “abc”. The final 64 bits are allocated for the bit
length and the input message “abc”. The message length is 8 x3 = 24. The total message
has 512 bits, as shown in Table 4.29. The component messages are segmented into 16
blocks, each containing 32-bit message words. As RIPEMD-160 operates in the little-endian
format, the messages must be converted to the little-endian format, as illustrated in Table

4.30.

Table 4.29  512-bit Message Input

8-bit Binary
Hexadecimal: Symbol

Bit (MSB.......... LSB)

10000000 | 01100011 | 01100010 | 01100001 | 00000000 | 00000000 | 00000000 | OOOO0O0O
80: 63:C 62:b 61: a
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00000000
00000000 | 00000000 | 00000000 | 00000000 | 00000000 | 00011000 | 00000000 | 00000000

Table 4.30  Message in the Little-Endian Format

Message in Hex Message in the Little-Endian
Format
61626380 80636261
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
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Table 4.30  Continued

00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000 00000000
00000000, 00000018 00000018,00000000

4.4.1 RIPEMD-160 Iterative and Pipelining Design

The top-level architecture of RIPEMD-160 design is presented in the Appendix
section to illustrate the structural. There are eight modules in this architecture: counter,
coder, Kconst_ripemd, message_ripemd, mux1, function_ripemd_parallel, hash, and hash
output. In this design, two parallel designs are executed simultaneously for both left and
right lines. As mentioned earlier, the non-linear functions for the left and right lines are
executed in the opposite order. The final output for RIPEMD-160 is 160 bits. The last block

module employs registers to enhance the design's performance.

The top-level architecture of pipelined RIPEMD-160 design is presented in the
Appendix section to illustrate the structural. There are 23 modules of pipelined RIPEMD-
160 design: counter, coder, Kconst_ripemd, message ripemd, muxl, XK 1, XK 2,
selector XK1, selector XK2, sel PreCompll, Pre_Computationl, sel PreCompl,
Pre_Computation2, sel_PreComp2, Pre_Computation3, sel_PreComp3, Pre_Computation4,
sel PreComp4, Pre_Computation5, Final _Selector, Final_Calculation, hash, and
hash_output. The pipelined RIPEMD-160 is divided into five different parts because there
are five different non-linear functions in this design. Each round consists of 16 step numbers

with different values of shift and message from the left and the right.

231



4411 Results of RIPEMD-160 Iterative Design
Both RIPEMD-160 and pipelined RIPEMD-160 designs use the same message

to obtain the hash code. The following section contains the simulation results for both
designs. These simulation results are separated into two sections. Figure 4.38 shows the
simulation results for both B_in0 and B_inl from t = 1 to t = 16. From this simulation, the

results for B_in0 and B_in1 are similar to the data tabulated in Table 4.31.

Output B_in0

Output B_inl

oo san

1

Figure 438 OutputB_in0andB_inlfor1 <t <16

The output for both B_in0 and B_in1 is based on constant, message input, non-linear
function of data B, C, and D, and value of A. All these values will be shifted with different

values of shift for each round. Then, the results will be added to the E value.

Table4.31 OutputB_in0andB_inlfor1 <t <16

rol s(t) (A, Output | rol s(t) (A, Output
f(b,c,d),Message[t],Constant), | B_in0 f(b,c,d),Message[t],Constant), | B_inl
E E

S11(A, fi(b,c.a» Mo,00000000),E | 311567 | S§(A, fu(p,c.qy, M5,50228be6),E | ddd63fb8

S4(A, fi(bc.a), M;,00000000),E | b411925 | S5(4, fy(p,c.a), Mi4,50828be6),E | 322e7ae3

S15(A, fi(bc.) M>,00000000),E | 3a35dc50 | S5(4, fs(p.c.a), M;,50a280e6),E | 883ee903

S12(A, fi(b,c.a M5,00000000),E | d3786413 | S1(4, fs(p.c.ay, M§,50a28be6),E | 92b2b79b

S(A, fi(b,c.ay» M4,00000000),E | 06946720 | Si3(A, fs(p,c.q), Mb,50a28be6),E | f9091fF2

Se (A, fi(b,c.a)» M5,00000000),E | d52bf632 | Sis(A, fs(p.c.a) M3,50a28be6),E | €5h09992

S7(A, fi(b,c.a), Ms,00000000).E | 15000828 | Si5(4, fsb,c.a), Mi1,50a28be6),E | 802d9fb3
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Table 4.31  Continued

So(A, fi(b.c.a) M7,00000000),E | 3d6f60LF | SZ(A, fs(p.c.a), Mi,50a28be6),E | 755422

S11(A, fi(b,c.), Mg,00000000),E | b7b60384 | S7(A, fsp,c.q), Mi3,50a28be6),E | 5922d09e

S15(A, fi(bc.a), Ms,00000000),E | b8580a3f | (A, fe(p.c.a) Mi,50a28be6),E | cfo4e72c

S14(A, fi(bc.a) M10,00000000),E | 7f8b38e5 | S4(4, fs(p.c.a) Mi5,50a28be6),E | cabalc75

S15(A, fi(b,c.), M11,00000000),E | 9dacad95 | Si; (4, fsp.c.q), M5,50a28be6),E | 227f684

S6 (A, fi(bc.a» M12,00000000),E | bcOSFA6F | Si,(A, fs(p.c.a) M;,50a28be6),E | 50801685

S7(A, fi(b,c.tr, My3,00000000),E | 1494053 | S1,(A, fsv.c.a), Mio,50a28be6) E | b3c3fad5

So(A, fi(b,c.a), M14,00000000),E | 8586102 | Si, (4, fsb.c.q), M3,50a28be6),E | 3d16242d

Se(A, fi(b,c.a) M15,00000000),E | 597bf629 | SL(A, fe(p.c.ay M;,50a28be6),E | ff459078

S12(A, fi(b,c.), Ms,00000000),E | d3786413 | S1; (4, fsp.c.a), M§,50a28be6),E | 92b2b79b

The next round starts from t = 17 to t = 32 for both B_in0 and B_inl. By using
different values of constant and specific message inputs and shift values, the output of B_in0
and B_inl can be obtained. These results are derived from the left and right lines of
RIPEMD-160. The operation of RIPEMD-160 continues fromt =49 to t = 64, and it will be
processed for a total of 16 cycles. The left and right lines of RIPEMD-160 will be subjected
to different non-linear functions. Then, the simulation results will continue for B_in0 and
B_inl for t = 65 and t = 80. The outputs of B_in0 and B_in1 are executed in 16 rounds to

obtain the final hash code with different constants and non-linear functions for both lines.

Lastly, as shown by Equation 4.6, the final hash code can be derived by adding the
initial values a, b, ¢, d, and e from the left and right to the final round of RIPEMD-160.
Figure 4.39 shows the final output of RIPEMD-160 design with data output

“8eb208f7e05d987a9b044a8e98c6b087f15a0bfc’” with message input “abc”.

h0_out = init_value[127:96] + left_outc + right_outd

h1l out = init_value[95:64] + left_outd + right_oute
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h2_out = init_value[63:32] + left_oute + right_outa Equation 4.6
h3_out = init_value[31:0] + left_outa + right_outb

h4_out = init_value[159:128] + left_outb + right_outc
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Figure 4.39 Final Output of RIPEMD-160 Design
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4412 Results of RIPEMD-160 Pipelining Design

In this section, the simulation results also focus on the output of outb and routb.
This simulation consists of outputs a, b, ¢, d, e, z, and h from both lines, the left and the right.
There are extra outputs z and h, based on the pipelined architecture of RIPEMD-160. Figure
4.40 shows the simulation results for outb and routb from t = 1 and t = 11. From this

simulation, the outputs of outb and routb are stated in Table 4.32.

Output outb

» @ A PO e lusns ]

Output routb

!
" _RFo)

e

Figure 4.40 Output of outb and routbfor1 <t < 11

Table 4.32  Output of outb and routb for1 <t <11
rol s(t) (A, Output rol s(t) (A, Output
f(b,c,d),Message[t],Constant), E | outb f(b,c,d),Message[t],Constant), | routb

E

S11(A, fiw,c,a) Mo,00000000),E 3115fc67 | Sg(A, fs(b,c,a), Ms5,50a28be6),E ddd63fh8
S4(A, fi(,c,a) M1,00000000),E b41192d5 | S9(A, f5(b,c,a) M14,50a28be6),E | 322e7ae3
S15(A, fiw,c,a) M2,00000000),E 3a35dc50 | So(A, fsb,c,a), M7,50a28be6),E 883ee903
S12(A, fiw,c,a) M3,00000000),E d3786413 | S11(A, fsw,c.a) Mo,50a28be6),E | 92b2b79b
Ss (A, fi(b,c,a) M4,00000000),E 0e946720 | S13(A, fs(v,c,a) Ms,50a28be6),E | 90912
Sg(A, fi(b,c,a)» M5,00000000),E d52bf632 | Si5(A, fsb,c.a) M3,50a28be6),E | 5b09992
S7(A, fi(v,c,a) M6,00000000),E 150bd8a8 | Si5(A, fs(b,c.a), M11,50a28be6),E | 8b2d9fb3
So(A, fi(b,c,a) M7,00000000),E 3d6f601f | S5(A, f5(p,c,a) Ma,50a28be6),E e755f422
S11(A, fi(v,c,a) M5,00000000),E b7b60384 | S7(A, f5(b,c,a) M13,50a28be6),E | 5922d09
S13(4, fi(v,c,a) M5,00000000),E b85a0a3f | S7(A4, f5b,c,a), Mg,50a28beb),E cf24e72c
S14(A, fi(b,c,a), M19,00000000),E 7f8b38e5 | Sg(A, fs(v,c,a), M15,50a28he6),E | cabalc75
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The next simulation starts from t = 12 to t = 22. Like the RIPEMD-160 design, the
pipelined RIPEMD-160 also uses different values of constant, and also different non-linear
functions for the left and the right lines and message input. The constant values for both
sides of the pipelined RIPEMD-160 are also different. The duration of the next simulation
will continue until the final output of hash function. The left and right operations of pipelined
RIPEMD-160 generate these outputs. The final hash code of the pipelined RIPEMD-160
design is obtained using the same procedure as the RIPEMD-160 design. The initial inputs
a, b, c, d, and e are added to the final outputs from the left and right of the non-linear

functions, as shown in Equation 4.7.

Pipe_h0_out = init_value[127:96] + left_outc + right_outd

Pipe_hl out =init_value[95:64] + left_outd + right_oute

Pipe_h2_out = init_value[63:32] + left_oute + right_outa Equation 4.7

Pipe_h3_out = init_value[31:0] + left_outa + right_outb

Pipe_h4_out = init_value[159:128] + left_outb + right_outc

Output routb
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Figure 441 Output outb and routb for 78 < t < 80
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Figure 4.41 shows the last three rounds of pipelined RIPEMD-160. Using the
subsequent equation, the final hash code was obtained by combining the outputs a, b, c, d,
and e from the left and right lines derived from this simulation. The final hash code for the
pipelined RIPEMD-160 design is “8eb208f7e05d987a9b044a8e98c6b087f15a0bfc” with

input message “abc”. Table 4.33 shows similar results of outputs outb and routb from both

the left and the right.

Table 4.33  Output outb and routb for 78 <t < 80
rol s(t) (A, Output rol s(t) (A, Output
f(b,c,d),Message[t],Constant), | outb f(b,c,d),Message[t],Constant), E | routb
E
Sg(A, fi(b,c,a) Me, 2953fd4e),E 1a1b904d | S13(A, fsb,c,a) M3, 00000000),E | c13f038a
Ss(A, fiw,c.ay M1s, a953fd4e) E | 0b2cdc0Ll | 514 (A4, f5p,c.a) Ms, 00000000),E | bf627814
Se(A, fib,c,ay M13, 2953fd4e),E | d563bfdc | S1,(4, f5b,c.a) M11, 00000000),E | Sfccbade

Figure 4.42 shows the output of RIPEMD-160 using HashCalc Software with input

“abc”. From this figure, the output of RIPEMD-160 §

“8¢b2081f7e¢05d987a9b044a8¢98¢c6b087f15a0bfc”, which is similar to the simulation
results obtained from ModelSim for both RIPEMD-160 and pipelined RIPEMD-160
designs. Based on the results, the simulation produces the correct output of the RIPEMD-

160 hash function.

Figure 4.42  Output of RIPEMD-160 Hash Function
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4413 Discussion of RIPEMD-160 Iterative and Pipelined Design

The proposed RIPEMD-160 for both iterative design and pipelined design were
successfully synthesised and implemented using Altera Quartus Il on Arria 1l GX. The
designs are written in Verilog code and simulated in functional and timing simulations using
ModelSim-Altera 10.3d. The RIPEMD-160 hash function's synthesis and implementation
results are illustrated in Table 4.34. The maximum frequency for pipelined design increased
considerably from 135.61 MHz to 250.0 MHz in comparison to the iterative design. In
addition, Quartus Il Timing Optimization Advisor can also increase the speed of the design.
Besides, the usage of registers decreased from 581 to 517. This method can be done using

Quartus Il Resource Optimization Advisor.

Table 4.34  Synthesis and Implementation of RIPEMD-160 Hash Function

Proposed Design Device ALUTs | Reg | FMax | Throughput
(MHz) | (Mbps)

RIPEMD160 Arria 11 GX | 1192 581 |134.35 |838.87

RIPEMD160 pipeline | Arria 11 GX | 2200 517 |250.0 7804.88

The throughput of the design can be calculated using the same equation of
throughput. For this design, the pipelined RIPEMD-160 design achieved a high throughput
of 7.805 Gbps with 82 clock cycles. Table 4.35 shows the power analysis of RIPEMD-160
and pipelined RIPEMD-160 designs. From this analysis, the RIPEMD-160 design provides
low-power consumption of dynamic thermal power dissipation; the power is generated from
signal toggling. Numerous registers exist within the pipelined architecture. Consequently,
the dynamic thermal power dissipation of the pipelined RIPEMD160 design requires
substantial power consumption. Furthermore, 1/O thermal power dissipation is also one of
the factors explaining the high-power consumption of the pipelined RIPEMD160 compared

with the RIPEMD-160 design.
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Table 4.35  Power Analysis of Both RIPEMD-160 and Pipelined RIPEMD-160 Designs

Design RIPEMD160 Design Pipelined RIPEMD160
Design

Total Thermal Power 461.87 585.29

Dissipation (mW)

Core Dynamic Thermal 23.39 43.29

Power Dissipation (mW)

Core Static Thermal Power | 320.00 323.34

Dissipation (mW)

I/O Thermal Power 118.48 218.65

Dissipation (mW)

Table 4.36 presents a comparative analysis of RIPEMD-160 hash function
implementations across various platforms. The proposed designs on Arria Il GX FPGA, both
iterative and pipelined, demonstrate substantial improvements in terms of maximum
operating frequency (FMax) and throughput compared to existing works. The proposed
pipelined design achieves an FMax of 250 MHz and throughput of 7,804.88 Mbps, while
the iterative version reaches 134.35 MHz with 838.87 Mbps throughput. Compared to
Michail et al. (2010), whose design achieved 94.6 MHz and 3,020 Mbps, the proposed
pipelined design shows a 164.4% increase in throughput and a 164.3% improvement in
FMax. Against KneZevi¢ et al. (2008) who reported 100.05 MHz and 624 Mbps, the
pipelined version offers a 149.9% increase in FMax and a 1,150.9% increase in throughput.

These metrics underscore the effectiveness of the proposed architectural improvements.

From an area perspective, the pipelined design uses 2,200 ALUTs and 517 registers,
while the iterative version uses only 1,192 ALUTSs and 581 registers, significantly less than
older designs such as KnezZevi¢’s, which required 4,410 ALUTs. This translates to a 50.1%
reduction in area compared to Knezevi¢ et al.’s design. In summary, the proposed RIPEMD-
160 architectures strike a strong balance between performance and area efficiency,

demonstrating that unfolding and pipelining techniques, when applied appropriately, can
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yield high-speed, low-resource cryptographic designs suitable for modern FPGA

implementations.

Table 4.36  Comparison of RIPEMD-160 Design with Previous Studies
Design Device ALUTs/ | Reg | FMax | Throughput
CLB (MHz) | (Mbps)
Proposed RIPEMD-160 | Arria Il GX 1,192 581 | 134.35 | 838.87
Iterative ALUTSs
Proposed Pipelined | Arria Il GX 2,200 517 | 250.0 | 7,804.88
RIPEMD-160 ALUTSs
(Duong Le et al., 2023) | ASIC-based - - 3090
- pipeline
(Kuznetsov et al., 2019) | HashCat - - - -
- Iterative software and
GPU
(H. Michail et al., 2010) | Xilinx Virtex-1l | 2548 - 94.6 3020
(Michail et al., 2008) Xilinx Virtex-11 | 1985 74.6 2380
(Michail et al., 2008) - | Xilinx Virtex-E | - - 87.6 2803
pipeline
(Knezevi¢ et al., 2008) | XC2VP30 4,410 - 100.05 | 624
ALUTSs
(Ng et al., 2004) EPF10K50SBC | - - 26.6 84
356-1
(Dominikus, 2002) Xilinx ~ Virtex | 1,004CL | - 42.9 65
300E B

In conclusion, both proposed designs are successfully synthesised and implemented
on Quartus Il Arria 11 GX. The design performance of the pipelined design is enhanced in
terms of the maximum frequency and area implementation. Besides, high throughput can be
achieved using the pipelined technique. The maximum frequency increased by about 46%,
and the percentage increment of throughput is approximately 89% compared to the iterative
design. The RIPEMD-160 hash function design can be enhanced in terms of throughput and
frequency by employing the pipelined design. The throughput and frequency are

approximately 7.805 Gbps and 250 MHz, respectively, with small area implementation.
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4414 Discussion of RIPEMD-160 Unfolding Factors 2 and 4 Design

In this research, three proposed RIPEMD-160 algorithms were designed using
Verilog HDL code: iterative, unfolding RIPEMD-160 with factor 2, and unfolding
RIPEMD-160 with factor 4. The codes were compiled to check for syntax errors. The RTL
codes were synthesized during logic synthesis. Logic synthesis is a translation of RTL
description into gate level netlist. Logic optimisation can be applied to the design by giving
clock constraint and choosing the appropriate FPGA device for technology mapping. Then,
the optimised designs are obtained after this process. The testbench files are used to test and
verify the simulation results of these designs. Prior to testing the designs, the input message
needs to be padded. Initially, a single 1 bit of logic 1 is inserted after the message input is

received, followed by logic 0. The last 64 bits are reserved for the length of the message.

The RIPEMD-160 designs were compiled with Arria 1l GX to identify the area,
maximum frequency, and throughput of the designs. The design's performance can be
enhanced by employing Quartus 11 advisors. The maximum frequency of the RIPEMD-160
design was determined using the TimeQuest Timing Analyzer. By giving an appropriate
clock constraint to the designs, the timing requirement of the design will be met. This process
is repeated until the RIPEMD-160 design achieves the target of the timing requirement of
the design. In this study, an 8 ns clock constraint was given to the RIPEMD-160 iterative
and RIPEMD-160 unfolding with factor four. Meanwhile, for RIPEMD-160 unfolding with
factor 2, a 9 ns clock constraint was applied to the design. All the RIPEMD-160 designs

meet the timing requirement.

Table 4.37 shows the synthesis and implementation results of the three proposed
RIPEMD-160 designs. Other previous RIPEMD-160 designs are also shown in this table for

comparison. They are evaluated from the viewpoints of the area, maximum frequency, and
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throughput of the design. The throughput of the design can be calculated using the same
equation. The RIPEMD-160 design's structure results in a variation in the number of clock
cycles for each design. The number of clock cycles for iterative design is 101.50. The number
of clock cycles is 60.5 for unfolding with a factor 2 design. Ultimately, the number of clock

cycles decreased to 39.5 by employing a factor 4 design.

Table 4.37  Synthesis and Implementation Results of RIPEMD-160

RIPEMD-160 | FPGA Device ALUTs/ |Reg |FMax Throughput
Design CLBs (MHz) |(Mbps)
RIPEMD-160 | Arria II GX 1,269 677 |133.03 |671.05
(iterative) ALUTs

Proposed Arria I GX 2,200 517 [250.0 7,804.88
Pipelined ALUTs

RIPEMD-160

RIPEMD-160 | Arria I GX 2,015 530 [121.65 |1,029.50
(Unfolding-2) ALUTs

RIPEMD-160 | Arria I GX 3,386 851 | 13592 |1,761.80
(Unfolding-4) ALUTs

(Duong Le et|ASIC-based - - 3090
al., 2023) -

pipeline

(Kuznetsov et | HashCat software and GPU | - - - -

al., 2019) -

Iterative

(H. Michail et | Xilinx Virtex-II 2548 - 94.6 3020
al., 2010)

(Michail et al., | Xilinx Virtex-II 1985 74.6 2380
2008)

(Michail et al., | Xilinx Virtex-E - - 87.6 2803
2008) - pipeline

(Knezevi¢  et| XC2VP30 4,410 - 100.05 |624

al., 2008) ALUTs

RIPEMD-160 | XC2V250 14,911 - 43.47 137.4
(iterative) LUTs

(Khan et al.,

2007)

(Ng et al.,|EPF10K50SBC356-1 26.6 84
2004)

(Dominikus, Xilinx Virtex 300E 1,004CLB |- 42.9 65
2002)
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There are several other FPGA family devices, such as Stratix for high-performance
FPGAs and Cyclone for low-cost FPGAs. Hence, to obtain balance of power and
performance, Arria Il GX device was chosen because Arria series provide a low-cost
transceiver of FPGA device. Besides, it also delivers optimal performance and power
efficiency. The proposed RIPEMD-160 design can increase the frequency maximum of the
design. The RIPEMD-160 design necessitates the use of a greater number of registers, which
results in an increase in the maximum frequency. By using unfolding and following the
guidelines of writing better HDL coding, the frequency of the design can be improved
significantly. Besides, the architecture of FPGA device also plays important roles in the
RIPEMD-160 design. By selecting an appropriate FPGA device, the performance of MD5
design can be enhanced. Table 4.36 shows the previous implementation of RIPEMD-160
design. It is difficult to find the same device for the same design due to the limitation of

budget and devices.

From this table, the area implementation of the design increases from iterative design
to unfolding design. However, the throughput of the RIPEMD-160 unfolding with factor
four design increases significantly. The percentage of increment is about 62%. Furthermore,
this design shows the highest throughput in comparison with other RIPEMD-160 designs.
The number of cycles for RIPEMD-160 unfolding factor 2 decreased by two, which is from
80 cycles to 40 cycles. Then, the improvement of throughput will be obtained. Similarly, the
RIPEMD-160 unfolding factor four decreased by four, in which the number of cycles
decreased from 80 cycles to 20 cycles. The design’s throughput and performance can be

enhanced by a small number of cycles.
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The simulation results for the RIPEMD-160 unfolding design with factor 4 are
depicted in Figure 4.44. The message input for this simulation is “abc”, which is “616263”
in hexadecimal form. The message input needs to be padded before starting the processing.
The output hash code is “8eb208f7305d987a9b044a8e98c6b087f15a0bfc”. From the
simulation waveform, the output hash code provides the correct results in terms of both

functional and timing simulation.

The proposed RIPEMD-160 design demonstrates a notable enhancement in
throughput while maintaining area efficiency. A detailed comparison was conducted among
several implementations, including those by Khan et al. (2007), KneZevi¢ et al. (2008),
Michail et al. (2008), and H. Michail et al. (2010). Wang et al. (2005) was included, drawing
on estimated values from prior datasets. The performance-to-area ratio, quantified in Mbps

per CLB or ALUT, was assessed for each design and is depicted in Figure 4.43.

Performance to Area Ratio

1
, =l

W RIPEMD-160 (iterative) Arria Il GX M (H. Michail et al., 2010) Xilinx Virtex-I|

Mbps/area
B (Michail et al., 2008) Xilinx Virtex-Il B (KneZevic et al., 2008) XC2VP30
B (Khan et al., 2007) XC2V250 W RIPEMD-160 (pipelining) Arria Il GX

RIPEMD-160 (Unfolding-2) Arria Il GX = RIPEMD-160 (Unfolding-4) Arria Il GX

Figure 4.43 Comparison of performance-to-area ratio
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Figure 4.44  Simulation of RIPEMD-160 unfolding with factor 4 design

246



The most efficient design is the pipelined RIPEMD-160 on Arria Il GX, which
achieves a ratio of 3.5477 Mbps/ALUT, far greater than all other designs. In addition, the
unfolding-based designs (factor 2 and factor 4) demonstrate competitive ratios of 0.5109
Mbps/ALUT and 0.5203 Mbps/ALUT, respectively, reflecting effective trade-offs between
performance and resource utilisation. Earlier designs, such as those by Khan et al. (2007),
demonstrate significantly lower efficiency at 0.0092 Mbps/CLB, while Wang et al. (2005)
show an efficiency of 0.0705 Mbps/CLB. These results demonstrate how well architectural
optimisations like pipelining and unfolding may improve the performance of cryptographic
hardware. The RIPEMD-160 design utilising an unfolding factor of 4 achieves a maximum
throughput of 1,761.80 Mbps, demonstrating the efficiency of parallelism in unfolding
techniques. In summary, the use of unfolding transformation results in a high-performance
and effective FPGA-based hash function design by significantly increasing throughput while
preserving an acceptable area footprint, in addition to lowering processing delay by reducing

the number of cycles.

45  Results and Discussion of SHA-256 Design Architecture

The Verilog code was employed to design the proposed SHA-256 design and SHA-
256 unfolding design. Altera Quartus 11 was employed to analyse, synthesise, and placed and
routed both designs. The synthesis and implementation results of the SHA-256 design and
SHA-256 unfolding design are detailed in this section. ModelSim was employed to simulate
these designs. In this work, the SHA-256 iterative design is used as a baseline reference
architecture to produce a performance benchmark. This version was developed using Verilog
HDL and functions as the foundational model for comparison. The proposed modifications
aim to implement unfolding transformation (with factors of 2 and 4) on this baseline to

decrease latency and improve throughput. The unfolding-based designs correspond with the
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research objectives aimed at enhancing the speed and efficiency of SHA-256 on FPGA.
Therefore, the iterative design is not the core contribution but provides essential context to

evaluate the effectiveness of the proposed methods.

45.1 SHA-256 Design Architecture

The proposed SHA-256 iterative and SHA-256 unfolding factors 2 and 4 designs
were successfully developed and evaluated. Altera Quartus Il was used to compile all the
designs written in Verilog code. The functionality of the design was simulated and verified
using ModelSim in terms of timing and functional simulation. Finally, the throughput of
these designs was calculated using the same formula to calculate the throughput of hash
function. The top-level architecture of the SHA-256 design and the SHA-256 unfolding
design is illustrated in Appendix section. Six modules, including counter _sha256,
message_schedule,  constant_sha256, @ mux_sha256,  compression_function,  and
output_sha256 are included in these two SHA-256 designs. These modules were integrated
together to obtain the output of SHA-256 design. Modification needs to be done for SHA-
256 unfolding design to fulfil the requirement of unfolding factor 2. The input message for

both designs is “abc”.

4511 Results of SHA-256 Iterative Design

The Verilog code was employed to effectively design the proposed SHA-256 design.
Altera Quartus Il was employed to analyse, synthesise, and placed and routed the design.
The simulation result was obtained from ModelSim. It is evident from the results that the
SHA-256 design's output provides accurate resultsin terms of functional and
timing simulation. Figures 4.45 and 4.46 present the simulation results of SHA-256 design

in terms of functional and timing simulation, respectively.

248



00000018

64
I3da407cc
1c039fbf1

1
|
-
Il s

T Troadract

00000018
— J60 I
69c0eadd |20b87666

ba7816bf
8f01cfea
414140de
5dae2223
b00361a3
96177a9c
bh410ff61
f20015ad
e 7aeact
[56F2dF29

ba7816bf
8f01cfea

414140de
5dae2223
b00361a3
96177a9c
b410ff61

o mmme f20015ad
7Jf5dos da24cdaj 5 D¢ If20015ad I:)foDdfvcf J56f2

Figure 4.46  Timing Simulation of SHA-256 Design
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4.5.1.1 Results of SHA-256 Unfolding Design

The latency of the SHA-256 unfolding design requires some modification. In this
research, SHA-256 unfolding design was designed and synthesised using Altera Quartus II.
The result was simulated using Modelsim. Figures 4.47 and 4.48 show the functional and

simulation results of SHA-256 unfolding design, respectively.

From  this  figure, the  output of  SHA-256 unfolding is
“ba7816bf8f01cfead14140de5dae2223b00361a396177a9¢b410ff61£20015ad”, which is
similar to the simulation results obtained from ModelSim for the SHA-256 design.
Consequently, the simulation results yield the accurate output of the SHA-256 unfolding

hash function.
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Figure 4.47  Functional Simulation of SHA-256 Unfolding Design
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Figure 4.48 Timing Simulation of SHA-256 Unfolding Design

251



45.1.2 Discussion of SHA-256 Iterative and SHA-256 Unfolding Factor 2 Design
The synthesis and implementation results of the SHA-256 design and SHA-256

unfolding design are illustrated in Table 4.38. ModelSim was employed to simulate these
designs. The throughput of these designs can be determined by employing the throughput

equation, as previously mentioned.

Table 4.38  Synthesis and Implementation Results of SHA-256 Design and SHA-256
Unfolding Factor 2 Design

_ SHA- 256 SHA-256 Unfolding Factor 2
Design Design Design
Device Arria Il GX Arria 1l GX
Clk Constraint (ns) 5 9
FMax (MHz) 218.9 156.59
ALUTs 1,301 1,215
Register 807 871
Throughput (Mbps) 1,660.40 2,429.52

Table 4.39 presents the proposed SHA-256, SHA-256 Unfolding, and other related
SHA-256 publications. According to this table, the proposed SHA-256 employs 1,301
ALUTs and has a maximum clock frequency of 218.9 MHz. In comparison to other SHA-
256 designs in various FPGA architectures, the proposed SHA-256 design achieved the
highest maximal frequency with a throughput of 1,660.40 Mbps. The proposed SHA-256
design has a throughput that is nearly identical to that of the SHA-2 design by Sharif et al.
(2011). This is due to the utilisation of a distinct FPGA architecture in the development of
SHA-256. Additionally, Sharif et al. (2011) did not specify the type of SHA-2 that has been
designed. The unfolding transformation design can be employed to enhance the throughput
of the SHA-256 design. The SHA-256 design provides the highest throughput, 2,429.52

Mbps, with a maximum frequency of 156.59 MHz, as indicated by the table. In order to
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facilitate a comparison of FPGA implementations, Table 4.39 also includes additional SHA-
256 designs that are based on different types of FPGA devices. The current
study demonstrates that the proposed SHA-256 yields superior outcomes for maximum
frequency. Additionally, it employs a small area implementation utilising 1,301 ALUTSs.
This study presents a novel design of SHA-256 utilising the unfolding transformation
approach. This technique can enhance the throughput of the SHA-256 design due to its
reduced latency compared to the conventional design. The clock cycles of SHA-256
decreased from 64 cycles to 32 cycles. The increased throughput of the SHA-256 design can

be achieved by the application of the unfolding transformation approach.

Table 4.39  Comparison of Implementation Results with Other SHA-256 Designs

Design FPGA Device | ALUTs/ FMax Throughput
CLBs (MHz) (Mbps)

SHA-256 Design Arria 1l GX 1,301 218.9 1,660.40
ALUTs

SHA-256 Unfolding | Arria Il GX 1,215 156.59 2,429.52

Design ALUTSs

SHA-256 (Mestiri et | Virtex 5 387 slices 202.54 1,580

al., 2015) XC5VFX70T

SHA-2 (Sharif et al., | Virtex 5 320 CLBs 218.2 1,719

2011)

SHA-2 (Sharif et al., | Stratix I1l 795 ALUTs | 205.8 1,621

2011)

SHA-256 (Miao et Stratix 1l 2,150 143.164 909.816

al., 2009) ALUTs

SHA(256,384,512) | Virtex v200pq | 2,207 CLBs | 74 291

(Sun et al., 2007) 240-6

SHA-256 (Chaves et | XC2PV-7 755 slices 174 1,370

al., 2006)

SHA-256 (McEvoy, | Virtex-II 1,373 slices | 133.06 1,009

Crowe, Murphy, & xc2v2000-

Marnane, 2006b) bfo57

SHA-256 (Ahmad & | - - 41.97 335.9

Das, 2005)

SHA-256 (Sklavos Virtex 1,060 CLBs | 83 326

& Koufopavlou, v200pg240

2003)
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The suggested SHA-256 and its unfolding design have been successfully completed
and validated through simulation and synthesis. These designs are comparable to existing
SHA-256 architectures in terms of area utilization and maximum operating frequency.
Notably, the proposed SHA-256 unfolding architecture achieved a peak throughput of
2,429.52 Mbps, outperforming earlier designs reported in the literature. The comparative
evaluation in this section is based on studies published between 2003 and 2015, which serve
as the performance baseline for iterative SHA-256 implementations (Kakarountas et al.,
2006; Sklavos & Koufopavlou, 2003; Lin & Yu, 2015). Updated comparisons using more
recent publications will be presented in the subsequent section discussing the SHA-256
design with an unfolding factor of 4. Given its high throughput, the proposed SHA-256
design is a promising candidate for future integration in Keyed-Hash Message

Authentication Code (HMAC) applications.

45.1.3 Discussion of SHA-256 Iterative and SHA-256 Unfolding factor Four Design

Table 4.40 summarizes the results of other SHA-256 designs. Iterative and
pipelining methodologies were employed by previous SHA-256 algorithms. The unfolding
method utilises a parallel operation contingent upon the number of unfolding variables. The
data in this table indicate that the unfolding SHA-256 with factor 4 design exhibited the
highest throughput among all SHA-256 designs. Three types of SHA-256 algorithms
were introduced to enhance throughput: iterative SHA-256 design, unfolding SHA-256 with
factor 2, and unfolding SHA-256 with factor 4. When unfolding transformation was applied
to the SHA-256 algorithm, the design operation improved significantly because the design
is handled in parallel. By minimising the number of latencies, this strategy can assist in

enhancing the performance of SHA-256 designs. Different devices produced different results
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when the SHA-256 design was implemented. As a result, better results can be obtained by

selecting an appropriate family device for implementation.

Table 4.40  Comparison of Synthesis and Implementation Results with Other SHA-256
Designs
SHA-256 Hash Area FPGA FMax Throughput
Function Device (MH2) (Mbps)
Proposed SHA-256 | 855 ALUTs | Arria Il GX | 228.15 1,756.58
Design
Proposed SHA-256 1,345 Arriall GX | 251.07 3,621.07
Unfolding Design ALUTSs
Factor 2
Proposed SHA-256 | 2,064 ALUTs | Arria Il GX | 159.82 4,196.30
Unfolding Design
Factor 4
SHA-256 (Bensalem
etal., 2021) 67,150 Arrial0 243 3,970
SHA-256
iterative(Kammoun Xilinx
etal., 2021) 1305 XC772020 135 1063
SHA-256(Pham et 1,895 slices/
al., 2020) LUTs Virtex 5 411.3 3,290.40
SHA-256(Chen &
Li, 2020) 979 slices Virtex 4 255.7 1,984
Alpha-Data
SHA-256 (Li et al., ADMPCIE-
2020) - 7V3 100 787
SIMC 40
SHA-256 - nm
Cascade(Li et al., technology
2019) - (Synopsys) | 227.27 3,600
SHA-256 (He etal., | 7,219 cells Cyclone Il | 116.2 875.22
2018)
SHA-256 610 slices Virtex-4 170.75 1,344.98
(Padhi & Chaudhari,
2017)
SHA-256 387 slices Virtex-5 202.54 1,580
(Kahri et al., 2015) XC5VFX70
T
SHA-2 320 CLBs Virtex 5 218.2 1,719
(Shahid et al., 2011)
SHA-2 795 ALUTs | Stratix Il 205.8 1,621
(Shahid et al., 2011)
SHA-256 1,534 CLBs | Virtex 35.1 2,077
(Michail et al., 2010)
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Table 440  Continued
SHA-256 1,655 CLBs | Virtex E 36.4 2,190
(Michail et al., 2010)
SHA-256 (Miao et 2,150 ALUTs | Stratix Il 143.164 909.816
al., 2009)
SHA(256,384,512) 2,207 CLBs | Virtex 74 291
(Sun et al., 2007) v200pq

240-6

SHA-256 755 slices XC2PV-7 174 1,370
(Chaves et al., 2006)
SHA-256 1,373 slices | Virtex-Il 133.06 1,009
(McEvoy et al., xc2v2000-
2006) bfo57
SHA-256 - Virtex E 64.1 2,052.1
(Michail et al., 2005)
SHA-256 - - 41.97 335.9
(Ahmad & Das,
2005)
SHA-256 1,060 CLBs | Virtex 83 326
(Sklavos & v200pg240
Koufopavlou, 2003)

The proposed design utilised 855 ALUTSs and achieved a maximum clock frequency

The performance of the hash function design can be enhanced by the proposed
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accomplished using the unfolding transformation approach.

of 228.15 MHz. Consequently, the efficacy of the proposed design was markedly enhanced
through the application of this technique. The findings indicate that the proposed design
achieved the highest throughput of 4,196.30 Mbps and a maximum frequency of 159.82
MHz, attributable to the internal pipelining design employing 1,159 registers. Compared to
traditional architecture, this technique enhanced the design by eliminating round cycles. As
a result, the clock cycle count of the SHA-256 unfolding architecture decreased from 66.5

cycles to 19.5 cycles. The hash function design of SHA-256 with excellent throughput was

unfolding SHA-256 design. The design frequency can be considerably increased by




employing the unfolding method and following the criteria for developing better HDL
coding. In addition, the architecture of FPGA device plays a vital part in the SHA-256
design. Consequently, the SHA-256 design's performance can be enhanced by determining
the appropriate FPGA device. The earlier implementation of the SHA-256 design is shown
in Table 4.41. Due to budget and device constraints, it is difficult to locate the same device
for the same design. The area implementation of the design increases from iterative design
to unfolding design, as shown in this table. The throughput of SHA-256 unfolding with
factor 4 design, on the other hand, increases significantly. SHA-256 improves the throughput
by 13.7% compared to unfolding factor 2 and by 58.1% compared to the traditional SHA-
256 design. Figure 4.49 illustrates the timing simulation outcomes for the
conventional SHA-256 design method, requiring 64 cycles to produce the final output result.
The output of the SHA-256 hash function is represented by eight 32-bit signals: {Hao, Ha,
Haz, Has, Haa, Has, Has, Haz}, yielding the value

“ba7816bf8f01cfead1410de5dae2223b0036177a9cb410ff61f20015ad”.

ba7816bf
8f01cfea

414140de
5dae2223
b00361a3

96177a9c
b410ff61
f20015ad

Figure 449 Timing Simulation Waveform of SHA-256 Design

According to the throughput equation, the number of cycles for unfolding SHA-256

with factor 2 decreased by two, from 64 to 32, as shown in Figure 4.50. Due to the clock
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delay in the timing simulation, the number of cycles given in this simulation waveform was

34. Subsequently, there would be an increase in the throughput of SHA-256 design.

ba7816bf
8f01cfea
414140de
5dae2223 i
b00361a3 E==

96177a9c
b410ff61 @&
f20015ad E=

Figure 450 Timing Simulation Waveform of Unfolding SHA-256 with Factor 2 Design

Correspondingly, the cycles of unfolding SHA-256 factor 4 decreased by four,
reducing the total number of cycles from 64 to 18. The throughput and performance of the
SHA-256 design can be enhanced by a minimal number of cycles. Figure 4.51 presents the

timing simulation outcomes for the unfolding SHA-256 with factor 4 design.

Mt sha2sh unfuidngs_desgn/idk
_thad%6 _unfidngd_desgnit
e 256 _urdisdengd_desiy vl

N_shalSh urhidogd_desgndats_n 000000
ASha26 unfokdng4, desgnidata i1 , ba7816bf
fr_shalss_unfudngd_desgnidata_in 2 {
M_hads6 _udikdngd_desgnidata n 3 OO0 S = - -

1t _sha256_unfoidng4_desonjround 1 17 ]
I sha2ss ki BN Aa0 E (2235777 LA 6s |
A_sha255_unfid it fck ¢
Mha256_unfukdngd_deson At
ft_shad$6_urduidngs desgnpwut/eed
t_shalt unfoidegd despniatdata
N shash_uriadegd_desonAsitidnta_n_4
k256 _unfikdngs_desonArit/data_in 2
ftshadte_unfoidrgs_desgnputidata m_3

frha2sé_unfuldngs desgnpwithound
Nshalse_undoldngd_desoniutiad

M_shalSt uridngd_desgnisitiond

t b2t _undfuidngs_desonistvec

M1 thaZss urduidrgd_deson it youndil] ~autput o

Figure 451 Timing Simulation Waveform of Unfolding SHA-256 with Factor Four
Design

258



i FPGA Implementation

The unfolding SHA-256 with factor four design was downloaded into Cyclone IV E:
EP4CE115F29C7 FPGA family device to verify the hardware implementation. The SHA-
256 input in this instance is the text “abc”. As a result, the text output of the SHA-256 hash
function for 256 bits should be
“ba7816bf8f01cfead1410de5dae2223b0036177a9cb410ff61f20015ad”. Due to
concurrent processing that restricts the input-output (I/0) FPGA pads, only the 32-bit most
significant bit (MSB) results are presented in Figure 4.52 (a). On the Cyclone 1V E family
device, Figures 4.52(a) and 4.52(b) show the hardware implementation of this hash function.
The 32-bit MSB part of the output on the target device EPACE115F29C7 is “ba7816bf”.
The result was evaluated using seven segments, and three red LED bits yielded “7” in
decimal number and “111” in binary form. If the result of this hash function provides a
correct output of 256 bits, the three LED outputs would show “7”” in decimal number, which

IS “111” in binary form.

BN - o

bﬂ 78 ' I66F m,?—’r‘:;.‘

(a) ()

Figure 4.52 (a) FPGA Output Implementation Display and (b) Hardware
Implementation of SHA-256 Hash Function
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The high-performance design of the hash function is crucial in security design.
Implementing this unfolding method with factor 4 on the SHA-256 hash function
substantially enhances the design's throughput. This is the optimal way to enhance the
performance of the hash function. The maximum frequency of the SHA-256 design
implementation demonstrates the design's critical route. To achieve a high-performance
design, the speed must be prioritised, resulting in the high throughput of the SHA-256
design. ModelSim was employed to simulate the SHA-256 architecture, which
was subsequently tested on an FPGA device for hardware implementation to validate the
hash value output utilising six blocks of seven-segment displays and three LEDs. The
proposed SHA-256 unfolding factors 2 and 4 designs are comparable to other SHA-256

methodologies in the area and maximum frequency.

According to Table 4.40, the proposed SHA-256 design with an unfolding factor of
4 had the greatest throughput of 4,196.30 Mbps, indicating a considerable improvement over
earlier SHA-256 architecture. In comparison to the iterative SHA-256 design by Kammoun
et al. (2021), which attained a throughput of 1,063 Mbps, the proposed design demonstrates
a 294.5% enhancement in throughput. In comparison to the SHA-256 design by Kabhri et al.
(2015), which achieved a throughput of 1,580 Mbps, the proposed architecture exhibits a

165.5% enhancement in throughput.

The proposed design attained a maximum frequency (Fmax) of 159.82 MHz. While
this is not the highest among the compared designs, it demonstrates an effective balance
between speed and logic utilisation. For example, while the SHA-256 design by Pham et al.
(2020) attained a maximum frequency (Fmax) of 411.3 MHz, its throughput of 3,290.40

Mbps remains 21.5% lower than that of the proposed design. This underscores the benefit of
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minimising latency via unfolding rather than solely enhancing operating frequency. In terms
of area, the proposed design with unfolding factor 4 employed 2,064 ALUTS, which is much
less than Bensalem et al.'s (2021) design, which used 67,150 logic elements. This results in
an estimated 96.9% reduction in area resources while achieving a higher throughput, with a

13% improvement over Bensalem et al.'s 3,970 Mbps.

The application of this unfolding technique has resulted in a significant improvement
in the throughput of the SHA-256 design, primarily attributed to a reduction in latency. In
the traditional iterative architecture, each message block requires 64 cycles. Applying an
unfolding factor of 2 results in a reduction to 34 cycles, while an unfolding factor of 4 further
decreases this to 18 cycles. This reduction in cycle count directly contributes to the reported
throughput increases. The unfolding factor 4 approach is an effective strategy for achieving
high-performance SHA-256 implementations. The percentage improvement of SHA-256
unfolding factor 4 was 13.7% and 58.1% compared to SHA-256 unfolding with factor 2 and
conventional design of SHA-256, respectively. Compared to iterative design, the proposed
unfolding design possesses the drawback of large area implementation. This design,
however, can be enhanced by combining pipelining and unfolding techniques to provide the
greatest effect. This design is essential for security applications and could be used in future

innovations, such as other hash functions, HMAC, and security applications.

4.6 Results and Discussion of HMAC Design Architecture

Some applications, such as message authentication code (MAC), rely on different
hashing operations. There are various hash functions, including MD5, RIPEMD-160, SHA-
1, and SHA-256, among others. This section examines the execution of the hash-based

message authentication code (HMAC), utilising its algorithm to ensure data validity and
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integrity while enhancing hardware efficiency and design effectiveness through the SHA-1
and SHA-256 algorithms. HMAC-SHA-1 and HMAC-SHA-256 algorithms were
successfully designed using Altera Quartus Il and simulated using ModelSim-Altera for both

functional and timing simulations to verify the output result.

4.6.1 Results of HMAC-SHA1 Design

The design and implementation of high-speed HMAC-SHA-1 was successfully
conducted. The maximum frequency of the design was 260.01 MHz with 2,267 LUTs. The
implementation of SHA-1 design was based on iterative design. Implementation on Arria Il
GX can provide high speed in comparison to other FPGA family devices. The design can be
enhanced by structuring the HDL code of the design. Besides, with the help of the advisor
Altera Quartus Il, the design can be improved significantly. The TimeQuest Timing
Analyzer can meet the time requirement of the design by giving appropriate SDC clock

constraint to the design.

The top-level architecture of RTL architecture of HMAC-SHA-1 design is presented
in the Appendix section to illustrate the structural. There are three modules in this design:
two SHA-1 designs and a register module. The register module consists of data that need to
be hashed in the second SHA-1 design. In this module, two blocks of 512 bits need to be
executed in the second SHA-1 design. The rest of the design, such as the state for key with
ipad and key with opad, are executed in the top-level design. In this design, the message
input given for HMAC-SHAL design is “Sample #1”. Table 4.41 shows the input message
in hexadecimal format. Using the HMAC-SHAL algorithm entails the examination of the
results of Ipad with a key. This is because these data need to be executed in the first block

input of the SHA-1 design, while the messages will be concatenated at the end of the data.
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Consequently, the message text can be segmented into a 32-bit hexadecimal format, as

presented in Table 4.42.

Table 4.41  ASCII Code of Message Input “Sample #1”
Bit 8-bit Binary
(MSB- Hexadecimal: Symbol
LSB)
511471 53:S |6l:a 6d: m 70: p 6¢: |
470-438 65:e | 20:space |23:# 31:1
Table 4.42  Message in Hexadecimal Format
Text: “Sample #1”

53616d70 | 6c652023 | 31

In this project, the key input of HMAC-SHA-1 is 512 bits. Thus, it is divided into 16
blocks with 32-bit key input. Table 4.43 shows the key input for HMAC-SHAL. The value
for ipad is “36363636” in hexadecimal format. The input key will initially be XORed with
the ipad value to yield the results presented in Table 4.44. Then, the output of key @ ipad

will be concatenated with the text input, as shown in Table 4.45.

Table 4.43  Key Input for HMAC-SHAL

00010203

Ko/Key:

04050607

08090a0b

0c0d0e0f

10111213

14151617

18191alb

1lcldlelf

20212223

24252627

28292a2b

2c2d2e2f

30313233

34353637

38393a3b

3c3d3e3f

Table 4.44

Key @lpad for HMAC-SHAL

Ko@ipad:

36373435

32333031

3e3f3c3d

3a3b3839

26272425

22232021

2e2f2c2d

2a2b2829

16171415

12131011

lelflcld

1a1b1819

06070405

02030001

0e0fOcOd

0a0b0809
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Table 4.45 (Ko@lpad) || Text for HMAC-SHA1

(Ko@ipad) | | 36373435 | 32333031 | 3e3f3c3d | 3a3b3839
text:

26272425 | 22232021 | 2e2f2c2d | 2a2b2829
16171415 | 12131011 | lelflcld | 1alb1819
06070405 | 02030001 | 0e0f0cOd | 0a0b0809
53616d70 | 6c652023 31

SHA-1 design is used to generate the output of hash code. Data key @ Ipad with text
will be hashed together. Thus, two blocks of 512 bits need to be executed separately as the
input hash is more than 512 bits. The output of the first SHA-1 is shown in Table 4.46. The
second SHA-1 design utilises 160 bits of hash code. This 160-bit SHA-1 output is
concatenated with the output of key @ Opad. Thus, the value of key @ Opad needs to be
examined first. The value for Opad is “5C5C5C5C” in hexadecimal format. Table 4.47
presents the 512-bit output of key @ opad, while Table 4.48 shows the combination of key

@ Opad and the output of the first SHA-1 design.

Table 4.46  Output of the First SHA-1 Design

Hash ((Ko@lpad) || text): | bcc2c68c | abbbflc3 | f5b05d8e | 7e73a4d2
7hb7e1b20

Table 4.47 Ko @ Opad

Ko@opad: 5c5d5e5f | 58595a5b | 54555657 | 50515253
4c4d4edf | 48494a4b | 44454647 | 40414243
7c7d7erf | 78797a7b | 74757677 | 70717273
6c6d6e6f | 68696a6b | 64656667 | 60616263
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Table 4.48

(Ko@Opad) || Hash((Key @lpad)||Text)

(Ko@opad) || Hash ((Key @lpad)||text):
5c5d5e5f 58595a5b | 54555657 | 50515253
4c4d4eaf 48494a4b 44454647 | 40414243
7c7d7e7f 78797a7b | 74757677 | 70717273
6c6d6e6f 68696a6b | 64656667 | 60616263
bcc2c68c abbbflc3 f5b05d8e | 7e73a4d2
7b7e1b20

The subsequent process, based on the HMAC-SHAL1 algorithm, involves
concatenating the initial output of the SHA-1 hash code with the output key @ Opad, as seen
in Table 4.49. Consequently, there are two 512-bit input message blocks for the second SHA-
1 design, as the message input exceeds 512 bits. Then, the messages will be hashed together
with the data from the first SHA-1 design. Table 4.50 shows the output generated from the
second SHA-1 design, which is also known as the output for HMAC-SHA-1 design. Finally,

160-bit output of HMAC based on SHA-1 is obtained, as shown in Table 4.51.

Table 4.49  Output of the Second SHA-1 Design
HMAC(Key, Text) = Hash((Ko@opad) || Hash((Key @ipad)||text)):
4f4ca3d5 d68ba7cc | 0a1208c9 | c61e9c5hd
a0403c0a
Table 4.50  20-byte of HMAC-SHA-1 Output
20-byte HMAC(Key, Text):

4f4ca3d5 d68ba7cc | 0a1208c9 | c61e9c5d
a0403c0a

The simulation results for HMAC-SHA-1 consist of two outputs of SHA-1 design.
Therefore, the output of the design needs to be examined thoroughly. The simulation results
for the initial SHA-1 hash function in the HMAC-SHA-1 architecture are presented in Figure

4.53. There are 1,024 bits of message input for SHA-1. The output of key @ Ipad is
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concatenated with the text message. Hence, the output from the first 512 bits becomes the
initial input for the next 512 bits of SHA-1 message input. In this research, the text input for
simulation is “Sample #1”. The output key @ Ipad with the text input is similar to the
previous section. Therefore, the output for the first SHA-1 hash function is “bcc2c68c

abbbflc3 f5b05d8e 7e73a4d2 7b7elb20”, as shown in Table 4.52.

Table 4.51 First SHA-1 Hash Function

Hash ((Ko@lpad) || text): | bcc2c68c | abbbflc3 | f5b05d8e | 7e73a4d2
7b7e1b20
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Figure 453 HMAC-SHA-1: Hash ((Ko@Ipad) || Text)
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After getting the output from the first SHA-1 design, the results need to be hashed
one more time by using the second SHA-1 design. However, the output of key @ Opad
needs to be examined. Based on the HMAC-SHA-1 algorithm, the outputs from the first
SHA-1 design are concatenated with the output key @ Opad. From this simulation, there are
1,024 bits of input to obtain the results of HMAC-SHA-1. The output from the first 512 bits
of the second SHA-1 design will become the buffer initialisation for the second 512 bits of
the second SHA-1 design. Hence, by generating the second SHA-1 hash function with 1,024

bits of input, the output HMAC based on SHA-1 can be obtained, as shown in Figure 4.72.

The 160-bit output of the HMAC, which is based on the SHA-1 design, is
presented in Table 4.52. The output of HMAC-SHA-1 is “4f4ca3d5 d68ba7cc 0a1208c9

c61e9c5d a0403c0a”.

Table 452 HMAC-SHA-1 Output

HMAC (Key, Text) = Hash((Ko@®Opad) | Hash((Key
@lpad)||text)):

4f4cal3d5 dé8ba7cc 0a1208c9 | c¢61e9chd
a0403c0a

Figure 4.55 illustrates the output results of HMAC-SHA-1, which were computed
using HashCalc software. The text input for HMAC is “Sample #1” and the key is
“000102030405060708090a0b0c0d0e0f101112131415161718191alblcld1e1f202122232
425262728292a2b2c2d2e2f303132333435363738393a3b3c3d3e3f”. According to this
figure, the output of HMAC-SHA-1 is “4f4ca3d5d68ba7cc0a1208c9c61e9c5da0403c0a™.
The outcome indicates that the simulation results of HMAC-SHA-1 from ModelSim are
consistent with the output of HMAC-SHA-1. Therefore, the results obtained from HMAC-

SHA-1 are accurate.
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Figure 454 HMAC-SHA-1: Hash((Ko@Opad) || Hash((key® Ipad)||Text))
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Figure 4.55 Output of HMAC- SHA-1

4.6.2 Results of HMAC-SHA256 Design

Figure 4.56 shows the timing simulation waveform results of the HMAC-SHA-256
design with the message input text “Sample #1”. HashCalc software was used to validate
the HMAC values to ensure output accuracy. Based on the simulation waveform results, the
output of HMAC value provides the correct result of HMAC value without error, which is
similar to the calculation from HashCalc software, as shown in Figure 4.57. FMax is the
maximum clock frequency of HMAC-SHA-256 that a digital design can operate at, and it
improves greatly when a clock constraint is applied to the design. Figure 4.58 depicts the

maximum clock frequency of HMAC-SHA-256 with SDC 5.3 clock limitations.
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Figure 4.56  Simulation Waveform of HMAC-SHA-256 Design
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Figure 4.58 Maximum Clock Frequency of HMAC-SHA-256

Discussion of HMAC-SHA1 Design

Table 4.53 shows the proposed HMAC using SHA-1 design on Arria Il GX and

Cyclone IV GX FPGA family devices. The HMAC-SHAL algorithm was successfully

designed using Altera Quartus Il 15.0. Both the functional and timing simulations were

evaluated and verified using ModelSim-Altera 10.3d.
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Table 453 HMAC-SHA-1 Design

FPGA Device | Design FMax LUTs Reg
(MH2)

Altera Arria Il | Proposed 260.01 2,267 4,062

GX HMAC-SHA-1

Altera Cyclone | Proposed 121.89 5,843 4,062

IV GX HMAC-SHA-1

Table 4.52 shows that the maximum frequency for the proposed HMAC-SHA1
design increased significantly on Arria Il GX, which is 260.01 MHz, with 2,267 ALUTs and
a total of 4,062 registers. The synthesis and implementation on Cyclone IV GX give a low
speed, which is only 121.89 MHz, with SDC clock constraint of 10 ns. The results of HMAC-
SHA-1 design improve with the help of the advisor on Altera Quartus Il and TimeQuest
Timing Analyzer. Utilising SDC restriction of 4 ns in the HMAC-SHA-1 design on Arria Il
GX enhances the maximum frequency of the design, provided that the setup and hold times
remain consistent. Table 4.54 presents the outcomes of the power analysis for the HMAC-
SHA-1 design. To acquire the results of power analysis, the .vcd file produced after gate-
level simulation must be integrated with the Verilog input design at the default cooling
temperature. From this table, the dynamic thermal power dissipation of HMAC-SHA-1
design is higher than those of other designs as there are lots of switching activities during

signal toggling.

Table 454  Power Analysis of HMAC-SHA-1 Design

Design HMAC-SHA-1
Total Thermal Power Dissipation (mW) 320.29

Core Dynamic Thermal Power Dissipation (mW) | 82.40

Core Static Thermal Power Dissipation (mW) 118.66

I/O Thermal Power Dissipation (mW) 119.22
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Table 4.55 shows the proposed HMAC-SHA-1 design and other previous
publications of HMAC using SHA-1 design on various types of FPGA family devices. It
includes both Altera and Xilinx implementations. From this result, the synthesis and
implementation on Arria Il GX provide high speed with a maximum frequency of 260.01
MHz compared with other publications based on various types of FPGA family devices. This
study implements HMAC utilising SHA-1 to optimise hardware resources and performance.
There are several related studies on IPSec and HMAC-SHAL to improve the hardware size,
performance, and hardware usage. McLoone & McCanny (2002) proposed a single chip
hardware IPSec comprising Rijndael and HMAC-SHAL. In a study by Selimis et al. (2003),
the maximum frequency increased by the wireless design. HMAC with SHA1/MD5 was first
introduced inWang et al. (2004), in which the hardware complexity was reduced, and an
efficient structure of hash function was developed to share the hardware. Michail et al.
(2004) showed an implementation on a FPGA device, whereas small-size with high-speed
HMAC-SHA1 was implemented in Yiakoumis et al. (2005). Khan et al. (2007a)
implemented pipelining and parallelism in the design of the HMAC-hash unit, integrating it
into a single reconfigurable unit. Although these designs were successfully implemented,
their maximum frequencies were limited to several tens of MHz or at most 162 MHz
(Yiakoumis et al., 2006). Enhanced performance is necessary to satisfy the demands of

modern systems.

Table 455  Comparison of FPGA-based Implementation of Previous HMAC Designs

FPGA Device Design FMax LUTs/CLBs | Reg
(MH2)
Altera Arria I GX | Proposed HMAC- | 260.01 2,267 4,062
SHA-1
Altera Cyclone IV | Proposed HMAC- | 121.89 5,843 4,062
GX SHA-1

274



Table 4.55  Continued

Xilinx Virtex-lI (Yiakoumis et al., | 162 854 -
2006)

Xilinx XC2Vv4000 | (Khanetal.,2007a) | 43.47 7,484 -

Xilinx VirtexE-8 (Yiakoumis et al., | 111 686 -
2005)

Xilinx (Michail et al., | 62.0 6,011 -

V3200efg1156 2004)
EP20KIOOOEB (Wang et al., 2004) | 21.96 - -

C652-1X

V150bg352 (Selimis et al., | 82 1,018 -
2003)

Xilinx XCV1000E | (McLoone & | 50 7,247 -

McCanny, 2002)

The design and implementation of the high-speed HMAC-SHA-1 were successfully
executed. The design's maximum frequency is 260.01 MHz, utilising 2,267 LUTs. The
implementation of the SHA-1 designis based on an iterative design approach.
Implementation on Arria Il GX can provide high speed compared with other FPGA family
devices. The design can be improved significantly by doing these two tasks: structure the
HDL code of the design and get the assistance of the advisor of Altera Quartus II. The
TimeQuest Timing Analyzer can meet the time requirement of the design by giving the

appropriate SDC clock constraint to the design.

4.6.4 Discussion of HMAC-SHA-256 Design

Table 4.56 displays the proposed HMAC-SHA-256 design and other publications
utilising HMAC on various FPGA family devices. HMAC-SHA-256 was successfully
designed using Altera Quartus Il 15.0. ModelSim-Altera 10.3d was used for functional and
timing simulation to validate the output results. The maximum frequency of the HMAC-
SHA-256 design increased dramatically on Arria Il GX with 3,953 LUTs and 2,714 total

registers, as shown in Table 4.56. Based on these findings, the synthesis and implementation
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on Arria Il GX give fast speed with a maximum frequency of 195.16 MHz in comparison to
other HMAC publications utilising various types of hash functions on FPGA family device
types. Furthermore, with the assistance of Altera Quartus Il and TimeQuest Timing Analyzer
advisors, the results of HMAC-SHA-256 design improve (TimeQuest Timing Analyzer,
2020). Implementing SDC clock constraint of 5.3 on the HMAC-SHA-256 design for Arria
Il GX ensures that the design's maximum frequency is achievable under stable setup and
hold conditions. Thus, this paper proposed high-performance and error-free HMAC-SHA-
256 design with an appropriate FPGA device and clock constraint that meet the design

requirement.

Table 456  Comparison of FPGA-based Implementation Comparison of Previous
HMAC-SHA-256 Designs

Authors/year FPGA Device Design FMax LUTs/ | Reg
(MHz) CLBs
/LE
Proposed Design Altera Arria II | Proposed 195.16 3,953 | 2,71
GX HMAC 4
(SHA-256)
(Kieu-Do-Nguyen | Virtex 4/Virtex 5 | HMAC 188 1,615 | -
et al., 2022) (SHA-256)
(Pham et al., 2022) | Virtex2 SHA-256 165 3,695 |-
XC2VP20
(Rubayya & Resmi, | Xilinx  Device | HMAC 110.009 6,861 | -
2015) (no mention | (SHA-256)
device name)
(Juliato & Gebotys, | Altera Apex | HMAC 35.55 9,231 |-
2011) 20K, (SHA-256)
EP20K1000EB
C652
(Juliato & Gebotys, | Xilinx Virtex-E, | HMAC 48.12 3,463 | -
2011) XCV1600EBGI1 | (SHA-256)
156
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Table 4.56  Continued

(Juliato & Gebotys, | Xilinx Virtex-II, | HMAC 59.66 3,608 | -
2011) XCV2V4000BF | (SHA-256)
957
(Khan et al., 2007) | Xilinx HMAC 43.47 7,484 | -
XC2V4000 (MDS5, SHA-1,
RIPEMD-160)
(Yiakoumis et al., | Xilinx VirtexE-8 | HMAC (MD5) | 55 686 -
2005) HMAC (SHA-1) | 111
(Michail, 2004) Xilinx HMAC (SHA-1) | 62.0 6,011 |-
V3200efgl156
(Wang, 2004) EP20KIOOOE | HMAC 22.67 - -
BC652-1X (SHA-1/MD5)
(Selimis, 2003) V150bg352 HMAC (SHA-1) | 82 1,018 |-
(McLoone, 2002) Xilinx HMAC (SHA-1) | 50 7,247 | -
XCV1000E

A comparative analysis of HMAC-SHA-256 designs implemented on different
FPGA platforms is shown in Table 4.55. With an area utilisation of 3,953 LUTs and 2,714
registers, the proposed HMAC-SHA256 design, when implemented on Altera Arria Il GX
with Quartus 1l 15.0, reaches a maximum frequency of 195.16 MHz. In contrast to Rubayya
& Resmi (2015), whose HMAC-SHA-256 design employed 6,861 LUTs and recorded a
maximum frequency of 110.009 MHz, the suggested design achieves a 42.4% reduction in
area and a 77.4% rise in speed, demonstrating notable gains in hardware efficiency and
performance. Only HMAC-SHA-256 architectures are compared in this section since these
designs differ from standalone SHA-256 cores in that they include extra overhead such key

padding, inner and outer hashing, and iterative control. Because of their different functional
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scopes and resource requirements, direct comparisons between HMAC-based designs and

pure SHA-256 architectures would consequently produce inaccurate results.

The design of HMAC-SHA-256 was successfully designed through the use and
development of high-speed computing, which possessed a maximum frequency of 195.16
MHz. FPGA implementation on Arria Il GX can offer great speed. Moreover, the design can
be significantly enhanced with the assistance of the advisor Altera Quartus Il. Furthermore,
providing the design with proper SDC clock constraints will allow the TimeQuest Timing

Analyzer to meet the time requirements.

Table 4.56 compares the proposed HMAC-SHA-256 design with previously
published HMAC-SHA-256 implementations, focussing on two critical performance
metrics: maximum frequency and area utilisation. All implementations were synthesised and
simulated with Quartus 11 on the Altera Arria Il GX FPGA platform. The suggested HMAC-
SHA-256 architecture demonstrated superior performance, attaining a maximum frequency
of 195.16 MHz and a throughput of 4,196.30 Mbps. The increasing trend in throughput is
directly attributed to architectural optimization, particularly through unfolding techniques

that reduce the number of processing cycles per block.

4.7 Summary

In summary, this chapter focuses on the results and discussion of hash function with
an FPGA implementation design. After the synthesis process, the testbench input file
together with the design file were compiled to obtain the simulation waveform in terms of
functional and timing simulation. The maximum frequency of the design can be obtained
from the Quartus Il CAD tool, and the design slack needs to be evaluated whether it meets

the timing requirement of the design. This approach avoids violation in the design, especially
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in terms of setup and hold time. Then, the design was validated using FPGA Cyclone IV
board. This study used unfolding transformation and Gray encoding approaches to optimise
SHA-1, MD5, RIPEMD-160, and SHA-256 hash function designs for FPGA
implementations. The unfolding approach was used to increase throughput through
concurrent execution of internal processes by decreasing latency and enhancing parallelism.
This technique is supported by proven research and has demonstrated efficiency in pipelined

architectures.

On the other hand, Gay encoding was used to solve dynamic power usage since it
reduces signal transitions by changing only one bit between consecutive states. The decrease
in switching activity plays a crucial role in reducing overall power consumption, especially
in clocked components like state machines and control logic. These methods were chosen
not at random, but because of their theoretical advantages, compatibility with previous
efforts, and observable influence on area, power, and performance, as illustrated throughout
this chapter. The proposed designs thus represent a balanced and efficient architectural
solution, optimized for high-speed, low-power cryptographic applications on FPGA

platforms.

This study does not examine the cryptographic resistance or security vulnerabilities
of hash algorithms; however, it enhances practical security deployment by demonstrating
the efficient implementation of these functions on FPGA, optimising for area, speed, and
power. The structural integrity of each algorithm is preserved, and no alterations to the
cryptographic core logic are made. Thus, the security properties of the algorithms, as

outlined in their original specifications, are maintained in this hardware implementation.
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CHAPTER 5

CONCLUSION

51  Summary of the Research

This work directly addressed the study's central challenge, which is a lack of high-
performance and energy-efficient cryptographic hash function architectures designed for
HMAC applications on reconfigurable hardware platforms. Existing implementations
frequently suffer from low throughput, inefficient area utilisation, and high dynamic power
consumption, limiting their usability in resource-constrained embedded systems like 10T and
secure routers. This study proposes and validates a systematic design methodology that
incorporates unfolding transformation, pipelining, Gray encoding, and clock gating
techniques to address these challenges. The findings illustrate the contribution of each
technique in addressing the limitations identified in the problem statement. The
implementation of unfolding transformation (factors 2 and 4) on SHA-1, MD5, SHA-256,
and RIPEMD-160 effectively decreased the clock cycles required for each hash
computation, leading to a notable improvement in throughput. The SHA-256 unfolding
factor 4 design attained a throughput of 4,196.30 Mbps, indicating a 294.5% enhancement
compared to earlier architectures. The incorporation of Gray encoding in state machine
design, along with the application of clock gating to inactive logic blocks, resulted in

significant reductions in dynamic power consumption.

An important problem found in previous designs was excessive switching activity,
which is immediately addressed by these low-power techniques. Additionally, the designs
were implemented on the Altera Arria 11 GX FPGA, selected for its optimal performance-

to-area ratio. The proposed SHA-1 implementation utilised 548 ALUTs and 907 registers,
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representing reductions of 98.38% and 97.17%, respectively, when compared to Stratix Il
GX-based implementations, thereby demonstrating substantial area efficiency. Multiple
hash functions were also successfully integrated into a single HMAC design. The HMAC-
SHA-256 design achieved a maximum frequency of 195.16 MHz, utilising 3,953 LUTs and
2,714 reqisters, thereby providing an efficient solution for real-time secure communication
systems. The significance of HDL coding style and design optimisation techniques was
validated during the synthesis and implementation stages, especially when it came to
reducing crucial route delays and reaching higher maximum clock frequencies. In
conclusion, the research successfully met all four objectives and provided specific solutions

to the difficulties raised in the initial problem formulation.

This work provides both methodological and practical contributions to cryptographic
hardware design by presenting a validated framework for high-throughput, low-power hash
function architectures optimised for HMAC and FPGA platforms.All hash functions and
HMAC algorithms, namely MD5, SHA-1, RIPEMD-160, and SHA-256, were successfully
designed, synthesised, and implemented using Altera Quartus Il on the Arria Il GX FPGA
with Verilog HDL. The designs were evaluated for performance metrics, including
frequency, logic utilisation, and power consumption. To further improve performance,
various strategies were employed, including iterative design, state encoding, clock gating,
unfolding, and pipelining. These approaches collectively contributed to achieving high

performance while balancing trade-offs among speed, area, and power.

Objective 1 aims to formulate unfolding transformation factors 2 and 4 methods into
hash function design. The research successfully implemented unfolding transformation with

factors of 2 and 4 in the hash function design to optimise throughput. The unfolding
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technique minimised the iterations needed for calculation, hence parallelising operations and
significantly reduced latency. In the SHA-1 design, the number of cycles decreased from 80
to 40 by employing an unfolding factor of 2. This illustrates that the implementation of
unfolding transformation markedly improves the design's throughput, rendering it
appropriate for high-speed applications. The technology demonstrated scalability, with
possible use to additional hash functions beyond SHA-1, including SHA-256 and RIPEMD-

160.

Objective 2 aims to develop low-power design techniques using state encoding and
clock gating into hash function design. Low-power optimisation techniques, including Gray
encoding and clock gating, were successfully integrated into the hash function design. Gray
encoding minimised dynamic power consumption by reducing switching activity in state
transitions, while clock gating deactivated unused portions of the circuit to further reduce
power dissipation. These techniques were applied across multiple designs, including MD5
and SHA-1, and demonstrated a significant reduction in power consumption without
compromising performance. The results underscore the necessity of integrating these
technologies in energy-sensitive environments, such as Internet of Things (1oT) devices and

portable systems, where power efficiency is paramount.

Objective 3 aims to analyse the cryptographic hash functions in HMAC design. This
research thoroughly analysed the integration of cryptographic hash functions into HMAC
designs, focusing on their performance in secure communication applications. The research
assessed the MD5, SHA-1, SHA-256, and RIPEMD-160 hash algorithms, analysing their
appropriateness for HMAC designs for speed, resource utilisation, and security robustness.

The results demonstrated that the proposed optimised hash function designs. In addition, the
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computational requirements of HMAC were met and significant improvements in
throughput and power efficiency were achieved compared to conventional methods. The
scalability and usefulness of the proposed designs for real-world applications including
blockchain systems, 10T connection, and secure data transmission are underlined by this

research.

Objective 4 aims to validate the efficient implementation of hash function algorithms
using FPGA. Hash functions were successfully implemented, synthesised, and validated on
FPGA platforms, specifically using Altera Quartus Il Arria Il GX. The performance of the
designs was assessed using key criteria, including maximum frequency, logic utilisation, and
power consumption. The integration of the TimeQuest Timing Analyzer ensured that precise
clock constraints were applied, allowing the designs to meet timing requirements with
positive slack. The results confirmed that the combination of unfolding transformation and
pipelining achieved high throughput, while low-power techniques optimised energy
consumption. These results confirm the effectiveness and scalability of the proposed

methodology for FPGA-based implementation.

The TimeQuest Timing Analyzer was utilised to optimise timing performance by
applying precise clock constraints, ensuring that the designs met timing requirements with
positive slack. This approach improved the maximum operating frequency of the hash
function and HMAC designs, resulting in increased throughput. TimeQuest's interactive
reporting and compatibility with the SDC format made it an industry-standard tool for
efficient timing analysis, enabling streamlined development and performance evaluation of

the hash function and HMAC architectures.
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The performance of the proposed hash function implementations was extensively
assessed using essential hardware parameters such as maximum operating frequency, area
utilisation (logic elements and registers), and throughput. An in-depth comparison of four
popular cryptographic hash functions such as SHA-256, RIPEMD-160, MD5, and SHA-1.
These designs implemented based on Altera Arria 1l GX FPGA using Verilog HDL. To
measure the impact of unfolding transformation, low-power optimisation, and pipelining on
each design, they were compared to prior state-of-the-art implementations. The next sections
provide an overview of the performance improvements achieved by the proposed designs,
demonstrating their efficiency and scalability for use in embedded systems with limited

resources and strict security measures.

In comparison, Wang et al. (2010) achieved 66.48 MHz on a Stratix 11 GX device,
whereas Fan et al. (2023) reported 133.6 MHz without specifying the FPGA model. This
reflects a 337.1% increase in operating frequency relative to Wang's design and a 123.4%
increase compared to Fan’s work. In comparison, Wang et al.'s 32-stage pipelined design
obtained a throughput of 32.035 Gbps, resulting in a 330.7% enhancement in throughput

relative to the proposed design.

The proposed SHA-1 designs, implemented on the Arria 11 GX EP2AGX45DF29C4,
demonstrate an area of 548 combinational ALUTSs and 907 registers. This is a significant
reduction compared to the 33,764 ALUTs and 32,048 registers reported by Jiang et al. (2009)
on the Stratix Il GX. This indicates a 98.38% reduction in ALUTSs and a 97.17% reduction
in registers, highlighting the significant area efficiency of the proposed design. The proposed

design utilises unfolding transformation to achieve a balance between area and performance,
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resulting in minimal resource utilisation and a latency of 40 cycles, making it appropriate

for compact, high-speed cryptographic applications.

The most efficient design is the pipelined RIPEMD-160 on Arria Il GX, which
achieves a ratio of 3.5477 Mbps/ALUT, far greater than all other designs. In addition, the
unfolding-based designs (factor 2 and factor 4) demonstrate competitive ratios of 0.5109
Mbps/ALUT and 0.5203 Mbps/ALUT, respectively, reflecting effective trade-offs between

performance and resource utilisation.

The proposed SHA-256 design with an unfolding factor of 4 had the greatest
throughput of 4,196.30 Mbps, indicating a considerable improvement over earlier SHA-256
architectures. In comparison to the iterative SHA-256 design by Kammoun et al. (2021),
which attained a throughput of 1,063 Mbps, the proposed design demonstrates a 294.5%
enhancement in throughput. In comparison to the SHA-256 design by Kahri et al. (2015),
which achieved a throughput of 1,580 Mbps, the proposed architecture exhibits a 165.5%
enhancement in throughput. The proposed design attained a maximum frequency (Fmax) of
159.82 MHz. While this is not the highest among the compared designs, it demonstrates an
effective balance between speed and logic utilisation. For example, while the SHA-256
design by Pham et al. (2020) attained a maximum frequency (Fmax) of 411.3 MHz, its
throughput of 3,290.40 Mbps remains 21.5% lower than that of the proposed design. This
underscores the benefit of unfolding transformation in boosting throughput without

excessively increasing clock speed.

This research successfully achieved its objectives by proposing and validating
innovative methodologies to optimise cryptographic hash functions for HMAC applications.

The integration of unfolding transformation, pipelining, state encoding, and clock gating
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techniques demonstrated significant improvements in throughput, power efficiency, and
resource utilisation. The findings contribute to advancing cryptographic hardware design
methodologies and provide scalable solutions for secure data transmission across embedded

systems, 10T networks, and financial applications.

5.2 Future Work

In future research, several approaches can be explored to further optimise hash
functions and HMAC designs, particularly in achieving high-performance and resource-
efficient implementations. Techniques such as resource sharing, retiming, and unfolding
design offer significant potential for maximising frequency and improving the overall

performance of cryptographic designs.

Resource sharing involves merging similar non-linear functions or operations across
multiple hash functions. By employing this approach, area utilisation can be minimised
without compromising performance. This technique is particularly effective in reducing
redundant computations, which can lead to a more compact and efficient design while
achieving a higher maximum operating frequency. Future studies should investigate how
resource sharing can be optimised across various cryptographic algorithms to achieve

scalable and modular architectures.

Retiming is a promising technique applicable to hash function and HMAC designs,
aimed at minimising delays and enhancing the maximum operational frequency. This
technique works by repositioning registers within the design to balance critical paths,
minimising the delay and improving the overall timing performance. Future work can focus
on systematically applying retiming across different hash function architectures to further

enhance their performance in high-speed applications.
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Unfolding design remains a critical technique for improving throughput and
frequency by allowing multiple operations to occur within a single clock cycle. By
increasing the unfolding factor, more operations can be parallelised, significantly reducing
the number of cycles required for hash computations. Researchers can explore advanced
unfolding techniques and their integration with pipelining and other optimisation methods

to maximise both throughput and resource utilisation.

As FPGAs become more economically viable for low-end and consumer-grade
applications, future work can explore cost-effective implementations of cryptographic
designs on emerging FPGA platforms. These include leveraging the latest FPGA
technologies to improve energy efficiency, scalability, and performance for applications

such as 10T security, blockchain, and real-time data authentication.

Power consumption remains a critical consideration in cryptographic designs,
especially for energy-sensitive applications like 10T and portable devices. Future research
should focus on accurately estimating and minimising power consumption using tools such
as Quartus Il PowerPlay Power Analyzer during place-and-route stages. Although EDA
tools are essential for power analysis, their limited support for low-power implementations
in complex designs poses challenges. To address this, researchers should investigate
alternative strategies, such as early-stage register-transfer level power estimation techniques

and RTL-level power optimisation methods.

Methods such as clock gating can be optimised to minimise dynamic power
consumption in system on chip designs. However, it is crucial to carefully manage
conditions in clock gating to ensure that blocks are activated or deactivated appropriately,

avoiding unnecessary power dissipation. Future studies can also explore the integration of
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advanced dynamic power management strategies, considering real-time workload variations

to optimise energy consumption.

Although EDA tools are essential for facilitating the design process, their limitations
in supporting low-power implementations highlight the need for innovative design
techniques. Future research should explore methodologies that can complement EDA tools,
such as manually optimised RTL coding styles or power-aware algorithmic modifications.
These approaches could allow designers to achieve low-power consumption without fully

relying on high-level circuit design tools.

In conclusion, by adopting advanced techniques such as resource sharing, retiming,
and unfolding, as well as addressing the challenges in power optimisation and EDA tool
limitations, future research can pave the way for even more efficient and scalable
cryptographic designs. These advancements will support the development of secure, high-
performance systems for modern applications, including 10T, blockchain, and real-time data
transmission, ensuring they meet the demands of an increasingly connected and data-driven

world.
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APPENDIX C: Top Level RTL viewer

This appendix presents the top-level RTL viewer outputs for all hash function design variants synthesized using Quartus Il such as MD5,

SHA-1, RIPEMD-160 and SHA-256 hash function. These visualizations demonstrate how iterative, unfolding, pipelining, and Gray encoding
techniques affect the overall hardware architecture.

MOEwE
Reglsier TooaMDS 13 ) ﬁ
J = Ragigmar Catadios —
g e ]
= = iy =
ﬂmii IngutDEL | — —_— — =
°“ - , e g— — {8z
mesge{3L.0) — —— . - =
k ) l—ﬂlﬁ%- . A i MOSLE
adicrazed e m— e —— 13
m—| o] g
4 —_ S— reg MOSSa
"J AT ) m
I 1 — F " ] oo |
caiEy roundot e n I —
k| b — =
—l ol 1 ik
| —
L—
- I o mazsags cuman g
hash_MDSOUEURIE
hagh MDSwT . )
e bl SRl ™y e oS et 127.00)
PGl bk dala
Pl
= gt ol figks ot o

= |

Figure 1: Top-Level Architecture of MD5 Binary Design

313



i {0 b s o]

i
| [ il

ul
*D ni |
[

Figure 2: Top-Level Architecture of MD5 Gray Design

314



Mg MTEa

f=-Prry

=

wux
ﬁ = hah sz o)

airoand L 3l
e [
maage S

Figure 3:

315

Top-Level Architecture of MD5 Binary with Gating Design



™

-

e

Figure 4:

316

Top-Level Architecture of MD5a Gray Gating Design



MDS initialiu2

input_ABCD:ul

StepFundtion:ué

4 _I731.0]

MDS_hashau?

dats_o[127..0]

clk [
ABCD init:ul
resst[
controlleriud
ok
new_data [ T
reset

Figure 5:

Top-Level Architecture of MD5 with Controller Design

S0

317




MD5_initial:unit2

.
input_ABCDunitl R
2 o
2 o
ck[>
{"» hash_generated
nex
{3 ready o
MD5_hashiunits
1
data (310> I s 0
data_il[31..0) —
- [bad_:!B 1 B oy )
HD : 1 L — : L de [ ]
s R _o[127..0
O &
-
- ens
[u]

Figure 6: Top-Level Architecture of MD5 Unfolding Design

318



= T

- F-_
- =

I.m [

_, E | -
B I
—t 1 !
E

T

et

- - —

Figure 7:

Top-Level Architecture of MD5 Unfolding with Four-stage Pipelining Design

319




II

Figure 8: Top-Level Architecture of MD5 Unfolding with 32-stage Pipelining Design

320



muxl:ud

StepFundtioni:u9

shal_init:ud

a3l

ELa shal_hash:ull
Danit[31.10]
EEa
=1 =ml]
. - shal_cutput[159..0]
dff_KConstiug
Koomiiiiig
= 1
{» KConst[31..0]
KConst:u?
dff_round4:us
rounddrl ]
= Lo coder_roundd:ud {> round4{1..0]
™ sha_schedule[31..0]
| sha_scheduleZiug
- D femcub=31.10]
data_in[31..0] Cr =

Figure 9: Top-Level Architecture of SHA-1 Design

321



mul 2

EERE

LN EN AN 2N 2

==l [
o

kol bbb

. e |
_mr.ma- ¥ o v
. o e o
data {3101
deta_im 1310
=hal_output[159.0]

Figure 10:  Top-Level Architecture of SHA-1 Unfolding Design

322



mux1_sha:u2

StepFunction:ug

shal_hash_InnerPipelining:u?

shal_cutput[159..0]

s[>
shal_init:u0
B3l m
Clk D k) |
Deti31 M
Bat[31.0]
sha_schedule2:us
fimch el 31 T
data_in[31.0] =
coder_round4:u3
KConstiud
i rounddrl
KCon=t134 01
rst[

sha_counter:ul

Figure 11:

Top-Level Architecture of SHA-1 Inner Pipelining Design

323

{"» roundso[s..0]



5 ..-_:ﬁ-_w ¥l it

f Szt 30t #al_fan Sratakigull

||

5
i
E

0 eu_cutpustisi o

% ruresige 1)

)
L
A
=
mE|

Figure 12:  Top-Level Architecture of SHA-1 with Four-stage Pipelining Design

324



Figure 13 :  Top-Level Architecture of SHA-1 with 40-stage Pipelining Design
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Figure 15:  Top-Level Architecture of RIPEMD-160 Design
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