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ABSTRACT

Authorship Identification (Al) is the process of determining the most likely author of a given
text by analysing writing style characteristics and linguistic patterns. ldentifying the author
of online social network (OSN) text becomes a pressing issue nowadays as the increase of
cyberbully cases among the social media users. Al plays vital role in social media forensics
(SMF) to unveil the true identity of the cyberbullying perpetrator from the OSN text.
However, OSN text has been an open problem in Al as the limited length of the text and the
usage of Internet jargon affecting the performance of Al system. In this research, Al task is
conducted to facilitate the SMF activity by analysing the writing style of tweets from Twitter
in identifying most plausible author for anonymized tweet. The writing style of the author or
known as the stylometric features including character n-grams, word n-grams and Part-of-
Speech (POS) n-grams are extracted from the text. These features are used widely in
identifying the author of short text as they are language independent and tolerant of
grammatical errors. The features are represented using different text representation models
namely TF-IDF and Embedding model. The models are examined to compare which one
could best represent the OSN text. For classification, machine learning and deep learning are
used to evaluate the classification model by maintaining the optimum performance of Al
system. The findings shown that Twitter native features are very useful in boosting the
performance of Al system. Embedding-based model achieved better performance in
representing n-grams with fix and distributed representation. The best result was achieved
when CNN mix with embedding-based model with accuracy of 95.02% for English and 94%

for KadazanDusun and both 95 % precision for both languages.

Keywords:  Author Identification, authorship analysis, cyberbullying, stylometry, tweets



Identifikasi Penulis Tweets Bahasa Inggeris untuk Forensik Media Sosial

ABSTRAK

Identifikasi penulis adalah proses untuk mengenalpasti penulis yang paling munasabah bagi
sesuatu text dengan menganalisa ciri gaya penulisan dan corak linguistik. Pengenalpastian
identiti penulis text media sosial menjadi isu yang serius pada masa kini akibat peningkatan
kes jenayah pembuli siber dalam kalangan pengguna media sosial. Identifikasi penulisan
memainkan peranan yang penting dalam forensik media sosial untuk mendedah pemilik
sebenar teks pembulian siber. Walau bagaimanapun, teks media sosial yang pendek
merupakan masalah semasa dalam identifikasi penulisan kerana ukuran teks yang terhad
dan penggunaan bahasa Internet yang tidak teratur akan menjatuhkan prestasi sistem
pengenalpastian identiti penulis. Dalam kajian ini, tugasan Al dijalankan bagi membantu
aktiviti SMF dengan menganalisa bentuk penulisan tweets daripada Twitter bagi
mengenalpasti identiti penulis tweet tanpa nama. Gaya penulisan atau dikenali sebgai ciri-
ciri stylometrik, seperti n-gram abjad, n-gram perkataan dan n-gram Part-of- Speech (POS)
akan diekstrak. Ciri-ciri stylometrik ini digunakan secara meluas dalam mengenalpasti
penulis teks media sosial kerana ciri-cirinya yang bersifat berdikari bahasa dan dapat
bertolak ansur dengan kesalahan tatabahasa. Dua model perwakilan teks, TF-IDF dan
Embedding telah digunakan dan dibandingkan keduanya untuk meneliti yang mana antara
dua model tersebut lebih baik dalam mewakili teks media sosial. Untuk proses klasifikasi,
pendekatan machine learning dan deep learning telah digunakan untuk menilai algoritma
klassifikasi yang mana satu dapat mengekalkan prestasi optimum bagi sistem
pengenalpastian penulis text media sosial. Dapatan kajian menunjukkan bahawa ciri-ciri
asli Twitter sangat berguna dalam meningkatkan prestasi system Al. Dapatan juga

menunjukkan model berasaskan embedding lebih baik dalam mewakili ciri-ciri n-grams



dengan perwakilan tetap dan teragih. Keputusan terbaik dicapai apabila model CNN
bergabung dengn gabungan embedding dengan ketepatan 95.02% untuk Bahasa Inggeris

dan 94% untuk KadazanDusun dan keduanya mencapai 95% kepersisan.

Kata kunci:  Analisa identifikasi penulisan, pembulian siber, identifikasi penulisan,

stilometri, tweets
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CHAPTER 1

INTRODUCTION

Chapter 1 provides an overview of authorship analysis, including the major tasks,
data types, and processes involved. It also discusses the research motivation, questions,
problems, objectives, methodology, significance, and contributions of the study. The
chapter concludes with a summary of the thesis structure. In the rest of the thesis, the term

‘Al’ is referred as Authorship Identification task.

1.1  Authorship Analysis

Authorship analysis is a process of examining the characteristics of a piece of writing
to draw conclusions on its authorship. Authorship analysis has been used in a small but
diverse number of application areas including identifying authors in literature, in the
program code, and in forensic analysis for criminal cases (De Vel et al., 2001). Authorship
analysis has rooted in the authorship attribution problem of historical literature such as,
resolving the debate on Shakespeare’s work, solving the author debates over the Federalist
Papers and Unabomber Manifesto (Zheng et al., 2003). Figure 1.1 illustrates the general
pipeline of authorship analysis which describes the major authorship tasks, scenarios

involved, types of data used, and the general process involved.
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Figure 1.1: A general pipeline of authorship analysis

Referring to Figure 1.1, there are three main tasks in authorship analysis. The tasks
consist of processes in determining the authorship information of the anonymous text. The
three tasks namely Author Identification (Al), Author Verification (AV) and Author
Profiling (AP), may be deployed in one of the two scenarios. The scenarios are called the
closed-set and open-set attribution. There are two types of data that are used in gathering
the internal evidence of the writing style. The general process of authorship analysis fits the
standard modern paradigm of text classification problem (Koppel et al., 2009) where the

components of text classification are used in authorship analysis process.

Authorship analysis involves evaluating the writing characteristics to make
inferences about who wrote it. KeSelj et al. (2003) states that an author’s writing style is
formed by extracting stylometric features from their own texts. According to De Vel et al.
(2001) stylometric features or "style markers" are used in early authorship attribution studies
to define the features and quantifying the writing style of an author. In this report, the term

stylometric features will be used in the explanations.



As an example, the style of an author can be represented by the choice and use of
words, organisation of the sentences and paragraph, and the use of function and content
words. Prior to the stylometric feature, a line of research known as ‘stylometry’ attempts to
define the features for quantifying the writing style (Stamatatos, 2008). Stylometry is a

linguistic discipline that applies statistical analysis to literary style (Diurdeva et al., 2016).

1.1.1 Major Tasks in Authorship Analysis

Authorship analysis task tackles the problem of determining the author of
anonymous text or text that the authorship is open to dispute. Through authorship analysis
task, one can solve the mystery of suicide note, ransom note or even threatening email by
identifying the real culprit and release the innocent people which work close to forensic
investigation and criminal law. As for the domain humanities, one would like to solve the
attribution of the disputed document or reveal the anonymous author that utilising the
historical documents or literary documents. There are three major tasks in authorship

analysis as shown in Figure 1.2 followed by the explanation of each task.

\

—» Authorship Identification

Deploys

Closed-set
/ Attribution
Authorship Analysis » Authorship Verification Scenarios
Tasks
Open-set

Attribution

“» Authorship Profiling

L/

Figure 1.2: Major tasks in Authorship Analysis




Based on Figure 1.2, Authorship Identification (Al) aims to identify the author of a
given document from a set of suspects by examining the other writings by that author. De
Vel et al. (2001) states that the goal of Al task is to predict the author of the text selected
from a pool of potential candidates. The task is called as authorship (or author) identification
or authorship attribution by researchers with a background in computer science (Stamatatos,

2009).

Author Verification (AV) aims to determine whether the examined text is also
written by the same author as reported by Stamatatos (2017). Rather than trying to select
the most plausible author among a given number of candidates, the classification process of
AV task consists of two possible outcomes either yes (indeed the person wrote the examined

text) or no (the text was not written by the person).

Author Profiling (AP) is done by extracting information about the age, education,
gender, etc. of the author of a given text (Koppel et al., 2002). Author profiling is only
limited to determine the author’s demographic including gender, age class, and native
language (Soler-Company & Wanner, 2017). Besides, the profile of an author can also be

the author’s psychological traits (Argamon et al., 2009).

According to Figure 1.2, the authorship analysis tasks can be carried out based on
two types of attribution scenarios. In the close-set scenario, a text of unknown authorship is
attributed to one candidate author, given a well-defined list of candidate authors with the
sample of texts they authored (Potthast et al., 2019). While, in the open-set scenario, several

varieties of attribution problems fall under this scenario such as:

e There is no candidate set at all. In this case, the challenge is to provide as

much as demographic or psychological information about the author.



e Needle-in-a-haystack problem happened when there are thousands of

candidate authors but with limited text samples provided.

e The true author may not be included in the list of suspects and the challenge

is to determine if the author is the owner of the text or otherwise.

1.1.2 Types of Data in Authorship Analysis

Figure 1.3 below depicts different types of data that are used as the evidence to be

analysed in any authorship task.

Excerpt of
novels

Chapters in
Long texts books

Blogs

Twitter

Social Media Facebook

E-mail Instagram

Instant
Messages

Online
Reviews

Figure 1.3: Types of data in Authorship Analysis

Based on Figure 1.3, there are two types of data that are being analysed in authorship
analysis, which are short text and long text. Long texts data composed of texts from novel

excerpts and books for historical literature study (Gladwin et al., 2017). However, the



extensive amount of electronic texts available through Internet media (blogs and web forum)
has increased the need for handling the text efficiently. Long text has been used to analyse
the writing style of terrorist groups (Abbasi & Chen, 2005) for forensic study to track the

communication of militant groups and terrorist organizations using e-mails as evidence.

Presently, with the evolution of the Internet and information technology, people
often use online communication to interact and socialize with each other through networks.
Digital documents that are produced through the Internet are handy and essential to perform
authorship analysis on short texts for the purpose of forensic investigation (Banga &
Mehndiratta, 2017; Okuno et al., 2015; Orebaugh & Allnutt, 2009). Short texts such as
Instant Messaging (IM), social media (Facebook, Twitter, Instagram etc.) and reviews of

online products, produce massive digital documents.

Unfortunately, the evolution and divergence of the Internet are often being used
negatively on online activities. Cyber-crimes such as Internet scams, stealing identity and
cyberbullying (twitter, 2013) keep growing each day. According to (Diurdeva et al., 2016),
the usage of digital documents processing method is crucial nowadays to analyse short text

document in solving cybercrime issues.

However, Al for short text has always been difficult compared to long text.
Practically, the task of extracting stylometry features easier for long texts as there are many
textual features can be extracted for each author. Whereas short texts are harder to deal
because of the text-length limitation and insufficient content. Thus, the limited amount of
text-length and content make the identification process much harder and complicated for

short text.



1.1.3 General process of Authorship Analysis

Authorship analysis has adopted the general process of text classification. In the
simplest form of problem, authorship analysis task is to predict the author of disputed text
given the examples of the writing of candidate authors. This makes authorship analysis task
fits the standard modern paradigm of a text classification process. Authorship analysis
studies differ in terms of the stylometric features used and the technique used to extract the
features and classify the author's text. Figure 1.4 below shows the general process of

authorship analysis.

Data Collection

\ 4

Pre-processing

\ 4

Feature Extraction

\ 4

Classification

\ 4

Prediction

Figure 1.4: The general process of Authorship Analysis

Based on Figure 1.4, the first step of authorship analysis is data collection. Data is

the text collected for each author. After collecting a sufficient amount of text for each author,



the next step is pre-processing. In pre-processing, the raw version of the text is cleaned from
meta-data and analysed by using a text analysis tool to extract the textual information. Then,
the textual information is extracted as stylometric features and converted into vectors. Later,
the features are learned by the classification algorithms (e.g., Naive Bayes, Neural
Networks, and Decision Trees). Lastly, the learned models will be used to predict the author

of anonymous text.

As stated by (Markov, 2017), from a machine learning perspective, approaches to
Al task can be viewed as a multi-class single-label text classification problem. The problem
includes a set of class labels which are known as prior. While, for AV task, the classification
of data involves binary classification which verify the documents do belong to the author or
otherwise. Similar to AV, AP consists of determining the demographic and psychological
characteristics of the author of the anonymous document. For instance, to determine whether

the author is male or female.

1.2 Research Motivation

Social media is increasingly popular and has become a good socialising tool where
people can get connected without any limitations as of distance and times. Social media
facilitates the creation and sharing of various form of content such as blogs, videos and
photos. However, the usage of online activities via social media often being used negatively.
Cyber-criminal activities such as social media cyberbullying keep growing each day

(Bhargava et al., 2013).

Moreover, recent technology called TOR (The Onion Routing) network provides a
service that encrypts user data and randomly sends back and forth to various nodes of

anonymisation. For instance, one can simply tunnel traffics through a series of proxy server,



thus rendering a harder way to locate the originating IP address. The advanced network
technology may create frustration on network forensics to track down the criminal where
the online identity and the location of the criminal are invisible. In such case, the text left

on social media may be the only clue to the author's identity.

Nowadays, there are organizations handle cyber-criminalistics investigations who
reveal the identity of the anonymous user on the internet for criminal prosecution purposes.
Figure 1.5 below depicts the authorship identification task in the digital forensics’

investigation case.

Digital Forensics

Prosecution case: Digital evidence:
———— Author o

Cyberbullying Social Media || —— ldentification ——
Data utilize Tool reveal

) Most
utilize to gather lausible
Cyberbully psuspec‘t

Detection Tool

Figure 1.5: The utilization of Al tool in digital foreniscs case

In Figure 1.5, Al task is being carried out in digital forensics to facilitate further the
prosecution by identifying the most plausible suspect that conducted the cyberbully activity
in social media. Henceforth, the importance of authorship analysis in digital forensic
investigation necessitates the needs for author identification task. The task of Al in social
media forensics is decisive in applications of cybersecurity, social media analytic and digital

humanities.



1.3 Problem Statements

Main problem: Short text issue leads to low accuracy in Al system due to a limited

amount of text provided from each author (Huang et al., 2020).

Authorship attribution for short text has been a primary problem in the area of digital
forensic investigation (Rocha et al., 2017). Thus, enormous training data is required due to
the limited size of text samples. Therefore, the main challenge in Al for social media
forensics is the analysing small number of texts from each author which later, affecting the

performance of Al system (Suman et al., 2022).

Problem 1: Discriminating the authors solely on stylometric features (textual information)
are insufficient and insecure as counter-attribution techniques have emerged to thwart the

Al system (Theophilo et al., 2021).

In traditional authorship attribution task, discriminating the authors by extracting
only the textual features are insufficient and insecure enough, as the counter-attribution
techniques have emerged to thwart the Al system (Thedphilo et al., 2019). Counter-
attribution is a strategy of author obfuscation (identity hiding), imitation (intentionally
impersonate other author's style) and translation (using machine translation to alter an

author's signal).

Therefore, instead of depending solely on the stylometric features, the meta-data
contained in Twitter for instance, that contain hashtags, URLs and user references, can be
utilized and embedded together in stylometric features. The meta-data or native features of
Twitter may refine the accuracy of attribution by pursuing a hybrid approach that extends

beyond just stylometry (Rocha, et al., 2017).

10



Problem 2: Complex attribution problem due to the limiting factor and informal writing

style in a social media text (Fabien et al., 2020).

When dealing with Internet parlance in social media especially Twitter (e.g.
emoticons, emojis, slangs, exaggerated punctuation), high usage of irregular language poses
a challenge by bringing any assumption of authorial consistency on modelling the accurate
system into question (Boenninghoff et al., 2019). Unlike formal text, tweets often imitate

spoken language voice and mood play (Hu et al., 2020).

Authors may express the importance of words by using capital letters or repeated
alphabets. Besides, excessive punctuation and Emoji are used to emphasize things and
express feelings (Green & Sheppard, 2013). In order to adapt Al to social media, a suitable
approach to represent the stylometric features is needed in capturing the diversity of
language composed in the social media texts (Fedotovaet al., 2021). Figure 1.6 illustrates

the correlation between research problems, research questions and research objectives.

*Referring to Figure 1.6 and in other subsections, RQ=Research Question, RO=Research
Obijective, SM=Social Media

Main Problem: Low
accuracy of Al system
for OSN text due to
limited num of
information

Problem 1: Writing p ( W

styles are discriminated RQ1: How important are\ RQ2: Which features RQ3: Which

Problem 2: Complex
attribution due to
limited information and
informal writing in OSN
text

solely on stylometric the native features of and feature classification algorithm
features which is OSN (Twitter) in Al representation model is most effective in

system? would befit in capturing maintaining the

the writing style of OSN optimum accuracy of Al
author for Al system? system for OSN text?

insufficient and
insecure

N
RO1: To identify suitable\ RO2: To design an RO3: To evaluate the
native feature of effective features performance of the

Twitter stylometry representation for Al proposed solution using

features embedding | from OSN text different classifications
< - algorithms

Figure 1.6: The overview of research problems, reseach questions and research objectives
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1.4 Research Questions

As depicted in Figure 1.6, the research questions are:
Main RQ: How to increase the accuracy of Al system for OSN text?
RQ 1: How important are the native features of Twitter in Al system?

RQ 2: Which feature, and feature representation model would be most effective in capturing

the writing style of the author in OSN text for Al system?

RQ 3: Which classification algorithm is most effective at maintaining the optimum accuracy

of Al systems for OSN text?

1.5  Research Objectives

As a result of the research questions constructed in section 1.4, the main purpose of
this research is to devise a model that incorporate suitable features from OSN and
stylometric features for Al of anonymized OSN short text. The objectives of this research

consist of:

RO 1: To identify suitable native features of Twitter stylometry features embedding.

RO 2: To design an effective feature representation for Al from OSN text.

RO 3: To evaluate the performance of the proposed solution using different classification

algorithms.

1.6 Research Methodology

The research methodology deploys Al for social media forensics workflow as
depicted in Figure 1.7. The explanation of each phase in the workflow is discussed in the

following paragraph.
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Figure 1.7: The proposed workflow of Al system for SMF

Figure 1.7 depicts the proposed workflow of Al for SMF. The workflow consists of
three crucial phases which includes data collection phase, training phase and testing phase.
In phase 1, a Twitter web crawler was used to crawl tweets using a set of keywords as
feedlist. The remaining tweets from each author/user are collected by identifying the unique
user ID. The tweets were then cleaned to remove retweets, memes, non-English tweets, and

tweets with less than 3 words. The cleaned tweets were then used for training purposes.

During the training phase, text analysis tool is employed to analyze the dataset,
which involves tokenization and POS tagging. Stylometric features are then extracted and
transformed into feature vectors, using feature representation models. These feature

extraction models are fitted into a multi-class classifier to train the models for classification.
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The Al problem aims to predict the author, and a supervised machine learning approach is

adopted. Machine learning and deep learning are employed to classify the feature vectors.

During testing phase, multiple models and classifiers are simultaneously validated
using different numbers of authors and samples. Cross-validation is employed to evaluate
the models during the validation process where the dataset is split into k groups. Each group
Is used as a testing set once, while the remaining groups are used as the training set k-1
times. This helps to prevent overfitting and allows each sample to be used for both testing

and training. The best model is then selected and used to predict new, unseen tweets.

1.7  Research Scopes

The scopes of this research are:

e Focused on identifying the author of the tweet by analysing the textual information
provided by the author ahead of time.

e Dataset consist of English-language tweets and Under-resourced language (U-RL)
tweets, KadazanDusun, that have been collected through Twitter using a set of
keywords as feedlist.

e Conducted in the closed-set scenario of Al where the prediction of the author of a
new tweet is among the known authors.

e The proposed solution is based on supervised learning using machine learning and

deep learning approaches.
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1.8 Research Significant and Contributions

This research could provide information on the elements that are native to social
media which is outside the realm of proper writing and extends the features beyond
stylometry. The native elements of social media can help in combating the threat of counter-
attribution such as hoaxes, imitations and identity theft. The proposed approach provides a
solution for Al of a short text in social media forensics that incorporates knowledge of

stylometric features and native features of social media which is difficult to tamper with.

Furthermore, this research would be beneficial to the digital forensics and cyber-
crimes investigation organizations as this research would provide necessary information on
the textual and non-textual data from the social media service which is important in finding
the suspect of cybercriminal activities workflow that works on Al system for social media
forensics . The fusion of different elements of textual and non-textual data in social media
could hone the personal writing style of the author although the text provided is short and

limited.

The contributions of this research are illustrated at the bottom of the chart in the

following Figure 1.8.

*Referring to Figure 1.8, RQ=research question, RO=research objective, SM=social media,
RC=research contribution
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Figure 1.8: The overview of research contributions

Referring to Figure 1.8, below are the descriptions of the research contributions:

RC 1: A list of Twitter native features are identified and embedded in stylometric features.

The inclusion of native features of Twitter will hone the accuracy of Al system in

predicting the suspect. Thus, by pursuing a hybrid approach that extends just beyond
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stylometry will give new insight to both digital forensic and authorship fields to thwart the

counter-attribution techniques that are more difficult to tamper with.

RC 2: Introduced an effective feature representation for Al system from OSN text.

Due to the special attribute imposes by the short text, usage of feature extraction
model to represent the text is crucial. Therefore, in this research two different feature
representation models which are TF_IDF models and embedding-based models are
compared. The performance of these models is compared and analysed based on the number

of author and the number of text samples.

RC 3: Evaluation of the proposed solution using different classification algorithms in

obtaining optimum performance for Al of anonymized short OSN text.

Due to the increasing number of users and documents in digital form, it is important
to validate state-of-the-art classifiers in Al of a short text in the context of social media or
microblogging sites. Therefore, the performance of the classifiers will be evaluated using

different number of authors and samples.

1.9 Thesis Structure

Chapter 1 discusses the concept of authorship analysis is introduced. In this
chapter, the research overview that includes problem statements, research questions,
objectives, methodology, scopes, limitations, significance, and contributions are discussed

in this chapter.

Chapter 2 explores the literature review on Al task in social media forensics. Based

on the previous study, the techniques, features and data are elaborated and compared.
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Review Al models that are relevant in social media forensics context and the features used

mostly in analysing social media text.

Chapter 3 describes the methodology of this research and how Al workflow is being
implemented in social media forensics. The process in each phase is explained step-by-step
in this chapter. More in-depth elaboration about the features and algorithms used will be

explored and explained.

Chapter 4 elaborates the findings and analysis of the result. Comparison of the
performance using different N-grams models and classifiers will be discussed in this

chapter.

Chapter 5 reviews the overall conclusion of this research. In this chapter, the
objectives will be evaluated. Limitations and recommendation for future works will be

conferred in this chapter.
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CHAPTER 2

LITERATURE REVIEW

Chapter 2 delves into the advanced techniques of Author Identification (Al) within
the field of Social Media Forensics (SMF). The chapter provides a comprehensive
explanation of digital forensics and its connection to Al. Figure 2.1 illustrates the interplay

between digital forensics, social media, and Al, highlighting the core areas of study.

Author
Identification

Digital
Forensics

Figure 2.1: Three aspects of study covered in this study

Referring to Figure 2.1, the chapter reviews the current implementation of digital
forensics in mitigating the social media issue of cyberbullying. It then explores how Al can
be used to solve the limitations of the current digital forensics solution by using OSN text as
evidence. The state-of-the-art Al for SMF is reviewed, and the significance and challenges

of Al in analysing short OSN text for SMF are discussed.
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2.1  Digital Forensics

Digital forensics is a field of computer science that deals with the recovery,
preservation, and examination of digital evidence. It is used in a variety of contexts,
including cybercrime investigations, civil litigation, and corporate investigations (Liu,
2009). It is a complex and challenging field, but it is becoming increasingly important as
more and more crimes are being committed with the use of electronic devices (Hewling,

2009).

As stated by O'Day & Calix (2013), three different approaches are proposed by the

experts in digital forensics field:

i.  Preservation, isolation, correlation, and logging: This approach involves preserving
the device from being tampered with or destroyed, then examining it and logging any
important findings.

ii.  Acquisition, analysis and presentation: This approach involves obtaining the device,
extracting the data, and analysing it to present the findings in court.

iii.  Preservation, extraction and interpretation: This approach involves securing the
device from modification or deletion, then acquiring and analyzing the digital

evidence based on the scope of the investigation.

Digital forensic process models have been developed to address the specific needs of
investigative workflows. These models provide structure and guidance throughout the digital
forensic process, while addressing issues such as linearity, generalization, and rigidity.
While there are diverse variants between the process models, there are still essential
commonalities in how certain stages are used across multiple models (Sachowski, 2019).

These commonalities are summarized in a workflow diagram, as illustrated in Figure 2.2.
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Preparation Gathering Processing Presentation

P

Preservation Examination

Collection Analysis

Figure 2.2: The process model of digital forensics

Figure 2.2 illustrates the digital forensic process, beginning with preparation to
ensure equipment and personnel readiness. The identification step involves detecting the
incident, followed by data collection for evidence. Preservation is then performed to securely
gather evidence. The examination process evaluates and reduces the volume of evidence,
while the analysis step examines the content and context for relevance. Finally, the

presentation step involves reporting and documenting the findings.

Digital forensics encompasses various sub-disciplines, including computer forensics,
network forensics, mobile device forensics, digital image forensics, digital video/audio
forensics, and memory forensics. In Malaysia, the Digital Forensics Department (DFD)
offers digital forensics investigations and examinations, specifically in audio and video
forensics. Their clients include the Law Enforcement Agencies (LEA), Government-Linked
Companies (GLC), and private agencies. DFD provides several services based on the type

of medium involved in the case, such as:
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e Computer forensics: perform a scientific examination and data analysis on
computer storage media

e Mobile phone forensics: perform a scientific examination and data analysis on
mobile phone devices

e Audio forensics: perform digital audio science and technology on digital audio
files or media

e Video forensics: perform digital video science and technology digital video file

In addition to gathering offline digital evidence captured in digital devices, law
enforcement and academia have shown a growing interest in data gathered from OSN. These
networks, such as Facebook, Twitter, LinkedIn, and Instagram, are heavily used to socialize
and keep connected, or to gain insight into people's behavior and activities. Each day,
terabytes of data are generated over these networks, and this data can be used by businesses
to generate revenue or by criminals to exploit vulnerabilities in the networks. As a result,
digital forensics investigators are increasingly turning to online social networks to gather

evidence in criminal cases.

2.1.1 Challenges in Current Digital Forensics Solutions

Digital forensics has gained significant attention due to the increase in crimes
involving electronic devices (Ngejane et al., 2021). It plays a crucial role in gathering vital
evidence for law enforcement and the courts. The traditional approach to digital forensics is
to seize a suspect's device and bring it to a forensic lab for analysis (Mulazzani, 2014).

However, this approach has two main limitations (Hamad & Eleyan, 2022):

i.  The device must be accessible to the investigator. This can be difficult if the device

Is encrypted or if the suspect has destroyed the evidence.
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ii. Data must be stored, shared, and communicated in a secure manner. This can be a

challenge if the data is large or if the communication channels are not secure.

In addition, cybercriminals are increasingly using counter-forensic techniques to
make it more difficult for investigators to gather evidence. For example, they may encrypt
their communications or use anonymizing services like TOR. TOR is a popular anonymizing
service that allows users to browse the internet anonymously. It does this by routing traffic

through a series of servers, making it difficult to track the source of the traffic.

The anonymity provided by anti-spying technology presents an opportunity for
cyber-criminals to exploit the cyber world's anonymity for illegal activities. The perception
of anonymity in online activities makes cyber-criminals feel safe and secure, further
complicating the situation for law enforcement agencies in their efforts to track down

cybercriminals.

The digital forensics field is a complex and ever-changing field, but it is essential for
investigators to stay up-to-date on the latest trends and techniques. By doing so, they can

ensure that they are able to collect and analyse digital evidence effectively and efficiently.

2.2 Online Social Network

The widespread use of the Internet and OSN like Facebook, Twitter, Instagram, and
Snapchat has become an integral part of people's daily lives for online interaction. However,
this evolution has also led to the misuse of these platforms for illicit activities, attracting
cybercriminals to engage in cyberbullying, fake news dissemination, and even child
exploitation (Kaikini et al., 2022). The enormous amount of data generated on social media

offers the potential for leveraging digital evidence to address these issues.
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This section explores the impact of social media on digital forensics, focusing on the
effects of cyberbullying on the victims, the features of OSN as digital evidence, and an
overview of current efforts in digital forensics to mitigate cyberbullying in OSN. This
section focuses on the impact of social media on digital forensics. The aim is to address the
challenges posed by social media platforms and leverage digital forensic techniques to

combat cyberbullying effectively.

2.2.1 Online Social Network Issue

Cyberbullying is a form of cybercrime (Goni et al., 2022) that involves aggressive
and intentional actions toward a defenceless person using the internet or other electronic
content (Park et al., 2021). According to Han et al. (2021), there are six types of

cyberbullying activities, as depicted in Figure 2.3.

Cyber Harassment

eHate speech, sexual content, self-harm, and being mean to a person

Denigration

eUnfairly critisizing someone by spreading cruel gossip or rumours about someone

Cyber Stalking

*Make false accusations, monitoring, threats, identity theft, or create data destruction and
manipulaton from others information

Trolling

*Posting provocative message with intention to create conflict and upsetting others

Flaming

eIntense argument using vulgar words to provoke and offense others

Masquerade

eCreate fake profile ID to keep bullying by getting one information and keep harassing

Figure 2.3: Cyberbully activities
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Figure 2.3 illustrates six common types of cyberbullying in online social networks,
involving the use of aggressive language to harm victims. Cyberbullying predominantly
affects children and adolescents, leading to mental health issues such as depression and low
self-esteem. These victims may even be driven to contemplate suicide. In Malaysia, 70% of
schoolchildren have experienced cyberbullying via obscene photos, texts and being called

with foul names (Ariffin et al., 2021).

Cyberbullying differs from traditional bullying in several ways. First, it can be done
anonymously, which makes it more difficult to track down the bullies. Second, it can be done
24/7, which means that victims are never safe from being harassed. Third, it can be spread
to a wider audience, which can make the victim feel even more isolated and humiliated.
Table 2.1 presents a comparison between cyberbullying and traditional bullying, shedding

light on why cyberbullies prefer social media as a medium.

Table 2.1: Traditional bullying vs. Cyberbullying

Traditional bullying Cyberbullying
Face-to-face Online
The bully is hard to escape The bully can easily hide via anonymity
The scene is limited to onlookers The scene can be shared by a broad

audience (online users)

The bully can be easily identified The bully can be anonymous

Facial and body reaction of the victim is Hard to empathize with the victim
visible

Table 2.1 highlights that cyberbullying occurs in an online setting, allowing bullies

to take advantage of the anonymity it provides. This anonymity creates a false sense of
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security, enabling perpetrators to hide their true identity and engage in cyberbullying with

impunity, despite the potential for serious legal consequences.

2.2.2 Features in Online Social Network as the Digital Evidence

The emergence of OSN has had a profound impact on society. OSN platforms have
revolutionized how people connect, access information, and engage in various activities. As
the user base expands, the volume and importance of data generated on these platforms have
increased significantly. This data can be valuable evidence in legal cases, as it can be used

to track cyberbullying, unveil conspiracies, and identify connections between individuals.

Courts are increasingly accepting digital evidence obtained from OSN (Montasari et
al., 2019). Investigations in social media forensics employ various methods to acquire this
evidence, such as tracking publicly viewable content, analyzing metadata, and examining
user interactions. Understanding the unique attributes of each OSN platform is essential for
effectively leveraging the information provided. For example, Facebook is a more private
platform than Twitter, so the data available on Facebook may be more revealing of an
individual's personal life. Table 2.2 shows an example of different platforms of OSN and

their distinct features.

Table 2.2: Comparison table between three different OSN platforms

Twitter Facebook LinkedIn
Tone of Voice thought provocative / | friendly / chatty /| authoritative /
informative / practical | vibrant informative /
intelligent

Frequency of posts

timely — experiment
with the time of the
day for receiving most
responses

regular weekly routine
post + 1-2 posts a day
(if relevant to topical
issues & content to be
posted)

once a week (until
buildup 100+
followers) and then up
to a frequency
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Table 2.2 continued

Style of Content include links; entice | shares images & | include links; add
clicks by offering | videos include links questions; comment
snippets of content for on conversations

further reading

Native language @ [/ # Iretweets /| @ likes / interests if | can edit the default
shorten URLS relevant; tag location | content & image of a
if appropriate posted link
Character Limits 240 characters 60,000 characters 600 characters

Al-Ajlan and Ykhlef (2018) found that data from OSN can be used to track down
cybercriminals and confirm alibis in criminal cases. This includes gathering meta-data,
which encompasses user profiles and information stored within the OSN platform, as well
as textual data i.e., posts and messages posted by users can also be collected and analysed as
potential evidence. These various types of data from OSN are valuable in social media

investigations, aiding in the identification and tracking of cyber-criminals.

2.2.3 Current Works to Mitigate Cyberbullying

Cyberbullying aims to harm, disrepute or embarrass a victim through ‘repeated' acts
such as posting inappropriate messages or spreading rumours about the victim online.
Henceforth, cyber-bullies hold power to embarrass and terrorise the victims before an entire
community online. Despite the anonymity nuisance, advanced machine learning solutions to

surpass the cyberbully activities on OSN have increased recently.

For example, Al-Ajlan and Ykhlef (2018) presented a cyberbully detection system
using a deep learning model that could eliminate feature engineering while generating better

performance. They proposed a CNN model using a novel mixture of word embedding and
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semantics features to develop efficient detection with accurate results. The proposed model

outperformed the traditional content-based model with accuracy of 95%.

Pawar et al. (2018) developed a real-time automated tool to block cyberbullying in
chat. The tool uses a bullying detection server to process incoming encrypted chat and
convert it into a Bag-of-Word model. The model is then learned by classification algorithms,
such as Multinomial Naive Bayes and Stochastic Gradient Descent. The authors proposed
synthetic data generation to overcome data imbalance, which improved the F1 score to 90%.
Cheng et al. (2019) proposed a deep learning model to detect cyberbullying on Instagram.
The model uses RNN with Bi-directional GRU to capture temporal information and encode
the sequence of words and comments. The model outperformed other machine learning

classifiers with an F1-score of 0.851.

Perera and Fernando (2021) proposed a new hypothesis for cyberbullying detection.
They argued that bullies would use extreme words to cause harm to the victim, and that
sarcastic text should not be classified as cyberbullying. They used TF-IDF, sentiment
analysis, and profanity features with SVM as the classifier to classify tweets. Their findings
suggest that using a combination of features can improve the accuracy of cyberbullying
detection systems. All of the studies mentioned above are summarized in Table 2.3. The
table covered the background of cyberbullying and the proposed cyberbully detection

systems to thwart cyberbullying activities in OSN.
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Table 2.3: Comparison of different cyberbully detection systems

Source Features Classifier Corpus
Pawar et al. e Textual data e Multinomial Naive | Form-
(2018) s BoW Bayes Spring

e Stochastic Gradient
Descent

Al-Ajlan & e Textual data CNN Twitter
Ykhlef (2018) e Word embedding
Cheng et al. e Profane words RNN Instagram
(2019) « Comments
Balakrishnanetal. | o Application data  Naive Bayes Twitter
(2020) e  User personality * Random Forest

e Sentiment o J48

e Emotion
Perera & e Words TF-IDF SVM Twitter
Fernando (2021) e Sentiment

e Profane words

Prior researches in Table 2.3 have shown that machine learning and deep learning
models can process OSN textual data to combat cyberbullying. However, perpetrators can
still be anonymous. Authorship analysis can be used to identify them and facilitate forensic

investigations.

2.3 Author Identification in Social Media Forensics

This section reviews the introduction of Al in digital forensics and its application in
social media forensics (SMF). It discusses the types of text in social media and the
importance of text as digital evidence. The state-of-the-art of Al in SMF is reviewed based
on the basic components of Al. The section also discusses the evaluation and validation

techniques used in Al, as well as the significance of Al for SMF and its challenges.
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2.3.1 Introduction to Author Identification

Al is a process that aims to identify the author of an anonymous text by comparing
it to samples of known authors (Juola, 2008). Al is a type of machine learning problem called
multi-class classification, where the goal is to assign a text to one of a set of predefined
authors. Al has a long history and has been used in a variety of fields, including humanities,
politics, journalism, and law. The unique writing style of an author is assumed to be

distinguishable from others (Soler-Company & Wanner, 2017).

The rise of the internet and OSN has created new opportunities for cybercrime
activities, such as cyberbullying. The anonymity of the OSN platforms makes it difficult for
law enforcement agencies to track down perpetrators. However, Al has the potential to be
used in digital forensics to identify criminals and solve cases involving electronic texts. The
abundance of electronic texts produced in OSN has unlocked significant potential for Al in

the field of digital forensics (Stamatatos, 2008).

For example, Al techniques have been employed in intelligence operations to
identify messages or proclamations linked to known terrorists in digital forensics
investigations (Abbasi & Chen, 2005). Al can help solve mysteries surrounding suicide
notes, ransom notes, and threatening emails by identifying the true culprits and exonerating

innocent individuals. Al has also found applications in criminal law.

2.3.2 OSN text as Digital Evidence

According to Banga and Mehndiratta (2017), digital documents can serve as
evidence to establish the guilt of a suspect involved in cyberbullying. Rocha et al. (2017)
emphasize that the task of Al assumes that writers have unique habits that influence their

writing style, including the form and content of their texts. The concept of "writeprint™ is
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introduced as a method to identify the author of an unknown text, thereby revealing the

perpetrator of cyberbullying.

Writeprint is a form of "print"” in the realm of cybercrime, which is embedded within
an individual's writing. It consists of stylometric features such as vocabulary richness,
sentence length, and keywords present in the text. These stylometric features quantitatively
measure the writing style of an author by analysing textual characteristics, enabling

differentiation between texts written by different authors.

The text generated in OSN is important for identifying cyberbullying perpetrators.
However, the unique characteristics of OSN text, such as limited length, emoji, and cyber-
language, make it challenging to develop a reliable Al system for analysis. Here are some of

the specific challenges that Al systems face when analysing OSN text:

e Limited-length: OSN text is often limited in length, which can make it difficult to
identify the author's unique writing style.

e Emoji: Emoji are often used in OSN text, which can further complicate the
identification of the author's writing style.

e Overemphasize punctuation: OSN text often uses excessive punctuation marks,
which can also make it difficult to identify the author's writing style.

e Cyber-language: Cyber-language is often used in OSN text, which can further
complicate the identification of the author's writing style.

e Spelling errors and ungrammatical words: OSN text often contains spelling errors
and ungrammatical words, which can also make it difficult to identify the author's

writing style.

31



Despite these challenges, there is still potential for developing reliable authorship
identification systems for OSN text. By carefully considering the unique characteristics of
OSN text, researchers can develop systems that are more accurate at identifying the authors

of cyberbullying posts.

2.3.3 State-of-the-Art of Author Identification in Social Media Forensics

Traditional methods of identifying cyberbullying perpetrators, such as interviewing
witnesses and gathering physical evidence, are often not enough. New cyber forensics
methods are needed to collect digital evidence, such as text messages, emails, and social

media posts, that can be used to identify perpetrators.

Al system can be used to compare the writing style of a suspect to the writing style
of a cyberbullying victim. If the writing styles are similar, it can provide evidence that the
suspect is the perpetrator. Several components are involved in building an Al system. Figure

2.4 depicts the basic components of an Al system.

Author Identification System

Attribution Method

Stylometric Features

Social Media Data

Figure 2.4: The basic components of Al system for SMF
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Based on Figure 2.4, the type of input text can have a big impact on the effectiveness
of authorship analysis methods. For example, lexical features are beneficial for long
literature text because they can capture the vocabulary richness and function words that are

commonly used in long documents (Jafariakinabad & Hua, 2019).

While, character n-grams are effective for attributing the author of OSN text because
they can capture the usage of punctuation and capital letters that are commonly used in OSN
tex. But, character n-grams can suffer from sparse representation because they only consider
the frequency of individual characters, which can lead to a lot of missing data (Posadas-
Durén et al., 2017). To tackle the sparsity issue, embedding models provide dense and
distributed representation by consider the relationships between different characters which

can help to improve the accuracy of Al system (Hu et al., 2020).

While, the attribution method is the basic property of a classification model because
it determines how the training text is treated (Kourtis & Stamatato, 2011). There are two
main approaches to attribution: profile-based and instance-based. Profile-based approaches
concatenate all the training text in one single file per author, while instance-based

approaches treat the training text one at a time per author.

a. Twitter as Testbed

Al is a key area for the application of technologies in SMF. Tweets are a popular
form of OSN content that is used in cyberbullying incidents (Frommholz et al., 2016).
Twitter allows tweets and other data to be collected smoothly using the Twitter API.
However, there are no public datasets for Twitter that are available for authorship
identification tasks. Most researchers created their datasets by scrapping tweets based on

their designated keywords and settings (Rocha et al., 2017).
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Doultani and Vijayalakshmi (2019) downloaded 40,000 tweets from 100 authors
from 2001 onwards using the Twitter API. Rocha et al. crawled English tweets using English
function words as keywords. They obtained tweets of English-speaking public users and

collected around ten million tweets from 10,000 users in 6 months in 2014.

Banga and Mehndiratta (2017) collected the most recent tweets from 10 prolific
Hindi authors using the Twitter streaming API. The API function restricts up to 3200 recent
tweets, including retweets. Altakrori et al. (2018) crawled random tweets written in Arabic
and Urdu, which has similar characters to Arabic. Random tweets from 155 different
usernames were obtained. Then, from each username, they acquire a collection of additional

tweets from the user's timeline with an average number of 747 tweets per username.

b. Stylometric Features

Stylometric features are extracted to construct each person's writing style. These
features include the choice and use of words, the organization of sentences and paragraphs,
and the distribution of function words. Natural language processing (NLP) tasks are used to
extract these features. For example, the calculation of word frequencies requires a tokenizer,
stemmer, and lemmatizer, while POS tagging requires a tokenizer, sentence splitter, and POS
tagger. A study by Stamatatos (2009) presented a review of stylometric features for
electronic text or digital documents and stated that there are five types of stylometric features

to quantify the authors' writing styles. Figure 2.5 depicts the types of stylometric features.
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Figure 2.5: Types of stylometric features

Referring to Figure 2.5:

o Lexical features: These features are based on the words and phrases that an
author uses. They can include the frequency of different words, the use of
rare words, and the use of collocations (pairs or groups of words that often

occur together) (Stamatatos, 2009; Sari et al., 2018) .

e Character features: These features are based on the individual characters that
an author uses. They can include the frequency of different characters, the
use of punctuation marks, and the use of capitalization (Chowdhury et al.,

2019).

e Domain-specific features: These features are based on the specific domain or
genre of writing that an author produces. They can include the use of
technical terms, the use of jargon, and the use of discourse markers (words or

phrases that signal the structure of a text) (Rivera-Soto et al., 2021).
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e Semantic features: These features are based on the meaning of the words that
an author uses. They can include the use of synonyms, the use of antonyms,
and the use of hyponyms (words that are more specific than other words)

(Hriez & Awajan, 2020).

e Syntactic features: These features are based on the structure of the sentences
that an author uses. They can include the length of sentences, the use of
subordinate clauses, Part-of-Speech (POS) tag information, and syntax tree

(Jambi et al., 2021).

For short text like OSN text, character-level n-grams have proven to be more
effective (Altakrori et al., 2018; Jambi et al.,2021) than other stylometric features. This is
because character-level n-grams can capture lexical and syntactic information, as well as
punctuation and capitalization information, which is important for short text. Altakrori et al.
(2018) found that character n-grams were the best performing features for Arabic tweets,
while word n-grams were the best performing features for English tweets. This is because
Arabic words tend to merge pronouns with words, which makes it more difficult to match n-

grams in Arabic.

Fourkioti et al. (2019) found that most frequent content words were the best
performing features for English tweets, while combining all features showed the best
accuracy. This is because English words are more distinct from each other, which makes it
easier to match n-grams. Jambi et al. (2021) found that character-based features were the
best performing features for Arabic tweets, while a combination of character and word-based

features showed the best accuracy.
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After the features are extracted from the writing samples, they are represented in the
form of vector representation to be learned by the classifier for the classification process
later. In machine learning, a representation model is essential because the classifiers require
the text input to be represented as a fixed-length vector. The conventional way of
representing text features are Bag-of-words (BoW) and term frequency-inverse document

frequency (TF-IDF) model due to their simplicity, efficiency, and often surprising accuracy.

In the BoW model, a text is represented as the bag of its words based on statistics
calculated from the text, disregarding grammar and word order. While, TF-IDF weighs up
the important words in the corpus that helps to capture the discriminative power of terms

and reduce the influence of common words which can improve the accuracy of Al.

C. Text Representations

The conventional models for representing text are the Bag-of-Words (BoW) and
Term Frequency-Inverse Document Frequency (TF-IDF) models, which are popular due to
their simplicity, efficiency, and often impressive accuracy. In the BoW model, a text is
represented as a collection of its words, based on statistical calculations derived from the

text, without considering grammar or word order (Rathod and Joshi, 2016).

On the other hand, TF-IDF assigns weights to important words in the corpus,
allowing for the capture of the distinctive characteristics of terms while reducing the impact
of common words. This approach proves more effective than the Bow model. However, TF-
IDF with n-grams generates sparse vectors and offers limited semantic interpretation, even
though it remains the most accurate style marker for Al when applied to short text (Posadas-

Durén et al., 2017).

37



Modern approaches to representing words as vectors involve word embedding
models, which allow words to be represented based on their relationships with neighbouring
elements (Posadas-Duran et al., 2017). These models aim to capture semantic information
and contextual relationships between words, offering improved performance in various
natural language processing tasks. Word embedding are typically represented in a low-
dimensional space, such as a 100-dimensional space which allows the model to learn the
relationships between words without being overwhelmed by the large number of words in

the corpus.

Word embedding models have been shown to be effective for Al task. These models
learn word embeddings by predicting the context of words or the co-occurrence of words.
Some of the most popular word embedding models for author identification include
Word2vec (Mikolov et al., 2013), GloVe (Pennington, 2014), FastText (Joulin et al., 2016),
BERT (Devlinetal., 2018), and RoBERTa (Liu et al., 2019). These models have been shown

to achieve state-of-the-art results on a variety of Al datasets .

Mahajan et al. (2018) introduced a technique that incorporates character n-grams to
enhance the Word2Vec model, resulting in better performance compared to the regular
Word2Vec models. Similarly, Zhang et al. (2018) combined the Word2Vec model with a
syntax encoding approach, utilizing syntax parse trees to create embedding vectors. This

combined model achieved superior accuracy in sentiment analysis tasks.

Chowdhury et al. (2019) implemented deep neural network-based models using
fastText's continuous skip-gram model to represent word n-grams, outperforming traditional
models in analyzing Bengali literature. In another study, Khatun et al. (2019) employed

character 3-grams and pre-trained embedding models to achieve high accuracy in an Al task

38



on Bangla text. These investigations collectively demonstrate that combining Word2Vec

with n-grams can significantly enhance the accuracy of Al systems for short text.

Fabien et al. (2020) present a BERT-based approach for author identification by fine-
tuning a pre-trained BERT model on labeled text data. They evaluate the method on two Al
datasets, PAN 2017 and PAN 2018, achieving accuracies of 96.5% and 95.4% respectively.
The authors emphasize BERT's robustness to noise and outliers, considering it a powerful
language model. They highlight the importance of fine-tuning BERT on a large labeled
dataset for achieving high performance on Al tasks, while acknowledging the computational

cost and requirement of substantial author text data.

Huang et al. (2021) propose a novel approach to Al task that combines the ROBERTa
model and TF-IDF. The hybrid model uses the fine-tuned RoBERTa model to capture
author-specific writing patterns, while TF-IDF extracts distinctive features from the text.
Experimental results show that the hybrid model outperforms individual models and
traditional methods such as BowW and TF-IDF alone with 97.2% accuracy. The study
highlights the complementary nature of ROBERTa and TF-IDF, making the hybrid model a
promising solution for author identification tasks in various domains. However, ROBERTa

is a more computationally expensive model and more complex than BERT.

d. Classification Algorithms

Various Al models make use of SVM classifiers to classify different stylometric
features. These works include (Altakrori, et al., 2018; Fourkioti et al., 2019; Jambi et al.,
2021). Among all the works, SVM outperforms other classifiers with character n-grams as

the features or by combining with other features. Apart from SVM, Random Forest yielded
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the best accuracy in attributing authors of the Vietnam online forum (Khanh & Vorobeva,

2020) and Arabic tweets (Altakrori et al., 2018).

Researchers have increasingly relied on neural networks in recent years to learn and
classify features in text classification tasks such as topic classification and sentiment
analysis.. Shrestha et al. (2017) presented a CNN model for authorship classification based
on character n-grams. The model achieved good performance, improving 6% from SVM

model.

Thedphilo et al. (2019) used CNN to gauge tweets on fake news issues. They
achieved good performance during training, but validation accuracy dropped to 65%. They
improved the model using data augmentation, achieving 74.15% accuracy. Huang et al.
(2020) introduced a Bi-LSTM CNN model to classify authors of tweets. They used skip-
gram model to pre-train word and character n-grams embeddings, and computed polarity
and subjectivity scores to extract sentiment information. Their model achieved good results

compared to Schwartz et al. (2013) and CNN model without latent features.

Punchihewa et al. (2021) chose RNN to train word and character embedding on the
Sinhala news articles dataset. They obtained good results in character-level model with the
highest accuracy, which achieved 56.06% using the highest volume of training samples with
100 articles. Barlas & Stamatatos (2021) demonstrated character-level RNN in cross-topics
authorship attribution condition where the constraint differs from training text samples. They
used the CMCC corpus, which contains English graduates' writings covering six genres and
six topics. Pre-trained language model, BERT, achieved the best results across all cross-

domains compared to others i.e. GPT 2, ELMO and ULMFiIT.
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Punchihewa et al. (2021) chose RNN to train word and character embedding on the
Sinhala news articles dataset. They obtained good results in character-level model with the
highest accuracy, which achieved 56.06% using the highest volume of training samples with
100 articles. Barlas & Stamatatos (2021) demonstrated character-level RNN in cross-topics
authorship attribution condition where the constraint differs from training text samples. They
used the CMCC corpus, which contains English graduates' writings covering six genres and
six topics. Different pre-trained language models, including BERT, GPT-2, ELMO and
ULMFIT are used to pre-trained the embedding where BERT achieved the best results across

all cross-domains.

Talati et al. (2020) proposes a novel hybrid model that combines the strengths of
CNN and RNN. The CNN is used to extract local features from the text, while the RNN is
used to capture long-range dependencies. The models are trained on large datasets of text

samples, allowing them to learn intricate patterns and features

e. The Attribution Method

In every Al problem, there are candidate authors with their collection of text samples
as the training dataset. Together with a set of test samples of unknown authorship as the test

dataset, whereby the unknown authorship text should be attributed to a candidate author.

According to Stamatatos (2009), there are three approaches to extracting the writing
style of each candidate author. The first is the profile-based approach. This approach extracts
the writing style of an author based on the general writing style by combining the writing

samples of that author.
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Second is the instance-based approach. In this approach, the writing samples of an
author are treated individually, and the writing style is extracted separately. The third is the
hybrid approach, where some elements from both profile-based and instance-based approach
are combined. Referring to Figure 2.6, building an Al system depends on how the attribution

model handles the stylometric features.
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Training texts N
o of author A
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Attribution
model

Text of unknown
authorship

— =
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of author B

(a) Profile-based (b) Instance-based

Figure 2.6: The architecture of profile-based vs. instance-based approach

Figure 2.6 depicts the difference between profile-based and instance-based approach
in attributing each author's writing style. In Figure 2.6(b), the instance-based approach
utilizes powerful learning algorithms that can handle high-dimensional, noisy and sparse
data. Furthermore, it is easier to integrate various stylometric feature sets using an instance-
based compared to a profile-based approach. As for text representation, instance-based can
represent the text

individually, whereas profile-based produce one cumulative

representation. A study by Altakrori et al. (2018) compared the performance of Al for Arabic
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tweets using profile-based and instance-based using different levels of n-grams as
stylometric features. For the instance-based, they utilized four different classifiers: Naive
Bayes, SVM, Random Forest and Decision Tree. Whereas for profile-based, they adopted
Common N-gram (CNG), where they used a similarity function to compare the author's

profiles to the anonymous profile.

This section discusses past research that are relevant in the field of Al and SMF. The
review including the type of training data used, the stylometric features that are being
extracted, classifiers that are being implemented and the findings. Thus, Table 2.4
summarises the details of the attribution components for Al system from past research,

specifically for short text in the SMF area.
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Table 2.4: The summary of the literature review of the short text of Al task

Num.
of Num. of | Attribution Feature Extraction
Paper Data authors | samples Method Model Stylometric Features Classifier(s) Performance
Character-based performed the best
ch based e SVM as individual feature. Best
. aracter-base inati
. . ! . ! o k-NN combination features are character
Jambi et al. (2021) Tweets (Arabic) 20 150 Instance-based TF-IDF e Lexical-based ~ Random Forest and lexical-based. SVM achieved the
e Syntactic-based highest accuracy with 68.5% with
combination of all features.
e Vocabulary richness
Sarwar & Hassan Online News Bag-of-words and e Word n-grams R All four feature sets combined
(2021) Articles (Urdu) %0 985 Instance-based TF-IDF o Character richness Probabilistic k-NN achived highest accuracy (94%)
e Character-grams
Pre-trained
Embedding:
CMCC (Cross- .
Barlas & Stamatatos domain controlled | 21 2k tokens | Profile-based e BERT Token RNN BERT and EL Mo models achieve
(2021) Dataset) e ELMo best results
o GPT-2
e ULMFIT
Theophilo et al. . Data augmentation technique
(2021) Tweets 50 2000 Instance-based Embedding Character 4-grams o XGBoost improved the result with 74.15%
. News articles Character-level model outperformed
f;onch)'he""a etal. | (sinhala 16 100 Profile-based Embedding : ‘(’:‘L‘”d t RNN word-level. Highest 56.06% trained
Language) aracter with 100 articles (high volume)
e Character-based * NB
Khanh and Online forum post » Word-based * SVM RF keeps the best accuracy in most
Vorobeva (2020) (Vietnam) 30 200 Instance-based Bag-of-words e Structural e RF attempts
o Content-specific e LR
. o Words e CNN CNN-based models perform more
I(—I;(J)e;rg)g) and lwaihara Tweets 50 200 Instance-based g{:%;?é?;g o Character n-grams e LSTM stable when n = 1 and perform better

than LSTM
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Table 2.4 continued
o o Lexical : gﬂ\;\:\? All features + SVM leads with 50.1
on(;JlrIg loti et al. Tweets 50 500 Profile-based Bag-of-Words o Character 3-grams | , | N %
( ) e Content words e RF
e POS 3-grams
Doultani & N o Out of 22 features, term frequency
Vijayalakshmi Tweets 100 400,000 Instance-based - : (Izixwalt bis)ed d ;\:egrreifr:r:elghbour seems helpful in finding the
(2019) aracter-base g unknown author.
. The best accuracy of 92% was
Chowdhury et al. Blog posts 6 350 Instance-based W(.er embedding + Word n-grams CNN achieved with CNN based on skip-
(2019) (Bengali) Skip-gram -
gram word embeddings
. . the model performs better with a
Khatun et al. (2019) Online e-Library 14 469 Instance-based Characte_r Characters CNN larger dataset and improved by up to
(Bangla) Embedding L
10% on pre-training.
Thedphilo et al. Character Training accuracy 97.5 and
(2019) Tweets 50 2000 Instance-based embedding Character 4-grams CNN validation accuracy 65%
Lexical-based * Naive Bayes
) Instance-based ¢ Lexical-base SVM ingi i
Altakrori et al. . ¢ ° RF using instance-based achieved
(2018) Tweets (Arabic) 20 125 Bag-of-N-grams * Structural-based o Decision Tree the best%esult with 55%
o Profile-based * Syntactic-based e RF
Character n-grams outperformed for
1. Legal 1.3 |L134 both le ie revi
h . . gal and movie reviews.
Sari et al. (2018) ]udgements 2.10 2.1000 Instance-based Continuous n-grams * Word n-grams Feed fokrward neural
2. Online news 3. 62 |3 79550 * Character n-grams networ Word n-grams performed well for
3. Movie reviews online news.
| 110 1. 100 Outperformed other prior art. Best
1. Online news : It with 96.16% acc on movie
) . 2. 62000 ! result wi
Zhang etal. (2018) | Movie Reviews ; (‘135 3 24000 Instance-based Word2Vec e Syntax parse tree CNN dataset followed by news and blogs

3. Blogs

dataset.
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From Table 2.4, lexical and syntactical features, i.e. word and character n-grams,
have been proven efficient for short text. N-grams approaches are not only being represented
in the BowW model but also in the embedding models and proven enhanced the accuracy of
the Al system for SMF. Embedding model can capture the semantic meaning of the text in
the writing style which BoW model cannot. For the attribution methods, either the instance-
based or profile-based has its own advantages in handling the text representation. However,
most state-of-the-art of Al for SMF relies on machine learning classification techniques that
implement the instance-based approach as this approach allows a different combination of

stylometric features.

2.3.4 Evaluation in Author ldentification for Social Media Forensics

In machine learning, evaluating a model is crucial to building a useful machine
learning model. Different evaluation metrics are used for evaluating the quality of a model's
predictions. In this section, we will discuss the evaluation metrics used by previous studies

in evaluating the performance of their respected Al system for SMF.

There are various ways to evaluate the performance of the machine learning model,
and one of them is the confusion matrix. The confusion matrix is a contingency table, with
two dimensions (“actual” and "predicted"), and identical sets of classes in both dimensions.
Confusion matrix consists of rows and columns that report the number of false positives
(FP), false negatives (FN), true positives (TP), true negatives (TN) as illustrated in Figure

2.7.
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Figure 2.7: Confusion matrix

Based on Figure 2.7, which in this case, the example of confusion matrix is for the
binary classification. The terms "positive" and "negative" refer to the classifier's prediction,
and the terms "true™ and "false™ refer to whether that prediction corresponds to the external

judgement or observation. The definition of each term in the matrix is as follows:

TN: Predicted negative and are actually negative

TP: Predicted positives and are actually positive

FN: Predicted negative but are actually positive

FP: Predicted positive but are actually negative

From the confusion matrix, accuracy, and performance metrics, i.e., precision, recall,
and F-measure, can be computed to evaluate the performance of the classification model.

These evaluation metrics are as follows:

1. Accuracy: The overall rate of correctly classified examples to the total number of

examples in the testing dataset and is calculated as per Eqg. (1).

TP+TN

Accuracy = ——
Y = TPtTN+FP+FN

Equation 2.1
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2. Precision: The fraction of predicted positives that are actually positives and is
calculated as per Eq. (2).

TP
TP+FP

Precision = Equation 2.2

3. Recall: The fraction of positive events that are predicted correctly. Is equivalent to

TP-rate (Sensitivity) and is calculated as follow per Eq. (3).

Recall = —= Equation 2.3
TP+FN

4. F-measure: Or known as F1-score is the weighted average of Precision and Recall.
The higher score as a better model. It is the harmonic mean of Recall and Precision

and is calculated as follow per Eq. (4).

F1 = 2*(Pre'ci.sion*Recall) Equation 2.4
Precision+Recall

Studies conducted by Rocha et al. (2017); Altakrori et al. (2018); Huang et al. (2020)
used the same approach where they used 10-fold cross-validation to validate the performance
of their system. The dataset was partitioned into training and test data sets for each
experiment. The partitions were repeated ten times, and the authors included in each fold
were randomly selected. The evaluation is done using accuracy. The performance of the

system was analysed using a different number of authors and the number of training samples.

On the other hand, Huang et al. (2020) utilized different evaluation metrics where
they used F1-score to compare the performance of their proposed models. In their study,
different models were produced based on different vector size and the window size of the
embeddings. They also performed a performance comparison based on the different number

of training samples and authors.
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Besides the cross-validation, the train/test split technique is used to validate the
performance of machine learning algorithms. The splitting of data usually consists of
training and test data sets. The training set usually contains labeled data, and the test sets
contain unlabelled data, which will be tested to the trained model. Studies by Chowdhury,
et al. (2019); Khanh and Vorobeva (2020) used this validation technique to validate the

performance of their Al systems.

However, the train/test split technique often faced overfitting and under-fitting
issues, although it produced a result with higher accuracy. Overfitting happens when the
model is trained "too well™ and fits tightly to the training dataset. The produced model will
be very accurate on training data but less accurate on new unseen data. The situation happens
because the model is not generalized and unable to make any inference on new unseen data.
While, under-fitting happens when the model does not fit the training data and thus, misses
the trends in the data. Table 2.5 summarises previous studies on the usage of validation

techniques and evaluation metrics in Al task for SMF.

Table 2.5: Previous studies based on validation techniques and evaluation metrics

- Validation Evaluation
Refs. Classifier(s) technique Metrics

e Naive Bayes
Khanh & Vorobeva | e Support Vector Machine . .
(2020) « Random Forest Train/test split Accuracy

e Linear Regression

o Naive Bayes
Altakrori et al. e Support Vector Machine I

L ross-val n Accur

(2018) « Decision Tree Cross-validatio ccuracy

e Random Forest

e Convolutional Neural .
Huang et al. (2020) Network Cross-validation Accuracy
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Table 2.5 continued

e LSTM
Khatun et al. Convolutional Neural i Accurac
(2019) Network y
Chowdhury et al. Convolutional Neural . .
(2019) Network Train/test split Accuracy

2.4 Discussion

Stylometric measures can be used to capture information from different linguistic
levels, such as morphology, lexicon, syntax, and semantics. The measures can range from
simple approach, such as counting character n-grams (Punchihewa et al., 2021) or function
words (Jambi et al., 2021), while others require more complex natural language processing
(NLP) tools, such as part-of-speech (POS) taggers and parsers (Sari et al., 2018). Simple
measures have the advantage of being language-independent, while complex measures are

often more effective.

For instance, lexical features i.e. function words or unique words may not be very
effective for OSN texts because OSN text contain less text to analyze which make it noisy
and ineffective to identify the writing patterns that are unique enough for that particular
author (Fourkioti et al., 2019). Meanwhile, n-grams are a good choice for Al in short OSN
text because they are language independent and can capture specific character or word
combinations (Sarwar & Hassan, 2021). The feature set can be homogeneous (Punchihewa
et al. 2021), meaning that it is based on a single linguistic level, or heterogeneous (Sari et
al.,2018; Fourkioti et al., 2019), meaning that it combines multiple linguistic levels. The later

are usually more effective, but they can be more difficult to obtain. Several prior research
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have been summarized in regards the advantages and disadvantages of the proposed

solutions in the Table 2.6 below.

Table 2.6: The advantages and disadvantages of proposed solutions of prior works in
regards to the stylometric features used

Paper

Proposed Solution

Advantage(s)

Disadvantage(s)

Jambi et al. (2021)

Proposed an approach
for AA in Arabic
short-microblog text
using lexical,
syntactic and
character features.

Feature combination
provide effective
solution in
capturing the
distinct writing
styles in this
specific context
focussing on the
Arabic
characteristic i.e.
the morpheme and
grammar.

The language-
specific features and
patterns identified
may not generalized
well to different
linguistic context

Sarwar & Hassan
(2021)

"UrduAl" for Al in
Urdu text to provide a
comprehensive
representation of the
authors based on
Urdu language
writing style using
writeprints i.e. char n-
grams, function
words, punctuation,
and structural
features.

The use of a
combination of
lexical, character,
and syntactic
features
successfully
captures the unique
writing style of
Urdu

The proposed
solution uses a
number of features
that are specific to
Urdu i.e. the use of
Urdu characters and
grammatical
structures but not
generalised to other
language

Punchihewa et al.
(2021)

Proposed a language
modelling approach
for Al in Sinhala (Sri
Lanka) text utilising
n-gram models by
extracting and

N-gram models
allows for a
comprehensive
analysis of the
frequency and
patterns of word
sequences in the

The proposed
solution
applicability to
other domains or
languages are
limited where
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Table 2.6 continued

analysing the text which able to specific linguistic
frequency of capture writing style | features and patterns
sequences of words in | and linguistic are identified in

the text. nuances specific to | Sinhala text

the authors

Sari etal. (2018) | Proposed a method Linguistic patterns | Topic-based

that provide a and individual features able to
comprehensive view | writing style such as | capture the content
of topic-based and word freq, syntactic | and subject matter
style-based features patterns are strong but failed to perform
for Al indicators to well as this features

distinguish authors | can be influenced by
the genre of the text.
They unable to
capture the unique
linguistic patterns in
the writing style.

Fourkioti et al., | Proposed a method For tweets dataset, | Lexical features
2019) for Al that uses fusion | the combination of | showed a bad
of language models | character n-grams performance in
of word-level, and word n-grams capturing the
character-level and are the best in stylistic specialities
syntactic- level. capturing the of tweets author as
writing style the features tend to
patterns while POS | be noisy and
3—grams facilitate ineffective for Al
as additional task in tweets

indicator for the
effectiveness other
feature set

Previous studies relied on sparse representation such as Bow and TF-IDF (Sari &
Stevenson, 2016; M. Mohsen et al., 2017; M. Mohsen et al., 2017) to represent the
features. Sparse representation meaning that it only includes high-dimension of features, or

dense, meaning that it includes low-dimension of features. OSN text are very noisy and
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sparse in their use of vocabulary whereby sparse representations have the difficulty in
grasping the synonyms or semantic connections between words, and it can be affected by
homonyms (Markov et al., 2017). Pre-trained language models (i.e. Word2Vec, fastText,
BERT, ELMo, ULMFIT, and GPT-2) provide dense representation with improved
performance in Al task (Mahajan et al, 2018; Chowdhury et al., 2019). These models
leverage neural networks and capture information from various linguistic levels by training
on extensive corpora. They can be fine-tuned with domain-specific data to enhance

performance.

However, pre-trained embeddings can limit model performance due to language
dependence and lack of word usage consideration (Barlas & Stamatatos, 2021). Pre-trained
models are trained on large corpora of existing texts, such as encyclopedias, news texts, or
literature. This means that words that appear in similar contexts in training texts are
represented by vectors that are close to each other. However, if a number of important words
in the training text do not belong to the vocabulary of a pre-trained model, then the model
will not be able to interpret these unseen words. This can result in producing “new” words
without any collated embedding known as out-of-vocabulary (OOV). Such a case could arise
in OSN text containing internet slang and misspelled words which are not presented in

language vocabulary.

To address the OOV issue, a potential solution is to split the sentence into a list of
characters instead of words. This increases the likelihood of encountering the same
characters in both the training and prediction sets, improving the model's performance
(Hitschler et al. 2018 proposed a model). Despite the availability of compact embedding

representations for texts, the importance of n-grams remains evident in this Al task
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especially towards noisy OSN text. N-grams at the word and character level have proven to
be remarkably effective as standalone features. In this research, the role of n-grams and
embeddings for Ai in OSN text are reinvestigated by exploring word, character, and POS n-
grams as well as the use of embedding-based feature representations with these n-grams can

be more effective than either approach alone. Table 2.7 depicts the advantages and

disadvantages of the prior works’ proposed solutions regards to the representation models.

Table 2.7: The advantages and disadvantages of proposed solutions of prior works in
regards to the feature representation model

Paper Proposed Solution Advantage(s) Disadvantage(s)
Markov et al. | Use character n- BoW is used to The BoW approach, with
(2017) grams as features to | represent the n- low features included
represent the writing | grams due to its (which related to topic
style of the author in | simple, information) makes the
Portuguese text. computational result biased since the
inexpensive and model captures topic
language- information rather the
independence stylistic information.
The use of low freq words
in TF-1DF will deteriorate
performance, adding
noise and creating sparse
representation.
M. Mohsen et | Proposed method Bag-of-words of Perform rather low due as
al. (2017) for deep learning frequent words the number of features
authorship including stopping | increase and the
attribution using words are easy to | features included mostly
variable size implement and capture only topic-related
character n-grams straight forward info
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Table 2.7 continued

Chowdhury et | Proposed a method | fastText is ableto | The model was trained on

al. (2019) for authorship capture both local | a relatively small dataset
attribution in and global features | of Bengali poems and
Bengali literature of the text, which using only one type of
using CNNs with makes it more feature type. This could
fastText's word robust to noise and | limit the generalizability
embedding model variations in of the model to other

writing style. datasets or languages.

Barlas & Proposed a transfer | pre-trained models | Restrictions imposed by

Stamatatos learning approach to | help to obtain the use of pre-trained

(2021) cross-domain higher performance | language models i.e.

authorship
attribution using
pre-trained models

compared to self-
trained for cross-
domain Al in

controlled corpus

input size restriction and
it complicates the
analysis of long
documents.

Unable to combine
character-level and token-
level information within a
single model.

Language dependent.

Machine learning models i.e. Naive Bayes, Random Forest and SVM struggle with

high-dimensional and sparse linguistic data. On the other side, dense representations are

more easily combined with powerful classification algorithms i.e. deep neural network

(DNN), since they provide relatively low-dimensional feature sets. DNN has been shown to

be a promising approach for authorship attribution. Different types of DNN models have

been used for authorship attribution, including CNNs, RNNs, and transformer models.

Sequential-based neural networks i.e. RNNs and transformer-based are good for variable-

length data like text and are used for tasks like language modeling, machine translation and

speech recognition. CNN excels in handling data with spatial relationships.
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While CNNs typically accept two-dimensional inputs, such as matrices, they can also
be adapted for one-dimensional sequences. This flexibility allows CNNs to be applied to
various data types with spatial relationships. OSN texts that tend to be noisy and informal.
Sequential model (i.e. LSTM, Bi-LSTM, and GRU maodels) excel in capturing long-range
dependencies and sequential information in text, while CNN model is more suitable for
capturing local patterns and handling variable-length inputs, making them a suitable choice
for Al in OSN texts (Chowdury et al. 2019). However, conventional ML model like SVMs
can outperform DNNSs on text classification tasks, if the parameters and features are carefully
selected and there is a sufficient amount of text data with a lower number of classes
(Romanov et al., 2021). Table 2.8 shows the advantages and disadvantages of the proposed

solutions in regard to the classifiers used.

Table 2.8: The advantages and disadvantages of proposed solutions of prior works in
regards to the classifier used

Paper z;ﬁft(i)zid Advantage(s) Disadvantage(s)
Chowdhury | The proposed CNN with word embeddings | CNN can be less
etal., (2019) | solution involves | as features effective than RNNs
training CNN outperformed RNN with at capturing long-
models on LSTM as it able to capture range dependencies
fastText word the context and style of the in text.
embeddings to different authors from the
identify the sequence of words very well | DNN model
authors of Bengali | in this scenario. require fine-tuning
texts. based on the text
sample.
Barlas & | Proposed a Used a variety of pre-trained | All of the pre-trained
Stamatatos | transfer learning language models (BERT, LMs need to fine-
(2021) approach to cross- | GPT-2, ELMo and tuned for the specific
domain authorship | ULMFiT) which help to AA task.
attribution using a | improve the accuracy
pre-trained compared to self-trained
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Table 2.8

continued

language model to
represent the text
of the documents

RNN.

BERT and ELMo achieved
the best results for cross-
domain while UMLFIT and
GPT-2 are not that
competitive.

There are differences
in the parameter
settings of each
model to obtain as
high performance as
possible

Romanov et
al. (2021)

Proposed a
method for Al of
Russian-language
texts using SVM
and deep neural
networks (DNNSs)
i.e., LSTM, CNN
with Transformer

SVM precede the DNN
models with due to
thoroughly chosen
parameters and feature
space, which includes
statistical and semantic
features.

DNNSs are inferior to
SVM in accuracy as
DNNSs require more

data for learning.

SVM classification is
based on an
accurately found set
of features hand-
crafted by experts.

According to Keselj et al. (2003) the most common approach to determining

authorship is to use stylistic analysis that proceeds in two steps: first, specific style markers

are extracted, and second, a classification procedure is applied to the resulting description.

Hence, this research makes three key contributions. Firstly, by utilizing only standard tags,

native information from the OSN platform were efficiently embedded with the stylometric

information, resulting in improved outcomes.

Secondly, we investigate various levels of n-grams and their representations,

including sparse and dense approaches. For dense representation, we employed pre-trained

model for English text to enhance the performance and as for under-resourced language (U-

RL) text, self-trained model is produced to avoid OOV issue. Furthermore, we independently

feed the representation models into diverse classifiers, including both machine learning and
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deep learning models. This comprehensive analysis provides insight to enhance the

performance of the proposed technique of Al for OSN text analysis.

2.5 Summary

The rise of OSN has led to an increase in cyberbullying. Cyberbullying is difficult to
track down because perpetrators can remain anonymous. Digital forensics can be used to

capture digital evidence from OSNs, but this does not reveal the identity of the perpetrator.

Al can be used to identify the author of an anonymous message. This can help
investigators to narrow down the pool of suspects. However, Al task is challenging in OSNs
because of the short text length and the continuous evolution of internet language.
Additionally, OSN often contains cross-domain content, which can further complicate the

task of Al.

Previous work on Al n OSN text has shown that dense representation models
combined with deep learning algorithms can be effective for short text tasks but conventional
ML approach plays a crucial role in feature extraction and selection. Thus, this research
explore different combinations of feature set, representation models and classifiers and make
analysis on each model to produce an Al system that could maintain its performance in

analysing OSN text. The mind map for Chapter 2 is included in Appendix C.

58



CHAPTER 3

METHODOLOGY

The background study of digital forensics and Author Identification (Al) in
mitigating Internet issues, for instance, cyberbullying in social media has been discussed in
Chapter 2. Author ldentification (Al) can facilitate digital forensics to reveal the most
plausible author of an anonymous message by analysing the candidate authors’ writing styles.
However, the challenge of state-of-the-art Al in Social Media Forensic (SMF) lies in the
limited information of short text and Internet parlance in the social media text. Hence, proper
mechanisms of Al system are needed especially for SMF to handle social media text in

producing optimal accuracy and improving Al performance.

This chapter introduces the proposed workflow of Al in SMF. In general, the
workflow of Al adopts text classification process but distinct in a way in regards to the
analysis of the writing style based on the candidate authors (Howedi & Mohd, 2014). Figure

3.1 illustrates the general workflow of text classification.

Labelled Documents Pre-processing Feature Vector Learning Classification

.=. - |:=% - - »

Figure 3.1: General text classification workflow (Ferreira, 2017)
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3.1  The Proposed Workflow of Author Identification for Social Media Forensics

Figure 3.2 shows the overall flow of the proposed workflow of Al for SMF. The
proposed workflow is divided into three phases: data preparation, classification phase and

evaluation phase whereby each phase is customized according to the research contribution.

Phase 1: Data Collection ~~ ~~~~~~~ oo oo oo omomommmmm o m e T N
\
Data Preparation .

i Gathering

]
"""""""" - :
RC 1

Text Cleaning [—-% Text Normalisation [~—% Tokenisation [—¥% POS Tagging

Vulgar
words
Feedlist

Processed
Tweets

Phase 2:

Classification

RC2

Classification

Embedding-

based e

Feature Extraction

[apon
uonejuasasday 9]

Classifier
= H
= =

Phase 3: l
Evaluation [ Learned model ]—P k cross-validation

Figure 3.2: The proposed workflow of Al for SMF

Section 3.2 explains the preparation of data where the tweets are crawled and
undergone pre-processing. Section 3.4 explains Phase 2, where the formation of text
representation models and classification of text taken part. The machine learning (ML) and

deep learning (DL) approach which are used to classify the text based on the authors are
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discussed. Section 3.5 explains the evaluation phase discussed the evaluation matrices used
to measure the performance of the learned models also, the validation technique used for the

validation process.

3.2  Text Preparation Phase

The preparation of the data set is used to test the proposed workflow is explained in
this section. The description includes the type of text that is used to be analysed in Al for
SMF. The following sub-sub sections explain the data collection and pre-processing involves
crawling the sample text from popular OSN platform, Twitter, and cleaning the text to turn

them into standard text.

3.2.1 Collecting Tweets from Twitter

The proposed workflow of Al in SMF aims to identify the author of an anonymous
online social network (OSN) message from a set of candidate authors based on OSN text.
Tweets from Twitter are used as the source of data in representing the short text in OSN.
Twitter is a popular OSN platform that allows data to be acquired easily using Twitter API.
Twitter is a microblogging service type OSN that enables its users to publish short messages

called tweets containing 280 characters (or less) including text, video, GIFs, and web links.

A microblog is a short content with the purpose of quick audience interactions.
Microblogging combines the idea of instant messaging and content production, where short
messages are shared online to improve engagement with the audience. Twitter users have
their unique username, which starts with a "@" sign followed by alphanumeric characters
without space, e.g., @Username. Twitter also allows grouping of tweets or topics using the

hashtag "#" for instance, #machinelearning.
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Moreover, the sharing of images, videos, and URL links are permitted in tweets. The

usage of emoji and emoticon is supported too. Emoji is a collection of pictographs used to
express facial emotion or ideas represented as an encoded character, e.g., @), (.

Meanwhile, emoticons are combinations of punctuation marks, letters, and numbers, to
create pictorial icons, e.g., "=D." Tweets hold unique and special features that could be used

as additional information to attribute a message to its author.

Data collection (ref. Figure 3.2) consists of two sub-processes: First, a list of recent
tweets is crawled using feedlist. After that, additional tweets from different users are
gathered using the unique User_ID which are obtained from the crawled tweets before.
Through the User_ID, tweets from a specific user are acquired to learn the writing style of

each author later.

a. Crawling Tweets using a Feedlist of Vulgar Words

The restrictive terms set by most OSN platforms, including Twitter, prohibited the
dissemination of such data set. As there is no public data set for Al in SMF thus, tweets are
crawled using feedlist to build a data set of authors with short OSN text. As illustrated in

Figure 3.3, the data preparation phase starts with the crawling process.
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------------: Example:

--ll---.--.-..-.--.- .fUCk

Feedlist of
vulgar
words

= eass
=+ peed
: * bitch
Crawling
. A list of tweets with vulgar words:
Tweets ‘:I ®" User ID:947857263468822529
o Tweet:Fuck my life my april 77 got hole urghhh8Y=af=

”. Created at:2018-05-13 11:00:08

*

User ID:306211223
Tweet:I love her music and i aint never peed outside befored¥;a¥; https://t.co/pS2Er325xp
Created at:2018-05-13 11:00:08

User ID:859278984399290368
Tweet:THERES A MCVIE FCR VENCM Y4 FUCKS THIS BITCH TOTALLY GCNNA CRY HER ASS CUT
Created at:2018-05-13 11:00:10

sssmsmEmEmEmEmn?®

Figure 3.3: Crawling tweets using keywords in the feedlist

In Figure 3.3, the feedlist consists of a list of vulgar words obtained from a website,

non-swearing.com. The website provides a list of common English vulgar words that are

often used by Internet users. The list has 370 of cursing words. The feedlist is inserted into
a crawler, Tweepy, a Python library used to access Twitter API to crawl tweets. Tweepy
tracked down the keywords in the feedlist and returned a list of recent tweets which
contained the keywords. There were 50 recent tweets randomly streamed via Twitter API
class, TwitterStreamListener, a listener that handles tweets received from the stream. The
listener returns a list of 50 recent tweets as of 13th May 2019 containing profane words from

the feedlist. The streaming method allows downloading random tweets in real-time.
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b. Gathering Tweets from Each Twitter User

After crawling, the User_ID obtained from the crawled tweets are used to acquire
tweets from each user. The Twitter user IDs are unique thus assumed that each user is a
different person. Based on the proposed workflow, the tweets act separately as a unit to
represent the author's writing style which is called an instance-based approach. Figure 3.4
illustrates how a user's tweets are extracted from user’s timeline using Twitter API

"get_all_tweets" method.

wes E.g. of a tweet obtained from feedlist:

GLALCIEEEEEREPTTE ':I:vser 1D:9478572634685822529 |
® Tweet:Fuck my life my april 77 got hole urghhh&Y2a7z
:Created at:2018-05-13 11:00:09

Users’ tweets .

.........-----"' Get the User_ID: .
. spfPffisunnnnnnunnnnnng .
Gathering : User ID:947857263468822523 | -

: E.g.of User 1 tweets:

: "created at™: "2018-05-18 13:21:18",
m "favorite_count": 1,

: "followers_count™: 1354,

"friends count™: 2

A 4 ““ "in reply_to_screen_name”: null,
_‘1' "retweet_count": O,
“I“ "screen name": "tahmaas",
Tweet Corpus T "text": "I have had it https://t.co/d¥Y¥31TS666",
. "tweet_id": "997467165275119616",
'#, "tweet source”: "Iwitter for iPhone",
.O. "user location™: "™
e
‘e
L
U, tweets I "
Y "created at": "2018-05-18 11:32:25",

L3 "favorite count™: 1,
. =

"followers_count™: 1354,
"friends count™: 2

U, tweets II

"in reply to_ screen_name”: null,
n "retweet_count™: 5,
\\\\\--_____________—"’/// "screen _name": "tahmaas",
"text™: "I\u2019%m looking for an illustrator to contribute
"tweet_id": "997439760489689083",
"tweet_gource”: "Iwitter for iFhone”,

"uzer location™: "

"created at™: "2018-05-17 22:11:18",
"favorite_count™: O,
"followers_count™: 1354,
"friends_counc™: 281,

"in reply to_screen name”: null,
"retweet_count™: O,

"screen name": "tahmaas",

"text™: "What the fuck https: t.co/YEPGiR300QD",
"tweet_id": "997238154322173952",
"tweet_source”: "Twitter for iFhone”,
"user location™: "

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEY

Figure 3.4: Process of gathering tweets from Twitter users
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The number of tweets of the users varies based on their posting activities. Appendix
B presents the summarisation of the collected tweets. It shows the number of tweets of 50
Twitter users that have been crawled through the users' timeline. There are differences in the
number of tweets gathered from the users. Figure 3.5 depicts the power law distribution

graph of the number of tweets gathered from each user.

Power Law Distribution

4,000

3,000

2,000

Mumber of tweets

1,000

0

2 3 4 5 6 7 8 9 10111213 1415 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 456 47 48 49 50

Author

Figure 3.5: Twitter users with their respective number of tweets

According to Figure 3.5, the highest number of tweets collected is 31, 188, and the
lowest number of tweets collected is 89. Figure 3.6 illustrates the total number of tokens

against the number of vulgar word occurrences for each user.
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Num of tokens vs Vulgar Words Usage (Per Author)
Vulgar Words Usage Num of Tokens
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Figure 3.6: Total number of tokens and vulgar word occurences of each user

Figure 3.6 illustrates User 1 has the highest number of tweets with 3,188 tweets
compared to User 8, with 2,450 tweets. User 1 has fewer tokens with 22, 316 tokens than
User 8 with 65, 871 tokens. Yet, User 8 has a low total number of vulgar word occurrences

with only 244 words compared to User 1, with 3,187 total vulgar words occurrences.

The inference from the graph in Figure 3.6 explains that a high number of tweets and
tokens do not define that a user has a high number of vulgar words occurrences. However,
users with high vulgar word occurrences in their tweets have a higher probability of
conducting cyberbully activities on Twitter. Therefore, high usage of vulgar words in OSN

text posted by a specific user is especially prone to cyberbullying.

After gathering the tweets for each user, the tweets will undergo text pre-processing
for text cleaning, and the tweets are transformed into standard text. The next subsection

explains the pre-processing step in detail.
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3.2.2 Pre-processing of Tweets to Standard Text

The tweets gathered are in JSON format, which contained text with full metadata
provided by the Twitter APIl. The pre-processing includes: the first step is text cleaning; the
second step is the text normalisation; the third step involves tokenisation; the last step is POS

tagging. Figure 3.7 depicts the steps in pre-processing.

Pre-processing

T Text Text P
weet X. —> X . —» Tokenisation [—» O.S Processed
Corpus Cleaning Normalisation Tagging Tweets

Figure 3.7: Pre-processing of collected tweets

a. Text Cleaning

Before the cleaning process is done, all tweets in the JSON file are converted into
CSV format. Figure 3.8 depicts the conversion and cleaning process of collected tweets. The
cleaning process is done in two phases, first by cleaning the metadata and then through

normalisation.

During the conversion from JSON to CSV, retweets are filtered out with a specific
retweet flag and the meta tag 'RT." Since retweets are not the original writing from the user,
they should be filtered out. Tweets with a meme (an image macro paired with a concept or
catchphrase) are filtered out too. Tweets with meme contain only images and catchphrases

that do not represent the author's writing style.
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B location B text
Senna stopped to ask

created at [ tweet id B favorite_count Bl tweet source

directions to tunnel!
21/5/201814:02 9.98565E+17 0 Twitter for Android https://t.co/tAgtiSal2v  grandprixfundFl

Not  very good one:
obviously!
21/5/2018 14:00 9.98564E+17 0 Twitter for Android https://t.co/XsQV79nNpg grandprixfundr1

\4

Remove tweets with:
& non-English words
& less than three words
& meme

Text Cleaning e

.
u
.
Cleaned Tweets P e .
W | 21/5/201814:02 9.98565E+17 0 Twitter for Android https://t.co/tAgti5al2y  grandprixfundFl | w
- -
s -
» Not a very good one -
. obviously! .
: 21/5/2018 14:00 9.98564E+17 0 Twitter for Android hitps://t.co/XsQV79nNpg grandprixfundFl | ®
u

Figure 3.8: Cleaning the tweets from undesired data

As shown in Figure 3.8, once the files are converted into CSV, the cleaning process
continued by removing non-English tweets, as this thesis focus on English language tweets
only. Tweets with less than three words are removed because these too short messages do
not provide meaningful information about the author's writing style and end up introducing

noise into the classification task.

b. Normalisation

After cleaning, text normalisation is done to normalise the tweets into standard text.
Normalisation is an essential process in retaining salient information like Twitters' native
features. Keeping the native features will expand the feature dimension during the feature

extraction process. However, normalisation reduces the number of dimensions by replacing
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the original sparse characters to characters with standard tags without eradicating the

information.

Figure 3.9 illustrates the normalisation of tweets where sparse characters such as
numbers, dates, and times in the tweets are normalised into standard tags. Native features of

Twitter, i.e., hashtags, user references, and URLSs, are also being replaced with standard tags.

]
u

PR creted at B tweet id [B favorite_count [l tweet source B location [ text :

auuns® Senna stopped to ask -

Cleaned Tweets =% seuus.,, directions o tunnell .

: 21/5/2018 14:02 9.98565E+17 0 Twitter for Android hittps://t.co/tAgtisalav  grandprixfundFl :

. .

. Not  very good one .

L obviously! u

2| 2usf018 1400 9385688017 0 Twitter for Android hitps:/t.co/XsQVTInMpg grandpriciundr1 | 1

FE S EEESEEEESEEESSENNSEEESEEENEEEEEEEEEEEEEEEEEnEEE’

Replaced tweets that contain:

Text Normalisation |...eess

Numbers > NUM tag

Date > DAT tag

Time > TIME tag
Hashtag > HTAG tag

User reference REF tag
URL URL tag

A s -
} ans® . Only NUMTAG, where are the rest of
a®

. A "% A you cowards? URLTAG grandprixfundrFl
Normalised Tweets = ** == ==xeuus 1o not imited NUMTAG
levelwind reels. Once casted my
ultralight, lure snagged other rod
laying in boat behind me. Rod flew
into oblivion URLTAG grandprixfundfF1

Figure 3.9: Normalising the tweets into standard text

In Figure 3.9, normalisation returned new CSV files with only two columns; the first
column consists of the tweets, and the second column is the author column consisting of the
user screen name. The pre-processing of the texts will continue to text tokenisation and POS

tagging. Table 3.1 shows a comparison of tweets before and after the normalisation process.
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Table 3.1: Example of tweets before and after normalisation

Before normalisation After normalisation

" 2

"Can't wait this coming "Can’t wait this coming

“Help to go back to his | “Help to go back to his hometown
hometown . Plis click the link . Plis click the link A ”
NN\ tL)

C. Tokenisation

The process of tokenisation is achieved by using NLTK (Natural Language Toolkit)

tokeniser module, TweetTokenizer. Figure 3.10 shows the tokenisation process being done.

hdl autho o

[ Only NUMTAG, where are the rest of
you cowards? URLTAG grandprixfundfFl
That's not limited NUMTAG
levelwind reels. Once casted my
ultralight, lure snagged other rod
laying in boat behind me. Rod flew
into oblivion URLTAG grandprixfundfFl

[ Normalised Tweets -.}‘."

L]
o
L
L4

Tokenisation e

Tokenizer: TweetTokenizer()

S EEEEEE NSNS S S EEEEEEEEEEEEEEEEEEE NSNS EEEEEEEEEEEER
]
[
-

tokenised text author

A o

[Cnly, NUMTAG, . where, are, the, rest, of, you, cowards, ?, URLTAG] grandprixfundF1

[That's, not, limited, NUMTAG, levelwind, reels, ., Once, casted, my,
ultralight, ,, lure, snagged, other, rod, laying, in, boat, behind, me, ., Rod, grandprixfundF1
flew, into, oblivion, URLTAG]

.0
LK 3

[ Tokenised Tweets

Figure 3.10: Tokenisation of tweets
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Based on Figure 3.10, TweetTokenizer is deployed to tokenise the tweets because it
IS more adaptable to the tweet structure than the standard tokeniser. Table 3.2 shows the

comparison of TweetTokenizer and standard tokeniser in tokenising a tweet.

Table 3.2: Tokenisation of a tweet using TweetTokenizer and word_tokenize

Tweet TweetTokenizer word_tokenize

‘This’, ‘is’, ‘a’, ‘cooool’, ‘#’,
This is a cooool | ‘This’, ‘is’, ‘a’, ‘cooool’,
) ‘dummysmiley’, :’, “:*, -, ¢)’,
#dummysmiley: :-) :-P | ‘#dummysmiley’, ;> :-)’, “:-P°, <37,
‘:” G_P” ‘<” ‘3’, Cand7’ ‘Some,’
<3 and some arrows < | ‘and’, ‘some’, ‘arrows’, ‘<’, >’ ‘>’
. . ‘arrOWS” G<ﬂ’ ‘>,, ‘_" 5>” ‘<’,
> > <-- <--

¢ 1

d. Part-of-Speech Tagging

After tokenisation, continue with POS tagging. In POS tagging, the tokenised tweets
are tagged or labelled with their corresponding part-of-speech grammar. POS tagging is vital
to avoid noise in stylistic measures that can hinder the Al model's performance for short text.
POS tags also can reduce the feature-space to a limited number of very general elements. An
off-the-shelf tagger, pos_tag, is used to tag the tokens based on the Penn Treebank tagset.

Figure 3.11 shows POS tagging on the tokenised tweets using the off-the-shelf tagger.

After being POS tagged, the tweets are in the form of standard text along with tagged
tokens. Each tweet represents the author which is the Twitter user. These tweets will go
through the second phase of the proposed workflow, which is the classification phase. In the

second phase, the text is transformed into numerical vector representations for classification.
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Figure 3.11: POS tagging on tokenised tweets

3.3 Text Classification Phase

Tweets are now in the form of standard text with POS information. All tweets with

their respective authors will enter the second phase of the workflow, the classification phase.

In this phase, the processed tweets are transformed into a vector of matrices. After that, the

vectors are passed to the classification algorithm to be trained and produce learned Al

models. The second phase of the workflow is picturised, as in Figure 3.12.
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Figure 3.12: Text classification phase

Figure 3.12 shows that after the features being extracted, the features are represented
in vector representations in numerical value to be learned by the classification algorithms.
There are two types of text representation models being deployed to represent the features,
TF-IDF and embedding-based representation. After that, classification algorithms learn the

vector representations by classifying the tweets and building a learned Al model.

3.3.1 Building Text Representation Model for Tweets

Based on the proposed workflow, processed tweets are represented using TF-IDF
model extracting N-grams as features. N-grams are chosen as features because N-grams
work well in capturing heavy usage of punctuation, high spelling error, and Internet parlance

usage in OSN text like tweets. Besides TF-IDF, embedding-based representation is
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employed as the alternatives to overcome sparsity issue in TF-IDF N-grams model on short

text.

a. TF-IDF Representations

TF-IDF is used to weight the N-grams of tweets. TF-IDF evaluates how important
each N-gram is to a tweet in the whole collection of tweets. The importance increases
proportionally to the number of times the N-gram appears in the tweet but, is offset by the

N-gram frequency in the corpus.

TF-IDF weight first computes the normalised Term Frequency (TF), which appears
to be the number of times an N-gram appears in a tweet, divided by the total number of N-

grams in that tweet.

(Number of times ngram n appears in a tweet)
(Total number of ngrams in the tweet)

TF(n) = Equation 3.1

The Inverse Document Frequency (IDF) is then computed as the logarithm of the
number of tweets in the corpus, divided by the number of tweets where the specific N-gram

appears.

Total number of tweets )

IDF (n) = log( Equation 3.2

Number of tweets with ngram (n) in it

N-grams have been proved to successfully capture detailed stylistic information on
the author's lexical, syntactic, and structural preferences. N-grams also produced outstanding

results in classifying authors of short text and multilingual text as they are capable of
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indicating grammatical and orthographic tendencies without the need for linguistic
background knowledge. Figure 3.13 illustrates the process of extracting N-grams features

from a sequence of words in tweets into numerical value in TF-IDF model.

text tokenised_text POS_tagged text author
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Tweets
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That's not limited [That's, not, limited, NNP RB VBD NNP NN
NUMTAG levelwind ~ NUMTAG, levelwind, NNS . RB JJ PRP$ JJ . grandprixfundF1
regls. Onc... reel... NN VBD...

A 4
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Figure 3.13: Feature extraction of N-grams in TF-IDF model

In Figure 3.13, the N-grams are extracted as features to represent the tweets in the
TF-IDF model. TF-IDF representations of N-grams are explored at the word, POS (Part-of-
Speech), character-level, and the mixture of all three to extract the authors' stylometric

features the tweets.
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i.  Word N-grams

Word n-grams consist of groups of one, two, or more sequences of words capable of
capturing more semantically meaningful information from a text in the form of a sequence
of words. The limited length of text in tweets curb the users to be more sensible in their
writing. Thus, it is logical to assume that the authors will economise and only choose short
phrases. Punctuation sequences also are included as they might be a significant component

of the phrase.

Word unigrams, bigrams, 3-grams, 4-grams, 5grams, and (1-5)-grams are explored
to analyse their impact in distinguishing the author's writing style. All word level n-grams
are case-sensitive. The following example shows a pre-processed tweet and its

corresponding unigrams, bigrams, 3-grams, and (1-3)-grams.

* for readability, * ’ represents whitespace)
Tweet : “Can’t wait this coming DAT”
Tokenised D [“Can”, “°”, “t”, “wait”, “this”, “coming”, “DAT”]
Unigrams D [“Can”, “°”, “t7, “wait”, “this”, “coming”, “DAT”]
Bigrams ©[*Can_ 7, t7, “t wait”, “wait_this”, “this_coming”, “coming DAT”]
Word 3-grams © [“Can_’ t”, 7t wait”, “t wait_this”, “wait_this coming”,
“this_coming_DAT”]
Word (1-3)-grams : [“Can”, “”, “t”, “wait”, “this”, “coming”, “DAT”, “Can_’”, “’ t”,
“t wait”, “wait_this”, “this coming”, “coming DAT”, “Can_’ t”,

299 LT3 " < LE T3

t wait”, “t wait_this”, “wait _this coming”, “this coming DAT”]

ii.  Character N-grams

Apart from being language-independent features, character N-grams need minimal
text processing yet, proven to be very useful in Al. They can capture unusual features in

OSN text, such as emoticons and unique use of punctuation. They can also capture the
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nuances of style, the hint of contextual information, and tolerant noise. Character 3-grams
and 4-grams are explored, and both features are compared in improving the performance of
Al for SMF. The following example shows a tweet from the previous example with its

character 3-grams features.

* for readability, * ’ represents whitespace
Tweet © “Can’t wait this coming DAT”
Tokenised D [“Can”, 77, “t”, “wait”, “this”, “coming”, “DAT”]
Char 3_grams : [“Can”, CCan”” “n’t”, “’t_”’ “t_W”, “_Wa”’ “Wai”’ “ait”’ “it_”’ “t_t”’
“_th”’ “thi”, “his”, “is_”’ “S_C”’ “_CO”, “Com”, “Omi”, Cémin”’ E‘ing”’

“ng_”, “g_D”, “_DA”, “DAT”]

The character features are case-sensitive and able to capture the author’s preference
in capitalising a letter. Letter capitalisation can be used as a trait to distinguish the writing
style of each author. Usually, social media users tend to use capitalised words in expressing

and exaggerating their writings.

iii.  POS N-grams

POS N-grams are considered as simple stylistic features that are related to the
syntactic structure of texts. POS N-grams have been used to represent the style of text that
is usually unrestricted, and it performs quite accurately. POS N-grams efficiently handle
noise in stylistic measures that can favourably affect the attribution model's performance.
The following example shows the POS 3-grams for a tweet taken from the previous example

above.
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* for readability, * ’ represents whitespace)

Tweet : “Can’t wait this coming DAT”
Tokenised o [“Can”, 7, “t”, “wait”, “this”, “coming”, “DAT”]
POS tagged . [“MD”’ “VB”, “JJ”’ “N—N”, “DT”, “VBG”, “N—NP”]

POS (1-3)-grams : [MB_VB_JJ,JJ_NN_DT, DT_VBG_NNP]

iv.  Mix N-grams

The combination of word, POS, and character N-grams is explored to observe the
impact of mix stylometry features in attributing the tweets to the authors. The experiments
will repeat by combining different levels of word N-grams with POS and character N-grams
(3-grams and 4-grams). The combinations involve concatenating features from each level of
N-grams. After that, the best combination of the N-grams will be chosen based on the highest

accuracy among the combinations.

However, the downside of N-grams is that they have very little sense about the

semantics of words. N-grams model could not project the distances between words; e.g., the

9% ¢ b 2

words “cat,” “meow,” and “selfish” are equally distant even though semantically, “cat
should be closer to “meow” compare to “selfish.” OSN messages like tweets often contain
few words; thus, by using N-grams, especially character N-grams, will significantly increase

the feature vectors' sparsity.

b. Embedding-based Representations

Recently, distributed embedding representations became popular and useful

alternatives to sparse representation of text in classification (Barlas & Stamatatos, 2021).
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Embedding model resulted in dense vector with a fixed size of n-dimension. Figure 3.14

illustrates the flow of the embedding models creation for tweets in the proposed workflow.

JUSEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
]
" text ‘tokenised_text POS_tagged text author | m
.
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Processed ': . T NN IN PRP NNS - NN -
"
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Figure 3.14: Embedding-based representations of tweeets

The embeddings are the modern way of representing words in terms of fixed-length,
continuous, and dense feature vectors. Embedding representations capture hidden
information about a language, like word analogies or semantic. It also helps to improve the
performance of text classification. There are three levels of embeddings that are explored,

i.e., word, POS and character embeddings. Both word and POS embeddings employed the

79



same algorithm for training, fastText (Bojanowski, Grave, Joulin, & Mikolov, 2017), while

character embedding model is trained using Chars2Vec model (Intuition Engineering, 2019).

I.  Word Embedding

Word embedding imposes a semantic model by collating words related by sense with
the affine embedding vectors. These semantic models represent contextual proximity of
various words: such a model is trained on large corpora of existing text such as
encyclopaedias, new texts, or literature. The result is that proximal vectors represent the
words appearing in similar contexts in these texts. In this thesis, fasText pre-trained English

word vectors (Bojanowski et al., 2017) are used.

ii.  Character Embedding

Word embedding contains some information about the sense of words extracted
while training on large text corpora like fasText, with a fixed vocabulary usually lacking
some rarely used words. If there are important words in a text that do not belong to the
model's vocabulary, then the model is incompetent to interpret the important words
semantically. The problem often arises in text written in OSN like tweets where there is high
usage of internet parlance (i.e., LOL), repeated punctuation (i.e. !!!), and typos that produce

“new” words (i.e., Plis) without any collated embedding.

Chars2vec model is used for character embedding representation to solve the word
embedding model's incompetency. It creates word embedding based on their spelling and
collates similar vectors to similarly spelt words. The model represents each sequence of
symbols with a fixed-length vector. The distance metric between vector represents the

similarity in words spelling.
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Figure 3.15 depicts an example of a projection of Char2vec embedding vectors on a
plane to show similar vectors to similarly spelt words. A pre-trained Institution Engineering
English model with 300 dimensions is wused for training the tweet. The
c2v_model.vectorize_words function will return an array of shape (n_tweets, 300) with word
embeddings. 300-dimensions of the pre-trained model is chosen because this model has

obtained the highest accuracy compared to other dimensions.
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Figure 3.15: A projection of embedding vectors of similar words using
Chars2vec model (Intuition Engineering, 2019)

iii.  POS Embedding

For POS embedding, there is no pre-trained corpus as word embedding. Thus, the
tweet corpus was tagged using NLTK pos_tag and self-trained using the skip-gram learning
model. Skip-gram architecture predicts the context of a given word. In this case, the skip-
gram model (Mikolov et al., 2013) learns vector representation for each POS tag (w)

belonging to Penn Treebank POS tagset {1, ..., W}.
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The representations are trained to predict POS tags appearing within the context
window of a given centre POS tag. Given the tweets that have been POS tagged and can be
thought of as a sequence of POS tags w,, w,, ... wr. The skip-gram model maximises the

log-likelihood, i.e., the probability of a context POS tag given a centre POS tag.

Yto1Ycec, log p(welwe) Equation 3.3

where, C; is the context window around the centre POS tag w;. The probability of

the context word given the centre word is softmax over the scoring function as see below:

eS(Wt.Wc)

p(welw,) = W Equation 3.4

In Equation 3.4, s is referring to the scoring function, which is the dot product of the
POS tag vectors of the centre and the context word. In generating the POS level embedding

model, the genism Word2Vec library is accessed. The parameters are set as follow:

e Dimensionality size of the vector: 100
e Window: 5

e lteration: 100

iv.  Mix Embedding

Mix embedding comprises three levels of embedding representations (word, POS,
and character), and the embedding vectors are concatenated. Such as word vector with 300-
d, POS with 100-d, and character with 300-d, and when they joined, it will produce an array

of shape (n_tweets, 700) mix embeddings.
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3.3.2 Classification of Tweets’ Authors

After constructing text representation models, classification algorithms are used to
classify the tweets based on their respective authors. The algorithm produced an Al model
that represents the knowledge it has learned from the vector model. The learned Al model
later is used to predict the most plausible author of an anonymous tweet. There are two
approaches in classifying the tweets; machine learning (ML) employing traditional ML

algorithms and deep learning (DL) employing neural network algorithm.

The tweets will undergo feature extraction process if the ML algorithms do the
classification. In DL, tweets in embedding forms do not undergo feature extraction when
employing a neural network algorithm during classification. Four classifiers will be
deployed: Naive Bayes, Random Forest, Support Vector Machines (SVM), and

Convolutional Neural Network (CNN) to build Al models.

The selection of classifiers related to the chosen representation models. TF-IDF
representations are trained using Naive Bayes, Random Forest and SVM due to the
robustness of these algorithms against noisy and sparse feature representation. Meanwhile,
embedding representations are trained on CNN because CNN generally works well with data

with spatial relationship and dense vector.

a. Naive Bayes

Naive Bayes builds a probabilistic model for each authorship class based on the
training data of that class, y. The probabilities of features, P(x;), are then computed by
multiplying all the features to give the probability of test data. The highest probability, ¥,
among all authors (classes) is the most plausible author of the test data or anonymous tweet.

The following equation shows the classification rule of Naive Bayes (Kowsari, et al., 2019):
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y = argmax P(y) [1i=, P(x;|y) Equation 3.5
y

The different Naive Bayes classifiers may differ by the assumption they make
regarding the distribution of P(x;|y). Multinomial Naive Bayes is implemented (Savoy,

2020). The classifier lets us know that each P (x;|y) is a multinomial distribution.

The distribution is parametrised by vector 6,, = (6,4, ..., 8,,,) for each class y, where
n is the number of features (vocabulary count) and 6,; is the probability P(x;|y) of feature
[ appearing in a sample belonging to class y. The parameter 6,, is estimated by a smoothed

version of maximum likelihood, i.e., relative frequency counting:

j = Nyite Equation 3.6

yi— Ny+an
Where N,; = Yer x; is the number of times feature i appears in a sample of class y
in training set T, and N,, = }iL; N,; is the total count of all features for class y. However, at

times the test data contain features that have not been seen in the training data.

A problem may arise to Naive Bayes classifier when the stated situation happened as
some probabilities yield zero-result since none of the training data falls in the range. The
zero counts will have a zero probability and leave the Naive Bayes classifier impotent to

predict a class for the test dataset.

b. Random Forest

A random forest is an ensemble of many classification trees. The random forest
model comprises a set of decision trees; each tree is trained using random subsets of features.

Each tree consists of three types of structures, which are: - leaves, interior nodes, and
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branches. The leaves of the tree represent the classes (authors), the interior nodes represent
the features (vocabulary), and the branches represent the values held by the feature (which

in this case is the TF-IDF value).

To classify a tweet, the author of that tweet is tracked from the tree root until it
reaches the leaf where the class is located. The construction of a tree is selected based on the
nodes and branches that produced the best split. Following are the Random Forest

parameters set for the experiment during implementation:

e Gini impurity is used as a default function to measure the quality of the split

e The number of trees produced in the forest is set to 100

e The maximum depth of the tree is set to None. The nodes will expand until
all leaves are pure or contain less than the minimum number of samples
required to split.

e The minimum number of samples required to split an internal node is set to
2

e The minimum number of samples required to be at the leaf node is set to 1

e Bootstrap samples are used in building the trees

Although Random Forest is less impacted by noise and reduces overfitting, the
classifier requires more computational power and resources as it produces many trees.
Additionally, the Random Forest classifier also demands a longer time in training data as it

generates many trees.

C. Support Vector Machines
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SVC (C-Support Vector Classification) is used for classifying the tweets where the
implementation is based on LibSVM (Savoy, 2020). LibSVM solves the multi-class
problem; that is why it is used to handle multi-classes author identification problems. The
multi-class support is handled according to a one-vs-one strategy. This strategy constructs a

classifier for each pair of classes.

LibSVM is a faster implementation as it applies techniques which are: - caching and
shrinking. Caching means that the earlier computed values are stored in memory so that re-
computation is unneeded. Shrieking technique temporarily eliminates variables that have
reached a predefined lower or upper bound. Therefore, these values are not used in

subsequent computations.

When training an SVM classifier, several parameters can be set. One of the
parameters that are important in SVM is the type of kernel used. SVM kernel is a function
that takes low dimensional input space and transforms it into higher dimensional space. It
helps in converting the inseparable problem into a separable problem. For the experiment, a
linear kernel is set as this kernel is preferable when the number of features is extensive. Other

parameters are set as followed:

e C asaregularisation parameter is set to 1

e Gamma as a kernel coefficient is set to 0.001

e Shrinking is set to True

e Cache size is set to 200

e Decision function of shape using OVR (one-vs-rest) with the shape of m x n

(n_samples, n_classes)
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Although the SVM classifier is very advantaging on high dimensional spaces like n-
grams for short messages, SVM may not perform well when the data has more noise.
Moreover, SVM's performance may decrease if the number of features for each data exceeds
the number of training samples. Like in our case, the number of features is extensive and

sparse; thus, this will make SVM underperform.

d. Convolutional Neural Network

For the Al task, the input is the tweet, which is represented as a matrix. Every matrix
is a vector of text (word/character/POS tags) indexed within the limit of the top words (or
characters or POS tags), which has been defined. Each matrix is padded and represented
either word, character, or POS tag matrix, and the concatenation of those three matrices. The
matrix is padded so that the kernel filter and stride can fit the matrix well. The matrix is

padded to a maximum length in words (or characters or POS tags).

CNN is based on a single channel, where the matrix representation is a concatenation
of its word (or character or POS tag) embedding generated by either using a pre-trained
model (for word), char2vec model (for character) and self-trained (for POS tag). The CNN
model's construction is based on Shrestha et al. (2017), in which the model is modified in

several ways.

The 1D convolutional layer slides 100 filters of various window sizes (n =3,4,5) over
the input channel (embeddings). The filters generate a new feature for a window of words
(or characters or POS tags). The application of filter over each possible window of words
(or characters or POS tags) in the sentence produces a feature map. Max-over-time pooling
condenses the feature vector to its most important feature by taking its maximum value.

Figure 3.16 is an illustration of the CNN hyper-parameter for text classification.
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Figure 3.16: Embedding N-grams CNN architecture

As shown in Figure 3.16, the input of padded sequence n-grams is passed through
the Embedding Layer, Convolutional Layer, and lastly, to the fully connected softmax layer.
The maximum length, |, of the n-gram sequences determines the input size. The Embedding

layer receives the vocabulary size or the number of n-grams, the size of dimension, and the
maximum length of the tweets. Then, the embedding layer produce a matrix, C € R4*! |

where the rows represent the sequence of n-grams, while the columns represent their

embedding c; of position j.
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Next, in the convolutional layer, a convolutional filter, H € R%*", is applied to a
portion of C, where w is the width of the filter. The resulting matrix, O, is used as input to a

relu function g, along with a bias term b to produce feature representation f for the tweets.

O0=H-Cli:i+w-1] Equation 3.7

f=g9gH- -Cli:i+w—-1]+b),f ERl—w+1 Equation 3.8

In the 1D convolutional layer, different widths w are used to capture morpheme-to-
word patterns. The maximum pooling layer condensed the feature maps f, to obtain y,, the

maximum value of each feature map f; , where m is the number of feature maps.

vk = maxifkl[ilk =1...m Equation 3.9

Pooling is necessary to represents the text's most crucial features, regardless of their
position. After pooling and merging the feature representations y,, a compact representation
of the text is yielded. To convert the three-dimensional output to two-dimensional for

merging, a flatten layer is employed.

Lastly, the dense feature matrix is passed to the fully connected layer of softmax
layer. Table 3.3 describes the combination of hyper-parameters for the three layers of CNN.
Additionally, batch normalization layer is added right after the convolutional layers to
maintain the mean output by normalizing the output values using the mean and standard

deviation of the batch of inputs.
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Table 3.3: CNN architecture hyper-parameters

Layer # of layers Hype-parameters

I max_length
Embedding 1

d 300

m [128,128,128]
Convolutional 1D 3 W [3,4,5]

Pooling Max1D

Fully connected 1 # of authors 1290

In Table 3.3, the hyper-parameters, including Adam optimizer is used to compile the
CNN model, and sparse_categorical_crossentropy is used to calculate the loss. Apart from

that, SparseCategoricalAccuracy is used to calculate the accuracy for 100 epochs.

In this thesis, CNN is chosen rather than sequential-based models (i.e. LSTM and
GRU) because it is computationally efficient for OSN text as it can parallelize computation
across multiple filters. This makes it faster to train on large datasets, which is beneficial for
working with a vast amount of OSN text. Also, OSN text is often noisy and contains a lot of
irrelevant information which sequential models may struggle to make accurate predictions
as the models better at capturing long-range dependencies. While, CNN is better at capturing

local patterns in text, which makes it more suitable for dealing with noisy data.
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3.4 Evaluating the Learned Models of Author Identification

The performance of the learned model will be measured to determine how good the

model is. K-cross validation is used to validate the classifiers.

3.4.1 Evaluation Metrics

Four evaluation metrics are used to measure the models' performance: accuracy,
Precision, recall, and f-score. There are various metrics to evaluate the classification

performance. The following are the evaluation metrics used in the experiments:

e Mean accuracy
e Precision (P)
e Recall (R)

e F-score (F1)

The explanation of each metric is explained in detail below. The metrics calculations are

necessary to assign the result of each classification of the following four types of results:

e A true positive (TP) — the classifier has identified a positive class data point
as positive

e A false negative (TN) —the classifier has identified a negative class data point
as negative

e A true negative (FN) — the classifier has identified a positive data point as
negative

o A false positive (FP) — the classifier has identified a negative class data point

as positive
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A confusion matrix is constructed from the frequencies of the result, as shown in Table 3.4.

Table 3.4: Confusion Matrix

Predicted Class

Yes No
Actual Yes true positive (TP) false negative (FN)
Class No false positive (FP) true negative (TN)

According to (Savoy, 2020) on page 64, Precision is defined as follow:

TP
TP+FP Equation 3.10

Precision(P) =

Precision is intuitively the ability of the classifier not to label as positive a sample that is

negative.

Recall is defined as follow:

Recall(R) = TPT:’FN Equation 3.11

Recall is intuitively the ability of the classifier to find all positive samples.

F-score is defined as follow:

2XRXP Equation 3.12
R+p

F — score(F;) =

F; can be interpreted as a weighted average of Precision and recall. F; reaches its best value

at 1 and worst at 0. The relative contribution of Precision and recall to F; are equal.

Accuracy is defined as follow:

TP Equation 3.13

Accuracy = ————
y TP+TN+FP+FN
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Accuracy is the proportion of true results among the total number of data points examined.

3.4.2 Validation Technique

For training and testing, k cross-validation technique is implemented. K cross-
validation is chosen because the classification problem has limited data to work with; it can
be challenging to provide enough data for disjoint training and testing sets. In the forensic
setting, it happens to have a small amount of data to produce an authorship model. K cross-
validation provides more meaningful results by using all of the data set as both training and

testing data. Figure 3.17 illustrates how cross-validation works.

Trainingfolds Test fold

1% [teration

2" |teration

rd .
3 lteration

th .
10  lteration

Data set

Figure 3.17: k cross-validation technique
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Based on Figure 3.17 in k cross-validation (k =10), the data is split into 10 folds,
equal in size. A classifier learned from 10-1 folds of data, with the remaining fold being used
as a test set. The process is then repeated so that each fold is held out for testing. The results
of the classification from the 10 tests are combined to calculate the overall results for the

data set.

3.5 Summary

This chapter outlines the implementation of the proposed Al in OSN text to facilitate
SMF. It covers the entire workflow, including data preparation, data extraction from Twitter,
pre-processing, and text analysis. The classification phase explores two representation
models (TF-IDF and embedding) and four classifiers (Naive Bayes, Random Forest, SVM,
and CNN) to build the best Al model for analysing social media text. The evaluation involves
validating the learned model using k cross-validation and assessing performance using
accuracy, precision, recall, and f-score. The chapter also includes a Chapter 3 mind map in
Appendix C. Next Chapter 4 focuses on the experimental setup for authorship identification

of short text.
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CHAPTER 4

RESULT AND DISCUSSION

Al task has gained increasing popularity since it is associated with critical forensic
applications. Thus, there is a significant need in Al, especially for SMF that can exploit the
context of short online messages. To adapt Al for SMF, there is a demand for finding the
appropriate machine learning components that subsist with the diversity of social media
parlance that keeps evolving deployed therein. Hence, the evaluation of the proposed Al
workflow for SMF, as in Chapter 3, is presented in this chapter. This chapter aims to
determine whether the proposed Al system's workflow is suitable for identifying the author
of social media text for forensics study. The task is accomplished by evaluating the workflow
on a series of experiments. Close-set attribution setting often fits the forensics applications
where specific individuals can access certain resources and have knowledge on specific
issues. Hence, the evaluation of Al performance is conducted based on the closed-set setting,

which corresponds to the forensics applications.

4.1 Tweets as Test Corpus

Twitter are accessible using the Twitter API that allows data to be collected easily.
Other platforms are hard to obtain because of privacy issues, and access to the data is
prohibited. The test corpora used, and the evaluation configurations will be explained in the

sub-sections below.

4.1.1 English Tweets

English tweets are collected using a feedlist (refer Appendix A) of profane English

words retrieved from a website. The interest is towards tweets that contain vulgar or profane
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words to mimic the offensive contents post by potential offensive users on Twitter. 50
authors are considered to evaluate the proposed workflow because, in forensic linguistic
scenarios, usually limited number of suspect authors are implied as mentioned in Section

3.2.1b.

4.1.2 Under-resourced Language Tweets

In addition to English, the proposed work also tests the use of under-resourced
language (U-RL) tweets. Malaysia, particularly Borneo, has numerous indigenous languages
with stable community speakers. KadazanDusun is one such language, widely spoken in
Sabah, Malaysia. Although KadazanDusun is actively used in online communication, it
lacks a writing system. Therefore, Natural Language Processing (NLP) is crucial for
analysing U-RL text, especially for investigating cyberbullying. KadazanDusun tweets are
used in this study to evaluate the accuracy of Al for sentiment analysis. Acquisition of
KadazanDusun tweets is carried out using a feedlist of KadazanDusun words. Unlike
English, profane words are rare in KadazanDusun, and speakers often express cursing
through euphemisms or taboo words. The process of acquiring tweets for KadazanDusun is

similar to that of English, involving 50 prolific users.

a. Pre-processing of KadazanDusun Tweets

After crawling tweets, the pre-processing stage is done, but it is slightly different
from English tweets. There are mixed of English words being found that in most tweets of
KadazanDusun. Any English words that occur in the KadazanDusun tweets are eliminated.
The reason is, to maintain the originality and quality of the KadazanDusun language in the

tweets.
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The elimination of English words in KadazanDusun tweets is done by searching and
matching the words with English dictionary from NTLK. If the words matched with the
dictionary's vocabulary, then the words will be removed from the tweets. Other than that,
two other English corpora with less formal languages are implemented to match the English

words in the tweets which are:

I.  Naval Postgraduate School (NPS) chat corpus: A corpus of instant messaging chat
session which contains over 10,000 posts from various age-specific chatrooms.

ii.  Webtext corpus: A collection of web text includes content from a Firefox discussion
forum, conversations overheard in New York, the movie script of Pirate of the

Caribbean, personal advertisement, and wine reviews.

After completing data cleaning, continue with tokenisation and POS tagging using
default POS tagger same as English tweets. Finally, the tweets are in the form of processed

text and ready for the next phase.

4.2  Evaluation Strategies

The evaluation is carried out to answer the research questions (RQs) and accomplish
the research objectives (ROs), as stated in Chapter 1. Figure 4.1 depicts the flow diagram

from RQs to experimental implementation.

* RQ = research question, RO = research objective, E = experiment
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Main RQ
How to increase the
accuracy of Al system for
SMF?

v

RO1
How important are the
native features of Twitter in
Al system for SMF?

y

RO1
To determine the existing
Twitter native features in Al
system for SMF

4

E1 Strategy
To compare the accuracy of

Al using different input
datasets

'

l E1 Evaluation
I Accuracy comparison
| between three input datasets

\ 4
RO?2
Which feature representation
model could best represents
the author writing style in Al
system for SMF?

v

RO2
To demonstrate different
feature representation
models in Al for SMF

I

E2 Strateqy
To compare the accuracy of

Al using different feature
representation models

'

E2 Evaluation
Accuracy comparison
between two feature
representation models

v

RQ3
Which classification
algorithm could maintain
the optimum accuracy of Al
svstem for SMF?

!

RO 3
To evaluate the performance
of different classifiers by
verifying the number of
samples and authors

!

E3 Strategy
To evaluate the performance

of classification algorithms
using various number of
samples and authors

v

E3 Evaluation
Performance comparison
between four classification
algorithms

Figure 4.1: The sequence of answering the research questions

Several configurations are set up in the series of evaluations to answer the RQs., A
series of individual tests are performed on each component to access each Al component as
crafted and configured in Table 4.1. There are three sets of experiments designed to answer

the research questions of this study.
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Table 4.1: The experimental strategies and configurations

Configurations

Strategy Samples/ Classes Features Algorithm
EQ ' tant are the native features of Twitter in th arams:
ow important are the native features of Twitter in the ; )
. Al svstern for SMF? Prepare different datasets: Word unigrams + Char 3 SVM
Experiment Yy ’ grams + POS 3-grams
1 . 500 tweets per author/
) a) S+N (stylo+native) 10 authors
(Baseline) E())(p:cz’;zz:: tsr;[eraz:sg)]/r.acy of Al using different input ) 5 (5110)
c) N (native) ; .
datasets Embedding- based: CNN
Word + Char + POS
N-grams:
. e Word level =
RQ2: Implement different feature €1,2,34,5
Which feature representation model could represent the o l?resentationS' (n€l2, - ) SVM
. author’s writing style in Al system for SME? P ' (S+N dataset) * Char level = (n € 3,4)
Experiment a) N-grams ¢ POS level = (n € 3,4)
2 Experimental Strategy: representation 500 tv;%egifsérzuthor/ Embedding-based:
To compare the accuracy of Al using different feature b) Embedding-based e Word level CNN
representation models representation e Char level
¢ POS level
. N-grams:
RQ 3: . _ . Implement different (S+N sub-dataset) Word unigrams + Char 3- NB, RF,
Which classification algorithm could maintain the classification alqorithms: rams + POS 3-qrams SVM
. optimum accuracy of Al system for SMF? g ' n authors = g g
EXpegme”t a) Naive Bayes (10, 20, 30, 40, 50)
Experimental Strategy: b) Random Forest n samples =
To evaluate the performance of classification c) SVM Embedding- based: CNN
algorithms using various number of samples and d) CNN (200, 250, 300, 500) Word + Char + POS

authors

99



Based on Table 4.1, there are three different data sets are prepared for Experiment 1

by manipulating the normalisation process in pre-processing. The three data sets are:

I.  S+N (stylometry + native features) dataset - native features of Twitter are
included together in tweets in the form of standard tags (presence of native
features along with text data)

ii.  S(stylometry) dataset - all native features are removed in the tweets (absence
of native features in the text data

iii. N (native feature) dataset - all text in the tweets is removed leaving only the

native features (presence of native features without text data)

The hyper-parameter configurations for each classification algorithms are described below

in Table 4.2 below.

Table 4.2: Hyper-parameter configuration for classification algorithms

Classification Algorithm | Hyper-parameter configuration

SVM Class: SVC
Value of C: 1
Gamma: 0.0001
CNN Num. of filters: 100

Window size: 3,4,5
Dropout value: 0.3
RF Num. of tree: 100

Criterion: GINI impurity
Random state: 0

NB Class: Multinomial NB
Alpha: 1.0

Class prior probability: True
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For all experiments (ref Table 4.2), the data set is partitioned into training and test
sets via 10-fold cross-validation. Average classification accuracy is reported as a summary
statistic. After designing the strategies, the experiments are conducted based on the
classification algorithm configurations to acquire the results performance. Later, the results

are compared, and in-depth analyses are discussed.

4.2.1 Evaluation on the Importance of Twitter Native Features

Experiment 1 is designed to access the input data by analysing the importance of
Twitter native features in stylometry to identify the author of social media text. A
comparative study is done to compare the accuracy of Al, based on the involvement of native

features in the tweets.

4.2.1.1 Setup for Experiment 1

The experiment required preparations of three different datasets to be tested. The
production of three different datasets is done by manipulating the normalisation process in

Phase 1, as shown in Figure 4.2.
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Phase 1: Data preparation

Processed tweets _u

Unprocessed
Tweets

Pre-processing

S+N S N
dataset | | dataset | | dataset

Phase 2: Classification 1
. Text i
Classification Representation Feature Extraction
Model

Phase 3: Evaluation

\ 4

Learned > 10—f9|d . > Results @
model Cross Validation Comparison

Figure 4.2: Experimental design for Experiment 1

The importance of Twitter native features is examined on the accuracy of Al system,
by conducting experiment that compares three data sets. Table 4.3 shows an example of an
English and KadazanDusun tweet after being handled differently in pre-processing task,
specifically during normalisation to output as three different data for each dataset. The

example shows how the datasets differed from each other.
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Table 4.3: Example of a pre-processed tweet between three different datasets

English KadazanDusun

You're a complete dipshit! Self made @MAHA _namanya Klau mnuman, ada
Original tweet I'm sure! https://t.co/Si7qZ802IC satu baru . Tp sa nda brp suka.
Ahahaahah itu ja laa yg okay .

§ S+N You're a complete dipshit! Self made REFTAG Klau mnuman ada satu nda
2 tweet I'm sure! URLTAG brp suka Ahahaahah itu laa yg

©

[<b]

@ You're a complete dipshit! Self made Klau mnuman ada satu nda brp suka
') S tweet . i

o I'm sure! Ahahaahah itu laa yg

o

S Ntweet URLTAG REFTAG

Referring to Table 4.3, the features are represented with TF-IDF value of word
unigrams, character (char) 3-grams and Part-of-speech (POS) 3-grams combinations for
SVM. The selection of features and classifier is inspired by Banga and Mehndiratta (2017),
wherein their study the combinations of word, character and POS N-grams with SVM proved

to produce optimum accuracy in attributing tweets.

As an alternative approach to TF-IDF N-grams model, embedding-based
representations using CNN as the classification algorithm is implemented. The
implementation of word embedding is inspired by the studies done by Posadas-Duran et al.
(2017); Hitschler et al. (2018) using word and POS data. As for character embedding, a study
done by Shrestha et al. (2017) paved a way to explore the strength of characters using CNN

in attributing author for short text by yielding high accuracy.

103



4.2.1.2 Result Analysis of Different Datasets

Experiment 1 discusses the result analysis of Twitter native features impact towards
Al for SMF, whereby the experiment is conducted by comparing the results of three distinct
datasets, S+N dataset, S dataset and N dataset to examine the impact of Twitter native

features on the accuracy of Al system.

Figure 4.3 reports the accuracy results of Al for three mentioned datasets using SVM
and CNN. The results composed of English and KadazanDusun tweets with 500 samples

provided for every ten authors.

English Tweets KadazanDusun Tweets
100

90 91.5

88.68 36.65

80
74.53
72.9
70 69.92

64.
60

ACCURACY

50

40
36.3

30 32.09 | 31.41
27.02

20
Stylo + Stylo Native Stylo + Stylo Native
Native Native

DATA SET

=——SVM CNN

Figure 4.3: Accuracy comparison of three different datasets for English and
KadazanDusun tweets
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Overall, both corpora’s accuracy shows decline trends across the datasets from S+N
to N data set (ref. Figure 4.3). The accuracy rates for S+N were significantly higher than S
and N datasets. Both corpora show the highest accuracy reported in S+N with CNN preceded
SVM with over 18%. Although there is a slight difference in the accuracy of classifiers for
all three data sets, Al system performs better with the presence of Twitter native features in

stylometry.

Compared to the S data set, the impact of native features presence in S+N data set
seems noticeable in English corpus where the performance boosts up to 16.7% for CNN and
8.1% for SVM. The increment is explainable as besides stylometry, native features play a
crucial role in adding information in the writing style of authors in social media, Twitter.
Provided with only 280 characters limitation in each tweet, Al performance for social media
short text managed to produced accuracy up to 72% when native features are included using

SVM and 90% using CNN.

Twitter native features, i.e., the URLS, user references and hashtags, are taken into
account by normalising the features to standard tags to add information into the stylometry
through S+N data set. However, if the features are disabled or excluded from the tweets as
in S data set, the accuracy dropped gradually. The finding proved that the presence of native
features facilitates the stylometry in distinguishing the writing style of the authors for

English tweets.

Notice that, KadazanDusun corpus recorded slight fluctuations from S+N to S dataset
with a slight increase of 0.02% (SVM) and a gentle drop of 2.03% (CNN). The presence of
native features had failed to create a powerful impact on Al accuracy in KadazanDusun

corpus compared to English. The situation can be explained by the state of the data
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(KadazanDusun tweets) itself. Two hypotheses could account for the fluctuated trend
circumstance. First, excessive removal of stylometry information in KadazanDusun tweets
iIs the immense contribution to this circumstance. It is essential to state that the

KadazanDusun tweets are scarce to be crawled.

Moreover, most KadazanDusun tweets contain a mixture of foreign language.
Foreign words are removed from the tweets to uphold the indigeneity of KadazanDusun.
The removal resulted in stylometry information abatement where the number of words and
characters in each tweet shrinks. Second, POS tagging for KadazanDusun tweets is done
using default English POS tagger where the tokens are tagged based on the English Penn
Treebank tagset. Although it is inappropriate, yet the reason is that every NLP tools and
processing steps made in English need to be done correspondingly to KadazanDusun. The
decision is made to make sure that the result for both languages is comparable. Thus, the

tagging process indirectly affected the result of KadazanDusun tweets.

There is perceived failure of the N dataset to provide stable accuracy. In Figure 4.3,
the accuracy for both languages is dropped steeply below 40% of the accuracy rate. This
dataset showed the lowest accuracy of 27.02% (CNN) in English with a little raise of 9.28%
(SVM). For KadazanDusun corpus, both classifiers remain steady at between 32% and 31%.
N dataset recorded the worst because it preserved only native features and disregarded the
authors' stylometry information (text and punctuation). Despite relying on native features
solely, stylometry contains typically crucial information on the authors' writing style. Both
classifiers can classify well if sufficient information is provided or else the writing style

remains indistinguishable.
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Most previous experiments choose to exclude the native features from the tweets. In
their experiment, Banga and Mehndiratta (2017) cleaned the tweets gathered by removing
the native features of Twitter, including URLS, user references, and punctuations. Using
combination features of word, character and POS N-grams, the results they gained for SVM
IS 69.83% and MLP (neural network) with 64.5%. Compared to this study, overall, the
accuracy gained is less than 21.67% (SVM) and 7.9% (CNN). In another study conducted
by Igawa et al. (2015), they erroneously state that Twitter URLSs and retweets were removed

since these data do not infer any information about the user’s writing pattern.

However, the findings from Experiment 1 proved that Twitter native feature does
give an impact on the accuracy of Al especially for short social media text. Experiment 1
concludes that the strategy of comprehending Twitter native features as a part of stylometry
offers a competitive performance with significantly improving the accuracy of identification
for social media authors. Especially when dealing with short and limited source of
information in social media text like Twitter (short yet full of Internet parlance and
punctuation involvement), the inclusion of the application’s native features plays a crucial

role in discriminating the authors.

4.2.2 Evaluation of Different Feature Representation Models

Experiment 2 attempts to access the second component of Al, which is the features.
The strategy of Experiment 2 composed of two parts. Besides comparing the feature
representation models, individual test for each feature types (word, character and POS level)

is examined to access the usefulness of the features.
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4.2.2.1 Setup for Experiment 2

As a whole, Experiment 2 focuses on the feature types and its representation model.
Between the two representation models, which one that befits Al for SMF. The illustration

of Experiment 2 strategy is highlighted in Figure 4.4.

Phase 1: Data preparation
From Experiment 1 |‘

Pre-processing &

Unprocessed T
Normalisation
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1
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| 21 :
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— 1 1
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o
1 5 1 !
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Learned 10-fold Results

—»
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Embedding

Figure 4.4: The design of Experiment 2 strategy
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According to Figure 4.4, the idea of Experiment 2 is to represent the training
documents as a numerical vector and use the classification algorithm to classify the training
vector to its known author. Two representation models are implemented and examined to
find the best-fitted model to represent short social media text (tweets). The first model is
Term Frequency-Inverse Document Frequency (TF-IDF) representing N-grams features

based on TF-IDF value.

Different N-grams feature sets are generated: word-level N-grams (for n €
{1,2,3,4,5}), character-level N-grams (for n € {3,4}), and POS N-grams (for n € {1,2,3}. To
access the usefulness of the feature types, independent tests are performed to each level of
N-grams. Rocha et al. (2017) has introduced the strategy as a scalability assessment for Al

in social media; thus, the strategy is implemented in this study.

However, N-grams problems is that, as more samples and classes present in the
classification, vocabulary size will explode and produce sparse data (large feature space).
An alternative way of representing the document is explored to overcome the problem.
Embedding-based model is tested and compared to TF-IDF as this model resulted in dense
representation. For embedding-based model, word, character, and POS data are explored
using word embedding (for word and POS input) and character embedding (for character

input).

So, after obtaining the representations of tweets, both models are passed to the
classifier. In this experiment, two base classifiers are used to test the models which are SVM

and CNN. The classifiers are selected based on two reasons:

i.  SVM is robust in handling sparse data but can SVM performs in classifying

tweets using embedding based model?
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ii.  CNN is proven powerful in producing high accuracy on the embedding-based
model but can CNN still maintain its performance using sparse vector

representation?

The strategy of Experiment 2 is inspired based on the research done by (Vajjala &
Banerjee, 2017), in their study, they utilised long-text data containing essays and speech

transcript tested on the TF-IDF and embedding model.

4.2.2.2 Result Analysis of Different Feature Representation Models

Experiment 2 can be splitted into two observations. First, observing the performance
of different feature types for each model. Second, observe the performance of models based
on different classifiers. Validations are done using 10-fold cross-validation. The results of

Experiment 2 are summarised in Table 4.4.

From Table 4.4, the results are split into several accuracy comparisons:

i.  Comparison of TF-IDF N-grams model accuracy on SVM and CNN
Accuracy on the relevance of each N-grams is analysed whether individually
or mix N-grams. Then, the performance of TF-IDF on SVM and CNN is
observed.

ii.  Comparison of embedding-based model accuracy on SVM and CNN
Analysing the relevance of each embedding individually or mix embeddings.
Then, observe the performance of embeddings (dense vector) on SVM and
CNN.

iii.  Comparison between TF-IDF and embedding-based models accuracy on both
classifiers. The performance of TF-IDF and embedding-based models are

observed based on the combination of embeddings on SVM and CNN.
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Table 4.4: Accuracy results of TF-IDF and Embedding-based representation based on the
level of feature type

TF-IDF Embedding-based
SVM CNN SVM CNN

Level N-grams Eng KD Eng KD | Input Eng KD Eng KD

W1 73.3 66.72 57.66 54

w2 61.26 4054 41.48 43.6

W3 4348 2498 2376 38.6
Word W4 2728 214 1466 39.6 | Word 61.18 61.28 96.91 75.06

W5 18.22 184 1218 34.6

W {1:3} 7284 6578 60.34 56.2
W {1:5} 7026 6476 59.98 57.2

P1 3736 22.76 67.34 204
POS
P2 4252 26.84 63.66 252 | POS 37.24 372 4343 37.76
P3 40.38 28.08 31.20 25.6
C3 7212 67.7 3252 584
Character Char 30.90 34.76 56.29 28.37
C4 70.66 67.94 32.16 584
W1+ C3 7640 69.8 6277 624 | W+C 61.94 67.76 97.38 90.87
Mix W1+C3+ 75.12 6952 6888 644 | W+C+P 62.2 68.18 915 88.68

P3

i. Analysing of TF-IDF model on SVM and CNN

In earlier studies, combinations of different feature types of N-grams showed a
promising result of solving Al issues for online short text (Banga & Mehndiratta, 2017;
Rocha et al., 2017). Banga and Mehndiratta (2017) have proven that character 3- and 4-
grams perform better yet, they suggested that features combinations yield better results than
a single feature. They achieved 75% accuracy using combinations of N-grams (word
unigrams, bigrams, character 3-grams, character 4-grams and POS N-grams) represented as

TF-IDF where Logistic Regression as the base classifier.
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Figure 4.5 illustrates the result of TF-IDF using SVM and CNN. The results in the
graph are extracted from Table 4.4. From the table, we simplified the name of features

combination, W1 + C3 to Mix 1 and W1 + C3 + P3 to Mix 2 in the graph.

Comparison 1: Accuracy of TF-IDF between SVM and CNN
English KadazanDusun
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z =z z 2
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Figure 4.5: Accuracy results of TF-IDF model for both English and KadazanDusun
tweets using SVM and CNN as classifiers

Overall, TF-IDF results are in a good agreement with SVM rather than CNN for both
corpora (ref. Figure 4.5). The word N-grams features in both corpora; the accuracy dropped
sharply over 50% when the value of n increased from 1 to 5. The word N-grams gained back
its performance when there are combinations of n in W {1:3} and W {1:5}. The highest
value achieved is by word unigrams itself includes outperforming the combinations of n for

both corpora.
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Moving to POS N-grams, where the POS N-grams on SVM is not more than 45%
for English, where the accuracy increase with 5.16% from P1 to P2 but decrease a bit with
2.14% in P3. However, it appears that POS N-grams on CNN recorded a jump in English
tweets. P1 recorded highest with 67.34% then starts to fall significantly from P2 to P3 with
32.4% difference. For KadazanDusun, the trend from P1 to P3 using both classifiers show
progression preceding a bit by SVM. For most cases, POS N-grams seems to have minimal

progression by itself with a slow increment from P1 to P3.

Next, character N-grams involves n = 3 and 4 to be analysed as individual features.
For English, C3 performs better than C4 with a slight difference of 1.46%. Contrary to TF-
IDF using CNN, both C3 and C4 show a downward performance with both achieved 32%
accuracy. As for KadazanDusun, both classifiers act in the same direction but preceded by
SVM which led by 9%. Both C3 and C4 features stay at the same level. Among all individual
features, C3 shows the best individual performance in terms of accuracy except for English
tweets using CNN. C3 and C4 show a very competitive accuracy but, in terms of space
reduction, C3 can reduce the n-dimensional matrix yet providing sufficient information

which comparable with C4.

Combinations of feature types are done to enhance the Al system accuracy,
especially in short social media texts containing very scarce information. There are two types
of combination which are, Mix 1 and Mix 2. The increment method of features is done on
purpose, as it represents the evolutionary sequence of style features (Zheng et al., 2006).

Figure 4.5 reveals that, for corpora, Mix 1 performs better than Mix 2 using SVM with not

Overall, the performance in terms of accuracy of combinations of features in TF-IDF

(Mix 1 and Mix 2) provides better performance than individual features. As mentioned
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previously, the comparison is on the performance of TF-IDF using SVM and CNN. Evidence
shows that most of the results are in good agreement with SVM rather than CNN. It is proven
that, CNN is unable to handle well sparse vector represented by TF-IDF with N-grams as

the features.

ii. Analysis of Embedding-based Representation Model on SVM and CNN

Embedding is a low-dimensional space (or dense vector) model that captures and
preserves the contextual similarity of the input in the embedding space (Developers, 2022).
Previous studies prove that embedding is notably successful using deep learning as a

classifier (Huang et al., 2020; Khatun et al., 2019; Shrestha, et al., 2017).

Shrestha et al. (2017) proposed a neural network architecture by implementing
character embedding to represent the text as a solution to Al for short text. Their best result
recorded with 68.3% tested on 1000 tweets of 35 authors. Huang and Iwaihara (2020)
presented character and word embedding models using CNN and LSTM as classifiers. They
observed that CNN-based models perform better than LSTM with the accuracy of 77.2% on

500 tweets of 50 authors.

It can be seen that most studies paired embedding model with neural network
architecture (Theophilo et al., 2019; Huang et al., 2020; Punchihewa et al., 2021). However,
there less study that examined embedding model using classifier other than neural network
classifier. Figure 4.6 demonstrates accuracy comparisons between CNN and SVM in
handling embedding-based model for both English and KadazanDusun corpora. To make
the embedding model comparable to TF-IDF, each data level i.e., word, character and POS

data, are analysed and their combinations Mix 1 (W + C) outperforms Mix 2 (W + C + P).
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Comparison 2: Accuracy of Embeddings between CNN and SVM
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Figure 4.6: Accuracy results of embedding-based model using CNN and SVM for English
and KadazanDusun tweets

The embedding-based models, including the individual and combination of inputs
for both corpora, show strong concordance on CNN compared to SVM (ref. Figure 4.6). The
graph suggests that embedding-based model works fine with CNN but, not with SVM. For
English, the performance of the embedding model shoots up to 96.91% for word embedding,
leaving POS and character embedding behind with a vast gap. Followed by character

embedding with 56.29% accuracy and POS embedding with the lowest accuracy of 43.43%.

The combination of embeddings offers a competitive accuracy using CNN, where
Mix 1 outperforms Mix 2 and word embedding with the accuracy of 97.38%. Although Mix
2 carries more information than Mix 1, Mix 2 fail to boost up the. From the result, it is clear

that combining POS embedding is not the right decision to do as it will cause a downfall.
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As for KadazanDusun tweets, the embedding-based model gained the highest
accuracy on Mix 1 using CNN with the accuracy of 90.87. Followed closely by the Mix 2
embedding model with 2.19% difference. Word embedding shows the best individual
performance in terms of accuracy with 75.06%. The accuracy of character embedding has a
considerable drop with only 28.37% accuracy. Similar to English tweets, combining POS

embedding with others will cause a slight downfall.

Embedding models on SVM are relatively fair in their performance compared to
CNN. For both corpora, Mix 2 model gave satisfactory results from all other embeddings
with 62.2% (English) and 68.18% (KadazanDusun). Word embeddings show the best
individual performance compared to the character and POS embedding. In most cases,
Comparison 2 revealed a considerably higher percentage of embedding-based models using

CNN compared to SVM for both corpora.

iii. Analysis of TF-IDF Model against Embedding-based Model

Mix 2 is chosen for this analysis to analyse the accuracy comparison between TF-
IDF model against the embedding-based model. Mix 2 combinations from N-grams and
embeddings are used on SVM and CNN. Mix 2 information (consisting of word, character
and POS information) demonstrates reasonably good performance in term of accuracy in
previous comparisons with the most information of writing styles. The graph of accuracy is

displayed in Figure 4.7.
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Comparison 3: Accuracy between TF-IDF and Embedding-based
Representation Model
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Figure 4.7: Accuracy comparison between TF-IDF and Embedding-based using SVM and
CNN as classifiers

The performance of feature representation models in Figure 4.7 indicates the
relationship between the models and the classifiers. In both corpora, it can be seen that
embedding-based model revealed an excellent result on CNN compared to TF-IDF. The
highest accuracy achieved by this model is 91.5% (English) and 88.68% (KadazanDusun)
using CNN as the classifier. Unfortunately, embedding-based model only excels using CNN
but not significant on SVM. The performance plummeted rapidly to 62.2% and 68.18% for

English and KadazanDusun corpus respectively.

Conversely, TF-IDF gave considerably higher results using SVM. Although the TF-
IDF model cannot surpass the significant performance achieved by embedding the model
with CNN, the trend shows that the TF-IDF model works better with SVM compared to the
embedding model. Observing the corpora, TF-IDF with SVM produces higher accuracy with
5.12% (English) and 69.52% (KadazanDusun). There was a gradual decline in embedding

model using SVM in English with 12.93% difference.
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The graph indicates that embedding model effectively represents short text features
if trained with a neural network (in this case is CNN) as the classifier. The reason is that
CNN, as a neural network, can work well with dense vector (embedding) rather than sparse
vector (TF-IDF). Empirically, it seems that embedding model success in producing excellent
performance on short social media text like tweets with given limited source of writing style

information; thus, surpassing the TF-IDF model.

It is important to note that classifier also plays a vital role in learning the model
besides the representation model. There is a significant correlation between the feature
representation model and the classifier to produce a reliable and precise attribution model to
predict the author of short social media text. Overall, a dense vector model proves to work
well with a neural network; hence, outperforming the other model. In contrast, sparse vector
model works well with classifier like SVM. Deduced from this result analysis, TF-IDF
model will be paired with machine learning classifiers while embedding-based model will

be paired with deep learning classifier in the subsequent analysis for classifiers comparison.

4.2.3 Evaluation of Different Classification Algorithms

In order to evaluate the performance of classification algorithms, the effect of the
Independent Variables (1V) on the Dependent Variable (DV) need to be studied (Altakrori
et al., 2018). These Vs include the number of candidate authors and the number of tweets
per author, which will be examined to find optimum accuracy of the attribution model of Al
for SMF. DV is the performance value achieved by the algorithm. The evaluation is done to

access the third component of Al system, the attribution method.

118



4.2.3.1 Setup for Experiment 3
Result analysis from Experiment 2 has shown that TF-IDF with Mix 2 yielded high

accuracy. As for embeddings representation, the combination of Mix 2 also achieved the
highest accuracy and used to equalise the usage of feature type levels in TF-IDF
representation. Deducing from previous analysis, CNN resulted in an outstanding result with
embedding representations. Conversely, SVM optimally handles high dimensionality
vectors using TF-IDF as the representation model. Figure 4.8 depicts the strategy of

Experiment 3.

Experiment 3 is set up by varying the number of tweets and authors accessing the
third component of Al to analyse the algorithms' performance. The models are tested by
considering 50 authors and a variable number of tweets per user (200, 250, 300, and 500
tweets). The same models were also trained by considering 45 tweets and a variable number

of authors (10, 20, 30, 40, and 50 authors).

For TF-IDF model, all randomly sampled sub-datasets are passed to the feature
extraction process to extract the features. For embedding model, the data sets are directly
converted into embedding vectors as illustrated in Figure 4.8. Later, the representation
models are passed to the respective classification algorithms to be trained. CNN trained the

embedding while SVM, RF and NB trained the TF-IDF model.
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Figure 4.8: Experiment 3 strategy

4.2.3.2 Result Analysis of the Classification Algorithm Performance

To compare the performances of four classification algorithms (NB, RF, SVM and
CNN) on Al accuracy given a set of features as mentioned before in the strategy section.
Two IVs (number of class and sample) are examined to analyse the DV (performance)

whereby, the comparison includes:
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e Analysing the performance of classification algorithms (DV) based on a
varying number of samples (1V)
e Analysing the performance of classification algorithms (DV) based on a

varying number of authors (1V)
i. Analysis of Algorithms’ Performances by Varying Number of Samples

Figure 4.9 demonstrates the first performance comparison that includes four different
algorithms in varying numbers of tweets. The purpose is to check how much the system can

benefit from training on a large corpus.

Comparison 1: Accuracy of Classifcation Algorithms with
Different No. of Samples
English KadazanDusun

100
90
80
70
60— —* —

50

ACCURACY

40
200 250 300 500 200 250 300 500

NO. OF TWEETS
—o—NB RF SVM CNN

Figure 4.9: Accuracy of four different algorithms with varying number of tweets for
English and KhadazanDusun tweets

Graph in Figure 4.9 shows that in overall, almost all algorithms in both corpora show
an increasing trend with the increase in the number of tweets. The outcome of these four

algorithms indicates that the change in the performance (DV) is caused by the increasing
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number of tweets per authors (IV). The number of tweets is increased from 250 to 500, but

it will not be increased beyond 500 to keep the scenario realistic.

It appears that CNN with embedding model gives an excellent performance for both
language corpora outperformed other algorithms. The highest accuracy achieved with
92.27% (English) on 500 tweets and 90.67% (KadazanDusun) on 300 tweets. The graph

shows that SVM outperformed NB and RF, where TF-IDF as the representation model.

Although unable to beat CNN, adequate performance of SVM in handling TF-IDF
also conforms in many previous studies (Mohsen et al., 2016; Schwartz et al., 2013). SVM
significantly success in handling short text data, especially social media text, with sparse
feature representations. SVM gradually increases as the number of tweets increase and boost
up when given 500 samples. Similar behaviour was observed in NB and RF with RF

performing better in English, but NB appears to lead.

Table 4.5 displays the precision, recall and f-score of the four algorithms used for
classifying KadazanDusun tweets. It is apparent that the trends of the scores for both
language corpora are in a good agreement; thus, KadazanDusun result is chosen for detailed

study. In general, the scores have a robust overall concordance with the accuracy results.

Table 4.5: Precision. Recall and F-score of the algorithms for KadazanDusun tweets for
different size of samples

NB RF SVM CNN
No. of i i i i 3
samples P rz;:sr recall  f-score przrcf’ recall  f-score prs;:s: recall  f-score P rz;:s: recall sc]; re
200 63.08 59.4 58.23 | 53.88 52.35 51 61.56 60.95 60.6 95 95 95
250 64.95 61.2 60.69 | 55.84 54.28 52.98 | 63.26 62.72 62.3 96 96 96
300 65.32 63 62.38 | 56.68 55.73 54.68 64.8 64.37 64.1 97 97 97
500 71.01 6798 67.88 | 62.11 60.28 59.56 | 70.56 69.92 70 97 97 97
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Given more samples of data, the precision score for each algorithm manages to
increase the model's sensitivity. In Table 4.5 it can be seen that the measure of predicted
actual authors by the model increases as the number of tweets increases. Three algorithms
(NB, RF and SVM) indicate that the precision scores are significantly better only when the
number of samples is 500. The precision score of CNN remains unchanged when the number

of samples increased from 300 to 500.

In a multi-class case, recall is calculated as the sum of true positives across all classes
divided by the sum of true positives and false negatives across all classes. Recall scores of
NB, RF and SVM are gradually increasing in accordance with the increasing number of
samples, which is a good sign to the model. Unlike CNN, the score went up from 200 to 300

tweets but levelled off from 300 to 500 samples.

The F1-score measure is the harmonic mean of precision and recall. It can be seen
that the F-score values of the three algorithms (NB, RF and SVM) went up resembling the
increase of precision and recall, as the number of tweets increase. CNN shows the same
trend but remains stable, although there is an increase in the number of tweets. A good F-
score would be indicative of good precision and recall value. CNN outperforms other
algorithms in terms of all value followed by SVM with 27% difference for F-score value

using 500 tweets sample.

Banga & Mehndiratta (2017) revealed that SVM model proposed by them achieving
the accuracy of 73% using a combination of features (char, word and POS n-grams) using
300 samples. The accuracy dropped significantly (67%) when 500 of samples were fed into
the classifier. The used of RBF kernel rather than linear in configuring the SVM model could

implicate the downfall of the system performance. Similar observation made in Experiment
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3, whereby all models suggests that gathering more tweets for training data leads to better

performance.

Short text like tweets with only 280 characters provides poor guessing to classifier
because they can be immensely affected by random noise. From the experiment, the result
revealed that the authors of a very social media text (tweets) could be identified as few as
200 tweets per author by maintaining the accuracy and F-score above 50% for traditional
classifiers using TF-IDF in both language corpora. While, While, CNN model can produce
relatively high accuracy and maintain optimum F-score with above 90% value although

fewer samples are given.

ii. Analysis of Algorithms’ Performances by Varying Number of Authors

Figure 4.10 illustrates the findings of the four algorithms’ performances for both
English and KadazanDusun tweets. In this experiment, the tweets were sampled to 45 tweets

per author and on data sets containing 10, 20, 30, 40, and 50 authors.

Comparison 2: Accuracy of Algorithms using Different
) Number of Authors
100 English KadazanDusun
80
60 \
>
(]
=
§ — \ )
20 ] =55
0
10 20 30 40 50 10 20 30 40 50
NO. OF AUTHOR
—o—NB RF SVM CNN

Figure 4.10: The accuracy results of four algorithms with varying number of authors for
English and KadazanDusun tweets
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Graph in Figure 4.10 depicts all four algorithms' accuracy dropped substantially as
the number of authors increased. Overall, the results reveal that the second IV (increasing
the number of authors) had significant effects on system performance (DV). Using a small
number of samples (45 tweets) on ten authors, SVM starts with a good result with 73%
accuracy followed by RF, NB and CNN for English. As for KadazanDusun, RF outperforms
the rest with 39% accuracy, followed closely by SVM while NB with CNN performance left

far behind.

Table 4.6 shows an in-depth finding on the performance of the algorithm by
presenting the precision, recall and F-score values. For analysis, KadazanDusun results are

displayed as both corpora produced similar trend.

Table 4.6: Precision, recall and F-score of four classification algorithms for
KadazanDusun tweets

NB RF SVM CNN
No. of pr.ecis recall £ p(ecis recall £ P (ecis recall £ precisi recall £
samples ion score ion score ion score on score
10 41.07 37.78 35.13 | 41.09 39.11 3746 | 41.12 36.67 35.7 26 33 25
20 248 25,56 20.97 | 27.18 27.67 25.42 | 22.34 2456 21.7 0 5 1
30 26.18 2393 21.21 | 25.71 2296 22.06 | 27.52 2496 239 0 3 0
40 2898 25.11 2437 | 2426 2294 21.82 | 2898 25.11 244 0 3 0
50 23.13 21.78 19.06 | 21.17 20.04 18.07 | 26.41 23.82 223 0 2 0

Generally, the precision, recall, and F-score results in Table 4.6 of all algorithms are
in good agreements with accuracy. The results indicate a significant drop when the number
of authors was increased from 10 to 50 authors, especially starting from 20 authors and
above. It appears that the precision, recall and F-score value of CNN were somewhat
impossible to provide any value after the number of authors is increased to 20 and above. It

is difficult for CNN with embedding model to learn the information with very few data (only
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45 tweets) with a high number of classes. Usually, neural network classifier like CNN

naturally required an abundance of information to pre-trained the model.

Altakrori et al. (2018) proved that from the test they conducted, the performance of
algorithms with an increasing number of authors significantly decreases in terms of the
accuracy. RF recorded with the highest accuracy of 58% outperformed other classifiers
including SVM and NB, given 45 tweets per 10 authors to be classified. As the number of
authors is increased to 20, the algorithms decreased gradually. They suggested a larger
number of additional tweets are needed to have a statistically significant increase in the

model’s performance.

The results in both Table 4.6 and Figure 4.10 revealed that the performance of the
algorithm decreases drastically when the number of authors increases. As the number of
classes (authors) increases, it is possible that fewer data present to specify and differentiate
each class for the classification algorithm. Apart from that, a high dimension of vectors
means a very large space that complicates the algorithm to search with a large number of

classes given only few training samples.

However, it should be noted that CNN model fails to maintain the performance with
few samples of data given and more authors are needed to be classified. Although SVM, RF
and NB were unable to beat CNN in previous comparisons, it seems that given a situation of
very few samples given TF-IDF representation can be learned remarkably by these
algorithms. In spite, classifier with TF-IDF model remains relevant in maintaining the

performance with the increasing number of authors.
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4.3 Discussion

In this section, the implications of each evaluation towards SMF are discussed.
Suggestions in increasing Al performance specifically in the SMF field are provided based

on the observation in result analyses before.

4.3.1 Utilising Twitter Native Features in Improving the Performance of Al

The main goal of Experiment 1 is to answer the RO 1 of which is to analyse the
importance of Twitter native features in Al by comparing the presence and absence of them
in the input data (tweets). A study done by Kebede et al. (2015) reveals that the use of
hashtags in detecting the similarity of the author’s writing style in tweets increase by 8%

from 53%.

Result analysis in Experiment 1 confirmed that the presence of native features of
Twitter proves to enhance the Al system in attributing the author of short social media text.
Both corpora show an increment of accuracy when the input dataset contains native features
of Twitter in it. Banga & Mehndiratta (2017) chose to remove the information regarding
Twitter in tweets including URLS, user references and punctuations with their best results of
71.25% accuracy. While, by including the native features, the Al performance can boost up

to 90% (see Figure 4.3).

Findings in Experiment 1 provide compelling evidence that besides stylometry, the
native features of social media application provide support by providing sufficient
information to identify the author of short social media text. Interestingly, the native features
unlikely fickle or affected by the changes of topics and genre in the tweets. Normalising the
native features into standard tags helps to generalise the information and make them not

specific to certain topics or genres. Based on the observation in Experiment 1, including the
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native features not only can improve the accuracy of Al, besides these features could help

overcome the issue of diversity of genres and topic in Al application for social media text.

An important question for further studies is to determine other elements that native
to Twitter and exploit them to hone the performance of Al, especially for social media text.
It should be possible to include the native features of Twitter onto other techniques in Al to

facilitate in revealing the criminal that perpetrates cyberbully activities on Twitter.

4.3.2 Dense Representation for Better Performance in Al for SMF

The primary purpose of conducting Experiment 2 is to answer the RO 2 of which
feature representation could best represent the authors' writing style in Al system for SMF?
Experiment 2 has demonstrated two feature representation model, namely, TF-IDF N-grams
and embedding-based model. TF-IDF N-grams model is represented as a sparse vector while

embedding-based model represented as dense vector.

Previous studies acknowledged character n-grams as the most accurate style marker
in solving short text issue in Al achieving 80% precision using more than 1000 tweets
(Azarbonyad Te al., 2015). Later, researchers modified the model by combining with other
features such as word N-grams (representing lexical features) (Gémez-Adorno et al., 2017)
with average F-score of 57.3% and POS N-grams (representing syntactical features) (Banga
& Mehndiratta, 2017) with improvement by 71.25% using 200 tweets. Experiment 2
presented TF-IDF models with the presence of Twitter native features, 76.40% with 500

tweets.

Problem with N-grams is that they generate very sparse vectors of high

dimensionality. To add, TF-IDF provides the text representations without clear semantic

128



interpretation. Alternatively, embedding-based model offers a solution to overcome sparsity
Issues by representing text in a dense vector. Embedding model hones the performance of

Al with an accuracy of 97.38% using CNN as the classifier.

With only 300-dimension vector, this model significantly reduces the features yet
preserving the contextual similarity of the text in the corpus. The results provide a clear
distinction between sparse and dense model in representing short text data for classification.
Experiment 2 provides insight into the embedding-based model, which remarkably improves
the performance of the Al system by representing short text in a denser form with a relatively

low dimension.

However, the advantage of embedding model over TF-IDF lies in combining the
classification algorithm to learn the model. Embedding model exceptionally provides high
accuracy when using a neural network as the classification algorithm, yet, it did not perform
well with SVM. It can be speculated that the representation of data in embedding model, i.e.,
word, character, and POS input, is insufficient to generalise the model and discriminate well
the author's writing style. The implication of such a situation may affect the performance of

the learned model.

Embedding-based model with input, i.e., word, character and POS have shown a very
remarkable result in enhancing the performance of Al, but sequence-based input (e.g., a
sequence of characters) may be considered in the future to investigate the effect of using this

type of input in representing text in embedding model.

From the finding, the embedding model can well-discriminate the writing styles by
capturing meanings of words, semantic relationships and different types of content in tweets.

N-grams create an increase in the number of dimensions. Hence, it would be beneficial to
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enact feature selection techniques in the future to select important features and reduce the

sparsity and for better representation before being learned by the classifier.

4.3.3 Maintaining Optimal Performance of Classification Algorithm in Al for SMF

The main purpose of Experiment 3 is to answer the RO 3 regarding which classification
algorithm able to maintain the accuracy of Al system. In Experiment 3, it could be seen that
these algorithms are evaluated based on a varying number of authors and samples to examine
their performance. Prior work has documented that the typical advantage of SVM achieving
unexceptional well performance in learning the attribution model to predict the author of the

text (Fourkioti et al., 2019; Jambi et al., 2021).

However, Experiment 3 shown that SVM unable to maintain accuracy if less data is
given to be classified, whereby only 45 tweets were prepared. Interestingly, other algorithms
seem to perform similarly with SVM, which in this case, somehow refute the theory of SVM
performed well in Al. Yes, it does perform only if SVM is given a sufficient amount of data
to be trained. In the case of forensics scenario, to obtained abundance of evidence for a
criminal is very hard and rare. Besides, the performance of SVM decreases slightly when

being tested on KadazanDusun corpora, although a huge number of training samples.

The main reason for lower performance in KadazanDusun might be probably related
to the preparation of data. During preparation, much stylistic information is removed, i.e.,
words other than native words. Besides, tagging in KadazanDusun is done using standard
POS tagger for English which can affect the performance of the classifier. Another issue
might be related due to imbalance data represented by each author in forms of word
distribution. Although the number of samples is balanced, the number of words in each tweet

is not the same.

130



The imbalance number of words creates an imbalanced representation of writing
style (words) for each author. It seems that this is the limitation of implementing an instance-
based approach for shot text problem. Future work should explore the fusion of instance-
based and profile-based approach. This approach works by representing all text samples
differently (instance-based), but the representation vectors for the text for each author are
averaged in feature-wise form producing a single profile vector for each author (profile-

based).

Experiment 3 is deduced from the findings of Experiment 2 and 1. The input data
contain the native feature of Twitter as additional information stylometry is used as the data
set. The representation of text for CNN is different compared to the other three algorithms.
CNN utilised embedding model, which indirectly represent a deep learning model in this
experiment. Result in Experiment 2 provides a clear distinction between TF-IDF model and
embedding model pairing with CNN, so the embedding model is being applied to CNN. In
a forensic case, it is critical for an attribution model is reliable and precise in attributing the

evidence (text) to the original writer of the text (criminal).

Thus, choosing the right model by pairing the representation model and classifier is
vital in building a reliable attribution model. According to Chowdhury et al. (2019), neural
networks do not play well with high-dimensional data. Embeddings are dense
representations of words or characters that capture the meaning and context of the text. CNN
is well-suited for Al task by capturing localized patterns in the text, as authors tends to have
their own unique writing style that is reflected in the local pattern of their text. Sequence
models in other hand is not suitable for Al task because the models are trained to recognize

pattern across time (long-range dependencies). Sequential models capture sequential
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information from the text to predict the next word where Al task is not sequential task and
does not require the order of the words to be preserved hence, making CNN is more suitable

for Al task (Chowdury et al., 2019).

CNN takes advantage of low-dimensional data by capturing a similar pattern
provided by the features. The outcome of each convolution filters will be stimulated when a
unique pattern is detected. In Al task, However, the downside of CNN is that it is unable to
produce a generalised model that conform a few training samples. It requires practitioners
to tune the hypermeters regards to the exact model that is being pre-trained. In the case of
very low training dataset provided (45 tweets), the hypermeters setting is tuned based on the
pre-trained model with a large number of training samples. Thus, Experiment 3 provides
insight for future studies to access the performance of CNN in identifying the author of very

short and limited text such as tweets by exploring the hyper-parameters.

44  Summary

Chapter 4 present the evaluation done to the proposed Al system for social media
forensic using tweets as the test corpus. Two test corpora are utilised to evaluate the system
which are, English and KadazanDusun. The purpose of using two corpora is to compare the
proposed system, whether it can handle other language data than English. KadazanDusun
language is chosen as it represented the indigenous language in Malaysia with an intense

number of native speakers across Sabah.

The evaluation on the proposed system is broken into three main components of Al
composing of the input or data, features, and the attribution method. Three experiments are
being conducted which designed to answer the research questions of the study. All the

experiments are introduced in different subsections, starting with explaining the
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experiments' strategy; then, the results analysis is presented and in-depth analysis of the

result is done based on the graphs.

The finding shows that Twitter native feature is essential in enhancing the accuracy
for Al system, which deals with short, limited text like tweets. Dense representation seems
to adapt better with CNN compares to SVM and befitting the Al system producing
remarkable high accuracy. The performance of algorithms shows a pitfall when a limited
amount of data is fed for training with a high number of authors. CNN was unable to perform
well in attributing KadazanDusun tweets due to over cleaning the data during the data
preparation process. Besides, there are insufficient data to pre-trained the embedding model

for KadazanDusun.

The evaluation has shown extensive comparisons of the major components in Al
system and discusses their implications in Al towards SMF field. The mind map of Chapter

4 is included in Appendix C. Next chapter will cover the conclusion of the research.
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CHAPTER 5

CONCLUSION

51 Conclusion

Al is pertinent in assisting digital forensics investigation to track down the cyberbully
perpetrators in social media. Advance network technology such as, Tor, provides anonymity
service which complicates current digital forensics to trace the perpetrators online. Text and
messages posted online are only clues left to trace the real culprit, which is achievable
through Al. Al is a task where the candidate authors' writing samples are analysed to identify
the most plausible author of the anonymous text. Hence, a proposed workflow of Al for SMF
is presented. Tweets corpora of different languages, English and an Under-resourced
language (KadazanDusun) are used to evaluate the proposed workflow. OSN messages like
tweets are chosen because tweets are best represented as short online messages freely

accessible for developers and researchers.

This research aims to tackle the issue of short text in Al in the context of SMF. The
main gap of Al is maintaining its performance in handling short text data like OSN messages.
Limited information in short OSN messages like tweets, harden Al task in analysing the
authors' writing styles and accurately predicting the author of anonymous text. The proposed
workflow is focused on enhancing the performance of Al by accessing the major components
of Al to propose the optimum Al solution in handling short OSN text for SMF. In-depth
analyses are done on the proposed workflow based on the major components of Al (refer to
Chapter 4). There are three types of evaluations on the proposed workflow: evaluation on
the input data, evaluation on the text representation models, and evaluation of the

classification algorithms.
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This chapter gives an overview of the work done in this thesis by aligning it with the
research objectives (ROn) and research contributions (RCn). The limitations of the current
work will also be discussed. Possible further improvements on the current work will be

discussed in the future works.

5.1.1 Research Contributions

The following Figure 5.16 depicts the mapping of the ROs to the RCs of the work

done in this research as in Chapter 1.

To determine the existing native A list of Twitter features are
features of Twitter to be identified and embedded in
included in stylometric features tweet corpus
To compare different text Introduced an effective feature

representation models that representation model for Al
befits Al system for SMF system from OSN text

To evaluate the result of
different classifiers based on
varying number of authors and
samples

Evaluation of the proposed
— solution using different
classifiers in obtaining optimum
performance in Al system for
anonymized OSN text

Figure 5.16: Mapping of ROs to RCs
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Based on Figure 5.16, the followings subsections are the elaborations of the RCs.
i The Creation of Tweets Corpus with the Presence of Twitter Native Features

The first contribution includes the creation of a new corpus for Al, especially in SMF.
The corpus consists of a collection of tweets with the inclusion of Twitter native features.
The inclusion of Twitter native features in tweets has proven to enhance the performance of
the Al system in SMF through Experiment 1 evaluation (refer Chapter 4). The nature of OSN
text like tweets is different from the formal text in terms of the short text and the irregular

language.

Therefore, to close up the gap of short text issue poses by OSN text in Al is by
availing the native elements of the OSN text. Twitter native features, i.e., URL links, user
references and hashtags, could provide salient information in representing the writing style

of social media user disregards specific genre and topics of the text.

Besides English tweets, there is a corpus building for under-resourced language (U-
RL), KadazanDusun tweets. The creation of U-RL tweet corpus can help promote the
research in fields such as natural language processing and text analysis, particularly in SMF

area to combat cyberbullying involving native languages.

ii. Discovery of Feature Representation Model Befitting the Al System from OSN text

It is crucial to explore the finest possible way in representing limited information in
tweets so that the information could be represented to the maximum. N-grams features have
proven to work best in representing the author's writing style for short text. Using the TF-
IDF text representation model to represent the N-grams, the dimension of the matrices

expands as more text is fed in to be trained.
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This research divulges an alternative method to represent the tweets in a lesser sparse
way: the embedding-based model. The embedding models evinced higher accuracy than TF-

IDF N-grams in Experiment 2 evaluation (refer Chapter 4).

The findings also suggested that embedding models work best with neural network
algorithm as the classifier using the deep learning approach and not with traditional machine
learning algorithm, i.e., SVM. Neural network learns well on dense vector represented by
the embedding model while traditional classifier like SVM could not learn effectively with

such representation.

iii. Assessments of Different Classifiers on the Proposed Solution of Al for OSN text

Studies have shown that SVM maintains the best accuracy in classifying short text
in Al using Bag-of-Word approach model, i.e., TF-IDF (Fourkioti, etal.2019; Jambi, et al.,
2021). Recently, a robust neural network classifier in image processing, Convolutional
Neural Network (CNN), shown an excellent performance in Al field by deploying the

embedding model to represent text (Thedphilo et al., 2019; Barlas & Stamatatos, 2021).

Naive Bayes and Random Forest are being employed to compare the performances
with the state-of-the-art Al models. Naive Bayes is well known for producing simple naive
assumption model in classifying text. Meanwhile, Random Forest is chosen as this classifier
capable of finding the most important features in classification besides being an ensemble

model by aggregating the result produced by multiple decision trees.

This research exhibits various Al models using four different classifiers. Varying
number of authors and tweets were used to assess the classifiers' performance. The

assessment on the classifiers' performance is vital to find the most optimum solution that can
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maintain the performance of Al system in handling peculiar situation during forensics
investigation. The findings obtained in the third evaluation on the classifiers suggest that an
adequate quantity of the author's writing samples is needed to maintain the optimal

performance of the classifier.

The findings also recommended that too many candidate authors present during
classification will reduce the performance of the classifier. Assessment on the model
performance is essential to validate the state-of-the-art Al model in SMF area due to the
increasing number of OSN users and messages in online commination, which can affect the

accuracy of Al system.

5.2  Limitations
5.2.1 The Inadequacy of Language Resources for U-RL

Evaluations on the proposed workflow of Al using U-RL corpus resulted in lower
accuracy compared to English. The main factor affecting the model's performance is the lack
of language resources (i.e., dictionary thesaurus) and language independent NLP tools that
specifically handle the U-RL. Besides that, insufficient textual information in U-RL tweets

is one of the contributions that lessen the Al model's performance.

5.2.2 Imbalance of Word Distribution in Tweets

One of the biggest challenges in deploying instance-based approach to represent the
author writing style is the word distribution imbalance problem. Although powerful
classification algorithms are used to build a predictive model of Al, the text-length of the
training text sample plays a vital role to produce a model with optimal performance. Uneven
word distribution over the candidate authors greatly impacted the predictive model by

misclassifying the tweets and resulted in the inaccurate prediction made by the model.
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5.2.3 Model Sparsity

N-grams model introduced in the proposed workflow consisted of dynamic features
extracted from tweets containing few words, thus producing a sparse feature vector. All
tokens, including punctuations, are included without removing any of them with the
hypothesis of more data represented the more accurate the predictive model. However, due
to the overwhelming number of distinct features produce by N-grams model, it failed to
converge the writing style. In this case, skipping the feature selection process might lead to

worse performance in terms of accuracy and speed.

5.3  Future Works
5.3.1 Conventional Approach in Processing U-RL Data

U-RL corpus, which contains a collection of U-RL language tweets, is crucial to
enable Al system analysed U-RL text which prone to cyberbullying to facilitate forensics
investigation. However, due to limited language resources, the approach used to process the
U-RL text is unseemly suitable. Using the standard NLP tools to pre-process the U-RL text
is inappropriate, which resulted in lower accuracy of the Al system. Thus, in future, it is
crucial to conduct a proper approach in handling and processing the U-RL text, for instance,
utilising unsupervised POS tagger that able to POS tagged the U-RL text. The recommended

solution could help hone the Al system's performance in handling U-RL text in the future.

5.3.2 Hybrid-based Approach to Represent the Author's Writing Style

Due to the complexity of the short text issue in Al for SMF, combining different
approach, i.e., such as fusing profile-based and instance-based approaches, seems to be a
promising path. In the future, the hybrid approach can be implemented by borrowing some

elements from both approaches. For example, all training samples are represented separately,
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and the representation vectors for the samples are averaged, producing a single vector of text
representation for each author. Consequently, the hybrid approach can overcome the data

imbalance problem to represent tweets over the candidate authors. Mind map of Chapter 5

Is presented in Appendix C.
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Appendix A

i) English Feedlists

assmuncher
asswad
bitch
blowjob
bumblefuck
chesticle
clitface
cockburger
cockmaster
cocknugget
cocksucker
cracker
cumslut
cuntface
damn
dickfuck
dickmonger
dickwad
dipshit
dumass
dyke
faggotcock
fuck
fuckbutter
fuckhole
fucks
fuckwit
gaydo
goddamn
handjob
homo

jap
junglebunny
kyke
mcfagget
motherfucking

assnigger
asswipe
bitchass
bollocks
butt plug
chinc
clitfuck
cockface
cockmongler
cockshit
cockwaffle
cum
cumtart
cunthole
deggo
dickfucker
dicks
dickweasel
doochbag
dumb ass
fag

fagtard
fuckass
fucked
fuckin
fuckstick
fuckwitt
gayfuck
goddamnit
hard on
homodumbshit
jerk off
kike
lameass
mick

muff

APPENDICES

asspirate
axwound
bitches
bollox
buttfucka
chink
clusterfuck
cockfucker
cockmongruel
cocksmith
coochie
cumbubble
cunnie
cuntlicker
dick
dickhead
dickslap
dickweed
dookie
dumbass
fagbag
fatass
fuckbag
fucker
fucking
fucktard
fudgepacker
gayfuckist
gooch
heeb
honkey
jerkass
kooch
lardass
minge
muffdiver

assshit
bampot
bitchtits
boner
buttfucker
choad
cock
cockhead
cockmonkey
cocksmoke
coochy
cumdumpster
cunnilingus
cuntrag
dickbag
dickhole
dicksucker
dickwod
douche
dumbfuck
fagfucker
fellatio
fuckboy
fuckersucker
fucknut
fucktart
gay

gaylord
gook

hell
humping
jigaboo
kootch
lesbian
mothafucka
munging
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assshole
bastard
bitchy
brotherfucker
camel toe
chode
cockass
cockjockey
cockmuncher
cocksmoker
coon
cumguzzler
cunt
cuntslut
dickbeaters
dickjuice
dicksucking
dike
douchebag
dumbshit
faggit

feltch
fuckbrain
fuckface
fucknutt
fuckup
gayass
gaytard
gringo

ho

jackass

jizz

kraut

lesbo
mothafuckin\'
negro

asssucker
beaner

blow job
bullshit
carpetmuncher
clit

cockbite
cockknoker
cocknose
cocksniffer
cooter
cumjockey
cuntass

dago
dickface
dickmilk
dicktickler
dildo
douchewaffle
dumshit
faggot
flamer
fuckbutt
fuckhead
fuckoff
fuckwad
gaybob
gaywad
guido

hoe

jagoff

jungle bunny
kunt

lezzie
motherfucker
nigaboo



nigga

paki
penisfucker
polesmoker
porch monkey
pussy
queerhole
schlong
shitbrains
shitfaced
shitter
skank
snatch

tard
tittyfuck
va-j-j
wankjob

nigger
panooch
penispuffer
pollock
porchmonkey
pussylicking
renob

scrote
shitbreath
shithead
shittiest
skeet

spic

testicle

twat

vag
wetback

niggers
pecker
piss

poon
prick

puto
rimjob
shit
shitcanned
shithole
shitting
skullfuck
spick
thundercunt
twatlips
vagina
whore

i)  KadazanDusun Feedlist

toburus
mulau
pukindet
basug
bantaton

basug
noruan
panansawa

apatai ko
baa
lohuhubang
kopio
tanak do
mulau
budu

tanak do
rogun
pukitai

niglet
peckerhead
pissed
poonani
punanny
queef
ruski
shitass
shitcunt
shithouse
shitty
slut
splooge
tit

twats
vajayjay
whorebag
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nut sack
penis
pissed off
poonany
punta
queer

sand nigger
shithag
shitdick
shitspitter
shiz
sluthag
spook
titfuck
twatwaffle
vjayjay
whoreface

nutsack
penishanger
pissflaps
poontang
pussies
queerbait
sandnigger
shitbagger
shitface
shitstain
shiznit
smeg
suckass

tits
unclefucker
wank

wop



Appendix B

Description Value
Total users 50
Total num. of tweets collected 69,624

Average num. of tweets per author

1,392 tweets per author

Total number of vulgar word occurrences

29,701

The average number of vulgar word occurrences per tweet

Two words per tweet

Max num. of vulgar word occurrences from an author

3187 words

Min. num. of vulgar word occurrences from an author

9 words
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Appendix C

i) Chapter 1

Collecttweets using a listof keywords as feedlist

Cleaning tweets from unwanted data

Phase 1
i.e. memes, retweets, etc.

Data collection

J

Normalize Twitter features i.e. URL,
user mention, has htags in the tweets as standard tags

1.1.1 Major Tas k in Authors hip Analys is

1.1 Authorship Analysis I 1.1.2 Type of data in autho rship analysis

Text analysis including tokenizationand POS tagging

Extracted n-grams features including wo rd, character

1.7 Research Methodology
and POS n-grmas 7

[

Phase 2:
Training

Transform the features into feature vectors using
feature representation models

Evaluate the models using machine learning
and deep learning

Phase 3:

Validate the model using cross-validation
Testing

Performance compariso n using different
performance metrices

Chapter 1 : INTRODUCTION

|
|
\
J

Focuses onidentifying the most plausible author of tweet
among the candidate author (closed-set)

conducted the A using Englis hand U-RL (KadazanDus un) tweet dataset

1 1.8 Research Scopes

Crawl the tweets using a setof keywords as feedlist

Proposed solutionis based onsupervised learning using
machine learning and deep learning approach

Embeds OSN native features with textual information to
enhance accuracy of Al system for OSN text

19 Research Significant
fusion of non-textual element help to hone the writing style of \

authorof OSN post

C1:A list of Twitter native features is identified and included in the tweet corpus

C2 Aneffective modelis proposed which bestrepresented the writing style of

author of OSN post 1.10 Research Contributions

C3: Evaluation of pro posed model using machine learning
and deep learning approaches based onnumber of samples and authrs

Chapter 1 present the overview of this research
Chapter 2 include the background study of Al
Chapter 3 describe the methodology in detail 1.11 Thesis Structure

Chapter 4 elaborates the findings of proposed solution

Chapter 5 reviews the contrib utio ns, limitations and future works

1 1.1.3 General process of authorship analysis

OSN popularity is increasing

various OSN content are created across different platforms

Online activities often used negatively i.e. cyberbullying in OSN

12 Research Motivation Cyberbullying keep increasing due to anonymity

TORservice that hinder real identity hardened the process of tracking
real perpetrator

Al tas k to facilitate social med ia forensic investigation to reveal the real author
of cyberbullying textvia autho rship analysis

Main problem:Short textin OSN post lead to low accuracy of Al system

P1: Discriminating the writing style solely o n stylometric features are insufficient

14 Problem Statementj due to limited information

1

P2 Complex attribution due to informal and unique writing style of OSN post

Main question: How to increase Alsystem for OSN text in facilitating SMF

Q1: How important are the native features of Twitter in Al system?

1.5 Research Questions Q2 Whichfeatures and feature representation model best represent writing style

in OSN text?

Q3 Whichclassification algorithm can maintain the accuracy of Alsystem for OSN text?

01: To IDENTIFY suitable native features of Twitter stylometry features embedding

02 To DESIGN an effective feature representation model for Al from OSN post

1.6 Research Objectives

03: To EVALUATE the performance of the proposed solution using different
classification algo rithms
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i)

Chapter 2

Lon

Short text in SM

Summarise issues from section 2.2 to
2.4

Decscribe the gaps found from the
reviews

Al in DF

1) Introduction to Al
ALin SMF

text in SM
g textin Chapter 2:

2) Text in SM as Digital

domains

Evidence
Comparison table &
Discussion
Basic component in
AL
Al components in 3) State-of-Art of AL in
SMF SMF

Comparison table &

Discussion

General evaluation methods for all

SMF

Specific evaluation methods for

4) Evaluation in AI for
SMF

Comparison
Discussion

table &

Significance of Al in
SMF

5) Discussion

Challenges of AL in
SMF

- &) ClEl=mE=s I B

What is DF? and relation with
comp. forensics

1) DF on Online Media
DF process

Types of DF

Anti-spying service i.e
TOR

VPN

Lead to anonymity

Network Forensics

3) Current solution in
DF and Its Drawback
Server location can be concealed

Cyberbullying in SM

Why SM is chosen to perpetrate

1) SM Issue Towards A
cyberbullying?

DF

How cyberbullying affect the
victims?

a) User's metadata User location

Hashtags
2) Features in SM as the o L
. ) b)Aplecatlon-spemflcﬁ
Digital Evidence

| Emoticons

¢) Textual Data

Cyberbully detetcton tools

3) Current Works in DF
to Mitigate SM issue
Limitation of the tools
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i) Chapter 3

i) Mean Accuracy; ii) Precision; iii)
Recall; iv) F-Score (F1)

3.6 Chapter Summary

3.5.1 Evaluation
Metrics

10 Cross Validation

Vector of Word n-
grams, Character n- 3.41.1 TE-IDE
grams, POS n-grams .

Representation
represented based Tf-

An altemative for TF-

_

Pre-trained word
embeddings
3.4.1.2 Embedding-

based Representation
-

Char2vec for
character
embeddings

POS embeddings self-
trained

Naive Bayes -
Multinomial NB

Traditional Machine
Leaming

Random Forest

SVM - C-Support
Vector Classification

(sVC) Twe

Convolutional Neural

Deep Leamin:
Network (CNN) P g

3.4.2 Classification of

3.5 Evaluating the

3.5.2 Validation
Technique

3.4.1 Building Text
IDE Representation Model
for Tweets

3.4 Text Classification
Phase

Learned Models of AL

b

ets' Authors

General workflow of

3.1 Introduction U
text classifictaion

Phase 1: Data
preparation

3.2 Proposed
Workflow of Al for
SMF

Phase 2: Classification

Phase 3: Evaluation

3.3.1 Collecting
Tweets from Twitter

3.3 Text Preparation

Phase

3.3.2 Pre-processing
of Tweets to Standard
Text

Crawl tweets using
feedlist

Extract additional
tweets from each
user

Remove unwanted
data/ noises

—_—

Normalisation

TweetTokeniser

Tokenisation

tokenise text into

tokens

NLTK pos_tag

POS Tagging | taqging tokens in
cormespondence with

particular POS
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Iv) Chapter 4

S+N dataset (stylometric + native features)

Produce different datasets by
manipulating normalisation
process during pre-processing

S dataset (only stylometric features)

N dataset (only native
feature )

The inclusion of native features
in text hone the accuracy

Analysis based on availability of
Twitter native features in writing

The usage of Twitter native feature can style

help to distinguish author's writing style
effectively in OSN text

Tf-idf represents n-grams features
in Tf-idf values

Features are represented in different
feature representation models; Tf-idf

N-grams are represented in dense andw and Embedding-based

distributed (300-d) manner for
Embedding model

Tf-idf model perform well with
SVM as classifier

i. Analysis of Tf-idf on
SVM and CNN

SVM able to handle sparse data,
but not CNN

Embedding model perform excellent

with CNN as classifier ii. Analysis of Embedding-based
1 model on SVM and CNN

CNN works well in learning dense vector f

Embedding perform better than Tf-idf iii) Analysis of Tf-IDF against
for OSN short text AL Embedding-based

Evaluate the performance of different classifiers based on various
number of samples and authors

4.3.1.1 Designing
Experiment 1

43.1.2 Result Analysis
of Different Datasets

4.3.2.1 Designing
Experiment 2

—

4.3.2.2 Result Analysis
of Different Feature
Representation
Models

4.3.3.1 Designing
Experiment 3

i) Analysis based on different number of Samples

4.3.3.2 Result Analysis of

different Classification

i) Analysis based on different number of
authors

Algorithm

43.1 Evaluation on
the Importance of
Twitter Native
Features

43.2 Evaluation of
Different
Representation

Models

433 Evaluation of
Different
Classification
Algorithms

4.3 The Strategies for
Evaluating the

Components of the
Proposed Al system

4.1 Introduction

Acquire tweets using
feedlist of profane
words

Crawl using Twitter
APL,
TwitterStreamListener

421 English Tweets

Gather additional

tweets from users
4.2 Tweets as Test :

Corpus

42.2 U-RL Tweets
(KadazanDusun)

4.2.2.1 Pre-processing
of U-RL Tweets

Feedlist of
KadazanDusun based
on taboo words

Remove English
words from collected

4.4.1 Utilising Twitter
Native Features in
Improving AL for SMF

[
442 Dense
Representation for
Better Performance in
Al for SMF

4.4 Discussion

4.43 Classification
Algorithm in AI for

SMF
S

4.5 Summary

tweets to provide
originality of the
language
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V) Chapter 5

U-RL tweets resulted in
lower accuracy than English

Due to lack of language resource and
language independent NLP tools

length of words and characters in
each tweet are vary

uneven of text length impacted the
predictive model performance

text length plays vital role in
producing good performance

N-grams sparse
vector

5.2.1 The Inadequacy
of Language
Resources for U-RL

5.2.2 Imbalance of
Word Distribution in
Tweets

High number of distinct features
fails to converge writing style

Skipping feature selection may
lead to worse performance

5.2.3 Model SparsityJ

5.2 Limit:ations/_w<

5.1 Conclusion

5.3 Future Works

Al is pertinent in assist DF in track down cyberbullying perpetrators in
SM.

Presented proposed workflow for AI for SMF

Tested on English and U-RL tweets

This work aims to tackle short text issues in Al

RO 1: Determine Twitter's native

features features is produced

RC 1: A list of Twitter native

RO 2: Compare different
representation models

5.5.1 ROs - RCs

. Embedding-based models
Mapping

RC 2: Comparison of Tf-idf and

RO 3: Evaluate different classifiers
based on varying num. of authors and
tweets

RC 3: Evaluation of different classifiers in
obtaining optimum performance

53.1 Conventional Approach
in Processing U-RL Data

Utilising unsupervised POS tagger to POS tag
U-RL text

5.3.2 Hybrid-based Approach to
Represent Author's Writing

STyle f

Combining profile and instance based approach
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