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ABSTRACT

The rapid expansion of the Internet and rich features of web application has led to many
security flaws related to web application. Some flaws are due to poor programming practices
while some are intentionally scripted by the attackers behind the scene. Among the reported
vulnerabilities by Open Web Application Security Project has ranked cross-site scripting as
the second most dangerous vulnerability among top ten vulnerabilities. Cross-site scripting
attacks are conducted by using malicious JavaScript’s on the client side. Due to the growing
adoption of JavaScript’s as the scripting language for the World Wide Web has led to the
exploitation of cross-site scripting. Detecting these malicious JavaScript attacks with high
accuracy on client side has thus becomes imperative. In this research, a detailed and
systematic study was performed on the genesis of malicious JavaScript attacks and proposed
a unified approach by combining static and dynamic analysis using minimalistic emulation
of browser for performing comprehensive characterization of webpage features. This
approach leverages features from URL and structural features of webpage to train
classification model. A Parteo-optimised majority vote based multi-layer heterogeneous
ensemble approach is also proposed and implemented for accurate classification of
webpages in malicious and benign classes. Evaluation of the proposed approach on a corpus
of webpages demonstrates that the approach is precise and effective enough in detecting
malicious web pages with an accuracy of 98.74% along with sensitivity and specificity of
97.56% and 98.86%, respectively and also have minimal performance overheads in detection
of malicious JavaScript code attacks.

Keywords: JavaScript, XSS, malware, detection, static analysis, dynamic analysis,

ensemble



Pengklasifikasi Ensembel Terhadap Serangan JavaScript Berbahaya
Menggunakan Ciri-ciri Diperluaskan

ABSTRAK
Internet berkembang pesat kerana ia memudahkan maklumat global, komunikasi,
kepakaran, dan pengetahuan serta-merta. Jaringan Sejagat adalah pintu masuk kita ke
dunia maklumat apabila melayari Internet. Pengguna Internet biasanya melawat banyak
laman sesawang setiap hari baik untuk tujuan perniagaan, hiburan atau pendidikan. Walau
bagaimanapun, kekayaan ciri-ciri sesawang juga membawa kepada beberapa kelemahan
keselamatan sama ada disebabkan oleh amalan pengaturcaraan yang lemah atau skrip
berniat jahat yang dilancarkan oleh penjenayah siber di belakang tabir. Oleh itu, sesawang
menjadi terdedah kepada aktiviti berniat jahat yang mensasarkan pengguna yang tidak
menyedarinya. Di antara kerentanan yang dilaporkan oleh Projek Keselamatan Aplikasi
Terbuka Sesawang, pengskripan lintas tapak adalah kelemahan kedua paling berbahaya
daripada sepuluh kelemahan. Serangan skrip lintas tapak dijalankan oleh penyerang
melancarkan JavaScript yang jahat kepada pihak klien. Oleh kerana penerimaan JavaScript
semakin meningkat sebagai bahasa skrip untuk Sesawang, ia telah membawa kepada
eksploitasi skrip lintas tapak. Pengesanan serangan JavaScript yang berniat jahat dengan
ketepatan yang tinggi pada pihak klien oleh itu menjadi satu cabaran yang besar. Dalam
projek penyelidikan ini, kajian yang konsisten dan sistematik telah dilakukan terhadap
serangan JavaScript yang jahat dan membangunkan pendekatan bersatu dengan
menggabungkan analisis statik dan dinamik melalui emulasi minimalistik penyemak imbas
Sesawang untuk melaksanakan ciri-ciri menyeluruh ciri laman sesawang. Pendekatan ini
memanfaatkan ciri dari URL dan ciri struktur laman sesawang untuk melatih model
ktasifikasi. Penilaiar dan pelaksanaan pendekatan berkumpulan yang mempunyai pelbagai

lapisan heterogen, dioptimumkan secara Parteo dan undi majoriti untuk pengkelasan tepat

v/



dalam rejim yang berbahaya dan jinak telah dijalankan. Penilaian
1 yang dikemukakan pada gugusan beberapa laman sesawang
/a pendekatan itu cukup tepat dan berkesan untuk mengesan laman
t dengan ketepatan 98.74%, kepekaan 97.56% dan spesifikasi

agipun, pendekatan yang dibentangkan mempunyai kos prestasi yang minimum

gan kod JavaScript yang berniat jahat.

cript, XSS, malware, pengesanan, statik analisis, dinamik analisis,
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CHAPTER 1
INTRODUCTION
1.1 Research Background

The invention of the Web by Tim Lenard-Bee in 1989, just a handful of pages then used
by a small number of scientists at CERN Labs Geneva, has now evolved into a global
platform consisting of trillions of pages used by millions of users (Berners & Fischetti,
2001). Pervasive influence of the Web-has brought positive changes in the life patterns of
people through executing business deals, establishing social contacts, disseminating
information, sharing knowledge and exchanging ideas (Oyza & Edwin, 2015). The Web is
evolving very rapidly and new features are being introduced for making human lives better.
The human dependence on the Web is also increasing day by day in order to harness the

power of the Web.

Regretfully, the Web is being exploited by the cyber criminals using malicious code
attacks to attain personal, financial, military and political gains through damaging or
disrupting the normal operation of computer systems, performing phishing attacks,
displaying unwanted advertisements and extorting money (Khan et al., 2017). It has become
a routine to visit numerous webpages daily for searching information, making
communication, reading news and watching videos. It just takes a simple visit of a webpage
to become the victim of these attacks. A common tactic employed by cyber criminals to
perform these attacks is to lure the users who lack awareness to their webpages that are
intentionally designed and coded to perform attacks while visiting such webpages (e.g. spam

email and malicious advertisements) or to put at risk a legitimate webpage under the control



of cyber criminals (Li et al., 2012; Zarras et al., 2014). The targeted users are either tempted
to give away sensitive information or their Web browser vulnerabilities are exploited to
deliver the malware on their computers to perform an attack such as Plugins and extensions

(Provos et al., 2007).

Earlier the design and development of such malicious code attacks were only limited to
experienced attackers who could craft a malicious webpage but now inexperienced attackers
can also launch attacks with special software called exploit kit (Kotov & Massacci, 2013).
Exploit kits are developed by a group of experienced attackers and sold illegally in black
and gray markets. These exploit kits are constantly updated to launch new attacks in

webpages and to evade de-obfuscation of malicious code (Ablon et al., 2014).

As per Internet Security Threat Report released by Symantec in April 2017 more than
357 million new variants of malware were observed in 2016 (Symantec, 2017). A report
from Open Application Security Project (OWASP) has ranked cross-site scripting (XSS)
among top ten vulnerabilities affecting webpages (OWASP, 2017). XSS is a type of attack
injecting malicious scripts around benign code in a legitimate webpage to access a cookie, a
session, and other secret information. Web applications are exploited to transport malicious
scripts to perform the attack. The t;rget of XSS attack is on the client-side and the
vulnerability at the application layer of the network hierarchy occurs by injecting malicious
scripts to break the security mechanism (Gundy & Chen, 2009). About 70% attacks are
reported to occur at the application layer and Web browsers are the most susceptible
application-layer software for attacks (Mohan & Malik, 2017). The purpose of the Web
browser is to get the requested resource from the server and display it in browser’s windows.

The format of the supplied resources is not restricted to HyperText Markup Language



(HTML) only but can also be applied to portable document format (PDF), joint photographic
experts group (JPG), etc. Attackers run malicious JavaScript in a Web browser to target users
whereas malicious and obfuscated URLs are used in servers as a carrier for XSS attacks

(Nunan et al., 2012).

JavaScript is used for making webpages more interactive, to add more features, to
improve end-user's experience and to help reduce server-side load by shifting some
computation tasks to end user-side. Unfortunately, JavaScript also provides a strong base for
carrying out attacks, especially drive-by-download attacks, which unnoticeably attacks
client amid the visit to a webpage. In contrast to different sorts of network-based attacks,
malicious JavaScripts are difficult to detect (Schiitt et al., 2012). Javascript attacks are
performed by looking into the vulnerability and exploitation by using JavaScript obfuscation
technique to evade detection. Thus detection of such malicious JavaScript attacks in real
time becomes imperative. Security solution providers who play a vital role in providing tools
for defending attacks are fundamentally based on two correlative approaches: signature-
based and heuristic-based detection approaches (Khan et al., 2017). The signature-base
approach depends on the detection of unique string patterns in the binary code but fails when
a new type of attack occurs. In this app{oach, the instance of new attack needs to be captured
first in order to create a signature from it and subsequently update the definitions of the
detection tool on the client-side (Cova et al., 2010). Since the time gap between the capturing
of new attack instance and the updating at the client-side is high, it renders millions of client-
side computers vulnerable to attacks. Cyber criminals take advantage of this time gap and
vulnerability to simultaneously launch the attack. Consequently, this approach is
uniseceptable in an environment where new attacks are expected to venture. Another

traditional approach for attack detection is heuristic-based detection rooted in a set of expert



ions to detect the attack. The advantage of using this attack detection
it cannot only detect modified or variant of existing malware but can also
iously unknown attacks. However, the downside of using this approach is
es a long time in performing scanning and analysis, which drastically slows down
1ance. Another trouble with the approach is that it introduces many false
et al., 2013). False positive occurs when a system wrongly identifies code or
us when actually it is not. In order to address these issues with signature and
detection approaches, two complementary approaches namely static analysis

nalysis were introduced (Laskov & Srndic 2011). In static analysis detection
us code inside a webpage is performed by quickly extracting features and without
the webpage in a browser. Dynamic analysis captures the malicious code by

the behavior of a code when the webpage is in execution by the browser (Eshete

has become more and more vulnerable with the growing number of malicious

ax‘égﬂ:dless of a number of available defense mechanism (Thomas et al., 2011).
ﬁtams of malware on the Web, a study was conducted by investigators (Provos
about 4.5 million webpages indexed in Google and found that
r ‘webpages may contain malicious code. In another study the investigators

07) identified about 3 million URLs on the Web that launch attacks against
conducted by researchers (Canali & Balzarotti, 2013) employed about 500

-

to analyze the behavior of webpages prior and post compromise by an attack.

N

cidate that XSS attacks, phishing, drive-by-downloads, and defacement of

nt on the Web.



tioned studies have established that malicious webpages act as a primary
malicious activities on the Web. In this thesis we present a technique to
e of the art approach with the dual purpose to perform effective analysis
detection of malicious activities on the Web. Hence, the main emphasis of this

perspective of detecting malicious JavaScript-based XSS attacks and

ous revolution of modern-day computer systems, augmentation of
infrastructural facilities and boosting up of internet services are primarily

h A
Web browsers and, therefore, these browsers have become the main target by

cious JavaScript codes are injected around the benign code of a webpage
iscated form to target client-side users. Once the user visits such an infected
ious code gets executed on the client-side to compromise its information.

‘are meek in capabilities in detecting such attacks and, therefore, pose

-user security.

ting approaches.based on machine learning have been put forth to detect
‘et al., 2014; Sirageldin et al., 2014; Jodavi et al., 2015; Aebersold et

with these approaches is that they fail to detect attacks on three counts.

ly analysis and deficient characterization of malicious code results in a
ape the detection. Existing countermeasures are either based on static
in detection of malicious JavaScript code attacks. The challenge with

 that it cannot detect the complex and obfuscated malware. However through



lysis the behaviour of malicious JavaScript is known but has a challenge that it
> in processing and analysing the malware for the detection and works in a

™

t which introduce performance overheads.

artefacts of a webpage evolve with time and old artefacts became less
gence of new variants of malicious code that leads to poor detection.
igh which artefacts are constantly evolving over time and presents a
ction are: First the cybercriminals regularly keeps on changing their methods to
s in malicious web pages with the purpose of making the attack more
oid detection by existing countermeasures. Second New functionality is being

n web pages or change in the underlying technology which are employed in

ssification error introduced by single classification algorithms cannot cope
erse malicious codes which limit the detection. Since there is no agreement yet
produces the best prediction results. A particular classifier might be better
s for a particular dataset; nevertheless another classifier could achieve

some other dataset.
2

tribution

0
ajor contributions made in this thesis can be summed up as follows:

ed and implemented a technique for comprehensive analysis, meticulous
ation, and effective detection of malicious webpages by performing an

nation of static and dynamic analyses by using minimal emulation.



and evaluated new features and improved several existing features to
minative power in categorizing malicious and benign webpages.

'I i analysed a multilevel ensemble approach based on Pareto optimization

the detection rate of Web attacks.

. th Study

|
oal of this research work is to design and develop an approach convenient

on of malicious JavaScript attacks at client-side. Specifically, this goal

through the following objectives:

a hybrid analysis approach for detection of malicious JavaScript attacks
. ide.

newly inducted features and to improve old features those are decisive
ion of malicious code attacks.

e an algorithm for computing the effectiveness of extracted features.

be supervised classifiers and to devise ensemble approach for proficient

‘malicious JavaScript code.

ecute the performance-evaluation of the proposed mechanisms.

an a hybrid analysis platform be built to facilitate the comprehensive analysis
ctive detection of malicious JavaScript attack?
are the crucial features involved in the classification of malicious JavaScript?

recognize the effectiveness of selected features?



a multilevel-based heterogeneous ensemble approach lead to elevated

lation on dynamic features was employed. For feature selection, an
ulating the effectiveness of the extracted features using Chi-square and
was introduced. For classification, several supervised classifiers were
:mble approach was introduced to improve the detection accuracy. The
this study were collected from the real word environment consisting of

ign webpages and URLs.



CHAPTER 2

HNICAL BACKGROUND AND RELATED WORKS

ious programs have become a serious problem that threatens the security of
lernet users. Attackers are constantly involved in developing techniques to steal
om computer systems through Web applications. Applications which are
alicious users can break into the security and protection mechanisms of a
y access to personal information or by taking control over system resources.
"
_ attack to get access to personal information or system resources is to
to digitized assets of individuals and organizations. Any individual or an
/ h has its existence over the Web has some amount of exposure of being
evel of risk varies depending on various factors. Among the reported
'OWASP has ranked in XSS the second most dangerous vulnerability among
ties and the first attack of XSS was reported in early 90’s. The target of
' @iimft-side whereas SQL injections target the server (Gundy & Chen, 2009).
h

';.jf-‘i»ir- considered as most vulnerable application layer software for attacks
t al., 2011). The purpose of the Web browser is to acquire the requested Web
server and to display it in browser’s windows. The format of the supplied
tricted to HTML only but can also be PDF and images. Attackers run
pt in a Web browser to target users. XSS attack is vulnerability at the
-af the network hierarchy by injecting malicious scripts to break the security

drawback with some existing protection and security approaches including

system, black box testing, and content security policy is to degrade the



> system with configuration overhead. Many researchers (Nadji et al.,
, 2012; Xiao et al., 2014) have strongly backed an argument that there
> approach available which can completely stop these types of attacks

 browsers. In this chapter the technical background and related works

vility that allows attackers to inject malicious code into the source-code
ecuted at the victim’s browser. If the malicious code gets successfully
im's Web browser then the attacker captures the control of the victim’s
ive data. Figure 2.1 outlines the principle of XSS attack. There are three

abilities: Stored, Reflected, and DOM-based.

(Persistent XSS) Attack

ack occurs when malicious Javascript is stored on the target-server in
st book’s message forum. In Persistent XSS attack, malicious scripts get
user visits the malicious site; thereby passing the privileges of the user to

L

undertakes unauthorized actions without user's knowledge (Baranwal,

(Non-Persistent XSS) Attack

tack, the attacker injects the malicious code into the server. In non-

the injected code is reflected back to the attacker in the form of error

10 |



cted XSS attacks are sent to target-victims through email or links
|
1 the webpage to steal the confidential information or to take control over the

puter (Pelizzi & Serkar, 2012),

) ‘; . Object Model (DOM)-based XSS attack, the entire tainted data flow from
ie Web browser. The source of XSS can be any HTML element or the
L, while any method with the sensitive call can cause malicious code to be

C (Stock et al., 2014).

Figure 2.1: XSS Attack Scenario (Bajpai, 2010)
S Attack on Browsers

due to the flaw in server-side applications and the reason behind the

of HTML characters provided by the user as input. The browser is

11



ost directly affected application from XSS attack on-client side (Pelizzi
e browser interprets and displays HTML pages, executes Java's scripts,
nts, which are sent from server to client. The content hosted on the Web server
th the intention to target users. Some of the common techniques by which
s through a browser are cookie and session stealing, browser hijacking,
sniffing, web-user behaviour tracking, buffer overflowing, format string
dangling, integer flowing, and drive-by downloading. A variety of other
2h which sensitive information maintained by the browser is either stolen
) resources denied. The result of such attacks leads to cookie and session
and end-user documentation disclosure. Other consequences of such
 organization may force the organization to issue a press statement about
2d, which may lead to a financial loss by affecting the stock price and
tomer confidence. URLSs are also used by attackers to target end-users by
aml hiding the parameters. Besides Malware are used by attackers to spy
@rderto get hold of the current activities of the user and traffic statistics
tialed misinformation. Some malicious scripts, when interrupted by
; ::me appearance and behavior of the webpage. Malicious scripts are
a way that theyyremain silent about victim’s machine but only make the

avoid detection of these scripts by the user, they are sent to the victim's

in small batches.
Based Attacks
s are created with an intention to attack users by downloading

lware into the target-machine, which can be contained in a spam or

12



ing with malicious URL is considered as one of the most common
o a direct attack. Malicious URLs can also be found inside the source
ious webpage which operates by finding vulnerability in an application to
The malicious code gets executed when a user clicks on a URL without
dge of the attack. The innocent-user once clicks on the URL, the attacking
type of operating system, browser, and other plug-ins for vulnerability to
ck which could lead to buffer overflow attack, format string attack, dangling
nd integer flow attack. In order to bypass data input validation filters and
for malicious code and malicious URLs, attackers use obfuscation of
an attack. Obfuscation is a mechanism to deliberately hide details by using

such as Hexadecimal, Decimal, Octal, Unicode, and Base64 that are

(/7 www. trustedsite.com/search huml?type=263C%22%3C%3C
964396729499 70%54%3E%6 196602665720 74%28%64%

290 9073%%643%722649%%70%654%3E%%3C%22%3C
3%72%495470%54%35%1%6@;65%55%72%74%.3
663%675%66D%065%6E % 74%2E%%63%6F%66F%6B%

02F%%73%43%43%72%49%70%54%3E

ased attack using obfuscated malicious code (Nunan et al., 2012).

in a single URL are also used to redirect the presented URL to
vn as under:

ite.com/redirect. php 2url=http.://www.malicioussite.com

1?


www.trustedsite.comlredirect.php?url=h)tp:llwww.malicioussite.com

XLs are more likely to be advertisement-related. Such type of URLs
 like 'ad’, 'advert’, 'popup’, 'banner’, 'sponsor’, 'iframe’, 'googlead’,

‘example of ad URL is given here:

hkit.com/?from=googleads&click _id=adl &gclid=CiwKEAjwlIriwBRD6

04QLHAtV1gDPK4WL2zHS2dDXvPLWUB3j IpvQJkvHcZWxoCRD

a cross-platform, dynamic, and object-based language. It was developed
995 with the aim to come up with the language that particularly runs in
sers. (Severance, 2012). Unlike Java language which is considered as
chiefly used to create an application by programmers, JavaScript is
e designed to be used even by non-programmers. JavaScript supports
tance which is used to add dynamism and make webpage interactive
v, 2007). In webpage, JavaScript code is embedded into the HTML
fags which start with <script> and ends with </script> and can also
cial attributes such as form onclick()” and alert(‘Good Morning!’)".
bedded into a webpage as an external file between script tags. The most
way of using JavaScript is to use it in an external file. The JavaScript

| file with the extension .js and then called on the webpage. The

pt type="text/javascript scr=filename.js "> </script>

14


http:scr=filename.js

f using JavaScript is to use it between script tags instead of specified
in the following example:
<Script type “text’/javascript’>

Var=myvar="Good Morning";
ShowAlert() {alert(‘you triggered an alert!’),; }</script>

of using JavaScript in a webpage is to use it inline with HTML. An

ipt inline is:
f="#"onClick="alert"(‘Hello’);> ClickMe</a></p>

dit _ foregoing way of using JavaScript inline with HTML code, JavaScript
some elements associated with an even attribute that calls JavaScript
_ such as OnClick, OnMouseOver, and OnMouseOut. The features
bpage are manipulated and accessed by JavaScript code using DOM. DOM of
once the webpage gets loaded into the web browser and represents
s of the webpage in the form of a tree as shown in Figure 2.3. The document

erties that are essential to allow access and modify the content. The
alled as DOM objects in which window objects are at the root of the

& ocument object represents the main HTML document. The location

‘ I link of the webpage whereas the cookie object represents the

@xe webpage.

a satile, powerful and dynamic language when used properly but can
I s when used to target u;ers (Rauschmayer, 2012; Guldamlasioglu,
rowser has a feature of enabling and disabling the JavaScript, but
cript is not recommended as many of the features will not work. The

e slower to respond and even some website will not open due to the

1L



ipt. Therefore, it becomes indispensable to have JavaScript on each

even modern-day smart mobile phones are JavaScript enabled. Keeping in

YK

document location history navigator
object| |9 "”""“WI Location object | | History object | |Navigatorobject
3
forms[] | elements[] plugins[ ] mimeTypes|]
amay of Form | amay of form amay of Plugin amay of
objects glement objects objects Mime Type
Button
Checkbox
images( | File
amay of Image Hidden
objects Password
‘ Radio
| Reset options]
! Sseblon?f s amay of Option
“oul objects
l Text ﬁc
Textarea

ure 2.3: Document Object Model (Codingsec, 2016)



model is based on Java and there are two types of security policies in
origin policy and (2) sandboxing policy. The same origin policy is
f the crucial concepts in the security model for a Web application
In this policy, the web browser permits accessing of the scripts from
A ' d that webpage belongs to the same origin. The origin can be URL,
» or any combination of these (Barth et al., 2009). This mechanism is
ture as it specifically depends upon the cookie generated while loading
*inthls way, a strict environment gets created to maintain authenticated
'ﬁrm’e is no breach of sensitive information but this policy canot be
tsexpipt;!s themselves (Brinskelle, 2014). The external script poses a very

its implicit page access to a script from a remote site.

policy available in JavaScript is sandboxing (Acker & Sabelfeld,
generic security mechanism of program execution in isolation and
- programs reduces the privilege of the currently running programs

 order to prevent the unauthorized access to the client, a number of

o

r in browsers to restrict JavaScript running in the web browser from
he real machine. Sandboxing is a restrictive environment in which
s and does not have access from outside (Agten et al., 2012). On one hand
: I -’* ia way of preventing the information being accessed from outside
the other hand, it cannot protect the information being accessed

er (Wang at al., 2007). Sandboxing is considered as a controversial

s complexity can cause more security problems (Agten et al., 2012).
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ontain all the files inside which the applicant needs to execute, this can

ween two applications that needs to interact with each other (Acker &

is Techniques

is the systematic process of exploring the functionality, origin, and
given malware sample (Rajeswari, 2017). Malware analysis involves

static analysis and dynamic analysis. Static analysis involves

]

ing and examining the source code or bytecode of an application without
on to find the faults. Static analysis allows analyzing the data flow,
ntax and verifying if the states of application are finite (Pérez et al., 2011).
ds are primarily used to implement static analysis but rely on the
e strings in binary code (Griffin et al., 2009; Cova, 2010). Static
pe that it provides a rapid classification to detect a malicious file
ashnik et al., 2011). In the dynamic analysis, the process of testing,
ng of information from the operating system takes place in real time
ion (Kruegel, 2014). The objective is to detect any malicious code or

ograr is in running state rather than by evaluating the code offline (Rao

Using Machine Learning

d methods for detection of malware are limited to only detection
/m malware samples and have proven ineffective against unknown

‘al., 2012). One such method to potentially keep up with the

= 1R




niques used in modern malware is to augment existing detection
learning classifiers (Markel, 2015). The basic idea of any machine
 the model based on some algorithm and to perform a certain task:

al., 2009), clusterization (Berkhin, 2006) and regression (Olson et

qr..
g is based on the input dataset, and the model built subsequently makes

f such a model depends on the initial task and the implementation.
hms in machine learning enable the construction of classifier which
ms the characteristics of each class (Kotsiantis et al., 2007), such as
: !@e, by learning from example data to predict whether a given code
r benign. Machine learning malware detection which stands introduced
ntal stage, provides an increased robustness in detection of newly
! modified threats that hold some of the characteristics of the past

5; Pham & Hoang, 2016). To use machine learning to classify code
or benign, one must first build labelled datasets for training. A set of
benign and malicious file comprises the dataset. Each record contains
one label (also referred to as the class). The features of each file are
ic characteristics of the file, such as size of the file or frequency of
the file; the label is a binary value indicating whether or not the file
ﬁglgnrithms analyse records designated for training to generate a
maps the relationship of file features and labels. The model, which
used to predict the class of each record in the test data, or the records
ing. As the training data exists in the classification, it is referred as
et al., 2009). The mathematical formalism for the supervised

o0
| this thesis is given as:
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er technique also known as Bayesian classifier is based on Bayes
t assumption between predictors (Lewis, 1998). In the context of
ﬂ;l&ssiﬁer tokenizes training data to some tokens cj(j=1...n) and
| ences of ¢;jin each class. Based on this process, the likelihood of
th some test data and that test data is then classified for the class

thood. Despite its simplicity, Naive Bayes classifier is widely

> sophisticated classification methods. The Bayesian classifier is

pldic;)p(e)

instance d being in class ¢,
generating instance d in given class ¢,
urrence of class ¢;, and

ance d occurring.
-

i 7‘  are only two classes: malicious and benign for classification, the

hines Classifier

hines (SVM) classifier was developed by Boser et al. in 1992.
al hyperplane algorithm was introduced by Vapnik & Lerner in

fier is considered as one of the most effective models for binary

SN



nsional data. An SVM performs classification by constructing an
that optimally separates the data into two categories to maximize
ylane. SVM can also be extended to the data that is not linearly

g kernel to map the data into a higher-dimensional space and to separate

1 dimensions. For SVM, mostly linear, Gaussian and polynomial
g upon the classification. Linear kernels are used when the number
ser than the observations whereas Gaussian kernels are used when the
is larger than the features. Polynomial kernels are well suited for

e training data is normalized.

rnel also known as Radial Basis Function (RBF) kernel is commonly

fication. The RBF kernel is defined as: K(x, y):exp[—y"x— y||2J ‘

,X—y> is the squared-norm (inner product) of the distance between

nd ¥ the randomization parameter that gives the spread (width) of the

rs are close together then ||x— y||2 will be small and —y|x— sz will be

hus, closer vectors have a larger RBF kernel value than farther vectors. The

sents the similarity of vectors in a feature space over polynomials of
allowing learning of non-linear models. Polynomial kernel is

as k(x,y) = (axTy + )%, where «a is an adjustable parameter, ¢

degree of polynomial and xT the transpose of x.
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r Classifier

Algorithm (K-NN) is the simplest machine learning algorithm
' :; ine the category of the test data, K-NN performs a test to check
tween documents and £ training data to store a certain amount of
rch work, for K-NN classifies instances, the malicious and benign
to the training space. The classification of unknown instances is
i}ze distance between the training instance and unknown instance.
on the basis of majority vote of neighbor; the most common
distance function. If k = 1, then the instance is assigned for the
or. In N-dimensional normed vector space distance between two

d by using any distance function. For K-NN, we have used

Minkowski distance functions to measure the value of k.

i—yi)z 22
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o

cowski distance function becomes equal to the Manhattan and

ions, respectively.

" ninant Analysis Classifier

nt analysis (QDA), is a machine learning classifier that uses the
two or more classes. It assumes that each class has a normal
equire any parameter to tune the algorithm. QDA allows each class
matrix and tends to fit the data best as compared to linear
\). Following formula is used to determine quadratic discriminant
% Porter, 2013):

()= ogfS | (X~ Y 53X~y oy 25

'\ »
nean of each class for k number of classes, 2.; the covariance matrix

bility of class & , |Zk| the determinant of 2, and T the

Ly

. Following classification rule is used to classify given datasets:

G(X)=arg maxy (x),

2.6
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set of points, X', for which §(X) attains the function's largest

‘which maximizes the quadratic discriminant function will be
e discriminant analysis has reduced error rate and uses multiple
[l

" ine output class. Moreover, the interpretation between groups

ate.

stical technique that determines the best model to relate an
ctor or explanatory) to various independent variables (Cox,
s the type of regression that estimates the probability of a given
able (response or outcome variable), instead of estimating the
‘outcome is measured with a dichotomous variable (having two

ability of the presence of the characteristic of interest (p) ranges

of a dichotomous variable is defined as:

-] ———, where 2.7

I-p’s

ity of presenceof characterstic

ity of absenceof characterstic - o

m of the odds, is called logit and can be any real number from

y, i.e. logit=ln%e[—oo,+oo] .
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istic regression is to find the best fitting model to describe the

en the dichotomous characteristic of interest and a set of independent
c sion generates the coefficients (and its standard errors and
formula to predict a logit transformation of p. The logistic regression

Its in is (Best & Wolf, 2015):
IS

gibo"'bl Xi+by Xotby Xa+...... +b X s 29

- variable (the probability) p is a function of the coefficients

t correspond to the predictor variables (X}, X5, X3,....X).

osing parameters that minimize the sum of squared errors (like in
), estimation in logistic regression picks parameters that maximize the

the sample values.
-al Network

ork is a network of simple processing elements (neurons) that can
al behavior, determined by the connections between the processing
ent parameters. It can be used to model the complex nonlinear relationship

out uts by learning from experiential knowledge expressed through the
processing elements (Eluyode & Akomolafe, 2013). The multi-
is a type of artificial neural network (ANN) consisting of a network

ired by the human brain. It has been widely employed by researchers

banking, defense, electronics and has a medium level of complexity

25



nsists of a collection or ensemble of simple tree predictors, each

response when presented with a set of predictor values. For
l
this response takes the form of a class membership, which

f’.-:; set of independent predictor values with one of the categories
variable (Ho, 1995). Alternatively, for regression problems, the tree
" ‘the dependent variable given to the predictors. A Random Forest
'.f.' number of simple trees, which are used to determine the final
n problems, the ensemble of simple trees votes for the most
ion problem, their responses are averaged to obtain an estimate
¢ (Gerard & Erwan, 2016). Using of tree ensembles can lead to
in prediction accuracy that is better able to predict new data cases

)). The predictions of the Random Forest are taken to be the average of

k trees with individual weight functions K.

Random Forest Predictions =% YK . , 2.10
k_

ion also known as variable or attribute selection is the method of
relevant feature used for developing classification model (Hall, 1999).
of feature selection is to remove the irrelevant and redundant features

ch loss of information (Cao et al., 2014). Feature selection techniques
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jing (James et al., 2013), training-time shortening (Fan et al.,

ing (Hong et al., 2014), generalization enhancing (Reis, 2016),

al., 2013; Bermingham et al., 2015), and performance improving
ler to gain predictive accuracy (Ladha & Deepa, 2011). A number of
hes have been introduced including Chi-Square (Ferguson &
suyon & Elisseeff, 2003), Euclidian Distance (Dash & Liu, 1997),
‘ l& Pedersen, 1997), Correlation-Based Feature Selection (Hall,
ring (Xing et al., 2001), Simulated Annealing (Lin et al., 2008)
ing (Aha & Bankert, 1996). In this thesis, we have used Chi-
ft ,,I:sal'ection. The advantages of using Chi-Square feature selection
scalable and indepéndent of classifiers (Ladha & Deepa, 2011). The
i _';&rChi-Square feature selection method is given as follows:

eature Selection

B
test measures the lack of independence between a term and the

red, ﬁle common statistical test that determines divergence from the
‘ émassumes that the feature occurrence is actually independent of
cal test: it is known to behave erratically for very small expected
s ""‘iim in text classification both because of having rarely occurring

_«v because of having few positive training examples for a
; ¢ 2011). In statistics, the ¥’ test is applied to test the independence
wo events A and B are defined to be independent if the probability of 4
‘ oility of their intersection, P(4B) = P(A)P(B) or, equivalently,

) = P(B); that is, the probability of 4 given B is the probability of

7



4) = P(B). In other words, occurrence or lack of it of one does not
lack of it of the other. In general, any set of events is said to be

of the intersection of any (finite) number of them is the product

: b
ion, the two events are the occurrence of the term and occurrence of

on using y’ statistics is analogous to performing a hypothesis test
the class as it relates to the values of the feature in question. In null
tion; each value is likely to have instances in any one class as
e null hypothesis, if p of the instances have a given value and ¢
ecific class, then (p-g)/n instances have a given value and are in a
number of instances in the dataset). This is because p/n instances
nces are in the class, and if the probabilities are independent (i.e.

joint probability is their product. Given the null hypothesis, the y?

ar away the actual value is from the expected value:

(0L )
1'_——_—_' =

S 2.11
1/

o)

number of different values of the feature in question, ¢ the number
s work, ¢ = 2), O;; the number of instances with value i in class
mber of instances with value i in class j, based on (p-q)/n. The
statistics, more unlikely the distribution of values and classes are

are related, and the features in question are relevant to the class.

a8



- iated with machine learning is generalization and generalization
“how accurately a learning algorithm can predict outcome values for
 data (Abu et al., 2012). A number of research studies (Shabtai et al.,
4; Dai et al., 2016; Yang et al., 2017) have been conducted in recent
ediction capabilities of learning models by combining the output
€ learner and this combining process is known as ensemble. Several
t al., 2005; Tumer & Ghosh, 1996) have shown theoretically and
les bear the ability to generate more accurate prediction results than
1 following some given criteria. Any member of a good ensemble
r than random guessing (accuracy requirement) that make errors on
spaces (diversity requirement), and the trade-off between these
has been shown that diversity in base learners must decrease when
level of accuracy (Kuncheva at al., 2002). From the optimization
e of enhancing accuracy and the objective for increasing diversity
vith each other. By taking into account the conflicting nature of
u researchers (Chandra & Yao, 2004; Jin & Sendhoff, 2008; Li
2 2013) attempted to evolve a set of base learners using multi-

MIOO) approach. MOO is a more natural and straightforward

1at can generate a set of solutions (learners) to be selected for
_In Chapter 5 of this thesis, an MOO based multi-level ensemble

The common type of ensemble methods include Bagging, Boosting,

0



ting, often abbreviated as bagging, involves each model in the

h an equal weight. In order to promote model variance, bagging trains
I

smble using a randomly drawn subset of the training set. For instance,

m combines random decision trees with bagging to achieve very

(Breiman, 1996).

ves incremental building of an ensemble by training each new model
the training instances that previous models have mis-classified (Li &
es, boosting has been shown to yield better accuracy than bagging,
e likely to over-fit the training data (Dietterich et al., 2000). By
plementation of boosting is AdaBoost (Freund & Schapire, 1997),

ver algorithms have been reported to achieve better results (Hu et al.,

times called stacked generalization) involves training of a learning
e the predictions of several other learning algorithms (Kotsiantis et al.,

all other algorithms are trained using the available data, then a combiner

3

d to make a final prediction using all the predictions of the other

nal inputs. Stz:cking typically yields better performance than any single
, (Wolpert, 1992). It has been successfully used in all supervised
sion, classification, distance learning and unsupervised learning

ing & Witten, 1999; Ozay & Vural, 2012). It has also been used to

ate (Rokach, 2010; Wolpert & Macready, 1999).
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al

ing, two complementary approaches have been proposed to analyze
th a focus on detection of attacks on webpages. These are static

The static analysis uses the source code of a webpage where

.

[

es are extracted such as URL structure and host details for detection

c analysis invokes the evaluation of a code behavior exhibited
ded and executed in real environment or using an emulated
,‘ cedure employed in both analyzing techniques is that the
 identification of malicious code attack patterns in the webpage
ation model is designed by using machine learming techniques.
f classification are applied to build a predictive model by combining
> the predictive performance. In the following section, the most

: approaches presented in this thesis are discussed.

|
B e form of query strings, path strings, hostname and artefacts
-

cript sgch as iframes, remote links, and function calls are found
) fmalicious webpage attacks (Ma et al., 2009; Canali et al., 2011; Choi
I, 2011). An assumption following static facets of the webpage is that

n of features from the malicious webpage rather than benign

tures are extracted, their values convert to train machine learning

31



ng static analysis for detection of attacks is the fast extraction of
irce code without loading it into the web browser. However, one
I for malicious code detection is that it cannot detect those
tion of webpage. Precisely, the limitation of using features
irce is to introduce a huge risk of code obfuscation and
Script which exploits the browser vulnerabilities. The extracted
s by tokenizing URLs and JavaScript for detection may be used

fuscation to evade these features from detection by making them

al to benign ones.

ve developed an approach for detection of phishing attacks. The
eloped certain heuristics to be used for training the logistic
classify between phishing and benign URLSs. In addition to heuristics
ation, several general heuristics based on page rank, the word-based
d by leveraging the Google index infrastructure. The results obtained
10w that an accuracy of 97.30 % can be achieved. In the present study,
conducted a large-scale measurement using Google Toolbar URLSs for
f exploring the prevalence of phishing attacks on the Web. The
d measurements reveal that an average of 777 unique phishing
rerage of 8.24% of the users were observed to visit such webpages

> prey to the phishing attacks.

ented an approach based on heuristics for generating signatures
signatures of known attacks are used by Anti-Virus engines or

1s to perform a scan on the webpage to validate it as malicious

RY



IR ves snatch with the database. One limitation of this
I _evade signatures using obfuscation so that the heuristics fail
ther limitation of this approach is that the time of signature
may be slower than the time used by attacker to exploit
to a zero-day exploit.
veloped an approach based on lightweight extraction for the
ts and host information from URLs in order to build a classification
taset composed of mostly spam and phishing URLs. The main
is that URL tokens and host-based values of malicious URLSs
nign URLs. They used three classifiers such as Naive Bayes, SVM
alarge dataset of 30,000 URLs. Their experimental results show
: eved a detection accuracy of 99% with 0.1% FPR. In Chapter
ure approach by introducing 3 new URL features and reusing
work. The proposed analysis, combines static analysis and
by using an emulated browser to visit and render the webpage,

ode upon webpage load. In addition to this, an ensemble technique

is showcased in the Chapter 5.

ir follow-up work, improved the approach discussed in the
- an online learning algorithm to be applied on extracted
ed via live feeds of URL. The assertion is that batch learning
us distribution of features over the period of time. In this
- Regression with Stochastic Gradient Descent, Passive-

dence Weighted Learning were used for classification.
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hat an accuracy of 99% can be achieved by confidence weight

d from a webmail provider.

a machine learning-based obfuscation resilient approach
icious code with a focus on detecting malicious DHTML. The
webpage contents such as JavaScript functions and objects.
ve Bayes, Decision Trees, Support Vector Machines, and
ification. Experimental results show that Boosted Decision
f96% with 7.6 FRR on a dataset consisting of 176 malicious
In Chapter 4 of this thesis, some of the webpage source features

study.

up with a machine learning based approach called Prophiler
;@:u- ism to optimize the resource consumption of a dynamic
end system. This approach deems a webpage into two categories
:a._e likely benign. Prophiler uses four classifiers such as Random
 Bayes, and Logistic Bayes Net for classification. Experimental
alse positive rate was obtained using a large URL testing set by

|l
[ﬁ{L, HTML, and JavaScript. This approach uses features

: let al., 2010; Ma et al., 2011) and 48 new features have been
effectiveness of using Prophiler of likely malicious webpages.
er is chosen for classification whereas in proposed approach
ification as described in Chapter 5 of this Thesis has been used. The

er 4 and Chapter 5 uses only 30 features obtained from a

tion of malicious JavaScript code in comparison to 78 features

34



posed approach judges unknown webpage either malicious or

sach unknown webpage as likely malicious or likely benign.

oposed a technique mainly based on static analysis by the name JStill
ed malicious JavaScript. This technique uses function invocation

ct essential characteristics of a malicious code. JStill also uses a
n ysis to detect and prevent the execution of obfuscated JavaScript
laimed that JStill achieved high detection accuracy with low false
f dataset consisting of malicious JavaScript samples obtained from

from top Alexa websites.

nd behavior monitoring have proven effective in the path of analysis
cyus webpage (Moshchuk et al., 2007; Ikinci et al., 2008; Cova,
Rieck et al., 2010; Kim et al., 2011; Qassrawi & Zhang, 2011;
e approaches can be deployed at a proxy level (Moshchuk, 2007)
st and | to observe the response of a user to visit the URL in a sandboxed

g the execution dynamics to decide the safety of webpage to be

'eb browser.

: nalysis techniques, Honeyclients (Qassrawi & Zhang, 2011) are
s that imitate a human visitor and dedicate a sandbox environment
e execution dynamics is taken and analyzed on webpage rendering to
us attack payloads. There are two types of Honeyclients: Low-

-action. Honeyclients which use emulated browsers and utilize less

35



for webpage rendering are called as low-interaction

eyclients that use real Web browsers and utilize more operating

ebpage rendering are termed as high-interaction Honeyclients. Low-
nts such as HoneyC (Seifert, 2007), Monkey-Spider (Ikinci et al.,
‘ ri0, 2009) are usually restricted in monitoring the traces of the
tion with predefined attack signatures. With this limitation they are
exploit due to static nature of signatures. High-interaction
ure-HPC (Hes et al., 2009), MITRE Honeyclient (MITRE, 2011),
ey (Wang et al., 2006) check integrity changes in system states
n files, processes, network connection, anomalies in CPU and
1 benefit of using Honeyclients is to provide an in-depth
us activities implanted inside the malicious webpage to perform

ysis has proven to be effective in the detection of malicious

side is that it requires more resources as the webpage under analysis

proposed a technique known as Strider HoneyMonkey which is
many programs running the potentially vulnerable browsers in a
dissimilar patch level. The objective of the system is to patrol the

at website which explores the Web browser vulnerabilities and

ed by correlating unusual changes to the system.

in Chapter 4 of this thesis uses an emulated browser where a
information, script execution time and function calls are

ted with the malicious scripts. From dynamic aspect, hybrid feature

b ¥ -



rized into low-interaction Honeyclient where a minimum sandbox

tilized for categorizing webpage into malicious or benign.

007) implemented an approach termed as SpyProxy, which performs
on of Web content to safeguard end-user from web-based malicious
all the requests and responses from the client browser to serve as
7'_-‘:‘51 root webpage to analyze it statically. While performing static
' “'fﬁund to be unsafe is forwarded to the virtual machine to perform
1Ice a root webpage is confirmed to be malicious, it is blocked. If the
by virtual machine, it is forwarded to the Web browser of the user.
y roxy reports that it can detect any threat to which it was exposed.

==

| a computation overhead of 600 milliseconds in analyzing and deciding

2 is malicious or benign.

3t
abhan et al. (2009) presented an approach known by Noozle for detecting

zle captures calls made to browser's memory manager and attempts
ble heap spraying attack by considering local objects as they were code
zle uses a lightweight emulator to conduct a scan on local objects

e. The report claims that the Noozle was able to detect all types of heap
low false positive rate. The limitation of this study is that it deals with
although there are other types of attacks for which users require
se of heap spray attacks has been in Chapter 4 of this thesis by introducing
s intended for measuring the execution time of each script. Scripts that

ay attacks require more execution time than benign scripts in order to all
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ted an approach named as Wepawet for analyzing malicious

f any possible drive-by-download attack. Wepawet is based on
ion, and machine learning. The Wepawet framework is an
amic analysis for detection of malicious contents especially JavaScript.

ed a low false positive rate in detection of drive-by-download
i

being available online as a public service. But on visiting the

the service discontinued while filing this report.

0) developed a client-side approach termed as ADSandbox.
ous webpages based on sandboxing and heuristics. JavaScript
extracted and analyzed in sandbox environment with logs
Using Internet Explorer Web browser, this approach is
ser Helper Object (BHO). At any time when a malicious code is
nd notifies the user whether to block it completely or want to load

.l

roach attains low false positive rate with very high performance
1

introduced another client-side approach namely Cujo, a web
er-by-download chiefly focusing on the detection of malicious
ifier for dynamic features. The results show that Cujo achieved
 low false rate. Cujo introduced a performance overhead of 0.5

whether a webpage is malicious or benign.

) inducted a technique called Zoozle based on a combination of
1alysis for malicious JavaScript detection. In Zoozle features are

al aspects of Abstract Syntax Table and classification done by the
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r report indicates that Zoozle is effective in detecting heap spray

> rate of 0.003% achieved by detecting malicious JavaScript

ed a technique by the name Rozzle which is a JavaScript multi-
ament to trace multi-execution paths of a code that reveals
us code. Rozzle claims to increase the detection rate for offline
for online detection by three times using a large scale data

\ce overheads.

1) prepared a system called Monarach based on static analysis
(Ma et al., 2009) and introduced dynamic analysis for
wled URLs are submitted to Monarach which in turn analyzes each
: the URL directs to a phish or a spam webpage. Experimental

has high false positive rate and introduces computation

osed a method for detection of malicious webpage based on
d ares, and features extracted from the network -track based on
ilar to have being presented in Chapter 4 of this thesis with
static and dynamic aspects for detection of malicious webpage. The

i browser emulation whereas they used network track with
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CHAPTER 3

PROPOSED APPROACH

f‘ffirgsa approach is develop, demonstrate and implemented for the

s JavaScript attacks, prediction of unknown JavaScript programs, and
-

prior to execution by the client’s browser. An overview of the

iven in Section 3.2. Section 3.3 provides the details about the evaluation

1 this study. In Section 3.4 the software tools utilized in the

 proposed approach are presented.
(] O Approach

rucial need for the detection of malicious JavaScript code in webpages
id low performance overheads before being interpreted by the web
has been developed for the detection of such attacks on the client-side.
pages sent from server to client are analysed for the detection of
s JavaScript wcode attacks. This approach is developed to protect the
ttacked or delivered with a malicious code. The evolved approach can
client's web browser. The envisaged approach employs a hybrid
ses coupled with machine learning algorithms for detection of
and during the detection process, any malevolent JavaScript
le of the webpage gets obstructed. This approach is projected to have
s compared to manually crafted rules which have low detection accuracy

rate. The benefit of using the client-side solution for detection of

40



its effectiveness and proactiveness in mitigating attacks owing to
owsers interpreting the JavaScript. The client-side solution also

ession from getting attacked besides reducing the server load.

countermeasures do exist for XSS attacks yet such techniques

1 globally because of their deployment overheads and the poor

=

blems. A schematic representation of the developed approach is
The three vital components such as data collection, feature extraction

ed within the framework of the envisaged approach are discussed in

d |

._ classification process using ensemble technique is discussed
e
il

e L L S Ly
1 '
I i
.| Feature Extraction | |
I
. l ;
1 : : Hybrid Approach
: ™ (Chapter 4)
E i
|| Feature Selection | !
| )
I ]
- he on - B -
NSRS RS . Ensemble Approach
| i " Chapter 5)
: Ensemble : ~d
s Classification E _
: _______________ : Web Server
_____ o
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ybrid and Ensemble Approach
rches for malware detection such as (Schultz et al., 2001; Kolter et
et al., 2008; Santoé et al., 2009) are generally dependent on the dataset
tic features from both malicious and benign samples which are
ion. These features are pivotal in deciding which sample is
ect obfuscated code and previously unknown malware, two types
i which are extracted statically and dynamically. The static features
ming static analysis in which features are extracted from the source
thout actually executing. While as dynamic features are extracted by
sis in which features are extracted when the code or an executable
environment also called as sandboxing. The advantages of using
s is that it is safer form of analysis because the malware is not
ts code is analyzed such as analyzing all the execution paths of the
5, 2007). However, the disadvantage of static analysis is that it is not
are based on complex obfuscated techniques or the executables
mpressed of cyphered (Moser, 2007). Dynamic analysis executes
; know the behavior and is considered a preferred choice when a
nding is required (Kolbitsch et. al., 2008). The downside of using

a single execution path, introduces performance overheads and

ironment for analysis (Cavallaro et al., 2008).

*' background a hybrid approach is proposed for detection of malicious
xmploys a feature set which is composed of static and dynamic features.
d on structural features which include URL features and webpage

1 the other hand, the dynamic features are based on execution time.
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th of both the static and dynamic approaches as a hybrid

s is depicted in Figure 3.2 and is further detailed in Chapter

f HTML Unit

Execution
Track

—— Dynamic Analysis

Feature
Extraction

4
Dynamic

Features

1vbrid Feature Vector

The process of Hybrid Feature Extraction

el for the detection of malicious J avaScript, distinct artefacts
pages are analyzed. These artefacts are constantly evolving

e for detection in current anti-malware software (Dennis et
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; Kapravelos et al., 2013). The evolution takes place because of
bercriminals regularly keeps on changing their methods to craft
s web pages with the purpose of making the attack more complex
isting countermeasures (Rajab et al., 2011; Kapravelos et al.,
1 'fﬁmmionality is being introduced in benign web pages or change
ogy which are employed in developing web pages (Dennis et al.,
behind the evolution of artefacts that affects the precision in
de. Thus making detection models obsolete which results in
e detection. As web pages evolve, the features also evolve when
iged for the good or evil purpose. To counter the issue of evolving

ome unique features improve detection accuracy.
|

from a web page 1s an individual measurable property or
on being observed (Christopher, 2006) choosing informative,
nt features 1s a crucial step for effective classification. Features
critical in deciding whether it is malicious or benign. A number of
d from the malware but not all of them are useful in classitication.
features will result in increased processing time and lead to low

ore, it is critical to find the best approach in deciding the most relevant

ware and feature selection is another main component of hybrid
ant features. The feature space in this study is created from
cess. The tokens generated are refined and grouped in a similar
attributes of JavaScript are such as the number of JavaScript

JOM functions, and number of event-driven methods. The obtained

untvectroizer matrix which reveals the number of occurrences
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in a sample. The large feature space will have irrelevant and less
er to make classification accurate, the feature space will be
s which will contribute towards higher accuracy by performing
'i'flw the dimensionality and enable classification models to work

ature selection algorithm Chi-Square and designed an algorithm

were employed.

"

using machine learning methods has been explored extensively
n of newly released malware. The performance of these classifiers
vve ithms being used. In order to benefit from multiple different
r strengths ensemble of these classifiers is introduced for
gth of ensemble methods lies in their ability to correct errors made
EPolikm, 2012). Therefore, ensemble members have to be diverse
ey make, so that their combination can reduce the total prediction
In order to make the ensemble more effective, there should be
ween the classifiers (Kuncheva, 2005). Ensembles with greater
bers tend to result in higher predictive accuracy (Kuncheva et al,
the members of an ensemble can be achieved in different ways,
neous or heterogeneous ensembles. Diversity between classifiers can be
agreement about the probability distribution for the test datasets.
diversity is obtained by using different types of inducers. Each
or implicit bias that leads it to prefer certain generalizations over
sly, there is hope that this combination of paradigms might
s, leading to levels of accuracy that neither atomic approach by

e. Keeping in view the strengths of an ensemble of classifiers
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heterogeneous multi-level ensemble using enhanced bagging

d weighting is introduced.

ation

acts as a multi-purpose tool to measure the actual values within
values. The purpose of the present evaluation is to study and
¢ of the developed approach in detecting the malicious code attacks.

sed for the evaluation:

True positive+True negative

3.1
positive+True negative+False positive+False Negative

" Number of true positivies 39

Number of true positivies+Number of false negatives 2
Number of true negativies 373

ber of true negativies +Number of false positivies .
Number of true positivies 34

r of true positivies +Number of false positivies :
Precision*Recall 15

Precison +Recall

rio occurs when the attack detection process mistakenly treats
 one. The other situation in which the implemented approach is
us coae despite its illegal behavior leads to a False-negative.
ence of a number of negative samples correctly identified, False-
f malicious samples identified as negative, False-positive poses
identified as malicious, and True-positive designates a number
ly identified as malicious (Nunan et al., 2012). The performance
proach is the rate at which the malicious scripts get processed.

led by the latency time taken in presence and absence of the
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y a webpage or by calculating the system resource consumption

details of various software tools employed in the implementation of
for the detection of the malevolent JavaScript code attacks.

znvironment for Knowledge Analysis) is a Java-based open source
developed by the University of Waikato, New Zealand in 1993
z/ml/weka/]. Weka is a user-friendly tool with a graphical
standard methods of data mining problems such as classification,
ions, and attribute selection (Bouckaert et al., 2010). In
vast variety of packages for data prepossessing and visualization
is the foremost user interface of Weka; however, the same
sed through Knowledge Flow and Command Line interfaces.
interface that permits an organized evaluation of the predictive

ine dmn;ng algorithms on a group of datasets.

c premise of availability of data in a flat file where each data
' ‘number of numeric, nominal or other types of attributes.
to SQL databases and Deep Learning
ckageMetaData/], nevertheless it does not work for manifold

t of other software. Weka is also helpful in sequence
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> foregoing characteristics of Weka we got motivated to use the

l
i@va-based browser without a graphical user interface but
ymmand-line interface which offers automated control of a
twork communication in a situation analogous to common Web
: 9/10/what-is-headless-browser.html]. The specific task of this
‘ well as fashioning items such as webpage layout, color choice,
execution of JavaScript and AJAX generally not accessible in
s [http://phantomjs.org/quick-start. html]. HTMLUnit browser
nent of other Java code websites like filling and submitting of

perlinks. It has the capability of emulatin.g components of browser

y of dealing with HTTP headers such as security, authentication,
sction, etc [Attp://htmlunit.sourceforge.net/]. HTMLUnit embeds
nplementation of JavaScript can imitate and operate like Internet
efox browser [https://developer.mozilla.org/en-
noj. ﬁaving fairly good JavaScript Support, it can work easily
ex libraries and supports both HTTP and HTTPs protocols. The

emulated browser in the present research work is to simulate the

onment for execution of web pages.
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a web crawling tool that supports complicated data extraction from
 websites, using AJAX, JavaScript, redirects, and cookies. It is
eaming technology that can read and analyze documents on the Web
2017). ParseHub can extract the data and turn it into an
Interface (API) which is a bunch of well-defined means of

ent software components. The API can be used to recall tasks

execute illustrations, revisit task conditions, and alter

can be exploited by the individuals in promptly submitting e-
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CHAPTER 4

ATTACK DETECTION USING HYBRID FEATURES

1own that new web-based attacks are ever increasing, getting more

ackers use unified techniques to set aside corrective measures
ini et al., 2013). A number of approaches have been proposed
ﬂ of malicious JavaScript attacks based on features extracted
is. However, these approaches are limited in their utility as they
tion of malicious webpages. To overcome this limitation, an
s proposed and implemented in terms of high accuracy and low
detecting malicious JavaScript payload attacks in webpages. A
er of this approach is an in-depth inspection of webpages for detection
1g hybrid features obtained by performing static and dynamic analysis
and URL metadata. On one side, the proposed approach have reused
of the features carried out by earlier researchers (Cova et al., 2010;
hoi et al., 2011; Ma et al., 2011; Eshete et al., 2012; Mohammad et al.,
5; Xiong et al., 2015; Wang et al., 2015; Patil et al., 2017) while on

ue features are introduced in order to detect malicious JavaScript attacks

haracteristics of this hybrid feature approach are highlighted as under:

”f;; approach has been developed that combines static and dynamic

s for producing hybrid features to detect malicious webpages.
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have been inducted and several existing features enhanced

ative power in categorizing malicious webpages from

approach has been envisaged via implementation and

features for characterizing webpages for any possible

apter is organized as follows: Section 4.2 describes the
ature approach, Section 4.3 provides the details about
of webpages, Section 4.4 offers the modus operandi of
the performance overhead of the approach, Section 4.6

ach and, Section 4.7 summarises the Chapter.
ch and Methodology

on analyzing and detection of malicious webpages containing
ch combines static and dynamic methods of analysis for
xtracted hybrid feature set consists of some unique and
zing a webpage for any malicious code. The extracted
en statistical approach as feature selection for accurate
gn webpages. This approach has four vital components:
tion, Feature Selection, and Classification, which are

e 4.1. The following Section provides an elaborate
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Data
Collection

Emulated Browser Feature Extraction
3 Execution & Labelling

‘F-: | Time
Features

Vector
i
5 Feature
Weightin 7
m o Selection
ture Vector

Benign 0
Classification

1: Block diagram of Hybrid Feature Approach

he classification of webpages for malicious code detection using
, data collection is the first step in this process. The quality of
s sess a blend of malicious and benign instances so that the
ulates distribution on the Web. An impurity in the dataset will

results. In this step, the malicious and benign data has to be
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. One of the trusted sources for collecting malicious dataset is
stotal.com), a subsidiary of Google providing free online
RLs enabling the identification of viruses, worms, trojans and

nt besides providing datasets for further investigation. Another

ank (https://'www.phishtank.com/), an anti-phishing website by
a subsidiary of CISCO. The company offers a community-based
re users submit suspected phishes and other users "vote" if it
ank datasets are provided free for download or for access under a
Ihmlgn webpages are usually collected from Top Alexa
/), "’website owned by Amazon (https://www.amazon.com/), which
;f" based on the traffic. Top Alexa website is considered as free
e as millions of users visit these websites daily. The webpages form
veb crawler. However, in this approach, the collected benign

by using some commercially available tools for scanning any

ta collection is shown in Figure 4.2.

Malicious Data

Drataset

 Schematic representation of Data Collection Process
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catures are extracted by performing URL tokenizing whereas

ed by an emulated browser to get the execution details of the
e, an HTMLUnit which is an emulated browser has been used for
p JavaScript. In this approach, HTMLUnit was customized to
| instance to ensure unique session for each script. Both the
@alysis and dynamic analysis are combined and are called as

hybrid feature approach consists of features extracted from

analysis, and runtime analysis.

formed on the URL to generate a set of tokens from which features

ows the process of feature extraction using URL tokenizing. The
 the input stream, and then splits into component pieces such as
and punctuations without any further division. The URL is
g to Remote Function Call (RFC-1738) Standard which
mantics of URL on the Web. The standard delimits are used to

ath length, etc. from the URL.

»  Tokemzing ———  Features

Outlining process of URL Feature Extraction

A



h 4

v’ : HTMLUnit |———%  Features

 [llustrating process of JavaScript Feature Extraction

¥

[TML file has been extracted for classification and the process
o in Figure 4.4. To obtain the JavaScript from the main body
ipt by finding the start <script> tag. JavaScript code segment
oript> tag comes across. Subsequently, external JavaScripts are
‘ d. There are certain extracted features from JavaScript which
ulated browser. Such features which need emulated browser

tection of obfuscation, redirection and clocking. The extracted

sented in a feature vector as:

( \ class(i)} : 4.1

nitial feature vector, fk(i) the feature values (k=0,l,....7), n the

) €(malicious, benign) the class label of a webpage. The value

y are numeric and the range of values vary. All the features are
ed before classification and limited to the range (0, 1).While

res from prior works, this study have equally relied on the unique

tudy to improve the detection accuracy of malicious webpages.

1

&<



or (F¥ jiriqr ) has a large number of features but every feature

The selection of features that contribute to the high accuracy
ure vector while ignoring rest of the features. In order to
of each feature, Chi-Square testing to experimentally evaluate the
al features has been used. As Chi-Square works on features
ghting at classifier level for calculating the effectiveness of each
feature vector was also used. The advantage of using Chi-Square
on distribution of data with fast and easy computation. The
; selection both at feature level as well as at classifier level are to
formance, minimize the number of features and optimize the

features. The weight w; for each feature F'; is calculated as:
¢; is calculated for each feature through: e; =7F,— FF, while TP,

Naive Bayes classifier. To get a solution in the feature
value will indicate whether a feature F; is selected or

value and weight w; . Figure 4.5 shows the process of feature
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Feature

o i Feature
Weightin -
" & Selection

re 4.5: Explaining process of Feature Selection

g, supervised learning is the task of inferring a function from a
of a set of training examples (Anzai, 2012). Each example is
= desired output value (also called a class label). A supervised
> training examples and produces an inferred function, which
rete output or a regression function for continuous output. The
ict the correct output value for any valid input object. This
ithm to generalize from the training data to unseen instances in a
ohri et al., 2012). In this studies, the five trained supervised

1 were use are: Naive Bayes, J48 Decision Trees, SVM, Random

erisation of Webpage Features

ge, the process of analyzing and classifying of a malicious
by extracting features from webpages under analysis. In the
he features are extracted from static and dynamic aspects of

sidered as a powerful way of exploiting the nature of the code
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one downside issue that it cannot analyze all sorts of codes.

de hidden in eval string (which evaluates an expression or

es, a dynamic analysis is required. In this studies, the features are

ime features and structural features. The structural features are
JRL meta-features and webpage source features. For training the
mix of benign and malicious JavaScripts and URLs are used.
ipt used in training consists of scripts capable of performing
nload attacks, event generators and injection attacks. In the
that were extracted to build this approach in order to classify
ign ones are detailed. Figure 4.6 depicts the technique
action. For the sake of URL feature extraction 500 malicious
C and for the utilization of webpage source, arbitrarily 4000

vhere choosen.

hich have been extracted by performing dynamic analysis of
jon time, call to JavaScript function, and number of function calls
se extracted features are based on the assumption that malicious
urces than benign JavaScripts and that malicious JavaScripts

f JavaScripts. Extracted execution time features are summarised in

58



Script Function Execution Time

tion time of a JavaScript function during runtime is computed
i

r=M(t;), 4.2

ition time of JavaScript function and ¢t; the execution time
on. During investigation it was found about 475 such malicious
s to exhaust the system memory. The maximum time of

2 132 seconds.

2 : Summary of Execution Time Features

Feature Name Type
n JavaScript Function Execution Unique
avaScript Function Execution Time Unique
nction Calls Reused

l Emulated
Browser

Execution
Time SN
Features

ng process of Hybrid Feature Extraction

emulated browser for execution of scripts, the browser

econds and generated warning “Unresponsive Script”
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set for execution of JavaScript. Different web browsers have

inction Execution Time

_execution computes the average time taken by JavaScript

me taken is calculated as:
3 fi 43

me, » the number of JavaScript functions, and f; the execution

jon. Generally malicious code requires more execution time

of all the executed 4000 malicious JavaScripts was found

ks 4.4

on calls and f; the number of JavaScript calls made for
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ge consists of HTML code, JavaScript and other embedded
the description of the webpage, has only a small amount of

image, and hyperlink visible to the user while rest is kept

code. The information about the structure of a webpage is
‘thc form of HTML code. These HTML tags when counted
v many times a particular tag was used in the structure. The
s that if the webpage has forms, embedded objects and
tion. Based on this logic, it is assumed that such information
licious JavaScript attack when converted into features for

|
inique features, which were extracted, are categorized into URL

TES.

|
ies have proven that lexical elements of URL strings are highly

us and benign URLs particularly in the rapid detection of
ing et al‘_.f, 2015; Mamun et al., 2016). In this study, 3 unique
eused 6 URL-based features from previous studies summarized in
| URL string are extracted by performing lexical scanning

> in detecting malicious URLs (Mamun et al., 2016). Algorithm

| URL by tokenizing.
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Table 4.2: Summary of URL Features

Feature Name Type

of Query Unique

g Top Level Domain Unique

fixing/ Prefixing of Dash Unique

of URL Reused

umber of Forward Slashes Reused

er of Dots Reused

‘Characters Reused

er of Client-Server Words Reused

Jumber of Equal Signs Reused
| m 4.1: URL Tokenizing

ut: URL

jtput: Extracted URL Features

ower case URL

plit URL string of letters, until
unctuation mark, number, non-letter
ﬁ;racters

ZQEVe http://

okenize, generate bag of words

enerate URL Features
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or URLs embedded in HTML. The query strings in malicious URL
omplex consisting of a number of the ampersands, '&' in the URL
ign URL. While investigating this feature, it was found that the
trings is 18 in malicious URLs while as the average length of query

. The heuristic for this feature is expressed as:

if (value of L>a)— Malicious

else, benign

JRL includes the domain, secondary level domain, and top level
n part of the URL is checked for existence. While investigating

the top level domain of a malicious URL was missing in about

f(TLD=Missing) — Malicious

e se, benign

websites are very hard to find. Malicious URLs suffix or
es so that users feel the website is trusted. Dash, when used in

does not catch the user’s attention due to its small size
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trusted. In this investigation, it was found that 76% of URLs

the benign ones use dash.

s are usually long and their long length is used to disguise

s bar. To ensure the accuracy, the average length was

yund that 96% of studied malicious URLs contain an average

URLS contain an average of 3 forward slashes.

r of forward slashes> Y) —» Malacious
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ore dots in the hostname of a URL is to make users believe that
ne webpage. From measurements, it was found that 84% of
have an average of 5 dots in a URL while as only 2 dots were

" (number of dots> p) —» Malacious

ebsite over the Web has its unique URL made of alphanumeric

cters are infused into the URL to perform a malicious activity.

re: {, }<,>,\ ,~,[,],?. While examining, it was found that

in these special characters and an average of 3 such characters

' ' are extracted by downloading the entire webpage for
tures extracted from URL, webpage source features are a
information needs to be extracted simultaneously for the
de. As more information is available on a webpage for which

it is logical to assume that it will lead towards an accurate
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{
whback of detecting malicious webpages using URL features is

etect a malicious URL it will lead to a very high false positive
bpage source is, therefore, indispensable to reduce such
~

m accurate classification. The webpage source feature can be

and JavaScript present in a webpage. Algorithm 4.2 extracts

aScript, and the summary of these features is given in

orithm 4.2: JavaScript Feature Extraction
_“'age

racted JavaScript Features

..a ge

"-‘For <Script> tag

<Script> = found Get JavaScript Until
pt> tag found endif

¢”= found load external JavaScript endif
all obtained JavaScripts

bag of words, extract features
e

t features » HTMLUnit browser

ures from HTMLUnit browser

66



- Table 4.3: JavaScript Features

7‘ s Feature Name Type
| Set Interval Unique
| Hiding Script Unique
1 g

Error Message Unique

Reused

rame() Reused

ument. write() Reused

imeout() Reused

Reused
Reused

Reused

Reused

Reused

Reused

Reused

ynamicUsageContentLen Reused
Reused

Reused

nethod, a recursive process, calls a function or evaluates an
i

intervals (in milliseconds). The setInterval() method continues

al() method (cancels a timed repeating action which was

all to setInterval() method) is called, or the windows is closed.

ript function, attackers also use JQuery functions for
. Detection approaches based on features extracted from

g malicious scripts which use JQuery functions. A hide
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inction is used to hide some parts of HTML and JavaScript

in below code segment:

e src ="test.com”

> $ (“iframe”).hide();</script>

frame HTML document, once embedded inside another
2 @ insert a piece of content from another source into a
ve code segment, an attacker can use the hide function to hide
pages, hide function is used to hide some selected HTML
the layout of the webpage. From dataset of the malicious

% of JavaScripts have used hide function to hide the malicious

ngs to the category of event handler functions and gets
ed. This function is employed by the attackers to run their
ccurrence of an error in order to draw the attention of the
puswcode is being executed in the background. The basic
’ legitimated webpages is to inform the user about the error
counter of error. Usage of error function is given here:

» jd="car” scr =www.noadrees.com/>
or(function()

ion.href = http://malware.com/xss.exe;
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Table 4.4 continued

Source Counts number of eval() functions. Livshits et al.
Code eval() executes code passed with 2015
L rivileges of caller.
| Source Counts number strings containing Selim et al.
| Code iframe(). iframes are used by attackers | 2016
to serve up drive-by interet attacks,
silently & invisibly.
| Source Counts number of document() Xu et al.
| Code functions, writes document stream, 2013

calls document.write on closed
(loaded) document & automatically
calls document.open to clear
document. Attackers take advantage of
document. write() function to send
malicious code.

attackers use it to encode strings to
I avoid detection.

| Source Counts number of setTimeout() Ilyushin et al.
| Code functions. 2015
Source Counts number of escape() functions. | Corona et al.
| Code escape() function encodes a string and | 2014

support dynamic execution of
JavaScript.

| Source Counts number of link() functions. Hou et al.
| Code link() method is used to display a 2010; Canali
& string as a hyperlink. This method et al. 2011
returns embedded string that may be
malicious.
| Source Counts number of search() functions. Hou et al,
ygcode search() takes user input as search 2010; Canali
A string & retums its occurrence. As et al. 2011
] user-provided string is not filtered for
: ' escape characters, attackers exploit
8 this vulnerability to attack if a user
1 posts a search string from clipboard.
- Source Counts number of substtring() Hou et al.
| Code function. substring() method extracts 2010; Canali
d . characters from a string, between two | et al. 2011
specified indices & returns new sub
| string.
Source Counts number of exec() functions. Hou et al.
C '?; exec() replaces program in current 2010; Canali
process with a brand new program. It etal. 2011
is used to inject malicious code during
4 runtime.
Source Counts number of attachEvent() Hou et al.
Code functions. 2010; Canali
etal. 2011
Source Converts a string into its Patil et al.
corresponding numeric value. 2017
Sour Stores length of contents that are Wang et al.
é passed as arguments to APls which 2015

10




Table 4.4 continued

" | Source Counts number of invocations for APIs | Wang et al.
| Code that change DOM structure or support | 2015
| dynamic execution of JavaScript code.

- | Source Counts number of changing src Patil et al.
Code attributes. 2017
Source Allows an attacker to take Patil et al.

: { Code | "screenshots" of web pages or parts of | 2017

it, directly on the user's browser.

-imental Procedure

d after performing tokenizing by Feature Extractor were

 u

Extractor was built through a Java class library called
, Fg;ave been extracted by employing emulated browser
( ‘implcmented by using Java. The classification and training
 Java-based machine learning tool known as WEKA. The

ated in the following subsections. The Algorithm 4.3 shows

n4.3: Experimental Procedure

page
I' Malicious or Benign
ct Benign, Malicious Data
ct Static Features using Tokenizing
Dynamic Feature using HTMLUnit
e Initial Feature Vector

Ifi'lm;e Chi-square value on each Feature

S |




Late Feature Weight for each Feature
Remove Feature with Threshold

't Optimal Feature Vector
m Classification

Validation

sting of 32,000 benign webpages and 12,900 malicious
es were obtained from 50 Top Alexa websites whereas malicious
fom websites of VirusTotal and DNS-BH (http.//www.
, adataset of 5,000 benign and 2,000 malicious URLs was
ere obtained from PhishTank whereas the benign URLs were
{ :mwler (https://www.parsehub.com/). 97,430 benign
- 32,000 benign webpages whereas 25,097 malicious
m 12,900 malicious webpages. Validation of a dataset is
ve a trustworthy dataset. In particular, the careful validation
s that were used in dataset was performed. For dataset

ted for each webpage and then compared it with online

G i)
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ture Effectiveness

sose of performing this investigation is to classify the features that are effective
ation of malicious and benign webpages whereas the effectiveness is calculated
nd evaluated. The structure of URL and JavaScript are defined to a level of
evel of detail in a dataset) appropriate for classification. An initial feature
ting of unique and studied features are evaluated for effectiveness in two ways.
1is by applying a Chi-Square statistical test with feature weighting, and the

suring the accuracy of unique & studied features using a classifier. The

performs the feature selection as:

Algorithm 4.4: Feature Selection
Input: Initial Feature Vector
Output: Optimal Feature Vector
EEr =1, 2, . . . . ndo
2: compute x2, P-value» fi € FVinitial
3: compute TPi, FPi V fi€ FVinitia1 Using Naive Bayes
b 4 compute ei=TPi-FP; V fi€ FVrnitial
5: compute wi = ¢;/(Ye;)
6: if P-value>T && wi>T // T=Threshold
7: Put fi >FVoptimal
8: else remove f;
9: end if

10: end for



| Evaluation

is th ;process of experientially evaluating the performance of obtained initial
moving the features not effective in distinguishing malicious and benign
d p-value of the i test indicate the strength and statistical significance
to determine the class of a sample. The obtained values are exhibited in
ess was carried out through a 10-fold cross-validation; the dataset was
here 9/10 partitions were used for training and remaining partition was
fold uses a different partition as the testing set. The scores from each
ons were subsequently averaged. Similarly, the calculated weight for

Iso shown in Table 4.5

esults of generating Chi-Square values, p-values, and weight of features.

Rank i P- TP FP Wi
4 Value
17841.528  0.00 0954 0348  0.09454
unction execution 2 17412.322 000  0.982 0.383  0.093448

3 16664.957 0.00 0.98 0417  0.087832
4 16470.735 0.00 0963 0413 0.085803
5 16159.853 0.00 0979 0479 0.078003
6 15589.101 0.00 0.97 0.584  0.060218
7 14744.945 0.00 0966  0.621  0.053822
8 14700.207 0.00 0.931 0.62 0.048518
9 14542.828 0.00 0.96 0.654 0.047738
10 13760.829 0.00 0.94 0.634  0.047738
11 13657.709 0.00 0.922  0.623  0.046646
12 11643.394 0.00 0963 0.601 0.056474
13 7082.294 0.00 0967 0.693 0.042746
14 5670.615 0.00 0952 0.682 0.042122
| domain 15 5515.699 0.00 0941 0.671 0.042122
16 4355.018 0.00 0954 0792 0.025273
17 3663.018 0.00 0953 0811 0.022153
18 2694.692 0.00 0959 0.881 0.012168
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Table 4.5 continued

forward slashes 19

characters 20

21
22
23

ber of Client/Server words 24
er of equal signs 25

26
27
28
29
amicUsageCnt 30

1334.2113
907.914
842.337
579.345
537.135
363.392
333.301

2103
59.299
0
0
0

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.2673
0.1344
0.1804
0.3632
0.6232

0.946
0.955
0.954
0.956
0.966

0.942

0.955
0.955
0.955
0.955
0.955
0.955

0.94
0.95
0.932
0.955
0.955
0.94
0.954
0.955
0.955
0.955
0.955
0.955

0.000936
0.00078
0.003432
0.000156
0.001716
0.000312
0.000156

(=] =1 ff =1 g =]

‘eatures having a p-value of greater than zero and weight w; less than zero (p >0,
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re selected as a threshold. Figure 4.7 depicts the performance of each feature against
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Figure 4.7: Statistical Performance of each Feature



y whether the unique features introduced in the present study are
i

t and leads to high accuracy in detection of malicious webpages, five
1

| in evaluating the performance. The classification results obtained by
ue features are depicted in Table 4.6. In both cases of classification

ue features, features were selected by maintaining the threshold, p>0

Table 4.6: Classification Results

Accuracy Accuracy with Change (%)
| Without Unique | Unique Feature (%)
. Feature (%)
94.84 96.03 1.19(1)
) 3 95.34 97.74 241
i 93.49 95.32 1.83(1)
94.67 96.36 1.99(1)
95.11 96.01 0.90(1)

le 4.7: Comparison with other approaches

jalysis | Accuracy | False Data Size
Positive
Rate
95% 3% 100 Malicious and
100 Benign Script’s
amic 96% 2% 50 Malicious and 25
_L Benign Script’s

Static 94 .82% 4.2% 12320 benign and
14783 malicious
& Script’s
Hybrid lgv 4% l 0.54% \ 97430 Benign and \
b) 25097 Malicious




parison with other approaches depicted in Table 4.7 shows that proposed approach
prmed better in accuracy with low false positive rate than others using single classifiers.
approach J48 becision tree achieved 97.74% accuracy whereas a study by
)hammad et al., 2012) achieved by using decision tree classifier, study by Gupta et al.,

3 achieve 96% accuracy with 2% false positive rate using logistic regression similarly

Performance Overhead

he experiment was conducted using an Intel Core 15-7300HQ processor having 64-bit
7 with memory of 4 GB. With this infrastructure, the average time to train a
5{‘1?* recorded as 1.54 seconds. Under variable load conditions, this approach took

rage of 2.3 seconds to detect whether a webpage 1s malicious or benign. This is an
jtable performance overhead as the part of webpage analysis is performed by the
ated browser. However, the performance overhead with malware analysis tools could

fied as they take the processes in batch form and introduce delay due to queuing.
scussion on Results -

he use of extracted features from static and dynamic aspects has proven to be effective
ecting malicious and benign webpages. This study relied on 30 features out of which
ures were unique and rest selected from previous studies. During experiential testing,
s found that some features are ineffective that were considered in the literature as
tive. The Chi-Square and feature weight played an important role in selecting features

contributed towards high accuracy by putting threshold between effective and non-

live features. From the experiential testing using Chi-Square and feature weight, the



ld selected as the p-value started diverging away from 0 and feature weight w;

ing towards 0. Both the tests confirm the effectiveness of the features.

3

he newly introduced 8 features performed very well as none of them were found to
during empirical testing and classification. Features such as average execution
execution time, and function calls seem to be more effective as they obtained
12,4 and 7, respectively as shown in Table 4.5. This corroborates the assumption
s code requires more execution time than benign code. Malicious code requires
ation resources for performing memory scanning, altering system settings, and
ieap overflow once the attack is successful. In addition, some malicious scripts
re time to carry drive-by-download attack and call other malicious third parties.

 function call suggests that a legitimate function calls more functions in order to
nt the business logic of the website while as the malicious function calls fewer

s their objective is to attack. The business logic of such malicious websites are

ated code is contained inside an eval() function which evaluates the
t code represented in a string. An eval() is considered dangerous function because
s a way to access the content to the caller and acts as a primary carrier in the
f malicious code in obfuscation. During obfuscation, JavaScript can be split into
ariables and substrings, and are combined during obfuscation using
function. This function is used for printing the text value and can also be
0 inject the malicious code when the page is loaded. Similarly, iframe() tag
1er documents to be in line with the current document can also be exploited

ion to carry the malicious attack. These three features viz.eval(),




sument.write(), and iframe() have achieved a rank of I, 3, and 6, respectively during
rical evaluation; thus become very important for classification. Classification results
pwn in Table 4.6 reveal that newly introduced features help in improving the performance
racy from previously studied features with Naive Bayes (1.19 % 1), J48 Decision Tress
% 1), SVM (1.83 % 1)), Random Forests (1.99 % 1), and K-NN (0.90 % 1). The newly
oduced features and their implementation in classification successfully demonstrated that
iers such as Naive Bayes, J48 Decision Tress, SVM, Random Forests, and K-NN were

e to detect more 298, 602, 459, 499, and 255 attacks, respectively against earlier features.
' Summary

In this Chapter, an approach for defending malicious JavaScript attacks efficiently is
:t': ed by leveraging static and dynamic analysis coupled with machine learning. The
imental results displayed here establish that this approach can effectively detect
alicious webpages with high accuracy. The newly introduced features are very efficient in
roving the classification accuracy. This approach incurs acceptable performance

erhead in characterizing a webpage in real time due to effective features used in previous

dies and due to the unique introduced features.



CHAPTER S

MALICIOUS JAVASCRIPT CLASSIFICATION BY ENSEMBLE

| Overview

Detection of malicious code attacks using machine learning techniques has been

explored largely to facilitate the fast and accurate detection of new variants of malicious
J

code using single classifiers. Conversely, there is no agreement yet which classifier produces
he best prediction results. A particular classifier might be better than its counterparts for a

articular dataset; nevertheless another classifier could achieve better results for some other

lassifiers and explore their strengths, an efficient heterogeneous multi-level ensemble using
nhanced bagging and multi-objective optimised weighting is proposed. The fundamental
bjective of this method is to find the best ensemble for detection of malicious JavaScript in

erms of accuracy, specificity, sensitivity and computational cost.
The new approach has two main characteristics which are portrayed as:

1. An efficient heterogeneous multi-level ensemble has been developed by
exploiting improved bagging and multi-objective optimised weighting techniques for the

detection of malicious JavaScript code attack.

2. Augmentation of performance has been achieved via resampling of the dataset

by employing the improved bagging method.




The remaining of this chapter is organized as follows: Section 5.2 presents a

meticulous description of the approach along with the methodology for instituting the
ensemble, Section 5.3 provides results and discussions, and Section 5.4 recaps the chapter

findings.

5.2 The New Ensemble Approach

' S A S S

LR SVM K-NN | | ANN RF Module

‘ Levell | L l
Pl
NB QDA LR SVM K-NN

Levei 2 ANN Weighted Bagzinz RF

Level 3

Figure 5.1: Exposition of New Ensemble Approach for Detection of Malicious Code.



Figure 5.1 illustrates the entire course of action for the detection of malicious code
using the proposed classifier ensemble. The primary emphasis of the ensemble-based
approach is to boost the detection accuracy by creating a set of classifiers that differ on their
decision by changing the training process resulting in a different classification. In order to
achieve heterogeneity, seven classifiers namely Naive Bayes, QDA, LR, SVM, Random
Forest, K-NN, and ANN has been used. The mathematical formalism of these supervised
classifiers has been presented in Chapter 2. The data collection process, hybrid feature
extraction, and feature selection required for the ensemble-based classification method have
been presented in the Chapter 4. The new ensemble has been developed by using multi-level
classification process. The two essential conditions that need to be satisfied in order to

achieve a good quality ensemble are accuracy and prediction diversity.
5.2.1 Level-1: Selection of Classifier

The basic idea behind developing an ensemble is to achieve better results than its
components where the base classifiers are not identical. For the ensemble approach to be
more useful, the necessary condition is that the particular classifier should have a substantial
level of disagreement in making errors independently with respect to each other. A number
of studies have related the strength of heter;)geneous classifiers to the performance of base
classifier and the lack of correlation between them in terms of model diversity. To further
improve the prediction accuracy a multi-layer classification process was introduced. The
;elgction of the classifiers is based on the diversity. For this approach, classifiers were
selected from the recently conducted studies which produced the highest classification and
prediction accuracy for detection of malicious code. Five classifiers used at this level are:

Naive Bayes, SVM, QDA, LR, and K-NN. The new ensemble method employs classifiers



having a diverse set of qualities complementing each other to compose an accurate ensemble
for the detection of malicious JavaScript code attacks. The diversity between classifiers can
be calculated by the level of disagreement about the probability distribution for the test
datasets. All the selected classifiers for this ensemble method complement each other. Each
individual classifier predicts instances in one class either 0 or 1, and the weight for each

classifier is calculated based on F-Measure.
5.2.2 Level-2: Selection of Classifier

The output produced at level-1 is combined at this level using weighted bagging. To
achieve more diversity, at this level two more classifiers are used: Random Forest and
Artificial Neural Networks (ANN). At level-1, no classifier from the category of Random
Forests was included; instead of using a single tree classifier at this level random forests was
inf;roduced. The property of random forests is that it operates by developing a number of
decision tress at training time and generates the class which is the mode of classes or mean
prediction of the individual trees. One main advantage of using Random Forests is that it has
low classification errors and deals very well with uneven dataset possessing missing values.
Radom Forests also have better F-score and are fast to build. ANN is based on iterative
network learning with the property of s;-lving multiple problems without finding and
describing methods. Since ANN has a capability to implicitly detect complex nonlinearity
between variables, this capability makes ANN ideal for low-error prediction. The weight for

each classifier is computed based on the F-Measure of the training dataset.
¢



5.2.3 Level-3: Selection of Classifier

At this level, for each instance the final predictions are generated. All the results
generated at previous levels are combined here using weighted bagging ensemble and the

output so produced represents the final result.
5.2.4 Pareto Optimized Weighted Voting Ensemble

The ensémble approach for the detection of malicious JavaScript code uses Pareto
multi-objective optimization. Efforts has been to optimise multiple objectives
simultaneously as the traditional learning and optimization algorithms are limited to single
objective optimization only. In Pareto multi-objective optimization, the objective function is
no longer a scalar value but a vector with multiple of Pareto optimal solutions rather than a

single solution which can formally be expressed as:

Find the number of vectors V, , where V), ={V,V,,V3,....V,,} for each classifier Cy and

Cr={C}.C5,C3,.....C, 1, such that N objective criterion is optimized simultaneously while

satisfying the constraints, if any.

In this ensemble approach, Precision and Recall as two objective functions have been
used to increase the number of benign samples and to achieve the correct number of benign
- samples, respectively to the best possible manner. These objective functions are able to attain

two different classification qualities as there is an inverse relationship between the two

objectives; the quality of one objective enhances at the expense of reducing the quality of
other objective. For each classifier, F-Measure is computed for the training data which

produces values (weights) based on precision and recall combination. The resultant weight

-



is then normalized by using Min-Max normalization to the F-Measure values translating
each result into either O or 1. The Min-Max normalization is performed by using the

following expression (Jain et al, 2013)

' Vi—mingy

e (neWmax, — N€Wmin, ) + NeWmin, 21

Here V; is the value needed to be normalized, min , the minimum value for a given

dataset, max, the maximum value for a given dataset, and Vi' the normalised output.

Following example further explains the working of the propsoed ensemble:

Example: Suppose a set of heterogeneous five classifiers C,,C,,C3,C4and Cs on training

data and subsequent application of F-Measure give results:
C; =60%,C, =70%,C3=80%,C4=85%, C5=90%

1. Now, the votes are computed by the formula given in Eq. 5.1 having values of
new,uy =1, newpip=0.1, max=100 , and min=0 . The calculated weights
obtained are:

C;=0.6,C, =0.7,63 =0.8,C4=0.85,C5=0.9

2. Suppose that prediction results generated by each classifier classes the test instance
as:

C,;=Class 0,C, =Class 0,C3 =Class 1,C4 =Class 0, C5=Class|

3. Now the ensemble, when the weights for each classifier are added that have voted
for a particular class, will produce the following predictions:

Class 0: C,C,,C4— 0.6+0.7+0.85= 2.15

Classl: C3,C5 — 0.8 +0.9 = 1.7




Based on the results obtained by weighted vote, Class 0 has the highest weight than

Class 1, thus the test instance will be classified as Class 0.

In multi-objective optimisation, a number of non-dominated solutions are produced
by algorithm on the final Pareto optimal front. The Pareto front is a set of non-dominated

solutions, being chosen as optimal if no objective can be improved without sacrificing at
least one other objective. A solution x” is referred to as dominated by another solution x

if, and only if, X is equally good or better than x" with respect to all objectives. All the
solutions produced are equally important from the algorithmic point of view. For every
solution on the final Pareto optimal front, the overall average F-measure value using tenfold
cross-validation is calculated on the training data. The solution with the maximum F-
measure value is selected as the best solution. Final results on the test data are reported using

the classifier ensemble corresponding to this best solution.
5.2.5 Improved Bagging

Bagging method has an objective of sampling datasets to be used by an ensemble of
claésiﬁers. In this approach, an improved bagging method is presented for re-sampling of
subsets drawn from an original dataset used by classifiers in order to aggregate the
individual predictions to form the final method. The main objective has been to reduce the
variapce of base estimators by bringing randomisation into it and then forming an ensemble.
Algé);;*ithm 5.1 shows the improved bagging. The improved bagging approach can be

' diYided into two stages. At the first stage, the original training set is segregated into multiple
bootstrap sets with replacement as explained in flowchart given in Figure 5.2. Each

_bootstrap created from training set has a size, s and / iterations are performed in which



one of the m examples is drawn from each iteration and the probability of drawing each
example from iteration is //m . The ensemble picks up a sample f from 1 to m,and f
sample is added to new bootstrap training. Furthermore, there is a possibility that some of
the training examples may be selected more than once. At the second stage, the training is
performed by classifiers on the bootstrap training sets produced in the first stage. The
. individual classifiers were considered in the bagging as they should not be of same weight
with the rationale that each classifier achieves a different performance level. Instead of

using simple voting multi-objective optimisation has been introduced. It is estimated that
the ensemble will return a function h(d) that classifies the instance into class 0 or class 1
based on the highest weight obtained from base learned models hj,h;,hs,....h,. The
proposed ensemble model is anticipated to perform better than any individual classifier if

the difference among bootstrap training sets induces a noticeable difference among M

individual classifiers; thereby generating reasonably good performance by each of them.
Algorithm 5.1: Improved Bagging

Let kvbe the number of bootstraps with size m

1. For i=1 to k do

2. Draw f from ki with P(f)=1/f // probability of
selecting sample |

3. pick sample f from 1 to k, add f to new bootstrap s

4. Input s for classification



Traming Set
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Figure 5.2: Flowchart for Improved Bagging
5.3 Results and Discussion

The present ensemble approach is_”executed on the dataset obtained for the detection
of malicious JavaScript code attacks. The dataset description and optimal features used here
have been discussed in detail in the Chapter 4. Table 5.1 shows the comparison of accuracy,
sensitivity, and specificity of the proposed ensemble with individual classifiers. Table 5.2
presents the comparison of accuracy, sensitivity, and specificity of the proposed ensemble
with state-of-the-art ensembles. The analyses of the results demonstrate that high accuracy
0f 98.74%, sensitivity 97.56% and specificity 98.86% were obtained using present ensemble

approach.



Table 5.1: Comparison of Proposed Ensemble Approach with Individual Classifiers.

Classifier Accuracy (%) | Sensitivity (%) | Specificity (%)
Naive Bayes 96.03 9223 92.61

LR 92.56 93.65 87.54
QDA 94.03 95.15 97.07
SVM 95.32 92.59 97.38
K-NN 96.01 97.37 95.42
Random Forests 96.36 92.17 95.78
ANN 93.05 94.25 88.21
Proposed 98.74 97.56 98.86
Method

'Table 5.2: Comparison of Proposed Ensemble Approach with State of the Art Ensembles.

Ensemble Accuracy (%) | Sensitivity (%) | Specificity (%)
Grading 95.62 89.15 98.44
Stacking 96.14 94.35 97.18
Boosting 96.07 94.65 9.22
Proposed 98.74 97.56 98.86
Method ‘

Table 5.3: Computation Time Comparison of Proposed Ensemble with Individual and
Ensemble and Ensemble Classifiers.

Classifier/Ensemble Time (ms) per
Instance

Naive Bayes .06
LR .03

" QDA .05

% SVM 04

§ K-NN .06

g Random Fores?s .08

2 | ANN .06

o Grading 104.83

—“% Stacking 96.94

i Boosting 107.88
Proposed Method 113.06




PROPOSED ENSEMBLE 98.74
BOOSTING 96.07
STACKING 96.14
GRADING \ 95.62
ANN
RANDOM FORESTS 96.36
K-NN 96.01
SVM 95.32
QDA |
LR 92.56
NA‘[VE BAYES ‘ 96.03
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Figure 5.3: Comparison of accuracies between Present Ensemble Approach with
Individual Classifiers and State of the Art Ensemble Approaches.

The comparison of accuracies is presented in Figure 5.3 which shows that the
proposed ensemble approach has achieved highest performance accuracy. This best
performance report among compared individual classifiers and ensembles can be attributed
to the utilization of an optimal model of class diversity in the present ensemble approach.
The present ensemble consists of heterogeneous supervised classifiers that belong to the
groups such as Naive Bayes, Support Qu;dratic, Discriminant Analysis, Linear Regression,
Instance-Based Learning, Support Vector Machines, Random Forests and Artificial Neural
Networks. The property of using Naive Bayes is that it treats every attribute individually
without taking into the consideration the relation among them. The proposed ensemble
. gpproach handles the dependency and relations among attributes by using K-NN classifier
" where the neighbour decides the class of an instance. The property of using Linear

Regression model is that it statistically determines the relationship that exists between

dependent and independent variables and achieves optimal results. In Quadratic



Discriminant Analysis model muitiple dependent variables determine the class of an instance
and reduce error rate. One drawback with K-NN, ANN and Random Forest classifiers is that
these are computationally intensive and requires lot of storage space. However, in the present
approach the problem of storage has been solved by using a limited number of optimal
features for classification. Since all the used classifiers complement with each other in such
a situation that if any one classifier has a limitation the other one will overcome it resulting
in an ensemble with high achievable performance. The advantage of introducing multi-level
c.lassiﬁca;tion allows using a different model for respective granularity problem and helps in
splitting the classification imbalance problem into relatively more balance problem. Multi-
level classification provides a great flexibility of using a different set of features by a
different classifier. However this study is confined to using of same features to all classifiers.
This multi-level hierarchical-structure delivers better performance results than the single-
level flat-structure because of the computational errors at each level, and facilitates in
reducing the risk of errors in top-down classification process.

The training time consumed by the present ensemble approach is compared with
individual classifiers and state of the art ensemble and is shown in Table 5.3. Results
acquired demonstrate that the present ensemble approach has a higher time complexity of
113.06 ms per instance as compared to the individual as well as state of the art ensemble
approaches. The reason behind the higher time complexity is that the present ensemble uses
heterogeneous classifiers with enhanced bagging. However, this time complexity does not
affect the overall performance of the ensemble approach as off-line learning model
.. éomrr;only used in expert systems has been used. This time complexity is restricted to

training phase alone because at runtime only learned model is used for prediction.




54 Summary

In this Chapter, an ensemble approach for classification of malicious JavaScript attacks was
presented. This ensemble approach was developed by using multi-layer and uses multi-
objective optimisation for classification. To resample the dataset an improved bagging
Algorithm 5.1 was presented. The experimental results reveal that the present ensemble
approach offers best performance as compared to individual classifiers and the state of
ensemble approaches for detection of malicious webpages with high accuracy. Results also
demon‘strate that this approach incurs negliable performance overheads in the classifcation

process.



CHAPTER 6
CONCLUSION AND FUTURE WORKS
6.1 Conclusion

Internet has indeed revolutionized the world we live in through its multitasking
features. The Web constitutes the technological infrastructure of the global network society.
Unfortunately, the Web is being misused by the cybercriminals through launching of
malicious code attacks to manage individual, pecuniary, clandestine and unethical gains via
daméging or disrupting the normal functioning of computer systems, conducting phishing
attacks, éxhibiting superfluous advertisements and bullying money. Cybercriminals
manoeuvre the convenience and flexibility of Web by exploiting the vulnerabilities through
malicious activities targeting naive users. Malicious code attacks crafted inside the webpages
are launcvhed on a mere visit by the user resulting in loss of the confidential information. The
attackers also use the victim’s devices to infect other devices and carry complex attacks.
Among the most exploited vulnerabilities include XSS which is generally considered simple

to operate but difficult to detect owing to the flexible nature of HTML encoding schemes.

Existing countermeasures for mitigating malicious JavaScript-based XSS attacks on
webpages are commendable but their success pathway is obstructed due to partial analysis
and poor characterization of webpages, emergence of artefacts in webpages, and induction
of ciassiﬁcation error by single classifiers. The research work presented in this thesis
~ addressed these challenges and developed a unified approach with a distributed goal of

performing the effective analysis and carrying out the comprehensive characterization with

high accuracy of detecting malicious JavaScript code attacks in webpages.



To address the challenge of deficient analysis and inadequate characterization as well
as evolving artifacts in webpages, we implemented the envisaged approach which coalesce
the static and dynamic analyses with simplistic imitation for feature extraction. In addition
to this, 8 unique features were introduced in this approach. The evaluation results reveal that
the new approach performed better for the effective detection and the improved performance
is attributed to the induction of unique features in the approach. For addressing the challenge
of classification errors introduced by single classifiers, a multilevel heterogeneous classifier
ensemble technique based on Pareto optimization was implemented. The evaluation results
demonstrate that high accuracy, enhanced sensitivity, and improved specificity were

achievable with low-performance overheads by this method.

Thus, it is anticipated to a greater extent, the attackers would not have an easy walk
in successful launching of such malicious attacks and the end-users may heave a sigh of
relief by effective detection of malicious JavaScript code attacks on the implementation of

the present approach though detection of covert malicious attacks altogether still looks

tough.
6.2 Future Works

The classification algorithms implemented in this study for the detection of malicious
JavaScript code attacks were mainly limited to those supervised classifiers whose
performance was found good in literature. Very recently, on 30-December-2017, a new
_ciassiﬁcation algorithm called XGBoost (Extreme Gradient Boosting) was introduced in
classification domain designed for speed and performance. An extensive effort may find
be_tter-suited algorithms with high performance yield than traditional classification

algorithms used in this approach. Further, the algorithms used in this study were



implemented on Central Processing Unit (CPU), which has less processing speed than
Graphics Processing Unit (GPU). GPU can be used in the model for making a precise
prediction in extremely short time. Recent Google invented Tensor Processing Unit (TPU),
specifically for artificial intelligence and machine learning, can be used for fast prediction

which will minimize the computational cost in complex models.

e,
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