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ABSTRACT

With the rise of online accounts, users increasingly face challenges in managing secure
passwords, often resorting to weak, reused, or already compromised credentials—exposing
them to data breaches and credential-stuffing attacks. Most password managers rely on a single
master password, creating a critical single point of failure if it is lost or compromised.
Additionally, users are typically provided with vague password strength indicators that lack
insight into how passwords would perform under real-world attack conditions such as plaintext
brute-force, AES brute-force, dictionary, and rainbow table attacks. This project aims to
enhance password security, reduce reliance on single-point authentication, and offer
transparent password strength evaluation through an offline password management system. The
system uses AES encryption and PBKDF?2 hashing to secure the vault and strengthen key
derivation. It integrates a built-in password generator and a breach check feature powered by
the Pwned Passwords API to help users create strong, unique passwords and detect
compromised ones. To mitigate the risks of master password dependency, the system includes
multi-factor authentication (MFA) and recovery keys for secure access and recovery. A standout
feature is the password strength tester, which simulates various attack methods—including
plaintext brute-force, AES brute-force, dictionary, and rainbow table attacks—to evaluate each
password's resilience, presenting both estimated and actual time to crack. The system was
developed using the Waterfall model, a structured, phase-by-phase methodology that guided
the process from requirement analysis through design, implementation, testing, and evaluation
across various user scenarios, with a focus on encryption performance and attack simulations.
Results demonstrate that the system successfully achieves its objectives: it improves password
quality through generation and breach detection, reduces vulnerability through MFA and
recovery mechanisms, and enhances user awareness by providing meaningful feedback on
password strength under realistic attack models. The real-time simulation and performance
analysis enable users to understand their password security level and adjust accordingly. By
bridging the gap between usability and cybersecurity, this system not only secures password
storage but also educates users on best practices and threat resilience.
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ABSTRAK

Dengan peningkatan penggunaan akaun dalam talian, pengguna semakin menghadapi
cabaran dalam mengurus kata laluan yang selamat, sering kali bergantung kepada kata laluan
yang lemah, digunakan semula, atau telahpun dikompromi—mendedahkan mereka kepada
kebocoran data dan serangan "credential stuffing". Kebanyakan pengurus kata laluan
bergantung kepada satu kata laluan induk, yang mewujudkan titik kegagalan tunggal yang
kritikal sekiranya ia hilang atau dikompromi. Selain itu, pengguna biasanya diberikan penunjuk
kekuatan kata laluan yang kabur dan tidak memberikan gambaran sebenar tentang sejauh mana
ketahanan kata laluan terhadap serangan dunia sebenar seperti serangan brute-force plaintext,
brute-force AES, serangan kamus, dan serangan jadual pelangi. Projek ini bertujuan untuk
meningkatkan keselamatan kata laluan, mengurangkan kebergantungan kepada pengesahan
satu titik, dan menawarkan penilaian kekuatan kata laluan yang telus melalui sistem pengurusan
kata laluan luar talian. Sistem ini menggunakan penyulitan AES dan fungsi hashing PBKDF2
untuk melindungi peti simpan kata laluan serta mengukuhkan proses penjanaan kunci. la
menggabungkan penjana kata laluan terbina dalam dan ciri semakan pelanggaran yang
menggunakan API Pwned Passwords untuk membantu pengguna mencipta kata laluan yang
kukuh dan unik serta mengesan jika kata laluan mereka telah terdedah. Bagi mengurangkan
risiko yang dikaitkan dengan kebergantungan kepada kata laluan induk, sistem ini turut
menyertakan pengesahan pelbagai faktor (MFA) dan kunci pemulihan bagi memastikan akses
dan pemulihan yang selamat. Ciri utama sistem ini ialah penguji kekuatan kata laluan, yang
mensimulasikan pelbagai kaedah serangan—termasuk brute-force plaintext, brute-force AES,
serangan kamus, dan serangan jadual pelangi—bagi menilai ketahanan setiap kata laluan,
dengan menyampaikan anggaran masa serta masa sebenar yang diperlukan untuk memecahkan
kata laluan tersebut. Sistem ini dibangunkan menggunakan model Waterfall, iaitu satu
metodologi berstruktur yang berasaskan fasa demi fasa, yang membimbing proses dari analisis
keperluan hingga ke reka bentuk, pelaksanaan, pengujian, dan penilaian merentasi pelbagai
senario pengguna, dengan penekanan kepada prestasi penyulitan dan simulasi serangan.
Hasilnya menunjukkan bahawa sistem ini berjaya mencapai objektifnya: ia meningkatkan
kualiti kata laluan melalui penjanaan dan pengesanan pelanggaran, mengurangkan kerentanan
melalui MFA dan mekanisme pemulihan, serta meningkatkan kesedaran pengguna dengan
memberikan maklum balas bermakna tentang kekuatan kata laluan berdasarkan model serangan
yang realistik. Simulasi masa nyata dan analisis prestasi ini membolehkan pengguna memahami
tahap keselamatan kata laluan mereka dan membuat penyesuaian yang sewajarnya. Dengan
merapatkan jurang antara kebolehgunaan dan keselamatan siber, sistem ini bukan sahaja
memastikan penyimpanan kata laluan yang selamat, tetapi juga mendidik pengguna tentang
amalan terbaik dan ketahanan terhadap ancaman.
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CHAPTER 1: INTRODUCTION

1.1 Overview

This chapter provides an introduction to the project by outlining its background, the
identified problems that necessitated its development, and the objectives it aims to achieve. It
also discusses the methodology employed in the project, the scope of work, and the project
schedule. Additionally, the chapter highlights the significance of the project, the expected
outcomes, and how these components contribute to addressing the identified problems and

meeting the project’s goals.

1.2 Background

In the digital era, managing passwords has become increasingly complex. With
numerous online accounts ranging from social media to banking, many users face the challenge
of remembering strong and unique passwords for each account. Unfortunately, this often leads
to poor security practices, such as reusing the same password across multiple platforms, which
significantly increases vulnerability to cyberattacks (Judge, 2022). Additionally, users may
remain unaware when their passwords are compromised in data breaches, further exposing them

to risks.

One common weakness in traditional password managers is the reliance on a master
password. This creates a single point of failure—if the master password is lost or compromised,
all associated accounts are at risk (Fernando et al., 2023). The increasing sophistication of cyber

threats highlights the need for a more secure and robust password management solution.

However, lack of transparency in password strength evaluation remains another

challenge. Most password management systems provide vague or generic strength indicators,



leaving users with no clear visibility into how secure their passwords truly are (Atzori et al.,
2024). These systems often fail to simulate real-world attacks, such as plaintext brute-force,
AES brute-force, dictionary attacks, and rainbow table attacks. As a result, users may be
unaware of their passwords' vulnerabilities, and without actionable feedback, they are unable

to strengthen their passwords effectively.

This password management system is designed to address these critical issues by
providing transparent password strength evaluation through simulated attacks. Unlike
traditional systems, it will simulate various attack methods, including plaintext brute-force,
AES brute-force, dictionary attacks, and rainbow table attacks. For each method, the system
will provide both an estimated time to crack the password and a real-time simulation of the
attack process. This allows users to comprehensively understand their password's resilience and

provides actionable feedback for improvement.

The system also uses advanced encryption methods such as AES-256 (Advanced
Encryption Standard) and PBKDF2 (Password-Based Key Derivation Function 2), to securely
store and protect passwords, ensuring that user data remains safe from unauthorized access
(Khande et al., 2021). AES-256 is widely regarded as one of the most secure encryption
standards, providing 256-bit encryption that resists brute-force decryption attempts (Alenezi et
al., 2020). Recognized by the National Institute of Standards and Technology (NIST), AES-256
is commonly used for safeguarding highly sensitive data, including government-classified

information (Smid, 2021).

Furthermore, PBKDF2 enhances the security of passwords by adding computational
complexity. It applies multiple iterations of hashing, making the system more resistant to

common attacks like brute-force and dictionary-based methods (Mustafa, 2024). The



combination of AES-256 and PBKDF2 ensures that this system offers strong encryption while

maintaining efficient performance and usability.

Additionally, the system includes a built-in password generator to help users create
strong, unique passwords, reducing the risk of weak or reused passwords (Rahalkar & Gujar,
2019). It also includes a breach check function that uses the Pwned Passwords API'. This
function alerts users if their passwords have appeared in known data breaches, enabling them
to take immediate action to change compromised passwords and reduce the risk of unauthorized
access to their accounts. The system further mitigates the risks associated with traditional
password managers by incorporating multi-factor authentication (MFA) and recovery keys.
These features ensure that the password vault can be securely recovered if the master password

is lost or compromised, providing additional protection for sensitive user data.

1.3 Problem Statement

With the rise of online services, individuals find themselves juggling numerous accounts
that demand strong password management. However, many users face several challenges in

maintaining strong password practices:

a) Weak, Reused, and Compromised Passwords: Users often create weak or reused
passwords across multiple accounts, significantly increasing their vulnerability to
hacking, data breaches, and credential stuffing attacks. Additionally, many users are
unaware when their passwords have been compromised in known data breaches, leaving

their accounts exposed without their knowledge.

' Pwned Passwords API. GitHub. https://github.com/lionheart/pwnedpasswords
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b)

Single Point of Failure: Most password managers rely on a master password, which
creates a single point of failure. If the master password is compromised or forgotten, the
entire password vault is vulnerable, leaving sensitive information exposed and

inaccessible.

Lack of Transparency in Password Strength Evaluation: Users often have no clear
visibility into how secure their passwords truly are. Most systems provide vague or
generic strength indicators without showing how passwords would hold up against real-
world attacks such as plaintext brute-force, AES brute-force, dictionary attacks, and

rainbow table attacks.

1.4 Objectives

The objectives of this project are designed to directly address the challenges outlined in the

problem statement and provide effective solutions for managing passwords securely and

conveniently. These objectives include:

a)

b)

Enhancing Password Security: To tackle the issue of weak, reused, and compromised
passwords, the system will include a built-in password generator for creating strong,
unique passwords and a breach check function that uses the Pwned Passwords API" to

alert users if their passwords have appeared in known data breaches.

Mitigating Single Point of Failure: To resolve the vulnerability posed by the reliance
on a master password, the system will incorporate multi-factor authentication (MFA)
and recovery keys, enabling secure recovery of the password vault even if the master

password is forgotten or compromised.



c) Providing Transparent Password Strength Evaluation Through Simulated Attacks:
To help users understand the actual strength of their passwords, the system will
incorporate a feature that simulates multiple attack methods, including plaintext
password brute-force, AES brute-force, dictionary attacks, and rainbow table attacks.
For each method, the system will provide both an estimated time to crack the password
and a real-time simulation of the attack process. This will provide users with a
comprehensive understanding of their password's resilience and offer actionable

feedback for improvement.

1.5 Methodology

The development of this system will follow the Waterfall Model (Pargaonkar, 2023). Figure
1.1 illustrates the Waterfall Model, a linear and sequential software development methodology,
where each phase flows downwards to the next, resembling a waterfall. It consists of several
stages: requirement analysis, system design, implementation, testing, deployment, and
maintenance. Each phase must be completed before moving to the next, with little overlap or
iteration between them. This method is ideal for this system because it ensures that all the
system's requirements and design details are well understood and documented before any
coding starts. Since this system deals with sensitive data, it is crucial to carefully analyze, design,
and test the system to protect users' information. The Waterfall Model provides clear
checkpoints that help reduce risks and ensure everything runs smoothly. Its straightforward
process also creates solid documentation, which is essential for keeping the system secure and

easy to maintain after it's launched.
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Figure 1.1 Waterfall Model

Note. The figure presents the Waterfall Model, a linear software development approach that progresses
through six key phases: Requirement Analysis, System Design, Implementation, Testing, Deployment,
and Maintenance. This model emphasizes structured planning and documentation, making it ideal for
projects with stable requirements.

1.5.1 Requirement Analysis

During this phase, the focus is on identifying and defining the features required for the
password management system. This process involves gathering user data through a survey
conducted with a diverse group of respondents, which helps inform the development of system
specifications. Key findings indicate that users prioritize security, convenience in password
management, and concerns about privacy. The results emphasize the demand for password
management systems with features like multi-factor authentication, recovery keys, and backup
options. The phase concludes with the creation of detailed documentation that outlines the
system’s functionality, such as secure password storage using AES-256 encryption and

PBKDF2 hashing.



1.5.2 System Design

The system design phase outlines the structure and functionality of the password management

system through various diagrams and the user interface design. This includes:

e Use Case Diagram: Defines the system’s functional requirements by illustrating
interactions between users and the system, highlighting key actions such as registering,
logging in, managing passwords (add/edit/delete), viewing password health, generating

passwords, and configuring system settings.

e Sequence Diagram: Provides detailed step-by-step processes for each key action from
the use case diagram, showing the flow of interactions between components such as the
user, the password management system, the database, and the OTP (One-Time Password)

application.

e Class Diagram: Details the system’s classes and their relationships, providing a clear
structure for the organization and management of data, such as user credentials and

encrypted passwords.

o Flowchart: Demonstrates the step-by-step process for securely storing and retrieving
passwords using AES-256 encryption and PBKDF2 hashing, ensuring data protection

at every stage.

o User Interface Design: Includes interfaces created with Figma to visualize the system’s
layout, featuring the main menu, add/edit password forms, settings menu, and password

health checker, prioritizing ease of use and intuitive navigation.



1.5.3 Implementation

The implementation phase primarily involves coding the system in Python, which focuses
on building a secure and efficient password management system. This section provides a basic
overview of the system's key modules, with a more detailed explanation presented in Chapter
4: Implementation. The system is designed by breaking down its functionalities into the

following core modules:

o User Authentication Module: This module handles user login and ensures only

authorized users can access stored data.

e Password Storage Module: Responsible for securely storing passwords in the

encrypted SQLite database, ensuring efficient and secure data handling.

e Encryption/Decryption Module: Implements AES-256 and PBKDF2 encryption

methods to protect passwords during storage and retrieval, ensuring strong data security.

o Password Generator Module: Allows users to generate strong, secure passwords based
on customizable criteria, such as length, inclusion of alphabets, digits, and special

characters, to enhance security.

o Password Breach Check Module: This module uses the Pwned Passwords API" to
check if a password has been exposed in known data breaches. When a password is
entered, the system hashes it using SHA-1 and queries the API to verify if it has
appeared in any data breach. If the password has been compromised, users are alerted
and advised to change their password, helping them avoid using vulnerable passwords

and enhancing account security.



o Password Strength Tester Module: This module evaluates the strength of the password
by simulating various attack methods, such as brute-force attacks, AES brute-force,
dictionary attacks, and rainbow table attacks. The system estimates the time it would
take to crack the password under each attack method and provides real-time feedback
on the password’s strength, allowing users to assess their password’s resilience and

make improvements as necessary.

e AES Bit Evaluation Module: This module evaluates the performance of different AES
bit sizes (128, 192, and 256). The system measures the time taken to encrypt and decrypt
passwords using various AES bit configurations and provides users with performance
metrics such as encryption time, decryption time, memory usage, and throughput. This
evaluation helps users understand the trade-off between encryption security and system

performance, allowing them to choose the most suitable AES bit size for their needs.

1.5.4 Testing

The testing phase's objective is to verify that the system works as expected and meets
all requirements. The focus will be on testing both the functionality, performance, and security
of the system. Functional testing ensures that all features, such as password storage, generation,
and password breach checks, work properly. Functional testing processes include unit testing
for individual components, such as password hashing, and user acceptance testing (UAT) to
assess the overall user experience and ensure the system meets user expectations. Performance
testing evaluates how well the system performs under various conditions, such as stress,
endurance, and scalability, ensuring that it can handle high loads and maintain efficiency.
Security testing verifies that encryption methods, including AES-256 and PBKDF2, are applied

correctly, ensuring that user data is securely stored and protected against potential threats.



1.5.5 Deployment

In the deployment phase, the objective is to prepare and distribute the application for
end-users. The application will be compiled into an executable file (.exe) for use on Windows
platforms, eliminating the need for installation. Users can run the system directly from the
executable file without requiring any setup process. User documentation will be provided to
assist with operating the software and understanding its features. The deployment process
includes packaging the software, ensuring compatibility across various Windows versions, and

conducting final checks for any potential issues before release.

1.5.6 Maintenance

The objective of the maintenance phase is to provide ongoing support and
improvements to the system. After deployment, feedback from users will be collected to address
any bugs or security vulnerabilities. The system will also receive updates as needed to improve
its functionality and security features. Processes include monitoring for bugs, issuing patches,

and making adjustments to ensure that the system remains efficient and secure over time.

1.6 Scope
Table 1.1 Project Scope
Section Details
1. Project Deliverables This project is a small-scale prototype designed to address

fundamental password management needs. It targets
individuals from various backgrounds, such as students,
employees, unemployed individuals, and retirees, anyone
needing a secure and convenient system for managing
passwords. The prototype will focus on key features like
password generation, password breach check, password
strength tester, multi-factor authentication, and secure
storage to provide a practical solution for password
management.
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The project will deliver a functional prototype offering
essential password management capabilities, excluding
advanced features like cloud syncing, mobile applications,
biometric authentication, browser integration, and auto-fill
functionalities. By prioritizing critical features for secure
password management, the prototype will focus on ease of
use and efficient functionality for users.

The project will use a single SQLite database to store
password entries, including fields like platform, username,
encrypted password, URL, notes, date added, and date
modified. The dataset will be updated as users add, modity,
or delete password records. All data will be stored locally,
ensuring users can manage passwords without needing an
internet connection.

2. In-Scope Features

Core features:

- Master password setup with PBKDF2 hashing

- Multi-factor authentication for an added security layer
- Recovery key for access recovery

- Password storage and retrieval

- Password strength checker

- Password strength tester

- Password generation tool (secure, unique passwords)
- Password breach checker

- AES bit evaluation

- AES-256 encryption for all stored passwords

- Password categories and search functionalities

Modules:

- User authentication module

- Password storage module

- Encryption/Decryption module
- Password generator module

- Password breach check module
- Password strength tester module
- AES bit evaluation module

Integration:
- No external integrations (offline system)

3. Technology and Tools

Programming Languages:
- Python (Python Software Foundation, 2001)
- SQL (SQLite, n.d.)
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Platforms/Operating Systems:
- Windows (desktop application) (Microsoft, n.d.)

Development Tools:

- Integrated Development Environment (IDE): Visual
Studio Code (Visual Studio Code, n.d.)

- Database: SQLite (SQLite, n.d.)

4. Users and Roles Target Users:
- General users (individuals seeking secure password
management)

Roles:
- Can store, retrieve, and generate passwords

5. Constraints and Constraints:
Assumptions - Offline system; no internet or cloud functionality
- No budget

- Software must be developed before the end of 2™
semester session 2024/2025

Assumptions:

- Users have basic computer knowledge

- Software is used in offline environments

- Windows will remain the primary platform for
deployment

6. Out-of-Scope Features Excluded Features:

- Cloud-based storage or synchronization of passwords
- Mobile app development

- Biometric authentication features (e.g., fingerprint or
facial recognition)

- Browser integration

- Auto-fill functionalities

Note. This table summarizes the project scope, including key deliverables, features, technologies, user
roles, constraints, and exclusions. The project develops a secure offline password manager with essential
features like password generation, encryption, and multi-factor authentication, excluding features like
cloud storage and browser integration.
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1.7 Significance of Project

This project is significant because it addresses the growing need for secure password
management in a way that’s accessible to everyone. With many online accounts, users often
struggle to create strong passwords, leading to security risks. The system offers a solution with
a password generator for creating strong, unique passwords, and a password breach check
feature that alerts users if their passwords have been exposed in data breaches. The password
strength tester simulates various attack methods, providing real-time feedback on password

resilience and offering guidance for improvement.

Additionally, the system enables secure recovery of the password vault using a one-time
recovery key, ensuring users can regain access if the master password is forgotten or
compromised. It also uses strong encryption methods, including AES-256 and PBKDF2, to
protect passwords from cyber threats. AES-256, a widely recognized encryption standard, uses
a 256-bit key, making unauthorized access highly difficult (Menezes & Stebila, 2021). PBKDF2
enhances security by applying multiple cryptographic hash iterations, slowing down brute-force
attacks (Choi & Seo, 2021). These methods together provide robust protection against

unauthorized access and data breaches, ensuring confidentiality.

By combining these features—password generation, breach checking, strength testing,
secure recovery, and strong encryption—this system provides a comprehensive and secure

solution for managing passwords, enhancing user protection against digital threats.
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1.8 Project Schedule
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Figure 1.2 Gantt Chart for FYP 1 and FYP 2

Note. The Gantt chart provides a structured timeline for FYP 1 and FYP 2, outlining key tasks, durations,
and dependencies. It visually represents the project’s progress, including the proposal, report writing,
and submission deadlines.

Figure 1.2 presents the Gantt Chart for Final Year Project (FYP) 1 and FYP 2, which
outlines the planned timeline and sequence of tasks involved throughout the semester. This
chart provides a visual overview of key phases such as topic selection, proposal writing, system
planning, progress reporting, and final documentation. Each task is scheduled with defined start
and end dates, along with dependencies that highlight the relationship between phases. The
Gantt chart plays a crucial role in managing the project systematically by ensuring that each

milestone is completed within the allocated timeframe. It also serves as a tracking tool to
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monitor progress and make adjustments when necessary, thereby supporting effective time

management and ensuring timely submission of all required deliverables.

1.9 Expected Outcome

The outcome of this project is a password management system, designed to help users
easily manage and store their passwords securely through industry-level encryptions (AES-256
and PBKDF2). The system features a simple and minimalist design that makes it easy for
anyone to navigate and use, allowing even those without technical skills to manage their
passwords with minimal effort. This gives users peace of mind as they safely create accounts

on various websites and platforms.

1.10 Summary

This chapter highlights the need for a secure password manager that addresses common
issues such as weak, reused, and breached passwords, the risks of a single point of failure, and
the importance of transparent password strength evaluation. The project follows the Waterfall
Model to guide development through structured stages, ensuring a reliable and well-tested
system that effectively meets its objectives: improving password security, minimizing
vulnerabilities, and ensuring accessibility. Key features include AES-256 and PBKDF2
encryption, multi-factor authentication, a built-in password generator, password breach check,
and password strength tester, all aimed at making password management secure and efficient.
The chapter also outlines the scope, significance, schedule, and expected outcomes, providing

a clear roadmap for developing a solution that enables users to securely store their passwords.
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CHAPTER 2: LITERATURE REVIEW

2.1 Overview

This chapter provides an overview of encryption and its role in secure password
management, focusing on AES and PBKDF2. It also investigates existing password
management systems, including 1Password, Keeper, Total Password, and Sticky Password. The
chapter begins with an introduction to encryption, AES, PBKDF2 and how they work together,
followed by an analysis of the features, advantages, and disadvantages of each system. A
comparative analysis will be presented in a table, along with a detailed description. Finally, we
will identify key features from these systems that could be incorporated into the proposed

password management system prototype.

2.2 Encryption Methods: AES and PBKDF2

This section explains the concept of encryption, followed by an overview of AES and
PBKDF2, and concludes with how these two encryption methods collaborate to ensure robust

security for password storage and management.

2.2.1 Encryption

Encryption is the process of converting data into a coded format to prevent unauthorized
access. This is crucial in securing sensitive information, such as passwords, by transforming
readable data into an unreadable form, which can only be reversed with the appropriate
decryption key (Archana & Niranjana, 2023). Encryption plays a pivotal role in protecting
stored and transmitted data, making it an essential part of any secure system. By ensuring that

only authorized parties with the correct decryption key can access the original data, encryption
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helps maintain the confidentiality, integrity, and authenticity of sensitive information (Liu,

2024).

2.2.2 AES (Advanced Encryption Standard) Encryption

Same Key

Secret Key Secret Key

&al#4_1
— — 34024df @

23_0124

Encryption Decryption

Plaintext Ciphertext Plaintext
(encrypted)

Figure 2.1 AES Encryption and Decryption Process

Note. This figure illustrates the AES encryption and decryption process, where the same key is used for
both converting plaintext into ciphertext and reversing the ciphertext back to plaintext.

AES is a widely used symmetric encryption algorithm known for its strong security,
efficiency, and versatility. It operates on 128-bit data blocks and supports key sizes of 128, 192,
or 256 bits, with security increasing as key length grows. Figure 2.1 illustrates the encryption
and decryption process, where the same key is used for both operations, converting plaintext to
ciphertext and vice versa. The encryption process involves several rounds—SubBytes,
ShiftRows, MixColumns, and AddRoundKey—which protect against cryptographic attacks
like brute force and differential cryptanalysis (Sarkar et al., 2024). AES is favored for its speed

and low resource usage, making it ideal for applications in mobile devices, cloud storage, and
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IoT. While AES is highly secure, proper implementation is crucial to avoid vulnerabilities, and
recent studies explore enhancements to improve its security and performance, albeit with some
added computational cost (Abikoye et al., 2019). Despite its error propagation characteristics,

AES remains a trusted standard for securing digital communications and data storage.

2.2.3 PBKDF2 (Password-Based Key Derivation Function 2)

PBKDF?2 is an essential technique used in password management systems to securely
derive a key for the chosen encryption algorithm. It works by applying a cryptographic hash
function, typically HMAC with SHA-1 or SHA-256, to the password and a dynamic salt, which
is a unique random value generated for each password. The process involves multiple rounds
of hashing, significantly increasing the computational effort required to perform brute-force or
dictionary attacks (Choi & Seo, 2021). The dynamic salt ensures that identical passwords result
in different hashes, preventing the use of precomputed hash databases (rainbow tables). The
number of iterations and the strength of the salt determine the effectiveness of PBKDF2; more
iterations make the function slower but more resistant to attacks. The resulting derived key is
used for encrypting the password or other sensitive data, offering robust protection against
common attacks, especially when implemented with a dynamic salt in password management

systems.

2.2.4 Integration of AES and PBKDF2 in Password Encryption

In the proposed password management system, AES and work together to provide a
high level of security for stored passwords. Since user-chosen passwords are typically weak
and unsuitable as cryptographic keys, PBKDF2 is employed to transform the password into a
robust, cryptographically secure key (Ali et al., 2021). This is achieved by applying multiple

rounds of hashing with a dynamic salt, making it computationally expensive for attackers to
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attempt brute-force or dictionary attacks. Once the key is derived, AES uses it to securely
encrypt the password, ensuring that sensitive user data remains protected from unauthorized
access (Sarkar et al., 2024). The combination of AES encryption and PBKDF2 key derivation
offers strong protection against common password-based attacks, making the system highly
secure, even for weaker passwords. This dual-layer approach ensures that the system effectively
defends against various attacks, including brute-force, dictionary, and rainbow table attacks,

offering users a robust and secure password management solution.

2.3 Review on Similar Existing System

This section examines the overviews, features, advantages, and disadvantages of the
existing systems. Four similar systems have been selected as references for this project:

1Password, Keeper, Total Password, and Sticky Password.
2.3.1 1Password

1Password? is a password management solution developed by AgileBits Inc., designed
for individuals, families, and businesses to store, generate, and manage passwords and sensitive
data (AgileBits, n.d.). The system is renowned for its password organization, alerts for password
hygiene, and credential capture and replay features, which contribute to its reputation in
enhancing digital security for both personal and professional use. It also offers cross-platform
compatibility, supporting major operating systems such as Windows, macOS, Linux, Android,
and 10S. As of 2024, 1Password serves over 15 million users worldwide and accounts for

approximately 7% of the total password management market share (Team SignHouse, 2024).

2 1Password. AgileBits Inc. Available at: https://1password.com/
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Figure 2.2 shows the main menu of 1Password, while Figure 2.3 displays the add item options

available in 1Password, including login, credit card, notes, and other items.
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Figure 2.2 Main Menu for 1Password

Note. The main menu of 1Password provides an organized interface for managing stored credentials
securely. The left panel categorizes stored accounts, while the central panel displays a selected entry's
details, including the username, password, OTP, website, and additional notes. This layout ensures easy
access and management of sensitive information while maintaining security and efficiency.
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Figure 2.3 Add Item Options in 1Password

Note. The "Add Item" menu in 1Password provides users with a variety of options to securely store
different types of sensitive information. Categories include login credentials, credit card details, SSH
keys, API credentials, bank accounts, medical records, and more. This feature helps users organize and
manage their important data efficiently within a secure vault.

1Password offers a range of key features designed to enhance both security and
convenience for users. One standout feature is travel mode, which allows users to temporarily
remove sensitive information from their devices while traveling. This ensures that if a device is
lost or stolen, critical data such as passwords, credit card details, or other private information

remains protected. Travel Mode can be easily activated or deactivated as needed.

Another important feature is password health checker, which helps users maintain
strong and secure passwords. It analyses stored passwords and offers feedback on their strength,
suggesting improvements when necessary. In addition, Watchtower, 1Password's data breach
alert system, constantly monitors for breaches and alerts users if their stored passwords are

exposed in any known breaches. Figure 2.4 shows the dashboard for Watchtower and the
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password health checker. Together, these tools support digital security by promoting best

practices and providing proactive alerts to safeguard sensitive information.
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& Archive
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Figure 2.4 Dashboard for Watchtower and Password Health Checker

Note. The Watchtower dashboard in 1Password offers a detailed overview of password health and
security alerts, highlighting vulnerabilities and weak passwords. It also encourages users to enable two-
factor authentication and provides tools to enhance overall account safety.

1Password offers several key advantages that make it a popular choice for many users.
First, it allows users to access their stored passwords without an internet connection. This
feature is helpful when there is no internet available, ensuring users can still get their passwords
when needed. Besides that, 1Password uses AES-GCM-256 encryption, a symmetric key

algorithm with a 256-bit key that secures data by combining AES and GCM for both encryption

and authentication (Preez, 2024). This method is widely used to protect sensitive information
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from unauthorized access. Moreover, 1Password has recovery keys for account recovery. If
users forget their master password, they can use these recovery keys to regain access to their

accounts. These advantages make 1Password a useful and secure tool for managing passwords.

However, there is a notable drawback to consider. 1Password does not offer a portable
version, meaning users cannot run the application directly from a USB drive without installing
it on each device. A portable version would enable users to access their passwords on multiple
computers without needing to install the software on each one (Soft Perfect, 2024). This feature
would be especially helpful for users who often work on different devices or need to access
their passwords while traveling. Without this option, users must install 1Password on every
device they wish to use, which may not be convenient for everyone. While this limitation might
not be a concern for all users, it is an important factor to keep in mind when deciding if

1Password is the right choice.
2.3.2 Keeper

Keeper Password Manager® is developed by Keeper Security, Inc., a company founded
in 2009 by Craig Lurey and Darren Guccione (Keeper Security, n.d.). Headquartered in Chicago,
Illinois, Keeper Security has grown significantly. By 2024, more than 46 companies worldwide
were using Keeper Password Manager for password management, with the majority based in
the United States, making up 76.09% of its user base. Other countries using Keeper include
Germany and Canada, each contributing a smaller portion of users (6sense, 2024). Keeper offers

various plans tailored for individuals, families, and businesses, along with a free trial, providing

3 Keeper Password Manager. Keeper Security, Inc. Available at: https://www.keepersecurity.com/
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a convenient solution for managing logins and sensitive data. Figure 2.5 shows the main menu

of Keeper, while Figure 2.6 illustrates the item-adding feature.

= q% KEEPER Q, search = @ dad7689@gmail.com ~
° My Vault
Sort: Name Show: All Records + [ ] a =
8
e, a [ 0
’ Amazon Apple ID Facebook
&
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— * J2 2 * Ja 2 B
(]
H ~
HE G [ ] i
ﬁ Google Hulu Netflix
dad7689@gmail.com dad7689@gmail.com dad768%2@gmail.com
* a2 * 2=
= =
Passport Spotify Wifi Home

encryption: ON

Q Sync v ‘, Work Offline Help Privacy Policy

Figure 2.5 Main Menu for Keeper
Note. The main menu for Keeper displays a user's vault with various stored credentials such as Amazon,

Apple ID, Facebook, and more. The interface includes options to sort and filter records, manage
encryption, sync data, and access additional features like offline mode and help resources.
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Figure 2.6 Add Item Option in Keeper

Note. The "Add Item" option in Keeper allows users to securely store and manage various types of
credentials. Users can input details such as login ID, password, and website address, as well as add files,

photos, two-factor codes, and custom fields for enhanced security and organization.

Keeper offers several features that help manage passwords and personal information.
One of the key features is the auto-fill option for personal data. This tool automatically fills in
online forms with information the user has saved, such as name, address, or credit card details.

By clicking the "fill record" button, users can quickly complete forms. As shown in Figure 2.7,

this feature simplifies the process of entering personal details on websites.
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Figure 2.7 Auto-fill Feature in Keeper

Note. The auto-fill feature in Keeper simplifies the login process by automatically populating stored
credentials such as email addresses and passwords. This feature enhances user convenience while
maintaining security by ensuring that sensitive information is easily accessible yet protected.

In addition to auto-fill, Keeper uses AES-256 encryption, a strong encryption method
designed to protect data. AES-256 encryption is a cryptographic algorithm that uses a 256-bit
key to scramble plain text into ciphertext (Nurhandhi & Suhendar, 2023). With AES-256, users'
passwords and personal details are secured using one of the most effective encryption methods
available, ensuring that information remains private even if there is a data breach. This

encryption makes Keeper a reliable choice for anyone looking to protect sensitive information.

Keeper brings several noteworthy benefits to the table. One significant advantage is its
support for multi-factor authentication, which strengthens security by requiring additional
verification methods beyond just a password. This added layer of protection makes it harder for
unauthorized individuals to breach accounts, providing peace of mind for users who value their
digital safety. Additionally, Keeper offers a backup and restore function, allowing users to

recover their passwords and sensitive information if they encounter data loss or technical issues.
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This feature ensures that users can maintain access to critical information without problems,

providing a reliable safety net for those concerned about data integrity.

However, Keeper also has its limitations. One major limitation is the lack of a portable
option, similar to 1Password, as mentioned above. Another limitation is the lack of a password
health checker, which helps users check the strength and security of their passwords. Without
this feature, users may overlook helpful information that could improve their security, leaving
them open to cyber threats. These limitations should be considered when looking at Keeper as

a password management tool.
2.3.3 Total Password

Total Password* is developed by TotalAV, a company known for its comprehensive
security solutions (Total Password, n.d.). Total Password is designed to manage users' logins
and sensitive information securely. TotalAV, based in the United Kingdom, has expanded its
offerings to include this password management tool as part of its broader security suite. The
platform has gained popularity for its integration with TotalAV's Total Security plan, which
includes additional security tools for added secure (Oguejiofor, 2024). Total Password is
available at an introductory price of $1.99 per month, with a 30-day money-back guarantee.

Figure 2.8 shows the main menu of Total Password.

4 Total Password. TotalAV. Available at: https://www.totalpassword.com/
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Figure 2.8 Main Menu for Total Password

Note. The main menu for Total Password provides a comprehensive interface for managing various
accounts and credentials. It includes options to generate passwords, view security reports, and manage
identities, notes, and credit cards. The search feature allows users to quickly locate specific accounts,
enhancing both security and usability.

Total Password offers essential features designed to keep users’ accounts secure and
provide peace of mind. One of its key features is data breach detection, which continuously
monitors stored passwords for any signs of exposure in known breaches. If one of the passwords
is found in a breach, Total Password will alert users immediately, allowing them to take quick

action to change compromised passwords and protect their accounts from potential threats.

Additionally, Total Password provides a security report, as shown in Figure 2.9, which
gives users a detailed overview of their password health and security status. This report helps
users evaluate the strength of their stored passwords and offers suggestions for improvement,
identifying weak or reused passwords to ensure that users follow best practices for securing

sensitive data.
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Figure 2.9 Security Report in Total Password

Note. The Security Report in Total Password provides a detailed analysis of the user's password health
and security status. It highlights areas such as weak passwords, duplicate passwords, and old passwords,
and offers options to start a leaked password check and enable two-factor authentication. This feature
helps users identify and address potential security vulnerabilities to enhance their overall account safety.

Total Password offers several advantages that make it a useful option for password
management. One advantage is its brute force protection feature, which safeguards against
unauthorized access by limiting incorrect login attempts. This improves security by preventing
hackers from using persistent guessing techniques to breach accounts. Moreover, Total
Password's support for biometric login such as fingerprint or facial recognition adds an extra

layer of security while making the authentication process faster and more convenient.

On the downside, there are some disadvantages to consider. It is only available through
a paid subscription, which may not be suitable for users who want a free or trial version. It does
not offer offline access, so users can only get their passwords with an internet connection. It

also lacks an autofill feature for personal data, requiring users to enter information manually
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into forms. The app also cannot be run from a USB drive, so it must be installed on each device.
Lastly, Total Password does not support password sharing, which may be an issue for users who

need to share passwords. These points should be considered when evaluating the tool.
2.3.4 Sticky Password

Sticky Password’ is developed by Lamantine Software, a company specializing in
security solutions (Lamatine Software, n.d.). Founded in 2001 and based in the Czech Republic,
Lamantine Software has focused on creating user-friendly and secure password management
tools. Sticky Password is designed to manage users' logins and sensitive information securely.
The platform has gained recognition for its robust security measures and unique features, such
as dark web monitoring and a portable USB password manager (John, 2024). Sticky Password
offers both free and premium plans, with the premium plan available at a competitive price and

a 30-day money-back guarantee. Figure 2.10 shows the main menu of Sticky Password.
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Figure 2.10 Main Menu for Total Password

3 Sticky Password. Lamantine Software. Available at: https://www.stickypassword.com/
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Note. The main menu for Sticky Password provides a simple and easy-to-use interface for managing
web and app accounts, identities, and secure memos. It highlights security statuses such as weak, reused,
and old passwords, helping users identify and address potential vulnerabilities. The interface also
provides quick access to synchronization status and premium features, ensuring efficient and secure
password management.

Sticky Password includes features designed to provide both functionality and security.
One key feature is the portable option, which lets users install the application on a USB drive.
This allows users to run the application directly from the USB without installing it on individual
computers, enabling password access on multiple computer devices while maintaining privacy

and security. It also adds convenience for use in different locations.

Another valuable feature of Sticky Password is its password health checker, as
illustrated in Figure 2.11, which helps users evaluate the strength of their passwords. The tool
scans stored passwords and identifies any that are weak, reused, or at risk of being compromised.
It then provides suggestions for improving password security, helping users ensure that their
accounts are as safe as possible. This feature is a key part of Sticky Password’s commitment to

helping users maintain high security standards without the hassle of manual password checks.
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Figure 2.11 Password Health Checker for Stick Password
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Note. The Password Health Checker in Sticky Password provides a comprehensive overview of
password security, highlighting issues such as weak, re-used, and expired passwords. It includes features
like Dark Web Monitoring and a Security Dashboard to help users manage and improve their password
health.

Sticky Password offers several advantages that enhance both convenience and security.
One major advantage is its password health checker, which allows users to assess the strength
of their passwords and receive suggestions for improvement. Another advantage is the auto-fill
function for personal data, which simplifies the process of filling out online forms, saving users
time. Additionally, Sticky Password has the advantage of portability, unlike 1Password, Keeper,
and Total Password. Users can store their password manager on a USB drive, allowing them to

securely access their passwords on any device without needing to install the software. This

portability ensures users can maintain security and convenience wherever they go.

However, there are some downsides to consider. One significant drawback is that Sticky
Password does not offer offline access, meaning users can only access their passwords when
connected to the internet. This can be a big inconvenience if users are in a place with no internet
connection. Another major disadvantage is the lack of a recovery method if users forget their
master password. The only option is to reset the account, which means losing all stored data.
This could be a serious issue for users who rely heavily on their password manager for access
to important accounts and information. These factors are important to keep in mind when

deciding if Sticky Password is the right choice for users.

32



2.4 Comparison of Features between Existing Systems and Proposed System

In this section, the systems will be compared based on their features, as shown in Table
2.1. This table will summarize the comparison between the existing systems and the proposed

prototype, providing a comprehensive overview.

Table 2.1 Comparison Table of Existing System and Proposed Prototype

System 1Password | Keeper | Total Sticky Proposed
Password | Password | Prototype
Feature
Cost Paid Paid Paid Paid Free
(Free Trial | (Free (No free | (Free trial
14 days) trial 30 | trial) 30 days)
days)
Offline Access Yes Yes No No Yes
Store Password in | Yes Yes Yes Yes Out of
Cloud Scope
Password Health | Yes No Yes Yes Yes
Checker
Password Generator Yes Yes Yes Yes Yes
Password Sharing Yes Yes No Yes Out of
Scope
Multi-factor Yes Yes Yes Yes Yes
Authentication
Brute Force Protection | Yes Yes Yes Yes Yes
Backup and Restore Yes Yes Yes Yes Yes
Real-time Alerts Yes Yes Yes Yes Yes
Travel Mode Yes No No No Out of
Scope
Data Breach Detection | Yes Yes Yes Yes Yes
Biometric Login Yes Yes Yes Yes Out of
Scope
Auto-Fill Password Yes Yes Yes Yes Out of
Scope
Auto-Fill Personal | Yes Yes No Yes Out of
Data Scope
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Security Report Yes Yes Yes Yes Yes

Portable No No No Yes Yes

Encryption Type AES-GCM- | AES- AES-256 | AES-256 | AES-

256 256 GCM-256,

with
PBKDF2

Recovery Method if | Recovery Email or | Email Not Recovery

Master Password is | keys phone available | keys

Forgotten support

Note. This table compares existing password managers with the proposed prototype based on key
features like access, cost, and functionality. The prototype offers a free solution with essential features
such as password health checks, sharing, and strong encryption while excluding cloud storage and travel
mode. Master password recovery uses recovery keys for added security.

From the comparison in Table 2.1, all the selected password managers include features
such as password generators, multi-factor authentication, and autofill password functionality,
which are essential for a password manager (Baskar et al., 2024). These features help users
create strong passwords, eliminate the need to memorize or manually record passwords, and
enhance security while making them more convenient to use (Taneski et al., 2019). All of them
also have backup and restore options, allowing users to recover their passwords if issues arise.

This ensures protection against data loss from device theft, accidental deletions, or other

unexpected situations (Master, 2022).

However, some password managers have unique features that make them different. For
example, 1Password offers a travel mode that temporarily removes sensitive data from a user's
device, providing added security while traveling and reducing the risk of exposure in case of
device theft or inspection. Additionally, it includes recovery keys, which allow users to regain
access to their passwords if they forget their master password. Sticky Password offers portable
options, enabling users to use the password manager on a USB drive for quick access on any

computer without needing to install the software.
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Some features are missing in certain password managers, which might affect how users
use them. For instance, Total Password and Sticky Password lack offline functionality, which
require users need to have an active internet connection to access their passwords. Total
Password also lacks password sharing, meaning users cannot share their passwords with others
easily, which could be a problem for those who need to collaborate or grant access to accounts.
Besides that, Keeper lack a password health checker, which means users cannot assess the
strength of their passwords within the system. This absence could lead to weaker or vulnerable
passwords being used, potentially compromising security. Furthermore, Sticky Password does
not have a way to recover an account if the master password is forgotten, so users would have
to reset their account and lose all stored data. These differences are important to consider when

choosing the best password manager for individual needs.

2.5 Brief Overview of Proposed System

When reviewing existing password management systems, it becomes clear that a new
prototype should address key limitations. The proposed system will provide essential features
such as offline access, AES-256 encryption, salted hashing, PBKDF2 SHA-256 and password
health checker. Unlike many current solutions, it will not rely on cloud storage, instead focusing
on local data management to reduce the risks associated with storing passwords on external

servers (Ayyagari et al., 2019).

Moreover, the prototype will incorporate essential features such as brute force
protection, data breach detection, real-time alerts, backup and restore functions, multi-factor
authentication, and recovery keys for retrieving the master password, providing users with

greater control over their accounts and ensuring a higher level of protection against

35



unauthorized access. Additional features include password generation, brute force protection,
and password health checks. USB portability will enable users to securely store and access
passwords on different computers easily. These features ensure users retain control over

sensitive data while providing robust protection against unauthorized access.

The system does not include features such as password sharing, auto-fill for passwords
and personal information, travel mode, or biometric login because these functionalities are
outside the scope of the current project. The primary focus is to develop a working offline
password manager with privacy controls as the foundation. Implementing these additional
features would require more time, tools, and resources than planned, which could shift focus
from the main objectives and cause delays. However, after the system is launched, becomes
stable, and is well-received, these features will be added in future updates. This approach allows
the system to address basic user needs first, ensuring an on-time launch and providing
immediate value. By concentrating on core features, the system remains reliable and easy to
use while planning for future improvements. Table 2.1 outlines how this plan addresses gaps in

existing solutions and sets a path for future updates.

2.6 Review of Tools and Technology Used
Programming Languages:

o Python: Python® is chosen for this project due to its simplicity, readability, and
versatility. It is well-suited for building desktop applications and provides extensive

libraries for tasks like encryption, user authentication, and file management. Python's

¢ Python. Python Software Foundation. Available at: https://www.python.org/about/
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robust ecosystem allows for the efficient development of password management

functionality, including integrating AES-256 encryption and multi-factor authentication.

SQL: SQL7 is used to manage and query the SQLite database, which stores all
password-related data. SQL allows for efficient data retrieval and manipulation,
ensuring secure storage and retrieval of passwords. It is essential for maintaining the
database's structure, which includes fields like platform, username, encrypted password,

and other password-related details.

Platforms/Operating Systems:

Windows 11 (Desktop Application): The project is developed as a desktop application
for Windows 118, a widely used operating system. Windows 11 offers a stable
environment for running applications, and building the application for this platform
ensures compatibility with a broad range of user devices. The use of a desktop platform

also facilitates offline functionality, which is a core requirement of the project.

Development Tools:

Integrated Development Environment (IDE): Visual Studio Code (VS Code)’ is used
as the IDE for this project due to its lightweight nature and support for Python. It offers
features like syntax highlighting, debugging, and version control integration, which
streamline the development process. VS Code’s versatility and extension capabilities

make it ideal for building and testing Python applications.

7SQL Introduction. W3Schools. Available at: https://www.w3schools.com/sgl/sql_intro.asp

8 Windows 11. Microsoft. Available at: https://www.microsoft.com/en-us/windows?r=1

® Visual Studio Code. Microsoft. Available at: https://code.visualstudio.com/
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« Database: SQLite!%is a serverless, self-contained database engine that is embedded
within the application. It is used for this project because it is lightweight, easy to set up,
and operates locally without the need for an external server. This aligns with the project's
offline functionality, allowing password data to be stored securely on the user's device

without requiring an internet connection.

2.7 Summary

In summary, an analysis of different password management systems has been conducted,
examining their key features, advantages, and disadvantages. Based on the analysis, decisions
were made regarding the features to include in the proposed password management system
prototype. To achieve the project's goals within the constraints of time, budget, and available
knowledge, only a limited set of features will be implemented. Future recommendations include
enhancing compatibility with additional operating systems, developing a web-based version,
incorporating data breach detection, enabling biometric authentication, and introducing auto-

fill functionality for forms and passwords.

©SQLite. SQLite.org. Available at: https://www.sqlite.org/
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CHAPTER 3: REQUIREMENT ANALYSIS & DESIGN

3.1 Overview

This chapter employs the Waterfall methodology to develop the password management
system prototype, starting with the Requirement Analysis phase, where user data is gathered
through a survey to identify key features for the prototype. This is followed by the System
Design phase, which employs Use Case Diagram, Sequence Diagrams, and Class Diagram to
define the system's functional requirements and illustrate user interactions. A flowchart is also
created to demonstrate the secure storage and retrieval of passwords using AES-256 encryption
and PBKDF2 hashing. Additionally, the user interface design is detailed, showcasing the main
menu, add/edit password forms, settings menu, and password health checker menu, which

outline the system's layout and user navigation.

3.2 Requirement Analysis

The goal of this phase is to define the prototype's requirements by understanding user needs
and ensuring the system meets those needs. This involves identifying user requirements and

documenting detailed specifications that will guide the design and implementation phases.

3.2.1 Method for Gathering Requirements

For gathering the requirements of the proposed password management system, a survey
was conducted using Google Forms. The survey included 20 respondents aged between 18 and
64 years old, representing diverse backgrounds such as students, employed individuals, self-

employed people, unemployed individuals, and retirees. The respondents were randomly
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selected to ensure varied perspectives on the requirements. The survey results, presented in
Figure 3.1 to Figure 3.6, covered aspects such as the number of online accounts users manage,
their password reuse habits, and their preferences for password management systems. The
detailed questions from the survey can be found in Appendix A. The findings from this survey

will inform the design and development of the system to address user needs effectively.

What concerns do you have about your current password management practices? (Select all that
apply)

20 responses
Remembering passwords

17 (85%)

Creating strong passwords

Managing multiple accounts 11 (55%)

Security concerns with online

0,
password storage 12 (60%)

Figure 3.1 Concerns on Password Management Practices

Note. This figure highlights common concerns users have about their current password management
practices. These findings underscore the challenges users face in maintaining secure and efficient
password practices.

Figure 3.1 displays the concerns respondents have regarding their current password
management practices. 85% of respondents are most concerned about remembering passwords,
followed by 60% who are worried about creating strong passwords and the security of online
password storage. 55% of respondents are concerned about managing multiple accounts. These

results suggest that respondents are aware of the challenges involved in managing passwords

securely and effectively.
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How often do you reuse passwords across multiple accounts?

20 responses

® Never
® Sometimes
@ Often

Figure 3.2 Frequency of Password Reuse Across Multiple Accounts

Note. This figure offers a glimpse into the habits surrounding password reuse across multiple accounts.
It suggests that for a significant number of users, reusing passwords is a recurring practice, whether
frequently or from time to time. This trend points to a potential security vulnerability, emphasizing the
importance of adopting stronger password management approaches.

Figure 3.2 illustrates the frequency of password reuse across multiple accounts. The
data reveals that 55% of respondents often reuse passwords, while 40% reuse them sometimes,
and 5% never reuse passwords. This indicates that while a majority of the respondents are

cautious about password reuse, a significant portion still practices it, which may expose them

to potential security risks.
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Do you prefer to use a digital password manager over traditional methods of writing/memorizing

passwords?
20 responses

@ Yes
® No
Maybe

Figure 3.3 Preference to Use a Digital Password Manager
Note. The figure illustrates user preferences regarding the use of digital password managers compared
to traditional methods of storing passwords. The responses suggest a tendency toward digital solutions,
though some individuals remain uncertain or continue to rely on conventional approaches. This reflects
varying levels of adoption and trust in password management tools.

Figure 3.3 shows the preference for using a digital password manager over traditional
methods of writing or memorizing passwords. According to the survey, 65% of respondents
prefer using a digital password manager, 25% are undecided, and 10% do not prefer using one.
This highlights a strong inclination towards digital password managers, suggesting that many

respondents see them as a convenient and secure alternative to traditional password

management methods.
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Perceived Effectiveness of a Password Management System  How effective do you believe a
password management system would be in enhancing ...nience? (1 = Not Effective, 5 = Very Effective)

20 responses
15

10 11 (55%)

5 6 (30%)

3 (15%)

0 ((f%) 0 ((f%)

Figure 3.4 Respondent Trust in the Effectiveness of Digital Password Managers
Note. The figure illustrates respondents' views on the effectiveness of digital password managers in
enhancing convenience. The distribution of responses indicates a positive inclination toward their
usefulness, with higher ratings being more common. This reflects a general perception that such systems
can contribute to improved security and accessibility.

Figure 3.4 presents the effectiveness of password management systems in enhancing
password security and convenience. The majority of respondents (55%) believe that a password
management system would be very effective, while 30% consider it somewhat effective, and

15% are uncertain about its effectiveness. This suggests that most respondents trust password

management systems to significantly improve their password security and convenience.
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What features would you find most useful in a password management system? (Select 3 or more)

20 responses

Offline accessibility

Portability

Multi-factor authentication (MFA)...
Recovery keys

9 (45%)

16 (80%)

12 (60%)
Real-time alerts 7 (35%)
Built-in password generator 10 (50%)
Password health checker 8 (40%)
Backup and restore functions 11 (55%)

Brute force protection

Figure 3.5 Respondent Feature Considerations in Selecting a Password Management System
Note. The figure provides insights into the features respondents find valuable in a password management
system. The distribution of responses suggests differing priorities, with some features garnering more
interest than others. This reflects varying considerations when selecting a system that balances security
and usability.

Figure 3.5 illustrates the features that respondents find most useful in a password
management system. 80% of respondents prioritize multi-factor authentication (MFA), while
60% select recovery keys and 55% choose backup and restore functions. This shows that

respondents prioritize enhanced security and convenience in a password management system,

especially features that provide added layers of protection and flexibility.
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What challenges or concerns might prevent you from using a password management system?
(Select all that apply)

20 responses

Loncerns about security and pri... 18 (90%)
Difficulty in setting up and using...

Cost of the password manager
rustissues with the software p...
Fear of losing access to all pas...

Preference for traditional metho...

ack of awareness or understan...

20

Figure 3.6 Challenges and Concerns Preventing Adoption of Password Management Systems

Note. The figure highlights various factors that may influence the decision to adopt a password
management system. These considerations reflect perceptions surrounding usability, reliability, and
security, which can impact user confidence in such tools.

Figure 3.6 illustrates the challenges and concerns that might prevent respondents from
using a password management system. The most significant barriers include concerns about
security and privacy, with 90% of respondents highlighting this issue, followed by the fear of
losing access to all passwords if the system fails (65%). Other concerns, such as the difficulty
in setting up the system and cost, were also noted by a substantial portion of respondents. This

indicates that while respondents recognize the benefits of password management systems,

security concerns and system reliability are major deterrents to adoption.

In conclusion, the survey results indicate that respondents are highly concerned about
the security and management of their passwords, with a significant number expressing
challenges such as remembering passwords and creating strong ones. While a majority show
preference for digital password managers, highlighting their convenience and security features,

many still face concerns regarding security, privacy, and the potential risks of relying on such
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systems. Despite these challenges, the majority of respondents believe that password
management systems can enhance both password security and convenience, especially with
features like multi-factor authentication, recovery keys, as well as backup and restore functions.
The concerns surrounding security, privacy, and system reliability are key factors influencing
the willingness to adopt these systems. Overall, the findings suggest that there is a strong
demand for password management solutions, but further efforts are needed to address the trust

issues and barriers preventing their widespread use.

3.2.2 Software Requirement Specification

This project will be designed and developed using a variety of software tools to ensure
the system operates efficiently and responds well. The software tools and technologies used are
outlined in Table 3.1.

Table 3.1 List of Software

Software Description

1) Visual Studio Code Used for coding and designing the system.

2) Programming Languages Used to create the system's interface and manage

- Python, SQL data.

3) Web Browser Used to search for online resources and reference
materials.

4) Microsoft Office Used for documentation and report preparation.

Note. This table presents the essential software tools utilized throughout the development process. Each
software serves a specific role, ranging from coding and interface design to data management, research,
and documentation, contributing to the overall efficiency and organization of the project.

3.2.3 Hardware Requirement Specification

The hardware used to develop the proposed system is outlined in Table 3.2. This setup
ensures that the system can run all necessary software and provide the performance required

for development.
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Table 3.2 List of Hardware

Hardware Description
e MSI GF63 Thin 9SCXR Used for developing the system.
(Windows 11Laptop)
e Specification:
v" Intel Core i7 9750H 2.60GHz
v' 16GB RAM
v 1TB SSD

Note. This table outlines the hardware utilized for system development. The listed laptop, equipped with
a high-performance processor, ample memory, and large storage, provided the necessary computing
power to support coding, testing, and overall project execution efficiently.

3.3 System Design

In this phase, the gathered requirements are analyzed, and the system design is created
to ensure secure password storage and retrieval. The design follows a systematic approach that
includes the conceptual design, which covers key diagrams such as the use case diagram,
sequence diagram, class diagram, and flowchart, and the actual design, which describes the user
interface design for ease of use. The design prioritizes security, efficiency, and usability to meet

the system's objectives.

3.3.1 Use Case Diagram

The use case diagram is used to clearly define and understand how users will interact
with the system. It helps outline the key functions of the proposed password management
system prototype, ensuring that the design meets user needs and expectations. By mapping out
the different tasks a user can perform, the diagram offers a clear overview of the system's

capabilities and user interactions.
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Figure 3.7 Use Case Diagram of Password Management System

Note. This figure outlines the key interactions within the Password Management System, depicting user
actions and system functionalities.

Figure 3.7 presents the Use Case Diagram for the prototype, illustrating the interactions
between the "User" and the "Password Management System." The user can perform key
functions such as registering, logging in, and managing passwords (adding, editing, or deleting).
Additional actions include generating new passwords, testing password strength, and checking
if a password has been breached. Users can also view password health status and configure

system settings such as multi-factor authentication (MFA), alerts, and backup and restore
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options. The system, in turn, is responsible for handling critical backend processes including

encrypting, decrypting, securely storing passwords, and managing user configurations.

3.3.2 Sequence Diagram

The sequence diagram is an essential tool for conceptual design as it visualizes the step-
by-step interactions between the user and the system, ensuring the process flow is logical and
meets the intended requirements. By outlining the sequential order of operations for various
tasks, it helps identify potential issues, clarifies the system's behavior, and ensures all
functionalities are implemented correctly. For the password management prototype, the
sequence diagrams provide a detailed view of core processes, including registration, login,
password management, and other key features. Each diagram, illustrated in Figures 3.8 to 3.14,

focuses on a specific function, ensuring clarity and alignment with user expectations.

Registration

Password Managment

System Database

Uzer

1. Enter username, email
and master password

Y

2.1: Hash master passward

A J

2.2 Create database and
store user details

Y

2. Confirm database creation

o
-

4. Registration Successful

A

Figure 3.8 Sequence Diagram for Registration Process

Note. This sequence diagram illustrates the registration flow, highlighting interactions between the user,
system, and database. It outlines key steps, including password hashing and data storage, ensuring secure
account creation.
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Figure 3.8 shows the sequence diagram for the registration process, where the user
initializes the system by creating a master password. The user enters the master password,
which is hashed by the system using PBKDF?2. The hashed password is used to securely create
and encrypt an SQLite database, ensuring safe storage for future entries. Once the database is
created, the system confirms the setup by displaying "Registration Successful." This sequence

ensures secure initialization of the password management system.

Login

Password Managment

e System

Database

1: Enter master password

[
»

2. Retrieve stored master passwoard hash

-
»

3 Compare input passward
with stored hash

alt

[if password matches] | .
! 4: Login Successful 5

5: Login Failed

Figure 3.9 Sequence Diagram for Login Process

Note. This sequence diagram illustrates the login process, showing interactions between the user, system,
and database. It details how the system retrieves and verifies the stored password hash before granting
or denying access based on the input match.

Figure 3.9 illustrates the sequence diagram for the login process, detailing how the

system verifies the user's credentials. The user submits their master password, and the system
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retrieves the hashed password from the SQLite database. The system compares the submitted
password with the stored hash. If they match, the user is granted access with a "Login
Successful" message. If not, a "Login Failed" message is displayed. This sequence ensures

secure and reliable authentication for accessing the system.

Manage Passwords (Add/EditDelete)

Password Managment
System

User Databasze

1: Belect action (AddiEditDelete) [ i
* | 2: Process action based on selection (Add/EditDelete)

-
>

alt
) 3 Save new password details
[if add]
[elze if edif] 4: Update password details
[elze if delete] A Remaove passwoard recard

6 Datahase confirms operation

A

: T Motify user of success
'Passwoard AddedfUpdatediDeletad”

x

Figure 3.10 Sequence Diagram for Manage Passwords (Add/Edit/Delete) Process

Note. This sequence diagram illustrates the process of managing passwords (Add/Edit/Delete) in the
password management system. It depicts how the user selects an action, the system processes the request,

and the database performs the corresponding operation. The system then notifies the user of the
successful completion of the action.
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Figure 3.10 depicts the sequence diagram for managing passwords, which includes adding,

editing, and deleting password to enable efficient and secure management of stored credentials:

e Add a Password: The user inputs details such as username, password, and platform.
The system stores these details in the SQLite database and confirms the addition with a
"Password Added" message.

o Edit a Password: The user selects an existing entry, and the system retrieves the current
details. After the user provides updates, the system saves the changes and confirms them
with a "Password Updated" message.

e Delete a Password: The user selects an entry to delete, and the system removes the

record from the database, confirming the deletion with a "Password Deleted" message.

Yiewy Password Health

Fassword Managment

System Datahase

Lzer

1. Reqguest password health check

> 2. Retrieve all stored passwords

L J

3 Anahze passwoards for
strength, reuse, orweak patterns

A

4: Display passward health repart

[

Figure 3.11 Sequence Diagram for View Password Health Process

Note. This sequence diagram illustrates the process of viewing password health in the password
management system. It details how the user requests a password health check, the system retrieves stored
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passwords from the database, and then analyzes them for strength, reuse, or weak patterns. Finally, the
system generates and displays a password health report to the user.

Figure 3.11 shows the sequence diagram for viewing password health, allowing the user
to assess the strength of their stored passwords. The user initiates a password health check,
prompting the system to retrieve all stored passwords from the SQLite database. The system
analyzes the passwords for strength, reuse, or weak patterns and displays a detailed password

health report. This sequence helps users maintain strong and secure passwords.

Generate Password

Fassword Managment

User System

1: Request password generatiaon

L.
Ea

2 Generate strong passward
rapph rules for length, complexity, etc)

F

3 Display generated passward

'y

Figure 3.12 Sequence Diagram for Generate Password Process

Note. This sequence diagram illustrates the process of generating a password in the password
management system. The user initiates the process by requesting password generation. The system then
applies predefined rules for length, complexity, and randomness to generate a strong password. Finally,
the generated password is displayed to the user.

Figure 3.12 illustrates the sequence diagram for the password generation process. The

user requests a new password, and the system generates a strong password based on predefined
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rules such as length and complexity. The generated password is displayed to the user. This

feature helps users adopt better password practices by generating secure passwords.

Configure Settinas {Set up MFAwith OTF)
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4
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'
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Figure 3.13 Sequence Diagram for Configure Setting (MFA with OTP) Process
Note. This sequence diagram represents the interactions between the user, the password management
system, and an OTP application. It highlights the communication flow required to establish an additional
security layer, ensuring enhanced authentication measures. The diagram also includes conditional
outcomes based on verification results.
Figure 3.13 shows the sequence diagram for setting up Multi-Factor Authentication (MFA)
using a One-Time Password (OTP) which provides an additional layer of security. This process

involves interactions between the user, the password management system, and the OTP

application:

e The user enables the MFA option in the system settings.
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e The system generates an OTP request and prompts the user to retrieve the OTP from
their designated OTP application.

e The user enters the OTP into the system.

e The password management system verifies the OTP:

o Ifthe OTP is valid, the system confirms the setup of MFA with a success message.

If the OTP is invalid, the system notifies the user that the setup has failed.

Configure Other Settings

Fassword Managment

s System

Database

1: Select setting to configure ! 1
(8.0, recovery keys, 1 .
auto-logout, ete)

h 4

2: Update configuration in database

[
-

3 Confirm update

4 Display "Settings Updated.”

Figure 3.14 Sequence Diagram for Configure Other Settings Process

Note. This sequence diagram illustrates the interaction between the user, the password management
system, and the database. It represents the steps involved in modifying system preferences, ensuring that
user-defined configurations are updated and stored successfully. The diagram highlights the
communication flow and confirmation mechanisms for maintaining system settings.

Figure 3.14 illustrates the sequence diagram for configuring other system settings, such as
recovery keys, auto-logout, and clipboard timers which ensures that the system can be tailored

to the user's preferences, enhancing usability and convenience while maintaining security:
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e The user selects the setting they want to configure from the options available in the
password management system.

e The system updates the chosen configuration in the SQLite database.

e The database confirms the update to the password management system.

e The password management system notifies the user that the settings have been

successfully updated with a "Settings Updated" message.

3.3.3 Class Diagram

A class diagram is used for the conceptual design of the password management
prototype to define the structure of the system and establish relationships between its
components. It provides a clear, visual representation of the system's core classes—such as User,
Password, Settings, and OTP—along with their attributes, methods, and associations. By
organizing the system into logical components with well-defined relationships, the class
diagram helps ensure consistency in design, supports modular development, and facilitates the
understanding of system functionality. The diagram highlights key functionalities like password
management, settings configuration, and multi-factor authentication, aiding in planning,
implementation, and communication of the system's conceptual design. Figure 3.15 shows the

class diagram for the prototype.
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Note. This class diagram illustrates the structure and relationships between key components in the
password management system. It defines how users interact with stored passwords, system settings, and
MFA. The diagram highlights entity attributes and functions, emphasizing secure password storage,
user-defined configurations, and verification mechanisms to enhance security and usability.

User

- Usernatme: String
- email: String

- hashedPassword: String

Password

+ register()
+ loging

Settings

- glertEnabled; Boolean

- autoLogout: Boolean

- cliphoardTimeout: Integer
- mfaEnabled: Boolean

- recoverykeys: String

+ UpdateSettings(
+ enableMFAD
+ yverifyQTR(

- passward| D Integer

- platformblame: String

- platformUser: String

- encryptedPassword: String
- platfarmURL: String

- platformiote: String

- platformLabel: String

- createdAt; DateTime

- updatedat: DateTime

+ addFassword()

+ editF assword)

+ deletePasswoardi)

+ generatePassword()

+ anahzePasswordHealth()

oTP

- setupkey: String
- lastVerifiedOTP: String
- createdAt DateTime

+ enableMFAD
+ yerifyOTR

Figure 3.15 Class Diagram

From Figure 3.15, the relationships between the classes are as follows:

User and Password: A 1-to-many relationship, where one user can have multiple

stored passwords. This indicates that a user can manage several passwords securely

within the system.

User and Settings: A 1-to-1 relationship, where each user has a unique settings profile.

This profile includes configurations like auto-logout, clipboard timeout, and MFA status.
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e Settings and OTP: A 1-to-1 relationship, where the settings for each user are linked to
an OTP setup. This supports MFA functionality by associating the settings directly with

OTP operations such as enabling MFA and verifying OTP codes.

These relationships help define the interactions between the system's components and

contribute to a well-organized design.

3.3.4 Flowchart

A flowchart is used for the conceptual design of this password management prototype
to visually represent the sequence of steps involved in securely storing and retrieving passwords.
It provides a clear and structured outline of how the system works, making it easier to
understand the flow of data and the operations involved in encryption and decryption. The
flowchart ensures that all security measures, such as AES-GCM encryption and PBKDF2 key

derivation, are applied correctly and sequentially, minimizing the risk of exposing sensitive data.
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Figure 3.16 Flowchart of How Passwords are Securely Stored and Retrieved

Note. This flowchart illustrates the process of securely storing and retrieving passwords in the password
management system. It outlines the encryption and decryption mechanisms using AES-GCM, ensuring
both data confidentiality and integrity.

Figure 3.16 shows the flowchart of how passwords are securely stored and retrieved
using AES-GCM and PBKDF2. When a user sets up or logs in with their master password, the
system first generates or retrieves a 16-byte random salt stored in the database. This salt,
combined with the master password, is processed through PBKDF2 using SHA-256 and
100,000 iterations to derive a 256-bit master key, which strengthens the password against brute-
force and rainbow-table attacks. The derived key and salt are then Base64-encoded and stored.
During authentication, the system re-derives the key from the entered password and compares

it with the stored key; a match grants access to the master key.
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When adding a new password, the system uses AES-GCM encryption: the password is
encrypted using the derived master key and a unique 12-byte initialization vector (IV),
producing a ciphertext and a 16-byte authentication tag to ensure data integrity. These

components—ciphertext, IV, and tag—are then Base64-encoded and stored in the database.

When the user views a stored password, the system performs decryption using AES-
GCM: it retrieves the encrypted data, verifies the tag's authenticity, and decrypts the ciphertext

using the master key and the original I'V.

By combining PBKDF2’s key-strengthening capabilities with AES-GCM’s
confidentiality and integrity guarantees—alongside unique salts and IVs to prevent ciphertext
reuse—the system ensures that even if the database is compromised, attackers cannot feasibly

decrypt the data without the correct master password.

3.3.5 User Interface Design

The user interface design of the Password Management System prototype, shown in
Figures 3.17 to 3.21, includes various menus and forms to ensure ease of use while providing a

secure and comprehensive experience for managing passwords.
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Figure 3.17 Main Menu for Password Management System Prototype

Note. This figure shows the main menu of the Password Management System prototype, featuring a
structured table for managing stored credentials with options to edit or add entries.

Figure 3.17 illustrates the main menu of the Password Management System, acting as
the primary interface for users. This menu includes essential navigation options such as the
Home button, links to Password Health and Settings, and an Add button for creating new
password entries. Below these elements, a table presents existing password entries, showcasing
details like the platform, label, username, password, URL, notes, date added, and date modified,

with an Edit button available for each entry.
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Platform Name: ( D)
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Username: C )

Password: ( ) 7) @
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@TED | cancel

Figure 3.18 Add New Entry Form

Note. This figure displays the "Add New Entry" form in the Password Management System prototype,
enabling users to securely store credentials with features like password strength indication, generation,
and visibility toggle.

As shown in Figure 3.18, the Add New Entry Form provides users with the interface to
input new passwords. The form contains fields for the platform, a dropdown to select the label,
username, password (with a show/hide option and password strength indicator), a generate

password button, as well as URL and notes fields. The user can finalize the entry by selecting

OK, cancel the operation with the Cancel button, or exit the form using the Close button.
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Figure 3.19 Edit Entry Form

Note. This figure illustrates the edit entry form in the Password Management System, allowing users to
modify stored credentials while maintaining security and accessibility.

Figure 3.19 depicts the Edit Password Form, which is used to modify existing passwords.
Similar to the Add Password Form, it comes pre-filled with the current password information,
allowing the user to update the platform, label, username, password, and other details. The user

can either save the changes by clicking OK or cancel them using the Cancel button.
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Figure 3.20 Password Health Checker Menu

Note. This figure illustrates the Password Health Checker menu, which helps users identify and manage
duplicate, weak, or outdated passwords to enhance account security.

As represented in Figure 3.20, the Password Health Checker Menu allows users to
review the status of their passwords. This menu highlights any duplicated, weak, or old
passwords, presenting a visual summary of potential issues. Users can then select any problem
password to take corrective action, such as updating or replacing outdated or vulnerable

passwords.
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Figure 3.21 Settings Menu

Note. This figure displays the Settings Menu, where users can configure various security features such
as MFA, alerts, recovery keys, backup and restore, autologout, and clipboard timer to enhance account
protection and usability.

Figure 3.21 displays the Settings Menu, where users can adjust various system
configurations. The options include enabling Multi-Factor Authentication (MFA), adjusting
auto-logout preferences, and managing backup and other settings. This menu provides users

with the flexibility to tailor their password management experience, enhancing both security

and usability.

3.4 Summary

In summary, this chapter has provided a detailed explanation of the methodology used,
which serves as the foundation for developing the proposed Password Management System

Prototype. It also highlighted the process of gathering requirements, ensuring a comprehensive
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understanding of what is needed to build the prototype effectively. The purpose of collecting
and analyzing this information is to ensure that all necessary requirements for developing the
system are identified and addressed. The output of this chapter serves as a reference for the next
phase of the Waterfall Model, which is the implementation phase. By identifying the target users
and understanding their needs, the development of the prototype can be guided in the right
direction. The system requirements and system design phases within the Waterfall methodology
form the structural backbone for analyzing and developing the system. Key diagrams, including
the use case diagram, sequence diagram, and class diagram, were created to provide a clear and
detailed representation of the system's functionality, workflow, and structure. These diagrams
collectively help visualize the interactions between users and the system, the flow of processes,
and the relationships between different components. Additionally, the proposed software and
hardware requirements outlined in this chapter will serve as valuable references during the

development phase.
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CHAPTER 4: IMPLEMENTATION

4.1 Overview

This chapter presents Phase 3 of the Waterfall methodology: Implementation of the
Offline Password Management System developed using Python. It highlights the system's
architecture, tools used, encryption mechanisms, password security estimations, real-world
attack simulations, and user interface. The focus is to demonstrate how theoretical designs from
Chapter 3 are translated into a secure, functioning desktop application capable of encrypting,

storing, and analyzing passwords offline.

4.2 Implementation of the Password Management System

This section outlines the implementation process of the Password Management System,
covering hardware specifications, Integrated Development Environment (IDE), database setup,

library installation, and the key coding involved in the development.

4.2.1 Hardware Specification

The system was developed using a laptop with the following specifications:

Processor: Intel Core 17 9750H 2.60GHz (6 cores, 12 threads)

e RAM: 16GB DDR4

e Storage: 1'TB SSD

e Operating System: Windows 11

e Graphics: NVIDIA GeForce GTX 1650 With Max-Q Design

o Display: 15.6-inch Full HD (1920 x 1080)
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These hardware specifications ensured smooth execution of the system during the
development phase. The laptop’s robust performance allowed for efficient development and
testing, with sufficient memory and storage for handling various tasks, including database

management, GUI development, and cryptographic operations.

4.2.2 Integrated Development Environment (IDE)

d_Manager

@ EXPLORER
v OPEN EDITORS 0 >
X B op Py def initial setup():
~ FYP_PASSWORD_MANAGER
def on_create():
message window.destroy()

root = tk.Tk()
root.withdraw( )

message_window = tk.Toplevel()

message window.title("Welcome to Password Manager!")
message_window.geometry("450x258" )

message window.configure(bg=M"+fofofo")

PROELEMS (50 OUTPUT  TERMINAL ~ PORTS - b Pythen +~ [0 G - -~

PS C:\Usersiuseri\DownloadsiShared FolderyFyP_Password Manager> & C:/U
sers/user/appData/Local/Programs/Python/Python311/python. exe

Figure 4.1 Visual Studio Code Interface for System Development

Note. This figure displays the Visual Studio Code (VS Code) interface used for developing the Password
Management System, showcasing the code editor, integrated terminal, and Python extension for
enhanced coding, linting, and auto-completion.

The system was implemented using Visual Studio Code, a popular, lightweight code editor
by Microsoft. VS Code offers various features like integrated debugging, syntax highlighting
and an extensive extension marketplace, which greatly facilitated the development process.
Figure 4.1 shows the interface of VS Code, where the source code for the password management

system was written and executed. The Python extension was installed to enhance the IDE with
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features like code linting, auto-completion, and environment management. Here are the steps

required to set up and use VS Code for developing the Password Management System:

1. Download and install VS Code:

e Visit the official website: https://code.visualstudio.com/Download

e Download the installer for your operating system and follow the installation

instructions.

2. Install the Python extension:

e Open VS Code and go to the Extensions view by clicking on the Extensions

icon in the Activity Bar on the side of the window.

e Search for the Python extension in the marketplace and click Install.

e This extension provides features like syntax highlighting, IntelliSense (auto-

completion), and Python-specific debugging tools.

e Figure 4.2 below shows how the Python extension appears in the VS Code

marketplace.
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Figure 4.2 Python Extension in the VS Code Marketplace

Note. This figure shows how the Python extension appears in the VS Code marketplace, where users
can install it to enable features such as code linting, auto-completion, and environment management for

Python development.

3. Install required libraries:

e Install the necessary Python libraries for the project, such as cryptography,
pyotp, pyperclip, etc., by running the following command in the VS Code

terminal;

pip install library name

Once these steps are completed, your VS Code environment will be fully set up for developing
and testing the Password Management System. The combination of Python and VS Code

ensures a productive and efficient development process.
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4.2.3 Database Setup
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Figure 4 3 “passwords.db” File in DB Browser for SQLite

Note. This figure shows the “passwords.db” file opened in DB Browser for SQLite, a graphical tool for
inspecting and managing encrypted SQLite databases.

Figure 4.3 shows the “passwords.db” file opened and viewed in DB Browser for SQLite!!,
a graphical interface for inspecting and managing SQLite databases. The database stores
encrypted passwords, user settings, and other related data. The system uses SQLite as the
database to store all password entries and configuration data. SQLite was chosen for its
lightweight nature, as it does not require an external server, simplifying the setup and
management. The database file is named “passwords.db”, and it is created automatically during
the first launch of the system. To enhance security, the database is encrypted using the

pysqlitecipher library with SHA-512, which safeguards the contents and can only be accessed

" DB Browser for SQLite. sqlitebrowser.org. Available at: https://sqlitebrowser.org/
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using pysqlitecipher specific commands instead of SQLite3. Detailed instructions on using

112

pysqlitecipher can be found at this tutorial'~. Here are the steps required to set up DB Browser

and pysqlitecipher for developing the Password Management System:
1. Download and install DB Browser for SQLite:

e Visit the official website: https://sqglitebrowser.org/

e Download the installer for your operating system and follow the installation

instructions.

e This tool allows users to easily view, edit, and manage SQLite databases,

including the “passwords.db” file.

2. Install pysqlitecipher:

e Instead of using the built-in sqlite3 module, the system uses pysqlitecipher for
database encryption. Install it using pip in VS Code terminal by running the

following command:

pip install pysqlitecipher==0.11

3. Access the encrypted database:

e After installing pysqlitecipher, you can use the following commands to initialize

and interact with the encrypted database:

2 Encrypting SQLite Database in Python Using pysqlitecipher Module. Medium. Available at:

https://medium.com/@harshnative/encrypting-sqlite-database-in-python-using-pysqlitecipher-module-

23b80129fda0

72


https://sqlitebrowser.org/
https://medium.com/@harshnative/encrypting-sqlite-database-in-python-using-pysqlitecipher-module-23b80129fda0
https://medium.com/@harshnative/encrypting-sqlite-database-in-python-using-pysqlitecipher-module-23b80129fda0

Step 1 — Initialize object:

from pysqlitecipher import sqlitewrapper

# Define schema for the new table
colList =[
["platform", "TEXT"],

["username", "TEXT"],

["password", "TEXT"]

# Create the table in the database

obj.createTable(tableName="password_entries", colList=colList, makeSecure=True,
commit=True)

Step 2 — Create Table:

To create a table in the encrypted database, you can use the createTable() method:
e Parameters:

o tableName: The name of the table you want to create (e.g.,
"password_entries").

o colList: The schema for the table in the form of a list of column names and
their corresponding data types.

= Example: ["platform", "TEXT"], ["username", "TEXT"], etc.
o makeSecure: Set to “True” if you want to encrypt the data stored in this

table.
o commit: Set to “True” to commit the changes to the database.

Step 3 — Use encrypted database:
Once the table is created, you can continue using the database by performing other database
operations, such as inserting, updating, and retrieving encrypted data, all while ensuring the

data is protected by encryption.
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For more detailed information on how to use pysqlitecipher, refer to this tutorial'?. Once these
steps are completed, your system will be ready to use an encrypted SQLite database for securely

storing and managing passwords.

4.2.4 Library Installation

Several essential Python libraries were used to implement the features of the system. These
libraries include tools for encryption, clipboard management, GUI enhancements, and

notifications. Below are the key libraries used:

cryptography — for AES encryptions and PBKDF2 key derivation function

e pyotp — for one-time password (OTP) generation

e pyperclip — for managing clipboard operations

e Pillow — for handling image files

e qrcode — for generating QR codes

o windows_toasts — for displaying desktop alert notifications

e pywin32 — for accessing Windows-specific features (e.g., clipboard, registry)

These libraries were installed via the VS Code terminal using the following command:

pip install library name

4.2.5 Coding

The core functionality of the system revolves around encrypting and securely storing
passwords, as well as providing an intuitive graphical user interface (GUI). Below are the key

processes involved, along with corresponding code snippets for each critical function:
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4.2.5.1 Obfuscating Database Password

The database password for the encrypted SQLite database is embedded and obfuscated

in the program to ensure it’s not easily accessible.

sformations™""

for 1 in ran

key.appendichr( (wal %

return ' .join(key)

diencoded: bytes

get_db_r
""MRetrieve pa

encoded =

temp = decode_|
final = decode p

return final

Figure 4.4 Code Snippet for Obfuscation of the Database Password

Note. This figure shows the code snippet for obfuscating the database password, using a dynamically
generated key and XOR decoding to secure the password.

Figure 4.4 shows the code snippet for the obfuscation of the database password. The
password for the encrypted SQLite database is embedded in the program and obfuscated to

make it difficult to access. The process involves using a dynamic key generation technique
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where a seed value (key seed) is transformed through a series of mathematical operations in
the transform_key() function, using bitwise XOR, shifts, and other transformations. The
generated key is then used in the decode password() function to XOR decode the encoded
password. The get db password() function retrieves the database password after multiple
decoding passes, ensuring the password is securely obfuscated. To customize this, you can
generate your own random byte sequence for the “encoded” variable by using tools like
Browserling's Random Bytes', then represent it in the format “\x..\x..” For the “key seed”
variable, you can convert any text or string into hexadecimal using the ASCII to Hex
Converter'* and input it in the format “0x...”. to generate a unique key. This method ensures
the password is obfuscated and not easily retrievable without the correct key and

transformations.
4.2.5.2 Master Password Setup and Verification

During user login, the system prompts for a master password, which is securely stored
in the database using PBKDF2 key derivation. The derived key is then used to encrypt and

decrypt password entries with AES encryption (AES-128/192/256).

' Random Bytes Generator. Browserling. Available at: https://www.browserling.com/tools/random-

bytes

14 ASCII to Hex Converter. RapidTables. Available at:

https://www.rapidtables.com/convert/number/ascii-to-hex.html
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'd using FBKDF2."™"

sqlite_
sh and store the master p iord using sqlitewrapper™""

salt
key

result = sqlite obj.getDataFromTable ("master | onwversionError= , omitID=

if result[1]:

for row in result
i alue 5
sqlite obj.deleteDatalnTable ("master p: ord™, 1d walue, commit= , updateld=

, commit=

sqlite obj.insertIntoTable("master p ~d", [hashed_p:

Figure 4.5 Master Password Setup and Key Derivation

Note. This figure demonstrates how the master password is used to generate a 256-bit key with PBKDF2
and a 16-byte salt.

Figure 4.5 shows the code snippet for setting up the master password and deriving a key
using the PBKDEF2 algorithm. The process begins when the user sets the master password,
which is used to generate a salt and derive a key using PBKDF2. Specifically, the salt is 16
bytes long (128 bits), and a 256-bit key is generated. The PBKDF2 key derivation function is
configured to run for 100,000 iterations to increase computational complexity, making brute-
force attacks more difficult. The derived key and salt are then base64-encoded and securely

stored in the database. The function store_master password() manages this process by storing
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the salt and derived key (not the master password itself) to ensure the security of the system.

This derived key is used for encrypting and decrypting password entries.

o d{entered_p
the entered maste is correct and return the kew.™""
ite obj

result = sqlite_cbj.getDataFromTable ("master ~d", ralseConwversicnError= , omitID=

if result[1]:
return

stored_hashed_password = result[1][@][1]

return

Figure 4.6 Verifying Master Password during Login

Note. This figure illustrates how the verify master password() function verifies the entered password
by comparing the derived key with the stored key using PBKDF2.

Figure 4.6 shows the code snippet for verifying the master password during login. When
the user enters their master password, the system retrieves the stored hashed password from the
database. The salt is extracted from the stored value, and the entered password is used to derive
a new key using the same PBKDF2 process. If the derived key matches the stored key, the user
is authenticated, and the derived key is returned for further use in encryption and decryption.

The function verify _master password() handles this verification process.
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4.2.5.3 Password Encryption and Decryption

The key derived from the master password is used for AES encryption and decryption

of password entries to ensure secure storage.

y[:16]), modes .GCM(iv), backend=default_backend()’
12417, modes . GCM

finalize()

ted_text, key,

6ddecode (e

[ 16]%, modes.GCM{iv, tag), backend=default_backend())

rorithms . AES (kew[:24]), modes .GCM{iv, tag), backend=defsult_backend

ro= L (key), modes.GCMiiv, tag), backend=default_backend())

hertext) + decryptor.finaliz

return

Figure 4.7 Password Encryption and Decryption Using AES

Note. This figure depicts how the encrypt_things() function encrypts the password using AES in GCM
mode and the derived key, while decrypt things() reverses the process for decryption.

Figure 4.7 shows the process of password encryption and decryption using AES
encryption. The function encrypt_things() encrypts the password using AES in GCM mode,
based on the selected AES bit size (128, 192, or 256 bits). It generates a random 12-byte
initialization vector (IV) and uses the key derived from the master password. The encrypted
password is then combined with the IV and the authentication tag, and the result is base64-

encoded. To decrypt the password, the decrypt things() function is used, which reverses the
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encryption process by extracting the IV, tag, and ciphertext, then decrypting it with the AES

key.
4.2.5.4 Recovery Keys
Recovery keys are generated during account setup and stored securely. These keys are

used to verify the user's identity if they forget their master password during login.

ore their hashes in the database."""

require_mas
return

verified

ii_upperc: i igdi . i _ in range{1@]
ncode
result = sqlite obj.getDataFromTable("recovery rsionError= , omitID=

if result[1]:
for 1

print

B FECOVErY

widget 1
widget.des

copy_all_button = tk.Button(

Generated", "New recovery 1ave been successfully generated.”)

Figure 4.8 Generating Recovery Keys

Note. This figure shows the generate recovery keys() function, which creates 10 random recovery keys,
hashes them with SHA-256, and stores the hashed keys in the database.
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Figure 4.8 shows the code snippet for generating 10 recovery keys during account setup.
The function generate recovery keys() creates random recovery keys, hashes them using SHA -
256, and stores the hashed keys in the database. If recovery keys already exist, they are updated
with the new hashes. The generated keys are displayed to the user, and a button is provided to

copy all keys.

get_recow
sgqlite obj
"""Retriewe the hashed recowvery keys from the database.

j.getDataFromTable(
- & H
versionError=
omitID=

if result[1]:
hed_recovery keys = [row[l] for row in result[1]]

except Exception as e:
print (f*Error fetching recowvery keys: |
return []

entered key hash = hashlib.sha ( ed_k chexdigesti()
return entered_key hash

Figure 4.9 Verifying Recovery Key During Login

Note. This figure shows how the get recovery keys() function retrieves hashed recovery keys and
verify recovery key() checks if the entered key matches the stored key to proceed with login.

Figure 4.9 shows the code snippet for verifying a recovery key during login. The

get recovery keys() function retrieves the stored hashed recovery keys from the database and
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verify recovery key() compares the entered recovery key with the stored hashed keys. If a

match is found, the login process proceeds, allowing the user to access the system.

4.2.5.5 Multi-Factor Authentication (MFA)

The system implements MFA using One Time Password (OTP). The OTP setup key is

encrypted with the master password-derived key, and during login, it is verified to ensure the

integrity of the MFA process.

totp

gr_code = groode.ma sioning_uri("", issuer_name="Password Manage

qr_code = gr_code.resiz

tk.Label{settings_frame, text="Use an authenticator a

elvetica’ wraplength=58@, jus

(settings_frame, text="Enter the OTP code from your authenticator

etica",

totp = p [
if totp. ente _otp):
_secret = e

owerror{"Error", "OTP werification failed. MFA settings

or enter the setup kewy.",

app:

Figure 4.10 Generating OTP and Displaying QR Code

82



Note. This figure illustrates how the show qr _and otp() function generates a secret key, creates a QR
code for MFA setup, and encrypts the OTP setup key using the key derived from the master password
as shown in Figure 4.5.

Figure 4.10 presents the code snippet for generating a One-Time Password (OTP) when
the MFA option is enabled in the Settings Page of the system. The function show qr and otp()
generates a secret key using pyotp, creates a QR code for the user to scan with an authenticator
app, and displays the setup key along with the QR code. The OTP setup key is encrypted using
the key derived from the master password as shown in Figure 4.5. The user is then prompted to

enter the generated OTP, which is verified before saving the MFA settings securely.

ret )

ncrypted_otp_secret, kew

nwalid OTP", "Incorrect OTP code. Try again.")

r_window{window,
idth = windo

{position_top}')

otp_wi

otp_wi

otp_windo

otp_window.iconbitmap({default=". /Images /logo.ico")
center_window(otp_window, 48@, 25@)

tk.Label({otp_window, text="Enter the OTF code:", bg=E"#F@rara", font={"&rial",

otp_en _window, font=("&rial", 14), jus y="center")
otp_entry. pack(pad

submit_button = tk.EB _window, text="Werify", command=submit_otp, fo izl", 12}, b " AFS@", fE="white"}
submit_button. p:

otp_window.bind{'<Return:>', on_enter)

otp_windo
otp_wi ()
otp_windo % : otp_entry.focu

otp_window.wait_w
return otp_window.

Figure 4.11 Verifying OTP During Login
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Note. This figure demonstrates how the verify otp() function decrypts the stored OTP secret and verifies
the entered OTP using pyotp.

Figure 4.11 shows the code snippet for verifying the OTP during login. The function
verify otp() decrypts the stored OTP secret, which was encrypted using the key derived from
the master password, then compares the entered OTP with the generated OTP using pyotp. If
the OTP is correct, the user is authenticated; otherwise, an error message is displayed,

prompting the user to try again.

4.2.5.6 Password Generation

The system includes a built-in password generator, which creates secure passwords
based on user-defined criteria (e.g., length, complexity). The code snippet for generating a
secure password can be found at Appendix B below. It is implemented using the
generate password() function, which creates a password based on user-defined criteria such as
length and character complexity. The generate now() function retrieves the password criteria
from the database, including options for including uppercase letters, lowercase letters, digits,
special characters, and other specific symbols. It builds a character set by including the
appropriate characters based on the user’s criteria (e.g., string.ascii_uppercase, string.digits,
string.punctuation, and more). The password is then generated by randomly selecting characters
from this set. If the generated password meets the strength criteria (labeled as "Strong" by the
check password strength() function), it is inserted into the user interface; otherwise, the system

prompts the user to adjust the criteria.

4.2.5.7 Password Breach Check

Using the Pwned Passwords API", the system checks if the password has been exposed

in any known data breaches, helping users choose a safer password.
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prefi
api_url

has been seen {count} times in breaches. You should change it.", int{count),

return "8 Good news — this ord has not been found in any known data breaches.", B
else:
return £' i API Erro 5 code | nse.status_code}",
except reques nceptio eption
return £ 4k N
except Exception as
return

Figure 4.12 Password Breach Check

Note. This figure demonstrates how the check pwned password() function checks if a password has
been exposed in data breaches using the Pwned Passwords API', alerting users if the password is
compromised.

Figure 4.12 demonstrates how the check pwned password() function checks if a
password has been exposed in known data breaches using the Pwned Passwords API'. The
function hashes the password with SHA-1, retrieves the hashed prefix from the API, and checks
if the password’s hash suffix matches any records. If a match is found, the user is alerted with

the number of breaches; otherwise, a success message is displayed. This helps users choose

safer passwords by checking them against public breach databases.

4.2.5.8 Password Strength Testing

The system evaluates password strength by simulating four types of attacks: password
brute force, AES brute force, dictionary, and rainbow table attacks, estimating the time required
to crack them and comparing it to the actual attack crack time, providing users with a transparent

way to assess the strength of their password against real-world attacks.

85



4.2.5.8.1 Estimated Time to Crack for Four Attacks

The code snippet for estimating the time required to crack a password using four
different attack methods—password brute force, AES brute force, dictionary attack, and
rainbow table attack—can be found in Appendix C. The estimate crack time() function
calculates the estimated cracking time for each method based on the password's entropy and the
number of guesses per second (guesses per sec), which can either be user-defined or
determined by running a test on the user's device to measure the guess rate, as demonstrated in
Figure 4.13 below. The following outlines the logic for estimating the cracking time for each

attack:

1. Password Brute Force:

o This method estimates the time by calculating the possible combinations of characters
in the password based on the character set size and length. The cracking time is
calculated as the total number of possible combinations divided by the guesses per
second.

2. AES Brute Force:

o For AES brute force, the function calculates the time by taking 2”aes bits (where
aes_bits can be 128, 192, or 256 bits), which represents the number of possible AES
keys, and divides it by the number of guesses per second.

3. Dictionary Attack:

o This method estimates the time by checking the password against a dictionary file. The

function calculates the number of words in the dictionary and estimates the time required

to check each word against the password.
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o The default dictionary list used is sourced from the SecLists Project'?

, specifically from
the /Passwords/ directory.

o If the password is found in the dictionary, the system will return a message with the
estimated time to crack; otherwise, it will indicate that the password was not found.

4. Rainbow Table Attack:

o Inthe case of rainbow table attacks, the function utilizes precomputed hash values stored
in rainbow tables. The estimated cracking time is determined by the password length,
the number of threads, and the base time, which represents the average time derived
from running the rcracki_mt program!'® on passwords of lengths ranging from 1 to 7 on
the laptop specified from Chapter 4.2.1: Hardware Specification, using the MDS5
rainbow tables (mixalpha-numeric-symbol32-space#1-7 schema) from.

o These tables cover all character combinations with lengths from 1 to 7, including
lowercase and uppercase letters (a-z, A-Z), digits (0-9), and special characters
(e.g., '@#$%"&*()_+-=[]{}|;:"",.~<>?/). Due to storage constraints on the laptop used,
only the precomputed MDS5 hash tables (mixalpha-numeric-symbol32-space#1-7) (86
GB) are used.

o The rcracki mt program is stored in the Crack Rainbow Table directory within the
system folder, while the rainbow table data resides in the Rainbow_Table directory.

o The function retrieves the base time for the corresponding password length from the

database, adjusts it based on the number of threads, and calculates the time needed to

1 SecLists Project - Passwords Directory. GitHub. Available at:

https://github.com/danielmiessler/SecLists/tree/master/Passwords

16 rcracki_mt. GitHub. Available at: https://github.com/foreni-packages/rcracki mt
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crack the password. If no estimate is available for the specified password length, an

appropriate message is returned. In case of errors, a database error message is displayed.

4.2.5.8.2 Measuring Guess Rate on User’s Device

run_guess_rate_tes

t_time = datetime.

age_queue. put | ~ate te with random password generated: '{random_password}'")

and threshold: {threshold:,}"}
chun ze
chun [alph i 2 i 1) * ch for 1 in range(thread_count - 1)]

chun ppendi:

brute_forcel
for gu

eue.put (" gl Password cracked: '{''.join{gi}'")

limit:

hread_count, chunk, random_password, test_stop_flag

s rate test stopped by user."}

= time.tim
per_sec
end_time = datetime.no

Figure 4.13 Measuring Guess Rate on User’s Device

Note. This figure illustrates the run_guess rate test() function, which calculates the guess rate (guesses
per second) on the user's device by simulating a brute force attack, and the result is used in Appendix C
to estimate password cracking times for different attack methods.

Figure 4.13 shows the run_guess rate test() function, which measures the guess rate
(guesses per second) on the user's device by simulating a password cracking attack using brute

force. The function generates a random 12-character password using letters, digits, and
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punctuation, then divides the character set into chunks based on the number of threads specified
for parallel processing. Each thread handles a portion of the set and generates all possible

combinations, stopping once the password is found or the guess limit is reached.

The time taken for the test is recorded, and the guess rate is calculated by dividing the
total number of attempts by the time spent. The result is displayed to the user, showing how
many guesses per second the system can handle. This guess rate can then be used in Appendix
C to estimate the time required to crack passwords using different attack methods. This method
allows users to test and customize their device's cracking speed for more accurate predictions

of password vulnerabilities against real-world attacks.
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4.2.5.8.3 Actual Password Brute Force Attack Time
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"% Trying pa ird length: {lengthi")

iin ran

t, password, found_event, attempt_counter, stop_flag, length_status_callback)

Figure 4.14 Actual Password Brute Force Attack Simulation

Note. This figure shows the simulate attack() function, which performs a password brute force attack
by progressively testing combinations from length 1 to the actual password length, using multiple
threads to calculate the time taken to crack the password.

Figure 4.14 demonstrates the code snippet for performing a password brute force attack
using the simulate attack() function. The function simulates the attack by starting with

combinations of characters for password lengths of 1 and continues increasing the length until

it reaches the actual password length and successfully identifies the password. The attack
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utilizes multiple threads for efficient execution and calculates the actual time taken to crack the

password by testing all possible combinations.

4.2.5.8.4 Actual AES Brute Force Attack Time

y length _lengt
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Figure 4.15 Actual AES Brute Force Attack Simulation

Note. This figure shows the AES brute force attack using the simulate attack() function from Figure
4.14, employing multithreading to test various AES keys based on the selected bit size and displaying a
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warning about the impracticality of brute-forcing AES encryption with current technology due to its
computational intensity.

Figure 4.15 demonstrates the code snippet for performing an AES brute force attack on
an encrypted password. The attack continues using the simulate attack() function from Figure
4.14 and utilizes multithreading for efficiency. The function tests various AES keys based on
the selected bit size (128, 192, or 256) and calculates the actual time required to break the
encryption. Due to the computationally intensive nature of AES encryption, a warning will be
displayed, indicating that brute-forcing AES encryption with current computer technology is

virtually impossible because of the immense time it takes.

4.2.5.8.5 Actual Dictionary Attack Time

Appendix D illustrates the code snippet for performing a dictionary attack using the
simulate attack() function. The function attempts to crack the password by comparing it against
entries in a dictionary file, as detailed in Dictionary Attack (Chapter 4.2.5.8.1). It calculates the
actual time taken to find a match by iterating through the dictionary, which contains a list of
common passwords. The function retrieves the dictionary from the specified path, tests each
word, and determines if it matches the target password. If the password is found, the function
reports the time taken to crack it. If the password is not found in the dictionary, the attack will

automatically proceed to a password brute force attack.

4.2.5.8.6 Actual Rainbow Table Attack Time

Appendix E shows the code snippet for performing a rainbow table attack on a password
hash using the simulate attack() function. The function uses precomputed hashes from a
rainbow table to attempt to crack the password and calculates the actual time taken to find a

match, utilizing the rcracki mt tool, as mentioned in Rainbow Table Attack (Chapter 4.2.5.8.1).
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The function automatically generates the MDS5 hash of the password entered by the user and
executes the command rcracki_ mt -h {md5_hash} -t {threads} {rainbow path} to initiate the

cracking process, utilizing multithreading for efficient execution.

4.2.5.9 AES Bit Evaluation

The system evaluates three AES bit options—128, 192, and 256—to help users select
the most appropriate AES bit size for encrypting password entries while balancing performance
and security. To facilitate this selection, users can perform a guess per second test on their
system to assess its computational power for password cracking, as outlined in Chapter 4.2.5.8.2.
The resulting guess rate is then used to estimate the cracking time for each AES bit size,

allowing users to determine the best option for their device.

Appendix F presents performance metrics for each AES bit size, including encryption
and decryption time, memory usage, and throughput. These metrics help users understand the
impact of each AES bit size on system performance. Appendix G provides security metrics such
as ciphertext entropy and estimated crack time, offering insights into how each AES bit size
affects the strength of the encryption. Appendix H details how to evaluate and select the best
AES bit for a user's device by scoring each bit size based on the performance and security
metrics. This process ensures that users can make an informed decision to achieve an optimal

balance between security and system efficiency.
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4.3 The Developed System

This section describes the developed Password Management System, showcasing its
key features and providing screenshots of the system’s interface, as shown in Figures 4.16 to

4.35.

4.3.1 Login Screen

Login - Password Manager - O X

Welcomel Please enter your master password or recovery key to proceed.

Master Password | Show

Rei overy Key Show

Login

Figure 4.16 Login Screen

Note. This figure displays the login screen with two authentication options: entering the master password
or using recovery keys for access.

The login screen of the system, as shown in Figure 4.16, provides two options for login:
entering the master password or using recovery keys. This screen allows users to choose
between verifying their identity with their master password or, if they have forgotten it, using
one of the recovery keys. The option to use recovery keys provides an alternative authentication
method, ensuring users can still access the system even if they cannot remember their master

password.
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OTP Verification = O x

Enter the OTP code:

|

Figure 4.17 Login Screen

Note. This figure displays the OTP verification menu, which appears after a successful login with either
the master password or recovery keys when Multi-Factor Authentication (MFA) is enabled, prompting
users to enter a One-Time Password (OTP) to complete the login process.

Figure 4.17 shows the OTP verification menu that appears after successfully logging in
with either the master password or recovery keys, provided that MFA is enabled in the system
settings. This menu prompts users to enter OTP generated by their authenticator app to complete
the login process. If MFA is turned on, this additional layer of security ensures that only
authorized users can access the system, even if the master password or recovery key is

compromised.
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4.3.2 Main Menu

Password Manager — O »
Home Password Health Settings
All Entries Q

+
Favorites
Trash Iﬁiiiiﬂl
Eleap

TYPES raphael12

Work

Education _
Social Media

Entertainment FB

: raphael_k
Social Media
Shopping Mo itern selected. Select an item to view details
Utilities |
Google

Other

..........

 Shopping

Shopee

john_2020

Figure 4.18 Main Menu

Note. This figure illustrates the main menu of the system, featuring a navigation bar for easy access to
the home, password health, and settings menus, a sidebar to filter and edit password entries, and options
to search and add new entries.

Figure 4.18 showcases the main menu of the system, which includes a top navigation
bar with options for "Home," "Password Health," and "Settings." These options can be selected
to navigate to their respective pages: the main menu, password health menu, and settings menu.
On the left side of the screen, a sidebar allows users to filter and view existing password entries.
Each entry can be clicked to display its details and enable editing. Above the password entries,
a search bar helps users quickly locate specific entries, while a "+" button provides an option

to add new password entries to the system.
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4.3.3 Add/Edit Password Entries

Password Manager — O X
Home P rd Health  Settings
All Entries Q
+
Favorites
ADD NEW ENTRY
Trash Iﬁiliiiil
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Platform Mame: *
TYPES raphael12
Work o ) Label: *
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Entertainment FB Username: *
aphael_k
Social Media rApnAE
Shaopping Password:
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@ ¥ o
Utilities |
Google Confirm Passwoard: *
Other 9
raphael@agmail.com
AESBit *
256 v | B

| Shopping |

Shopee

john_2020

—

Figure 4.19 Add New Password Entry Form

Note. This figure shows the form for adding a new password entry, allowing users to input platform
details, select AES encryption bits, manage password visibility, check for breaches, generate passwords,

and configure additional settings.

Figure 4.19 displays the form for adding a new password entry, where users can input
details such as the platform name, username, password, strength indicator, notes, URL, and
select the desired AES encryption bits. The form provides options for password management,
including showing or hiding the password, checking for breaches, generating passwords, and
copying the password. Additionally, the form allows users to configure password settings such
as length, character inclusion, and more. Users can also enable a "Master Password Reprompt"

option for added security and mark the entry as a favorite.
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Figure 4.20 Edit Password Entry Form

Note. This figure presents the form for editing an existing password entry, enabling users to modify
platform details, adjust password settings, check for breaches, and configure AES encryption while
securely storing the updated information.

Figure 4.20 shows the form for editing an existing password entry, where users can
modify details such as the platform name, username, password, strength indicator, notes, URL,
and AES encryption bits. The form includes options for adjusting password management
settings like showing/hiding the password, checking for breaches, generating new passwords,
and copying the password. It also supports the master password reprompt option and allows
users to mark the entry as a favorite, ensuring updated information is securely stored in the

system.
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4.3.4 Password Generation

, N Generate Mo
Caonfirm Password;

Setup Password Generation

Figure 4.21 Context Menu for Generate Password Button

Note. This figure displays the context menu for the "Generate Password" button, offering options to
instantly generate a secure password or customize the password generation criteria such as length,
character types, and complexity.

The context menu for the "Generate Password" button, represented by the reload icon,
as illustrated in Figure 4.21, provides two options: "Generate Now" and "Setup Password
Generation". The "Generate Now" option instantly generates a secure password based on the
set criteria, while the "Setup Password Generation" option opens a configuration menu where
users can customize the password generation process by specifying parameters such as length,
the inclusion of digits, uppercase and lowercase letters, special characters, and other

customizable options for password complexity.
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Password Configuration — O X

Password Length: 12

Include Upper-case: WV Ves
Include Lower-case: M es
Include Digits: ¥ Yes
Include Minus: ¥ Yes
Include Underline: M Yes
Include Space: [T Ves
Include Special Characters: V Yes
Include Brackets: ¥ Yes
Include Latin-1 Supplement: [T Yes

o

Figure 4.22 Password Generation Configuration Menu

Note. This figure illustrates the password generation configuration menu, where users can customize
password parameters, including length and character types, and save, discard, or reset their settings as
needed.

Figure 4.22 displays the password generation configuration menu, allowing users to
specify parameters for generating secure passwords, including length, inclusion of digits,
uppercase and lowercase letters, special characters, and other customizable options to adjust
password complexity. Users can press "OK" to save their selected criteria, "Cancel" to discard
any changes made during the customization process, or "Reset to Defaults" to restore the
password generation settings to their default values, ensuring flexibility and control over the

password generation process.
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4.3.5 Password Breach Check

Label: * My This password has been seen 14069313
‘Education times in breaches. You should change it.
sername; *

raphael_k
Password:

e @ ¥ O

Figure 4.23 Password Breached

Note. This figure displays the result when the password, checked using the breach check button is found
to have been exposed in known data breaches via the Pwned Passwords API'.

Figure 4.23 shows the result when the password, checked using the breach check button
represented by a tick icon in the password field, is found to be breached by the Pwned
Passwords API". The system hashes the password, sends the hash to the API, and checks if it
appears in any known data breaches. If the password is found in a breach, a warning is displayed
to the user, indicating the password's vulnerability.

Label: * Good news — this password has not

Education heen found in any known data breaches.

Jsername: ™

raphael_k
Password: *
@ 4

Figure 4.24 Password Not Breached

Note. This figure illustrates the result when the password, checked using the breach check button is
verified as safe, indicating it has not been found in any known data breaches.
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Figure 4.24 displays the result when the password, checked using the breach check
button, is not found in any known data breaches. The system confirms the password's safety by
cross-referencing it with the Pwned Passwords API'. If no breach is found, the password is
deemed secure, and the user is informed that the password has not been exposed in any known

breaches.

4.3.6 Password Strength Tester Menu

O

wanniv.eleap.com

raphael_k MNotes

Strength: Strong Test
IRL:
FB

Figure 4.25 Password Strength Test Button

Note. This figure displays the "Test" button next to the password strength indicator, which opens the
password strength tester menu when clicked.

Figure 4.25 shows the "Test" button located next to the password strength indicator.
When clicked, this button opens the password strength tester menu, allowing users to evaluate
their password's strength against four types of attacks: password brute force, AES brute force,

dictionary attack, and rainbow table attack.

102



Password Strength Tester — O X

Attack Configuration
Target Passwaord: il &>
Guess Rate (per sec): 3540989 'ﬁ'
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Threads: 1
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Trying password length:
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Password found: 1234
End time: 2025-06-10 23:31:11
Total attempts: 45,342,837
Time taken: 14.54 seconds
Attack completed

Y
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Figure 4.26 Password Strength Tester Menu

Note. This figure illustrates the result when the password, checked using the breach check button is
verified as safe, indicating it has not been found in any known data breaches.

Figure 4.26 illustrates the password strength tester menu, where users can test the
robustness of their password against four types of attacks: password brute force, AES brute
force, dictionary attack, and rainbow table attack. Users can input their own dictionary and
rainbow table paths (supporting MD5 .rti2 files from Free Rainbow Tables!”) to customize the

attack simulation. Additionally, users can adjust the thread count for multithreaded attack

7 Free Rainbow Tables. Available at: https://freerainbowtables.com/
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simulations, providing flexibility for real-time testing. The menu evaluates both the estimated
and actual time to crack the password, helping users assess the security of their password against

various attack methods.

4.3.8 AES Bit Evaluation Menu

Eleap .
) 256 Sl Pick for Me
raphael1 2

Figure 4.27 "Pick For Me" Button

Note. This figure shows the "Pick For Me" button which triggers the AES Bit Evaluation Menu when
clicked.

Figure 4.27 displays the "Pick For Me" button located beside the AES bit selection.
When clicked, this button triggers the AES bit evaluation process, helping users select the
optimal AES bit size for password encryption based on their device's performance and security

metrics.
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AES Bit Evaluation — a X
Test Master Passugord: i &
Target Password: el &
Guess Rate (per sec): 3000000 Q

Evaluation Parameters

Performance Testing: W Encryption Time W Decryption Time W Memory Usage M Throughput
Est. Crack Time: vV
Ciphertext Entropy: W

LAES-256:
Encryption Time: 9.42
Encryption Memory Usage: 9.99
Encryption Throughput: 10.00
Decryption Time: 9.04
Decryption Memory Usage: 2.99
Decryption Throughput: 10.00
Ciphertext Entropy: 3.58
Estimated Crack Time: 10.00
Total 3core: 90.01%

Best AES bit: AEZ-256 with a total score of 90.01%
Recommended AES Bit: AES-256 (best balance of performance and security)

Note: This recommendation is based on experimental results; however, for
best security, AES-256 is strongly recommended.

Figure 4.28 AES Bit Evaluation Menu

Note. This figure illustrates the AES bit evaluation menu, where users can configure performance and
security metrics for different AES bit sizes to determine the optimal bit for encryption based on their
device’s performance.

Figure 4.28 displays the AES bit evaluation menu, where users can assess their device's
performance and security metrics for different AES bit sizes. Users can input a test master

password, test password, configure guess per second settings, and select various performance
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metrics such as encryption and decryption time, memory usage, throughput, and security
metrics like estimated time to crack and ciphertext entropy. After configuring these parameters,
the user can press the "Start" button to run the evaluation, and the system will evaluate the
selected AES bit options, displaying the best bit for optimal performance and security based on

the results.

4.3.9 Guess Configuration Menu

Guess Rate (persec): 3000000 -0-

Figure 4.29 Guess Per Second Button

Note. This figure shows the "Configure Guess Per Second" button, which opens the Guess Configuration
Menu when clicked.

Figure 4.29 displays the "Configure Guess Per Second" button, represented by a gear
icon, located beside the guess per second field. This button can be found in both the password
strength tester menu and the AES bit evaluation menu. When clicked, it opens the Guess
Configuration Menu, allowing users to configure the number of threads and guess threshold to

test their device’s password cracking speed.
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Guess Rate Configuration - O X

| Thread Count: 1

' Guess Thresheld: 10000000

& Starting guess rate test with random password generated:
"E%N M FHRV (o2

Start time: 2025-06-10 23:28:59

Using 1 threads and threshold: 10,000,000

End time: 2025-06-10 23:29:02

Time taken: Z.82Z seconds

New Guess/sec: 3,540,989

Guess rate test completed

BEod g

Figure 4.30 Guess Configuration Menu

Note. This figure displays the guess configuration menu, where users can adjust the number of threads
and guess threshold to test their device’s password cracking speed and calculate the actual guess per
second, aiding in both password strength testing and AES bit evaluation.

Figure 4.30 displays the guess configuration menu, where users can configure the
number of threads and the guess threshold to test their device’s password cracking speed. By
adjusting these parameters, the system performs a test to calculate the actual guess per second,
which is then used for both password strength testing and AES bit evaluation. This allows users
to accurately measure their device's performance and determine their password strength, as well

as the optimal AES bit size based on real-world cracking capabilities.
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4.3.10 Password Health Checker Menu

Password Manager - O X

Home Password Health Settings

Password Health Checker

dentify weak, old or reused passwords. Click to take action now

2 —
Weak passwords found. Click to view.

0
MNo old passwords found.

0
Mo reused passwords found.

2 —a

Breached passwiords found. Click to view.

Figure 4.31 Password Health Checker Menu

Note. This figure displays the Password Health Checker menu, where users can view passwords
categorized as weak, old, reused, or breached, and click on any category to see more details of affected
passwords.
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Password Manager - O X

Home Password Health Settings

Change Password

Platform: FB
Delete
Username: raphael_k

w Change Password

Platform: Eleap
Delete

Username: raphaell2

Figure 4.32 Password with Issues Selected

Note. This figure shows the list of passwords with identified issues from the selected category, where
users can choose to either fix the issue by clicking "Change" or delete the password.

Figure 4.31 illustrates the Password Health Checker menu, which categorizes passwords
into four main categories: weak, old, reused, and breached passwords. Each category shows the
number of passwords that fall under it, giving users an overview of the health of their stored
passwords. By clicking on any category, users can view a list of passwords with identified issues,
as shown in Figure 4.32. From this list, users have the option to press "Change" to update or
strengthen the password to resolve the issue, or they can select "Delete" to remove the
compromised password entirely. This feature allows users to easily manage and improve the

security of their passwords.
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Password Manager

Home Password Health  Settings

All Entries

Figure 4.33 Normal Navigation Bar

Note. This figure displays the normal navigation bar, where the "Password Health" menu appears
without any issues detected.

Home Password Health Settings

All Entries

Figure 4.34 Navigation Bar with Password Issues

Note. This figure illustrates the navigation bar with a "Password Health A\ " label, indicating that issues
have been detected within the user's passwords.

The Password Health Checker feature runs continuously in the background, actively
scanning all stored passwords for any potential issues, such as weak, old, reused, or breached

passwords. As the system monitors for these issues, it provides real-time updates. If any

problems are detected, the navigation bar at the top is updated to display "Password Health 4. ",
signaling that there are issues to address, as shown in Figure 4.34. This serves as a constant
reminder for users to review their passwords and ensure they are secure. When no issues are
detected, the navigation bar remains in its normal state, as depicted in Figure 4.33, providing a

clear visual cue that all passwords are in good health and no immediate actions are required.
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4.3.11 Settings Menu
Configure MFA, system alerts, generate recovery keys, backup settings, auto logout time, and

clipboard duration.

Password Manager — O
Home Password Health Settings
SETTINGS
Backup & Restore Settings
& MFA
Automatic Backup
0y Alert

I Enable Automatic Backup
Backup Path:

/Backup Browse... |
B Backup & Restore
@ ,ﬂj_]‘chjg[HJt Save Settlngs

B Clipboard Timer Manual Operations

£ Recovery Keys

Manual Backup:

Backup Nowy

Manual Restare;

Restore Mow ‘

Figure 4.35 Settings Menu

Note. This figure displays the Settings Menu, where users can configure system settings such as MFA,
alerts, recovery keys, backup settings, auto logout time, and clipboard duration to personalize security

and system functionality.

Figure 4.35 illustrates the Settings Menu, which provides various options for users to
configure important system settings. This includes enabling and configuring Multi-Factor
Authentication (MFA), setting up system alerts, generating recovery keys, managing backup
settings, adjusting the auto logout time, and specifying the clipboard duration. The menu allows

users to customize their security preferences and system behavior to enhance both functionality
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and protection. Each option can be easily accessed and configured according to the user’s needs,

ensuring the system aligns with their preferred security and operational standards.

4.4 Summary

In summary, this chapter details the implementation of the password management system,
detailing hardware specifications, software setup, and key functionalities. It covers the use of
Visual Studio Code, SQLite with pysqlitecipher for encryption, and essential libraries like pyotp
for MFA, along with code snippets for password encryption, MFA, password health checks, and
AES bit evaluation. The system layout includes an interface with features like password
generation, AES bit evaluation, breach detection, and configurable settings menu for enhanced

security and usability.
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CHAPTER 5: TESTING

5.1 Overview

This chapter presents Phase 4 of the Waterfall methodology: Testing of the Password
Management System. It covers the testing processes employed to validate the system's
functionality, performance, security, and usability. The tests include functional testing, which
consists of unit testing and User Acceptance Testing (UAT), and non-functional testing, which
includes performance and security testing. These tests ensure the system meets its design
specifications and performs reliably under various conditions. The subsequent sections detail

the different types of testing conducted.

5.2 Functional Testing

Functional testing is crucial to ensure that the system behaves as expected and meets
the specified requirements. It includes validating individual components through unit testing

and assessing the system’s performance from the user’s perspective through UAT.

5.2.1 Unit Testing

Unit testing is a critical phase in the development process, designed to validate
individual components or modules of the system to ensure they function correctly in isolation.
Each function and method in the Password Management System was tested independently to

confirm their expected behavior. Table 5.1 to 5.8 shows the results of unit testing:
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Table 5.1 User Registration Function Test Case

Test Case ID: 1
Test Objective: To test user registration function.

Test ID Test Case | Input Data Expected Actual Status
Name Result Result (Pass/Fail)
ROO1 Register with | Enter master | User should | User Pass
Master password: be able to | successfully
Password “Testing12()”, | register into | registers into
click on ‘OK’ | the system the system
button. and is
redirected to
the
homepage.
R002 Register No input for | User should | User is not | Pass
without master not be able to | allowed  to
Password password. register into | register, and
the system. | an error
message
“Master
password is
required.” is
shown.

Note. This table outlines the test cases for validating the user registration function, which involves
checking if users can successfully register by entering the master password or if they are appropriately
blocked when the master password is not entered. The test ensures that the system properly handles valid
and invalid inputs, providing the expected outcomes for both successful and unsuccessful registrations.

Table 5.2 User Login Function Test Case

Test Case ID: 2
Test Objective: To test user login function.

user should

Test ID Test Case | Input Data Expected Actual Status
Name Result Result (Pass/Fail)
L001 Login with | Enter valid master | User should | User  logs | Pass
Valid password: be able to | into the
Master “Testing12()”, log into the | system and
Password | click on ‘Login’ | system. If | is redirected
button. MFA is | to the OTP
turned  on, | verification
user should | menu if
be redirected | MFA is
to the OTP | turned on,
verification | otherwise to
menu. If | the
MFA is off, | homepage.
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be redirected

to the
homepage.

L002 Login with | Enter invalid | User should | User is not | Pass
Invalid master password: | not be able | allowed to
Master “Testing34()”. to log into | log into the
Password the system. | system, and

an error
message
“Invalid
password” is
shown.

L003 Login with | No  input  for | User should | User is not | Pass
Empty master password. | not be able | allowed to
Master to log into | log into the
Password the system. | system, and

an error
message
“No master
password
entered” is
shown.

L004 Login with | Enter valid | User should | User  logs | Pass
Valid recovery key: | be able to | into the
Recovery | “8UIYNX4U”, log into the | system and
Key click on ‘Login’|system. If|is redirected

button. MFA is | to the OTP
turned  on, | verification
user should | menu if
be redirected | MFA is
to the OTP | turned on,
verification | otherwise to
menu. If | the
MFA is off, | homepage.
user should
be redirected
to the
homepage.

L005 Login with | Enter invalid | User should | User is not | Pass
Invalid recovery key: | not be able | allowed to
Recovery | “W35B0709”. to log into | log into the
Key the system, and

system.into
the system

an error
message
“Invalid
recovery
key” is
shown.

115




L006 Login with | No  input  for | User should | User is not | Pass
Empty recovery key. not be able | allowed to
Recovery to log into | log into the
Key the system. | system, and

an error
message
“No
recovery key
entered” is
shown.

L007 Lockout Enter invalid | User should | User is | Pass
After master be locked | locked out
Multiple password/recovery | out and | and
Failures key after 5 failed | presented presented

attempts. with a|with a 1-
cooldown hour
period of 1 | cooldown
hour before | period, and a
trying again. | message

“Too many
failed
attempts” is
shown.

Note. This table presents test cases designed to validate the user login function, ensuring that users can
log in successfully with valid master password and are blocked from logging in with invalid master
password. It also includes tests for handling recovery key, and the lockout mechanism after multiple
failed login attempts. The system's response to different input scenarios is verified to ensure correct
functionality.

Table 5.3 OTP Verification Test Case

Test Case ID: 3
Test Objective: To test the OTP verification function.
Test ID Test Case | Input Data | Expected Actual Status
Name Result Result (Pass/Fail)
0001 Verify with | Enter valid | User should | User is | Pass
Valid OTP OTP: be authenticated
“661990” successfully | and
from authenticated | redirected to
authenticator | and the
app. redirected to | homepage.
the
homepage.
0002 Verify with | Enter invalid | User should | User is not | Pass
Invalid OTP | OTP: not be | authenticated,
“123456”. authenticated, | and an error
and an error | message

116




cooldown
period before
trying again.

cooldown
period, and a
message "Too
many failed
attempts" is
shown.

message “Invalid
“Invalid oTP” is
OTP” should | displayed.
be shown.
0003 Verify with | No input for | User should | User is not | Pass
Empty OTP | OTP. not be | authenticated,
authenticated, | and an error
and an error | message
message “OTP is
“OTP is | required” is
required” displayed.
should be
shown.
0004 Lockout Enter invalid | ser should be | User is | Pass
After OTP after 5 | locked out|locked out
Multiple failed and presented | and presented
Failed OTPs | attempts. with a 1-hour | with a 1-hour

Note. This table presents test cases for validating the OTP (One-Time Password) verification function,
ensuring that users can successfully authenticate via OTP, receive appropriate error messages for invalid
input or no input, and are locked out after 5 failed attempts for added security. The system's handling of

OTP validation is tested to confirm its reliability and user authentication flow.

Table 5.4 Password Encryption and Decryption Test Case

Test Case ID: 4
Test Objective: To test password encryption and decryption functions.

selected  bit
size
(128/192/256)
and key
derived from
the master
password

Test ID Test Case | Input Data | Expected Actual Status
Name Result Result (Pass/Fail)
E001 Encrypt password = | Password 1is | Password Pass
Password "test123" encrypted encrypted
with AES using  AES | correctly.
with the

117




using

button on the
password
field to view
the
decrypted
password.

PBKDF2.
E002 Decrypt No input | Password is | Password Pass
Password data. Click | decrypted decrypted
with Toggle | on show/hide | correctly. correctly.

Note. This table outlines the test cases for validating the password encryption and decryption functions,
ensuring that passwords are securely encrypted using AES with the selected bit size and decrypted
correctly using the show/hide functionality. The encryption key is derived from the master password

using PBKDF2, and the system's ability to securely store and reveal passwords is tested.

Table 5.5 Password Generation Test Case

Test Case ID: 5
Test Objective: To test the password generation function.

Test ID Test Case | Input Data Expected Actual Status
Name Result Result (Pass/Fail)
G001 Generate Click on | Password is | Password Pass
Password | "Generate generated with | generated
with Password" the  specified | correctly.
Default button with | criteria (length
Criteria default criteria | = 12, includes
(length = 12, | digits,
includes digits, | upper/lowercase
uppet/lowercase | letters and
letters and | special
special characters).
characters).
G002 Generate Click on | Password is | Password Pass
with "Generate generated with | generated
Custom Password" the customized | correctly.
Criteria button with | criteria.
customized
criteria (length
= 16, includes
digits,
lowercase
letters, and
special
characters).
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G003 Generate Click on | Error message | Error Pass

with "Generate "Invalid length" | message
Invalid Password" is displayed. displayed.
Length button with
invalid criteria
(length = -1).
G004 Generate Click on | Default criteria | Password Pass
with  No | "Generate (length = 12, | generated
Criteria Password" includes digits, | with default

button without | upper/lowercase | criteria.
selecting  any | letters, special
criteria. characters) is
used to generate
the password.
Note. This table presents the test cases for validating the password generation functionality, ensuring
that the system correctly generates passwords based on both default and customized criteria, and handles
invalid or missing criteria appropriately.

Table 5.6 Password Breach Check Test Case

Test Case ID: 6
Test Objective: To test the password breach check function.

Test Test Input Datar Expected Actual Status
ID Case Result Result (Pass/Fail)
Name

B001 | Check Enter a password that has | The  system | Warning Pass
Breached | been previously breached | checks the | message

Password | (e.g., "123456"). password displayed:
against the | "This
Pwned password
Passwords has been
APT" and | seen in
displays a | data
warning breaches.
message You

indicating the | should
password has | change it."
been exposed

in data
breaches.
B002 | Check Enter a password that has | The  system | Message Pass
Safe not been breached (e.g., | checks the | displayed:

Password | "UniquePassword123!#"). | password and | "Good
confirms that | news —
it has not been | this
exposed in any | password
has not
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known data | been found
breaches. in any
known
data
breaches."
B003 | Check No input for the password | The  system | Error Pass
with and click on the breach | shows an error | message
Empty check button (represented | message displayed:
Input by tick icon). saying  "No | "No
password password
entered" and | entered."
does not
proceed with
the check.

Note. This table outlines the test cases for validating the password breach check function, ensuring that
the system correctly identifies breached passwords using the "Have I Been Pwned" API, handles
unentered passwords appropriately, and displays accurate warnings or success messages based on the
breach status.

Table 5.7 Password Strength Testing Test Case

Test Case ID: 7
Test Objective: To test the password strength testing function.

Test Test Case | Input Data Expected Actual Status
ID Name Result Result (Pass/Fail)
S001 Password | Enter a password: | The system | Estimated Pass
Brute “Ab2!”, select | displays the | time to
Force "Password Brute | estimated time | crack
Attack Force" attack and |to crack based | shown, and
Simulation | click ~ "Start" to |on  password | actual
perform the actual | brute force | password
attack. attack and | brute force
allows the | attack 1s

actual attack to | performed.
be performed.
S002 AES Brute | Enter a password: | The system | Estimated Pass
Force “Ab2!”, select "AES | displays the | time to
Attack Brute Force" attack | estimated time | crack

and click "Start" to | to crack based | shown,
perform the actual | on AES brute | warning

attack. force and | displayed
performs  the | about
attack. A | infeasibility,
warning is|and  AES
displayed brute force

indicating AES | attack
brute force is | performed.
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computationally
infeasible with
current
technology.

S003 Dictionary

Attack

Enter a password:
“Ab2!”, select
"Dictionary Attack,"
provide the dictionary
path, and  click
"Start."

The system
checks the
password
against
dictionary,
estimates  the
time to crack,
and  performs
the actual
dictionary
attack. If the
password is
found, it shows
the time taken.

the

Estimated
time to
crack
displayed,
and actual
attack is
performed
with
dictionary
path
provided.

Pass

S004 Rainbow
Table

Attack

Enter a password:
“Ab2!”, select
"Rainbow Table
Attack," provide the

rainbow table

The system
estimates  the
time to crack the
password using
the rainbow
table attack
method and
performs  the
attack using the
rainbow table if
available.

Estimated
time to
crack
displayed,
and the
actual
rainbow
table attack
1S
performed
using  the
specified
rainbow
table path.

Pass

S005 Password
Strength
Test with
Empty
Password

No input for the
password and click on
the "Start" button.

The system
shows an error
message
indicating that
no  password
was entered.

Error
message
"No
password
entered" is
displayed.

Pass

Note. This table outlines the test cases for validating the password strength testing function, ensuring
that the system can estimate and perform attacks (password brute force, AES brute force, dictionary
attack, and rainbow table attack) on the password to evaluate its security. The tests verify that the

estimated time to crack is displayed and that the corresponding attack is executed.

121




Table 5.8 AES Bit Evaluation Test Case

Test Case ID: 8
Test Objective: To test the AES bit evaluation function.
Test Test Case | Input Data Expected Actual Status
ID Name Result Result (Pass/Fail)
A001 | Evaluate Enter test master | The system | AES Pass
AES Bit | password: runs the AES | evaluation
Performance | “Testingl2()” and | bit evaluation, | completed,
test password: | testing best bit
“Ab2!”, use default | encryption and | selected
guess rate: 3000000, | decryption based  on
select all the | performance performance
evaluation (time, memory, | and security
parameters and click | throughput) results.
"Start" to evaluate | and  security
AES bit options. metrics
(estimated
crack time,
ciphertext
entropy). The
optimal AES
bit size (128,
192, or 256) is
displayed
based on the
results.
A002 | Evaluate No test password | The system | Error Pass
AES entered and click | should display | message
Without "Start" to evaluate | an error | "No
Password AES bit options. message, such | password
as "No | entered"
password displayed,
entered,"” and | and AES bit
not perform the | evaluation
AES bit | not
evaluation. performed.

Note. This table outlines the test cases for evaluating the AES bit options (128, 192, and 256) based on
performance and security metrics. The tests ensure that the system correctly performs the evaluation by
testing encryption and decryption performance as well as security aspects like estimated crack time and
ciphertext entropy. Additionally, the table checks if proper error messages are displayed when no
password is entered for evaluation.
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5.2.2 User Acceptance Testing

User Acceptance Testing (UAT) was conducted to ensure that the Password
Management System meets the needs and expectations of the end users. This phase involved
evaluating the usability and functionality of the system through user interactions. A Google
Form survey, as detailed in Appendix I, was conducted with 23 respondents to gather feedback
regarding their experience with the system, helping to assess the system’s effectiveness, ease of
use, and overall satisfaction. The results of the UAT are presented in Figures 5.1 to 5.10,

highlighting key feedback and user insights.

How easy was it to use the Password Management System? (1 = Very Difficult, 5 = Very Easy)
23 responses

8

8 (34.8%) 8 (34.8%)

7 (30.4%)

0 (0%) 0 (0%)
0 | |
1 2

Figure 5.1 Ease of Use

Note. This figure illustrates the feedback on the system's ease of use, with 34.8% of users rating it as
"Very Easy," 34.8% rating it as "Easy," and 30.4% selecting "Neutral".

As shown in Figure 5.1, the majority of users found the system easy to use, with 69.6%
selecting "Very Easy" or "Easy." However, 30.4% of users were neutral about the ease of use,
indicating that while most users were able to navigate the system without major issues, there is
still some variation in the user experience. This neutral feedback suggests that certain aspects

of the system’s interface or functionality could be further optimized to enhance usability for a
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broader range of users. Despite the overall positive response, this highlights an opportunity for

refinement in specific areas to ensure a more consistent experience for all users.

Did you encounter any issues during the login process?

23 responses

@ Yes
® No

Figure 5.2 Login Process

Note. This figure shows the results of the login process testing, where 100% of users successfully logged
in without encountering any issues.

From Figure 5.2, all users successfully logged into the system without issues, indicating
that the login process was seamless and functioning as expected. The absence of any reported
problems suggests that the authentication process is stable and reliable. Users were able to
access the system without encountering any barriers, which confirms the system's robust

performance in handling user credentials.
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How would you rate the ease of adding or editing password entries? (1 = Very Difficult, 5 = Very
Easy)

23 responses

10.0 10 (43.5%)
7.5
7 (30.4%)
6 (26.1%)
5.0
2.5
0 (0%) 0 (0%)

0.0 | |

1 2

Figure 5.3 Ease of Adding/Editing Password Entries

Note. This figure presents feedback on adding and editing password entries, where 73.9% found it either
"Easy" or "Very Easy," with 15% suggesting improvements, particularly around usability.

According to the results in Figure 5.3, 26.1% of users rated the process of adding and
editing password entries as "Neutral," 43.5% found it "Easy," and 30.4% rated it as "Very Easy."
While most users had a positive experience, 15% of users suggested improvements, with some
finding the process slightly cumbersome. Feedback from users pointed out that the interface
could be more intuitive, and additional options or a more streamlined approach might enhance

the user experience.
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Were the password strength and breach check features helpful?

23 responses

® Yes
® No
Not Sure

Figure 5.4 Password Strength and Breach Check

Note. This figure highlights the user feedback on the password strength and breach check features, where
82.6% found them helpful in assessing password security.

Figure 5.4 indicates that 82.6% of users found the password strength and breach check
features helpful in assessing their password security. These features provided valuable insights,
allowing users to assess whether their passwords were strong enough and whether they had
been exposed in data breaches. 13% of users did not find these features useful, possibly due to
a lack of understanding of how to interpret the results or insufficient instructions. Additionally,
4.3% were unsure, expressing the need for clearer guidance on how to effectively utilize these
features, which suggests room for improvement in the user interface or educational resources

to make the security insights more accessible and actionable for users.
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How would you rate the AES bit evaluation feature in terms of ease of use? (1 = Very Difficult, 5
= Very Easy)

23 responses

10.0 10 (43.5%)
9 (39.1%)

7.5

5.0

4 (17.4%)
2.5
0 (0%) 0 (0%)
0.0 | |
1 2 3 4 5

Figure 5.5 AES Bit Evaluation

Note. This figure displays the results of the AES bit evaluation feature, with 17.4% of users rating it as
"Neutral," 43.5% finding it "Easy," and 39.1% rating it as "Very Easy."

Figure 5.5 displays the results of the AES bit evaluation feature, where 17.4% of users
rated it as "Neutral," 43.5% found it "Easy," and 39.1% rated it as "Very Easy." While the
majority of users were able to use the feature without issues, some found it could be simplified
for an even better user experience. A small portion of users suggested improvements to make
the feature more accessible, particularly for less technical users. This feedback indicates that
while the feature is generally well-received, further refinement could enhance usability for a

broader audience.
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How confident are you in the security features of the system (e.g., AES encryption, MFA)? (1 = Not
Confident at All 5= Very Confident )

23 responses

15

10 11 (47.8%)

8 (34.8%)

4 (17.4%)
0 (0%) 0(0%)
0 | |

1 2 3 4 5

Figure 5.6 Confidence in Security Features

Note. This figure shows users' confidence in the system's security features, with 17.4% of users feeling
"Neutral," 47.8% expressing "Confident," and 34.8% being "Very Confident" in the security measures,
including AES encryption and MFA.

From Figure 5.6, the majority of users (82.6%) expressed confidence in the system’s
security features, with 47.8% feeling "Confident" and 34.8% being "Very Confident" in the
AES encryption and MFA. However, 17.4% of users were "Neutral," indicating that while most
users trust the system’s security, there is a segment of users who may require more information
or reassurance to feel fully confident in the system's protective measures. This suggests that
clearer communication or additional guidance on security features could help increase user trust

and confidence further.
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If yes, pleaserate it: (1= Very Poor 5= Excellent)

22 responses

10.0

10 (45.5%)
7.5
7 (31.8%)
5.0
5 (22.7%)
2.5
0 (0%) 0 (0%)
0.0 | |
1 2 3 4 5

Figure 5.7 Generate Password Feature

Note. This figure presents feedback on the "Generate Password" feature, with 77.3% of users rating it
as "Good" or "Excellent" for its convenience, while 22.7% remained neutral.

From Figure 5.7, 77.3% of users rated the "Generate Password" feature as "Good" or
"Excellent," with 45.5% rating it as "Good" and 31.8% rating it as "Excellent." However, 22.7%
of users were neutral, indicating that while the feature is generally appreciated for its
convenience, some users may not find it as useful or intuitive. This suggests that there is room
for further improvement in the user interface or functionality of the feature, such as providing

more customization options or clearer instructions to enhance its overall value for all users.
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Was the password strength tester useful for understanding your password'’s security?
23 responses

® Yes
® No

Figure 5.8 Password Strength Tester

Note. This figure illustrates user feedback on the password strength tester, with 100% of users finding it
useful for evaluating password security.

As shown in Figure 5.8, all users found the password strength tester useful, with many
commenting that it helped them better understand their password security. Some users
suggested that clearer instructions could enhance the effectiveness of the feature, indicating that

while the tool was useful, additional guidance would further improve its usability.
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How would you rate the overall user interface and design of the system? (1 = Very Poor, 5 =

Excellent)
23 responses

15

10 11 (47.8%)
10 (43.5%)

0 (0%) 0 (0%)
0 | |
1 2

Figure 5.9 User Interface and Design

Note. This figure presents users' ratings of the system's user interface and design, with 47.8% rating it
as "Excellent," 43.5% as "Good," and 8.7% as "Neutral".

As shown in Figure 5.9, 8.7% of users rated the system's user interface and design as
"Neutral," 43.5% rated it as "Good," and 47.8% rated it as "Excellent." While the majority of
users found the design to be positive, the feedback suggests that further refinement could

enhance the overall user experience.
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Overall, how satisfied are you with the Password Management System? (1 = Very Unsatisfied, 5 =
Very Satisfied)

23 responses

15

12 (52.2%)

10 (43.5%)

0 (0%) 0(0%)

Figure 5.10 Overall Satisfaction

Note. This figure displays the overall satisfaction level of users with the system, with 52.2% being "Very
Satisfied," 43.5% "Satisfied," and 4.3% "Neutral,"

From Figure 5.10, 52.2% of users expressed being "Very Satisfied," 43.5% were "Satisfied,"
and 4.3% were "Neutral," highlighting a strong level of overall satisfaction with the system.
However, a small portion of users indicated neutrality, suggesting that while the system met
most users' expectations, there may still be room for minor improvements, particularly related

to usability.

To summarise the results of the User Acceptance Testing (UAT), it revealed that the
Password Management System generally met users' expectations in terms of ease of use,
functionality, and security. Most users found the system easy to navigate, with 69.6% rating its
usability as "Very Easy" or "Easy." The login process was seamless, with all users successfully
logging in without issues, while 73.9% found adding or editing password entries
straightforward. The password strength and breach check features were deemed helpful by 82.6%

of users, and 75% rated the AES bit evaluation feature as either "Easy" or "Very Easy."
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Confidence in the system’s security, particularly AES encryption and Multi-Factor
Authentication (MFA), was high, with 82.6% of users expressing confidence. The "Generate
Password" feature was also highly rated, with 77.3% of users finding it convenient, though
some users requested more customization options. The password strength tester received 100%
positive feedback, further reinforcing the system's effectiveness in helping users assess their
password security. In terms of design, 91.3% of users rated the user interface as "Good" or
"Excellent," but some indicated a need for further refinement. Overall, the system received
strong approval, with 95.7% of users either "Very Satisfied" or "Satisfied." Nonetheless, there

is room for minor improvements, particularly in usability and user guidance.

5.3 Non-Functional Testing

Non-functional testing focuses on evaluating the system’s performance, security, and other
non-functional aspects, such as usability and reliability. Unlike functional testing, which
verifies that the system performs its intended tasks correctly, non-functional testing ensures that
the system performs optimally under various conditions and maintains security and stability. In
the context of the Password Management System, this includes performance testing to assess
how the system handles operations under different loads, and security testing to ensure that the

system provides the necessary protections against vulnerabilities and attacks.

5.3.1 Performance Testing

Performance testing was conducted to evaluate the system’s behavior under different
load conditions. The primary focus was on measuring how quickly the system can handle
operations such as encrypting and decrypting passwords, generating new passwords, and

simulating password attacks. To comprehensively evaluate the performance, the system’s built-
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in AES bit evaluation tool was used to assess encryption and decryption metrics after the
performance testing test cases. This included testing the encryption and decryption performance

for password lengths ranging from 1 to 5 characters, using a constant test master password. The

detailed results of this evaluation are presented in Table 5.9 below.

5.3.1.1 Test Cases for Performance Testing

Table 5.9 Performance Testing for Password Management System

Test Case ID: 9
Test Objective: To test performance of the system.
Test | Test Case | Test Input Data | Expected Actual Test
Case | Name Objective Output Output Result
ID
PO01 | Stress To test | Add and edit | The system | The system | Pass
Testing system’s password should remains stable
response entries remain during
under high | multiple stable and | multiple
resource times with | responsive | additions/edits
usage varying during the | of password
password addition or | entries  with
lengths (up | editing  of | long and
to 100 | passwords complex
characters) | with  long | passwords.
and and
complexities | complex
(including inputs.
digits,
uppercase,
lowercase,
and special
characters).
P002 | Endurance | To test | During No memory | The system | Pass
Testing system’s password leaks or | operates
performance | strength performance | without
under testing, degradation | memory leaks
extended including should or
usage estimation | occur during | performance
of time to | the issues during
crack  and | password password
actual strength strength
attacks, testing with | testing.
using long | long and
and complex
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the
complexity
of password
generation
and strength
testing.

passwords complex
(up to 100 | passwords.
characters)

and

performing

simulated

attacks like

brute force

and rainbow

table

attacks.

P003 | Response | To measure | Measure the | The system | The  system | Pass
Time system's time taken to | should meets the
Testing response add, edit, | respond expected

time for | generate within  an | response time
password- passwords acceptable | for
related tasks | (up to 100 | time frame | adding/editing
characters), | for each | passwords,
and perform | operation generating
strength involving long
tests on long | long and | passwords,
and complex | complex and
passwords. | passwords. | performing
tests.

P004 | Scalability | To test the | Gradually The system | The system | Pass

Testing system's increase the | should handles more
stability number of | handle the | complex
under password increased password
increasing entries, load of | entries  and
complexity | including password operations
long and | operations involving long
complex (with  long | passwords
passwords passwords) | without
(up to 100 | without performance
characters), | performance | issues.
and increase | degradation.

Note. This table outlines the results of performance testing on the Password Management System, which
includes tests for stress, endurance, response time, and scalability. The system was evaluated under
different load conditions, including adding and editing long, complex passwords, generating passwords,
and performing strength tests. The system demonstrated stability, reliability, and good response times

throughout the tests, with no performance degradation or memory leaks observed.
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5.3.1.2 Encryption and Decryption Performance Metrics

Following the performance tests, the AES bit evaluation tool was used to assess
encryption and decryption metrics for each password length from 1 to 5 characters, across three
AES bit sizes: 128, 192, and 256. Figures 5.11 to 5.16 present the results of encryption time,
decryption time, memory usage, and throughput for each password length and AES bit

configuration.

Input Used in AES Bit Evaluation:

e Test Master Password: 086zXg|@/=w (12 characters, consisting of uppercase,

lowercase, digits, and special characters)

e Test Password: }M2-83j*=00f (12 characters, consisting of uppercase, lowercase,

digits, and special characters)

e Guess Per Second: 3,000,000

nyn

e Password Length 1: Single character (e.g., a")
Rationale: This represents the simplest possible password, used for the lower bound of

password strength testing.

e Password Length 2: Two characters (e.g., "al")
Rationale: A small increase in length and complexity, combining lowercase letters and

digits.

e Password Length 3: Three characters (e.g., "alB")
Rationale: Adds uppercase letters to increase complexity, making the password more

secure.
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o Password Length 4: Four characters (e.g., "alB*")

Rationale: Introduces a special character to the password, further increasing its strength.

e Password Length 5: Five characters (e.g., "alB*9")
Rationale: The length and complexity increase further, using lowercase, uppercase,

digits, and special characters to simulate stronger passwords.

Encryption Time for Password Length 1-5 and AES Bits
(128, 192, 256)

1 2 3 4 5

Password Length (1-5)

0.068

0.066

0.064

0.062

0.0

(&)

0.058

0.056

Encryption Time (ms)

0.054

HAES-128 M®AES-192 mAES-256

Figure 5.11 Encryption Time for AES Bit Sizes 128, 192, and 256

Note. This figure shows the encryption time for password lengths ranging from 1 to 5 characters with
AES bit sizes of 128, 192, and 256.

Encryption time refers to the amount of time required to encrypt a given set of data
using a specific encryption algorithm. It is an important metric in assessing the efficiency of
encryption methods, with lower encryption times generally being preferred for faster processing.
In Figure 5.11, the encryption time for AES bit sizes 128, 192, and 256 across password lengths
from 1 to 5 demonstrates that AES-256 performs the fastest for password lengths 1 and 3, while

AES-128 outperforms the others for password lengths 2, 4 and 5. Overall, AES-128 emerges as
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the most efficient in terms of encryption time. This makes AES-128 particularly suitable for
resource-constrained environments where faster encryption speeds are critical, without

significantly sacrificing security.

Encryption Memory Usage for Password Length 1-5
and AES Bits (128, 192, 256)

0.00094

0.00093

0.00092
0.00091
0.0009
0.00089
0.00088 I I I
0.00087
1 2 3 4 5

Password Length (1-5)

Encryption Memory Usage (MB)

HAES-128 m®AES-192 mAES-256

Figure 5.12 Encryption Memory Usage for AES Bit Sizes 128, 192, and 256

Note. This figure shows the encryption memory usage for password lengths ranging from 1 to 5
characters with AES bit sizes of 128, 192, and 256.

Encryption memory usage refers to the amount of memory required by the system to
perform the encryption process. This includes the memory needed to store the encryption keys,
buffers, and any intermediate data used during encryption. Efficient encryption methods aim to
minimize memory consumption while maintaining strong security. In Figure 5.12, the
encryption memory usage remains identical across all three AES bit sizes for each password
length. This suggests that the choice of AES bit size does not significantly affect memory
consumption, allowing users to focus on other factors, such as encryption speed and security,

without concerns about increased memory usage.
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Encryption Throughput for Password Length 1-5 and
AES Bits (128, 192, 256)

17500
17000

16500
16000
15500
15000
14500
14000
13500
1 2 3 4 5

Password Length (1-5)

Encryption Throughput (ops/s)

W AES-128 mWAES-192 mAES-256

Figure 5.13 Encryption Throughput for AES Bit Sizes 128, 192, and 256

Note. This figure shows the encryption throughput for password lengths ranging from 1 to 5 characters
with AES bit sizes of 128, 192, and 256.

Encryption throughput, measured in operations per second (ops/s), reflects the number
of encryption operations the system can perform in a given time. As shown in Figure 5.13, AES-
256 achieves the highest throughput for password lengths 1 and 3, indicating it is more efficient
for shorter passwords. However, AES-128 outperforms the others for password lengths 2, 4,
and 5, suggesting that as password length increases, AES-128 provides superior throughput.
This makes AES-128 the more suitable choice for scenarios where processing efficiency is
critical, particularly when dealing with larger datasets or operating on devices with limited

computational resources.
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Deccryption Time for Password Length 1-5 and AES
Bits (128, 192, 256)

0.114
0.112

0.1
0.108
0.106

0.104
0.102

0.1
0.098
0.096
0.094
0.092

1 2 3 4 5

Password Length (1-5)

Decryption Time (ms)

W AES-128 mWAES-192 mAES-256

Figure 5.14 Decryption Time for AES Bit Sizes 128, 192, and 256

Note. This figure shows the decryption time for password lengths ranging from 1 to 5 characters with
AES bit sizes of 128, 192, and 256.

Decryption time refers to the amount of time it takes for the system to reverse the
encryption process, turning the encrypted data back into its original plaintext form. This metric
is important in evaluating the performance of encryption systems, as it determines how quickly
encrypted data can be accessed and used. In Figure 5.14, the decryption time for AES bit sizes
128, 192, and 256 across password lengths from 1 to 5 shows that AES-256 performs the fastest
for password lengths 1, 2, 4, and 5, while AES-128 achieves the fastest decryption time for
password length 3. The superior decryption performance of AES-256 for most password lengths
can be attributed to its optimization for stronger encryption processes, which can be more

efficient in terms of decryption speed.
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Decryption Memory Usage for Password Length 1-5
and AES Bits (128, 192, 256)

0.00112

0.0011
0.00108
0.00106
0.00104
0.00102
0.001
0.00098
1 2 3 4 5

Password Length (1-5)

Decryption Memory Usage (MB)

W AES-128 mWAES-192 mAES-256

Figure 5.15 Decryption Memory Usage for AES Bit Sizes 128, 192, and 256

Note. This figure shows the decryption memory usage for password lengths ranging from 1 to 5
characters with AES bit sizes of 128, 192, and 256.

Decryption memory usage refers to the amount of memory required by the system to
perform the decryption process, which includes memory for decryption keys, buffers, and any
temporary data used during decryption. Efficient decryption methods aim to minimize memory
consumption while ensuring secure data retrieval. In Figure 5.15, the decryption memory usage
is identical across all three AES bit sizes for each password length. This suggests that the choice
of AES bit size does not significantly affect decryption memory usage, allowing users to focus
on other factors such as encryption speed, security, and overall performance, without concerns

about increased memory demands during decryption.
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Decryption Throughput for Password Length 1-5 and
AES Bits (128, 192, 256)

10200
10000
9800

9600
9400
9200
9000
8800
8600
8400
8200
1 2 3 4 5

Password Length (1-5)

Decryption Throughput (ops/s)

W AES-128 mWAES-192 mAES-256

Figure 5.16 Decryption Throughput for AES Bit Sizes 128, 192, and 256

Note. This figure shows the decryption throughput for password lengths ranging from 1 to 5 characters
with AES bit sizes of 128, 192, and 256.

Decryption throughput, measured in operations per second (ops/s), indicates how many
decryption operations the system can perform within a given time frame. As shown in Figure
5.16, AES-256 consistently outperforms the other bit sizes across most password lengths (1, 2,

4, and 5), demonstrating its efficiency in decryption tasks.

In summary, AES-128 achieves the fastest encryption time and demonstrates superior
encryption throughput, making it more efficient for encrypting data, especially for longer
passwords. In contrast, AES-256 provides the fastest decryption time and outperforms the other
bit sizes in decryption throughput, making it highly effective for decrypting data. Regarding
encryption and decryption memory usage, there is no noticeable difference between the AES
bit sizes, as all show identical memory consumption. Overall, AES-128 excels in encryption

speed, while AES-256 is more efficient for decryption tasks. The optimal choice will depend
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on the specific performance requirements, with AES-128 being better suited for encryption and

AES-256 for decryption.

5.3.2 Security Testing

Security testing is essential to verify that the Password Management System is resistant
to various threats and vulnerabilities. The primary objective was to assess the security of stored
passwords and ensure that the system can withstand common attack methods, including brute-
force, AES brute-force, dictionary, and rainbow table attacks. To achieve this, the system’s
built-in password strength tester was utilized to simulate these attacks. For each password, the
tester calculates the estimated time to crack and simulates the attack to determine the actual
time to crack, providing a comprehensive evaluation of the password’s resilience. The results
of these simulations are summarized in Table 5.10 for the estimated time to crack and in Table
5.11 for the actual attack time. This testing ensures that the system offers robust protection
against potential breaches and allows users to evaluate the security of their passwords in real-

world attack scenarios.

Input Used in Password Strength Tester:

e Test Password: }M2-837*=00f (12 characters, consisting of uppercase, lowercase,

digits, and special characters)

e Guess Per Second: 3,000,000

e Thread Count: 1
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Password Length 1: Single character (e.g., "a")

Rationale: This represents the simplest possible password, used for the lower bound of

password strength testing.

Password Length 2: Two characters (e.g., "al")

Rationale: A small increase in length and complexity, combining lowercase letters and

digits.

Password Length 3: Three characters "alB")

(e.g.,
Rationale: Adds uppercase letters to increase complexity, making the password more

securc.

Password Length 4: Four characters "alB*")

(e.g.,

Rationale: Introduces a special character to the password, further increasing its strength.

Password Length 5: Five characters (e.g., "alB*9")

Rationale: The length and complexity increase further, using lowercase, uppercase,

digits, and special characters to simulate stronger passwords.

Table 5.10 Estimated Time to Crack

Password 1 2 3 4 5
Length

Attack Type

Password Brute 0.0000086667 | 0.000432 | 0.0794426667 | 26.02497 | 2446.347

Force seconds seconds seconds seconds seconds

AES Brute Force AES-128: AES-128: AES-128: AES-128: | AES-128:
3.60x10%* 3.60x10%* 3.60x10%* 3.60x10%* | 3.60x10%*

years years years years years
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AES-192: AES-192: AES-192: AES-192: | AES-192:
6.63x10% 6.63x10% 6.63x10% 6.63x10% | 6.63x10%
years years years years years
AES-256: AES-256: AES-256: AES-256: | AES-256:
1.22x10% 1.22x10% 1.22x10% 1.22x10% | 1.22x10%
years years years years years
Dictionary 19.09691 19.09691 19.09691 19.09691 | 19.09691
Attack seconds seconds seconds seconds seconds
Rainbow Table 323.77 388.49 237.52 268.34 1748.55
Attack seconds seconds seconds seconds seconds

Note. This table outlines the estimated time to crack for each password length, based on various attack
methods.

Based on Table 5.10, the estimated time to crack increases as the password length grows
for all attack methods, except for AES brute force. For password brute force, the time grows
significantly with each additional character, from 0.0000086667 seconds for a single-character
password to 2446.347 seconds for a five-character password. For AES brute force, the estimated
time to crack remains consistent across all password lengths, but it increases with larger AES
bit sizes, indicating that AES encryption provides robust protection regardless of the password
length, with impractically long crack times (measured in millions of years). The dictionary
attack shows a constant estimated time to crack of 19.09691 seconds for all password lengths,
which implies that the effectiveness of dictionary-based attacks is not influenced by the length
of the password. Lastly, for rainbow table attacks, the estimated time to crack increases with
password length, ranging from 323.77 seconds for a one-character password to 1748.55 seconds

for a five-character password, suggesting that longer passwords are more resistant to rainbow
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table attacks. Overall, password brute-force and rainbow table attacks show a clear dependence

on password length, while AES brute force and dictionary attacks are less sensitive to length

variations.
Table 5.11 Actual Attack Time
Password 1 2 3 4 5
Length

Types of
Attacks
Password Brute 0 seconds 0 seconds 0 seconds 0.40 40.61
Force seconds seconds
AES Brute Force N/A N/A N/A N/A N/A
Dictionary 0.42 seconds 0.32 11.72 seconds 11.53 11.6
Attack seconds seconds seconds
Rainbow Table 323.77 388.49 237.52 268.34 1748.55
Attack seconds seconds seconds seconds seconds

Note. This table shows the actual time taken to complete the attack for each password length, based on
various attack methods.

Based on Table 5.11, the actual time to crack increases as the password length grows for
most attack methods. For password brute force, the time remains negligible for passwords of
lengths 1 to 3, increasing to 0.4 seconds for length 4, and significantly rising to 40.61 seconds
for length 5, showing a clear increase in cracking time with longer passwords. The AES brute
force method is not applicable as it would take millions of years to complete, making it
computationally infeasible to finish. For the dictionary attack, the cracking time starts at 0.42

seconds for a one-character password and slightly decreases to 0.32 seconds for a two-character
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password. The time then increases to 11.72 seconds for a three-character password and remains
fairly stable at around 11.5 seconds for passwords of length 4 and 5, indicating that the
dictionary attack's time becomes less sensitive to password length beyond a certain threshold.
Finally, for the rainbow table attack, the time increases significantly with password length, from
323.77 seconds for a one-character password to 1748.55 seconds for a five-character password,
indicating that longer passwords are more resistant to rainbow table attacks. Overall, password
brute force and rainbow table attack times increase with password length, while dictionary

attack times show a more moderate increase after a certain length.

To address the four common password attacks as mentioned above, the developed
Password Management System offers robust protection through a combination of security
features. For password brute force attacks, the system minimizes risks by implementing a
password generation tool that creates strong, complex passwords, making brute-force attempts
less feasible. Additionally, the system includes a password breach check that alerts users if their
passwords appear in known data breaches, further reducing the likelihood of exposure. To
protect against brute-force attacks, the system limits failed login attempts to five, after which
access is locked for one hour, either using the master password or recovery key. The dictionary
attack is mitigated by ensuring that generated passwords are highly complex and by using the
same failed login attempt mechanism to prevent repeated guesses. For rainbow table attacks,
the system uses a dynamic salt mechanism in the PBKDF2 key generation process, combined
with AES encryption, to secure passwords. Furthermore, the system adds an extra layer of
security by encrypting the database using the pysqlitecipher module, which employs SHA-512
to further protect the stored data. These combined features ensure that the system provides
robust protection against a wide range of attacks while enabling users to assess and improve

their password security.
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5.4 Summary

This chapter detailed the various testing phases conducted on the Password Management
System, including functional testing (unit testing and user acceptance testing) and non-
functional testing (performance and security testing). Each type of test helped identify potential
issues and verify that the system met the specified requirements for security, performance, and
usability. Through these tests, the system was validated to function as expected, offering a

secure and user-friendly password management solution.
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CHAPTER 6: CONCLUSION AND FUTURE WORKS

6.1 Overview

This chapter marks the conclusion of the development of the Password Management
System, where the objectives, achievements, limitations, and possible future improvements are
summarised. The system has undergone rigorous testing and has demonstrated its ability to
meet the defined goals. However, like any project, there are always areas for improvement and

additional functionalities that can be explored in future iterations.

6.2 Achievements

The Password Management System has successfully met its primary objectives, as
summarized in Table 6.1. The system offers enhanced password security, mitigating the risk of
weak, reused, and compromised passwords by incorporating a built-in password generator and
a breach check function using the Pwned Passwords API". It also addresses the issue of single
points of failure by incorporating MFA and recovery keys for secure vault access. Furthermore,
the system provides transparent password strength evaluation through simulated attacks,
allowing users to test their passwords against various attack methods to better understand their

password security.
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Table 6.1 Objectives and Achievements

Objectives

Achievements

Enhancing Password Security: To tackle
the issue of weak, reused, and compromised
passwords, the system will include a built-in
password generator for creating strong,
unique passwords and a breach check
function that uses the Pwned Passwords API"
to alert users if their passwords have

appeared in known data breaches.

The system includes a password generator for
creating strong passwords and a breach check

function using the Pwned Passwords API.

Mitigating Single Point of Failure: To
resolve the wvulnerability posed by the
reliance on a master password, the system
will incorporate multi-factor authentication
(MFA) and recovery keys, enabling secure
recovery of the password vault even if the
master

password is  forgotten  or

compromised.

MFA and recovery keys are implemented to
ensure secure recovery of the password vault

even if the master password is compromised.

Providing Transparent Password Strength
Evaluation Through Simulated Attacks:
To help users understand the actual strength
of their the

passwords, system  will

Simulated attacks, including brute force,
AES brute-force, dictionary, and rainbow

table attacks, are integrated into the system,
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incorporate a feature that simulates multiple
attack methods, including plaintext password
brute-force, AES brute-force, dictionary
attacks, and rainbow table attacks. For each
method, the system will provide both an
estimated time to crack the password and a
real-time simulation of the attack process.
This will provide users with a comprehensive
understanding of their password's resilience
offer feedback  for

and actionable

improvement.

providing users with both estimated and real-

time feedback on their password's strength.

Note. This table outlines the objectives and achievements of the Password Management System,
highlighting key features such as password security enhancements, mitigation of single points of failure
through MFA and recovery keys, and providing transparent password strength evaluation via simulated

attacks.

6.3 Limitations and Constraints

While the Password Management System successfully meets the intended objectives, there are

some limitations and constraints that need to be addressed:

1. System Dependencies: The system's effectiveness is reliant on internet access for

breach checking via the Pwned Passwords API, potentially limiting its functionality in

offline environments.
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2. Password Strength Evaluation Scope: The simulated attacks, while comprehensive,
may not cover all possible real-world attack vectors, and additional methods could be
incorporated in future versions.

3. MFA Configuration Complexity: While MFA improves security, it introduces
complexity for users who may not be familiar with authentication methods beyond a

single password, suggesting a need for better user guidance.

6.4 Future Works

As with any software, there are always opportunities for further development and refinement.

Here are several potential enhancements that could be implemented in the future:

1. Additional Password Attack Simulations: Introducing more attack methods, such as
keylogging or phishing simulations, to provide an even more comprehensive evaluation
of password strength.

2. Mobile Version of the System: Developing a mobile version of the password manager
to allow users to manage passwords securely on-the-go.

3. Offline Breach Checking: Enhancing the system to allow offline breach checking by
integrating local databases of common password leaks.

4. Further User Education: Developing tutorials or more in-depth explanations for
password security and MFA to improve user understanding of the system's security
measures.

5. Al-Based Password Strength Enhancements: Exploring the use of Al or machine
learning models to improve password generation or even predict potential breaches

based on emerging trends.
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6. Improve Usability: Refining the user interface (UI) and enhancing UX (user experience)
to make the system even more intuitive and accessible, especially for less tech-savvy

users.

6.5 Summary

Chapter 6 concludes the project by summarizing the achievements, highlighting the
objectives that were successfully met, and discussing the limitations and constraints
encountered during the development process. While the Password Management System fulfills
its intended purpose of offering secure password management, the system is not without room
for improvement. The chapter also emphasizes that no system is perfect and outlines possible
future enhancements that could improve the system's security, functionality, and user

experience.
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APPENDICES

APPENDIX A: SURVEY ON PASSWORD MANAGEMENT PRACTICES

Section 1: General Information

Please provide the following details:

1. Age

o Under 18

o 18-24

o 25-34

o 35-44

0 45-54

o 55-64

O 65 and above

2. Gender

o Male

o Female

3. Occupation

o Student
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o Employed/Self-Employed

o Unemployed

O Retiree

Section 2: Current Concerns About Password Management Practices

1. How many online accounts do you own?

o1-3

o 4-6

o 7-10s

o More than 10

2. How often do you reuse passwords across multiple accounts?

O Never

O Sometimes

o Often

3. Have you or someone you know ever experienced an account being hacked or a

password being leaked?

O Yes

160



o No

4. Do you prefer to use a digital password manager over traditional methods of

writing/memorizing passwords?

O Yes

o No

o Maybe

o Other (please specify)

S. What concerns do you have about your current password management practices?

(Select all that apply)

o Remembering passwords

o Creating strong passwords

0 Managing multiple accounts

o Security concerns with online password storage

o Other (please specify)

Section 3: Preferences for a Password Management System

1. What features would you find most useful in a password management system? (Select

3 or more)
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o Offline accessibility

o Portability

0 Multi-factor authentication (MFA) or biometrics

o Recovery keys

o Real-time alerts

0 Built-in password generator

o Password health checker

o Backup and restore functions

0 Brute force protection

o Other (please specify)

2. How important is it for a password manager to have a built-in password generator that

creates strong, unique passwords?

(1 = Not Important, 5 = Very Important)

ol

o2

o3

o4

oS

162



3. How likely are you to use a built-in password generator in a password manager?

(1 = Unlikely, 5 = Very Likely)

ol

o2

o3

o4

oS

4. How likely are you to use a password manager that works offline, ensuring access even

without an internet connection?

(1 = Unlikely, 5 = Very Likely)

ol

o2

o3

o4

(m)
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5. How likely are you to use multi-factor authentication (MFA) or other security methods

like biometrics or fingerprints for added security?

(1 = Unlikely, 5 = Very Likely)

ol

o2

o3

o4

oS

6. How important is it to have recovery keys for account recovery?

(1 = Not Important, S = Very Important)

ol

o2

o3

o4

(m)

7. How likely are you to adopt a password management system that addresses your

security and convenience concerns?
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(1 = Unlikely, 5 = Very Likely)

ol

o2

o3

o4

o5

8. How effective do you believe a password management system would be in enhancing

your password security and convenience?

(1 = Not Effective, 5 = Very Effective)

ol

o2

o3

o4

oS

Section 4: User Experience and Feedback

1. What challenges or concerns might prevent you from using a password management

system? (Select all that apply)
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o Concerns about security and privacy

o Difficulty in setting up and using the system

o Cost of the password manager

0 Trust issues with the software provider

0 Fear of losing access to all passwords if the system fails

o Preference for traditional methods (e.g., writing down/memorizing passwords)

o Lack of awareness or understanding of password managers

o Other (please specify)

2. What additional features or suggestions would you like to see in a password

management system?

(Optional)
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APPENDIX B: CODE SNIPPET FOR PASSWORD GENERATION

generate_| 0 e 2, character
if character
characters i cii_letters

return ceicharacter

rd b red criteria and update UI.
word = ul_context["entry_password"]
parent_window = ui_context["parent_window"]

current_p
if current_p

gebr
Firm rurite",
"This will erurite
parent=parent_window

confirm:
return

word_criteri
C rsionErro

criteria = result[1][@]
length, include_uppercase, include_lowercase, include_digit include_minus,
include_underline, include ace, include_special, include_brackets, include_latinl = criteria[@:]

=5

m ge howwarning("Criteria Error", "No p word generation criteria found.", parent=parent_winc
n

retur
cept Exception =l
me geb errar e Error", f"Failed to lo word criteri s parent=parent_wine

turn

acter
include upperc: tring.a upperca
tring. lowerc

‘True':
‘True':

wwarning i o : : : at rent=parent _wi

with the selected criter
ord criteria with the oll

trengthiui_conte

Note. This appendix illustrates the code snippet for generating a secure password based on user-defined
criteria, such as length, uppercase letters, lowercase letters, digits, special characters, spaces, brackets,
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and Latin-1 characters. The generate now() function retrieves these criteria from the database,
constructs a character set, and generates a password that meets the strength requirements. If the password
is strong, it is displayed in the user interface; otherwise, the system prompts the user to adjust the criteria
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APPENDIX C: CODE SNIPPET FOR ESTIMATING PASSWORD CRACK TIME

estimate_crack_timel word, aes_bits, method, dictiomary_path, rainbow_path, gue _per_sec):
P d Brute-Force
8ES Brute-Force
Dictionary Attack
Rainbow Table

return { m in
5 Brute-Force",
w Table"]}

_per_sec
return {method: "Invalid guess rate: must be greater than @'}

ible_combination
Erute-Force"] =

ord Brute-Faorce"] = : ord brute-force disabled"

pe
rmat_timeiae

. brute-force disabled"

z count_line
dict_time
found = pa
if foun

dict_result "{dict_time} {Found)"

dict_r 1t = "Not found in wordlist"
results["Dictiona

else:

results["Dictionary Attack = "Dictionary attack disabled"
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if method == "Rainbow Table":
trw:

rainbow_ i bi.getDataFromTablel
"rainbow_crac
rai i

sult[1]:
rainbow_result[1]:
W[al) len(pass
_time = row[l]
k.

if base_time

results["Rainbow Table"] = "MNo estimate for this password length"

= sqlite_obj.getDataFromTable(
ettings",
nErrar=
omitID=

threads = 1

weError, YWalusError

results["Rainbow Table"] = crack_time

except Exception as
results["Rainbow Table"] = f"Database error:

elze:
results["Rainbow Table"] = "Rainbow attack disabled"

Note. This appendix contains the code snippet for estimating the time required to crack a password using
four different attack methods: password brute force, AES brute force, dictionary attack, and rainbow
table attack. The estimate crack time() function calculates the estimated cracking time for each method
based on the password's entropy and the number of guesses per second (guesses per sec). The guesses
per second can be either user-defined or determined by running a test on the user's device to measure
the guess rate, as demonstrated in Figure 4.13.
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APPENDIX D: CODE SNIPPET FOR ACTUAL DICTIONARY ATTACK TIME

2lif method == "Dictionary attack":
post (" mm Dictionary path: {dict_pathi;")
i os.path.exists(dict_pathl:
posti” Dictionary path not Found®)
return

dict _Files = [1]
if os.path.isdiridict_path}:

For root, _, Files in os.wWalk{dict pathl:

For file in Files:

file path = os.path.joinirooct, filel
if os.path.isfile(file path):

dict_files.appendi{file pathl

Found {len{dict_files}} dictionary files in directory")

post (£"
else:

dict_+iles = [dict_path]

Found_event = threading.Ewent(}
tried_set = set(}

found_info = {"file": "", "line": @}
dict_size = [@&]

lock = threading.Lock(}

dictionary_worker{file_chunk}:
Found_info, dict_size
for File_path in File_chunk:
if found_svent.is_set() stop_flag.dis_seti):
return

try:
with openi{file_path, 'r', errors=‘'ignore'} as +:
display_path = os.path.relpath{file_path, dict_path) if os.path.isdir{dict_path) else os.path.basename(file_path}
with lock:
post{+" B Scanning dictionary File: {display_pathi"}

line_num, line in enumerate(f, 1i:
if Found_ewent.is_set(} stop_flag.is_setil:
return

word = line.stripi)
if words:
cantinus

with lock:
dict_size[@] += 1
tried set.add{word)

i word password:
with lock:
Found_info["File"] = os.path.relpath{file_path, dict_path) if os.path.isdir{dict_path) else os.psth.basename(File_path)
Found_inFo["1ine"] = line_num
Found_event.set(}
return
except Exception as e:

& Error reading {os.path.basename(file pathi}: {strieir")

chunk_size = max(l, len{dict_files) // threads}
File_chunks = [dict_files[i:i+chunk_size] for i in range(®, lenidict_files), chunk_size}]

workers = []
For chunk in file chunks: (function) dictionary_worker{File_chunk: Unknown] ->
t = threading. Thread{target=dictionary_worker, args={chunk, )}, daemon= )
workers. append{t}
t.start()

for t in workers:
t.5oint}

attempt_counter[@] += dict_size[@]

if found_event.is_set():
post (" @ Password found in dictionary: {found_info[ 'file']} {lLine {found_infol[ 'line']}}")
else:
i stop_flag.is_set():
post ("3 Password not found in any dictionary file (searched {dict_size[®]} words)")
post(" 4 Proceeding with brute-force escluding tried words...")

charset = string.ascii_letters + string.digits + string.punctuation
Found_event = threading.Event{)

Filtered brute_force_worker{start_chars, charset, target, found_event, attempt_counter, stop flag):
max_len = len(target) + 1
For length in range{l, max_len + 1):
For First in start_chars:
for combo in itertools.product (charset, repeat=length - 1)z
if Found_event.is_seti) stop_flag.is set():
return
attempt = First + join(comba}
if attempt tried_set:
continue
attempt_counter[@] += 1
if attempt target:
Found_event.set(}

post (" @ Password found by brute-—force: {fattempti")
return

workers = []
For i in range(threads):
start_chars = charset[i hreads ]
t = threading. Thread(
target=Filtered_brute_force_worker,
args=[(start_chars, charset, password, found_ewent, attempt_counter, stop_flagl,
dasman=

workers . appenditl
t.start ()

Found_ewvent.is_set(} stop_Fflag.dis_set(lz
post( " Password not Found even aFter brute-force® )




Note. This appendix presents the code snippet for performing a dictionary attack using the
simulate_attack() function. The function attempts to crack the password by checking it against entries
in a dictionary file, as described in Dictionary Attack (Chapter 4.2.5.8.1). It calculates the actual time
taken to find a match by iterating through the dictionary, which contains a list of common passwords. If
the password is found, the time is reported. If not, the attack automatically proceeds to a password brute
force attack.

172



APPENDIX E: CODE SNIPPET FOR ACTUAL RAINBOW TABLE ATTACK TIME

= hashlib.md5(p

A HDS h

ainbo W_p ath :l H
bow table path not found")

command = f'reracki_mt -h {mdS_hash} -t {threads} {rainbow_path}"

po ¥ {erack_dirk")

return

subprocess.Popen(
command,
cwd=crack_dir,

CREATE_NEW_PROC

.Popen(
cwd=crack_dir,

.PIPE,
.5TDOUT,
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while
if stop_flag.is_set():
| ing rainbow table attack...")
name nt':
.kill({process.pid, signal.CTRL_EREAK_EWENT)

killpg(os.getpgid{proce LSIGTERM)
break

output = process.stdout.readlin

if output == process.pol

return_code = process.poll()

if
ord found In rainbow tablel")
ord not found in rainbow tables")

Terminated")

current_time = datetime.nowi}.strftime] "%y -%mn-
"® End time: {current_time

"B Total attempt
Time taken:

Note. This appendix shows the code snippet for performing a rainbow table attack on a password hash
using the simulate attack() function. The function utilizes precomputed hashes from a rainbow table to
attempt to crack the password and calculates the actual time taken to find a match, leveraging the
rcracki_mt tool, as described in Chapter 4.2.5.8.1. The function generates the MD5 hash of the entered
password and executes the rcracki_mt -h {md5_hash} -t {threads} {rainbow_path} command to initiate
the cracking process, utilizing multithreading for efficient execution.
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APPENDIX F: AES BIT PERFORMANCE METRICS

test_aes_performance(bits, password, test_enc, test_dec, test_mem, test_throughput, test_entropyl:
results = {F

plaintext = os.urandom(l * 1@24 * 1224}

key_length = bits sr &

total_enc_time =
total_dec_time =
total_enc_memory
total_dec_memory
total_enc_throughput
total_dec_throughput
total_enc_entropy = @
total_dec_entropy = @

trw:
target_key = password.encodef).ljust (key_length, b'%@' J[:key_length]

Far _ in range{l1@):

if test_enc:
start_time = time.perf_counter(}
if test_mem:
tracemalloc.start()

iw = os.urandom{12]}

cipher = Cipher{algorithms.fEsS(target_key), modes.GCHiiu), backend=default_backend( )}
encryptor = cipher.encryptoril

ciphertext = encryptor.updateiplaintext) + encryptor.finalize()

if test_mem:
_s Ppeak = tracemalloc.get_traced_memory()
tracemalloc.stopi)
total_enc_memory += peak £ (1@24 #% 23

end_time = time.perf_counteri)
total_enc_time += (end_time - start_time) * lo2&

if test_throughput:
total_enc_throughput += (1 *+ 1824 * 1@24) / (end_time - start_time) / (1@24 +* 2]

if test_entropy:
total_enc_entropy += calculate_entropyi{ciphertext)

if test_dec:
iv = os.urandom{l2}
cipher = Cipherialgorithms.aAESitarget_kew), modes.GCHMi{iuw), hackend=default_backend( )]
encryptor = cipher.encryptor()
ciphertext = encryptor.updatefplaintext) + encryptor.finalizer)
tag = encryptor.tag
combined = iv + tag + ciphertext

start_time = time.perf_counter()
if test_mem:
tracemalloc.start()

iv = combined[:12]
tag = combined[12:28]
ciphertext_part = combined[28:]

cipher = Cipher{algorithms.&ES(target_key), modes.GCHM({iv, tag), backend=default_backend()}
decryptor = cipher.decryptori}
decrypted = decryptor.update{ciphertext_part) + decryptor.finalize()

if test_mem:
_» peak = tracemalloc.get_traced_memory()
tracemalloc.stopi)
total_dec_memory += peak [ (1@24 ** 2)

end_time = time.perf_counter()
total_dec_time += f{end_time - start_time) * 1222

if test_throughput:
total_dec_throughput += (1 * 1@24 * 1@24) ¢ (end_time - start_time) s (1l@24 *+ 2}

i test_enc:
results['encryption_time'] = total_enc_time ¢ 1@
results['encryption_memory '] = total_enc_memory S 1@
results['encryption_throughput'] = total_enc_throughput 7 1@
results['encryption_entropy'] = total_enc_entropy & 1@ if test_entropy else @

if test_dec:
results['decryption_time'] = total_dec_time / 1@
results['decryption_memory '] = total_dec_memory & 1@
results['decryption_throughput'] = total_dec_throughput s 1@

except Exception as e:
print (f"Performance test error: {str{el}")

return {}

return results

Note. This appendix provides the code snippet for evaluating the performance of different AES bit sizes
(128, 192, and 256). The test measures key performance indicators such as encryption time, decryption
time, memory usage, and throughput for each bit size. These performance metrics allow users to assess
the computational efficiency and resource usage associated with each AES encryption option. The




results help users select the AES bit size that strikes the optimal balance between performance and
security for their system.
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APPENDIX G: AES BIT SECURITY METRICS

calculate_entr
alculate on entropy of given data"""
data:
return @.a@

data
* math.lo

Word, aes_bits, aes, gue er_sec):
For different met -
Each method will be enable : d d on the user's selection in the GUI.

Returns diction: i times

pa ord:

return {meth N o d entered" for method in

zeconds )

irute-Force"] = "AES brute-force disabled"
return results

Note. This appendix illustrates the code snippet for evaluating the security of each AES bit size (128,
192, and 256). The key metrics assessed include ciphertext entropy and the estimated crack time for
each encryption method, as mentioned in Section 4.2.5.8.1. These metrics provide insight into the
strength and resilience of each AES bit size against potential attacks, helping users choose the most
secure option for their password encryption needs.
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APPENDIX H: DETERMINING THE BEST AES BIT SIZE

determine_best_aes{results, cli_output):

scores = {"128": @, "192": @, "256": @}
total_metrics = {"128": @, "192": @, "256":

score_details = {
"128": {'enc_time': @, 'mem_usage': @, 'throughput': @, 'entropy': @, ‘crack_time': @, 'dec_time': @, 'dec_mem_usage': 'dec_throughput'
"192": {'enc_time': @, 'mem_usage': @, ‘throughput': @, 'entropy’: @, ‘crack_time': @, 'dec_time': @, 'dec_mem_usage ‘dec_throughput *
"256": {'enc_time': @, 'mem_usage': @, 'throughput': @, 'entropy': @, ‘crack_time': @, 'dec_time': @, 'dec_mem_usage 'dec_throughput'

max_score_per_metric = 18

For bits in ["128", "152", "255"]:
perf = results[bits]['performance’]
est_times = results[bits]['estimates']

enc_time = perf.get('encryption_time',
if enc_time :
enc_time_score = max_score_per_metric / [fenc_time + 1fj
scores[bits] += enc_time_score
score_details[bits][ 'enc_time'] = enc_time_score
total metrics[bits] += 1

mem_usage = perf.get( encryption_memory',
if mem_usage 8
mem_usage_score = max_score_per_metric f (mem_usage + 1)
scores[hits] += mem_usage_score
score_details[bits][ 'mem_usage'] = mem_usage_score
total_metrics[bits] += 1

throughput = perf.get('encryption_throughput', )
if throughput :
throughput_score = min{throughput, max_score_per_metric)
scores[bits] += throughput_score
score_details[bits ][ 'throughput'] = throughput_score
total_metrics[bits] += 1

entropy = perf.get( 'encryption_entropy', )

if entropy :
entropy_score = min(entropy, max_score_per_metric)
scores[hits] += entropy_score
score_details[bits][ 'entropy'] = entropy_score
total_metrics[bits] += 1

crack_time = est_times.get("&4ES Brute-Force"”, "N &")

if crack_time N
time_in_seconds conuert_crack_time_to_seconds (crack_time}
crack_time_score = max _score_per_metric f {time_in_seconds + 13
scores[bits] += ecrack_time_score
score_details[bits]['crack _time'] = crack_time_score
total _metrics[bits] += 1

dec_time = perf.geti'decryption_time', 3

if dec_time :
dec_time_score = max_score_per_metric f {dec_time + 13
scores[bits] += dec_time score
score_details[bits]['dec_time'] = dec_time_score
total_metrics[bits] += 1

dec_mem_usage = perf.get{ decryption_memory’, 3
if dec_mem_usage =
dec_mem_usage_score = max_score_per_metric s (dec_mem_usage + 1}
scares[bits] += dec_mem_usage_scaore
score_details[bits][ dec_mem usage'] - dec_mem_usage _score
total_metrics[bits] += 1

dec_throughput = perf.get{'decrxption_throughput'. 3

if dec_throughput E
dec_throughput_score = min({dec_throughput, max score_per_metric)
scores[bits] += dec_throughput score
score_details[bits]['dec_throughput'] = dec_throughput_score
total _metrics[bits] += 1

bits in ["12s", "192%, "25&8°]:
if total_metrics[bits] > &:
scores[bits] = (scores[bits] + (total metrics[bits] * max_score_per_metric)) * le@

best_bit = max{scores, key=scores.get}

€li_output.insert{tk.END, “ininDetailed Scores For each SES bit:")

For bits inm ["128", "182", "25&"]1:
cli_output.insertitk.END, F"wnAES-{bits}
cli_output.insert{tk.END, ¥"in Encryption Time: {score_details[bits]['enc_time’ g
cli_output.insert{tk.END, ¥"in Encryption Memory Usage: {score_details[bits]['men_usage’
cli_output.insert{tk.END, f"%n Encryption Throughput: {score_details[bits]['throughput’ H0
cli_output.insert{tk.END, F"%n Decryption Time: {score_details[bits]['dec_time' 0
cli_output.insert{tk.END, ¥"in Decryption Memory Usage: {score_details[bits]['dec_mem_usage’
€li_output.insert{tk.END, ¥"in Decryption Throughput: {score_details[bits]['dec_throughput'
cli_output.insert{tk.END, F"%n Ciphertext Entropy: {score_details[bits]['entropy’ R
cli_output.insert{tk.END, f"%n Estimated Crack Time: {score_details[bits]['crack_time’ R

cli_output.insert(tk.END, F"\n Total Score: {scores[bits TENN" )
cli_output.insert{tk.END, f"ininBest AES bit: AES-{best_bit} with a total score of {scores[best_bit

return best_bit




Note. This appendix demonstrates the code snippet for determining the optimal AES bit size for a user's
device. The function evaluates performance and security metrics for AES-128, AES-192, and AES-256,
including encryption/decryption time, memory usage, throughput, entropy, and estimated crack time.
Each AES bit size is scored based on these metrics, and the bit size with the highest score is
recommended as the best choice for the user's device. This evaluation ensures that users select the most
suitable AES bit size to balance security and performance according to their device's capabilities.
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APPENDIX I: USER ACCEPTANCE TESTING SURVEY FOR THE DEVELOPED
PASSWORD MANAGEMENT SYSTEM

Section 1: Download the Password Management System

Before proceeding with the questions, please download and test the system from the following

link. The tutorial can be found in the README section:

https://github.com/Rakoim/FYP_Password Manager

1. Have you downloaded and tested the Password Management System?

O Yes

o No

Section 2: User Acceptance Testing Questions

Thank you for confirming that you have downloaded and tested the system. Now, please provide

your feedback based on your experience with the system.

1. How easy was it to use the Password Management System?

(1 = Very Difficult, 5 = Very Easy)

ol

o2

o3

o4

oS
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https://github.com/Rakoim/FYP_Password_Manager

2. Did you encounter any issues during the login process?

O Yes

o No

3. If yes, please explain:

(Optional)

4. How would you rate the ease of adding or editing password entries?

(1 = Very Difficult, 5 = Very Easy)

ol

o2

o3

o4

(m)

5. Were the password strength and breach check features helpful?

O Yes

o No

O Not Sure
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6. Please explain why:

(Optional)

7. How would you rate the AES bit evaluation feature in terms of ease of use?

(1 = Very Difficult, 5 = Very Easy)

ol

o2

o3

o4

o5

8. How confident are you in the security features of the system (e.g., AES encryption,

MFA)?

(1 =Not Confident at All, 5 = Very Confident)

ol

o2

o3
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o4

oS

9. Did you use the "Generate Password" feature? If so, how would you rate it?

O Yes

o No

10. If yes, please rate it:

(Optional)

(1 = Very Poor, 5 = Excellent)

ol

o2

o3

o4

(m)

11. Was the password strength tester useful for understanding your password’s security?

O Yes

o No
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12. Please provide any suggestions to improve this feature:

(Optional)

Section 3: User Experience and Feedback

1. How would you rate the overall user interface and design of the system?

(1 = Very Poor, 5 = Excellent)

ol

o2

o3

o4

oS

2. What improvements would you suggest for the Password Management System?

(Optional)

3. Overall, how satisfied are you with the Password Management System?

(1 = Very Unsatisfied, 5 = Very Satisfied)
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ol

o2

o3

o4

oS

4. Additional Comments or Suggestions:

(Optional)
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