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Abstract

Malaysia Telemetry, Tracking and Command (TT&C) satellite ground stations are at risk of
operational problems caused by over-congestion of Radio Frequency (RF) spectrum,
causing severe adjacent channel interference and possible receiver overload. In this study,
the local environment was described using a series of 360° azimuth scans of interference
frequencies of the S-band facility in the Malaysian Space Agency (MYSA) and recording
the Right-hand Circular Polarization (RHCP) and Left-hand Circular Polarization (LHCP)
signals. Findings indicated the presence of two different mechanisms: a narrowband spike
on RHCP at 2200 MHz (146° azimuth) and broadband noise on LHCP at the S-band (85.2°
azimuth). This interference greatly compromises the reliability of links, which points to the
impossibility of passive coexistence anymore. The research comes to the conclusion that
conventional filtering is not sufficient. Mitigation has to shift to active cognitive agility,
which advises high-rejection cavity filters (e.g., greater than 60 dB rejection), deployment
of Dynamic Exclusion Zones and adoption of Al-based spectrum awareness systems to
protect national space infrastructure.

Keywords TT&C - RF Interference - 5G Networks - S-band - Ground Station

Abbreviation Full Form

5G Fifth-Generation

BER Bit Error Rates

BS Base Station

EES Earth Exploration Satellite
EMI Electromagnetic Interference
FSS Fixed Satellite Services
GEO Geostationary Earth Orbit

IF Intermediate Frequency
LEO Low Earth Orbit

LHCP Left-Hand Circular Polarization



MCF Mission Control Facility

Malaysian Communication and Multimedia

MEMC Commission

MOSTI Ministry of Science, Technology and Innovation
MYSA Malaysian Space Agency

RF Radio Frequency

RHCP Right-Hand Circular Polarization

SDR Software Defined Radio

SNR Signal-to-Noise Ratio

TT&C Telemetry, Tracking and Command

1 Introduction

Telemetry, Tracking and Command (TT&C) satellite ground stations make up a necessary
element of the earth segment of a modern satellite mission. They play a crucial role as a
connection to control the spacecraft's health, orbital maintenance and proper safe data flow
between Low Earth Orbit (LEO) and Geostationary Earth Orbit (GEO) constellations.
Operational wise, global activities, in such areas as environmental surveillance, disaster
management and safe communications, depend on robust and reliable ground networks. The
space infrastructure owned by the government, headed by the Malaysian Space Agency
(MYSA) and its primary ground station in Banting, Selangor, is important in Malaysia to
maintain national sovereignty and to facilitate different space segment uses in line with the
National Space Policy 2030. The safety of the operation of the critical facilities is also at risk
in this New Space period because there is congestion of the radio frequency (RF) spectrum.
The greatest issue in the contemporary wireless services across the world is the fast, dense
deployment of Fifth-Generation (5G) cellular networks. These networks will work with
similar C-Band frequencies (3400 MHz-4200MHz) as the traditional Fixed Satellite Services
(FSS). According to Al-Jumaily et al. [1] and Lagunas et al. [2], this coexistence causes a
serious adjacent channel interference and even receiver saturation in the case of high-power
5G base station (BS) out-of-band emissions and locality [3]. Tropical climate and dense
population of peninsular Malaysia provide special problems to the modeling of interference
because of localized losses of clutter.

The study will secure the strategic space resources of Malaysia by defining the environment
of interference around and devising countermeasures that can be used to help counteract the
interference of the next-generation TT&C ground stations. This research addresses these
challenges by characterizing the surrounding electromagnetic environment through a 360°
azimuth frequency scan and developing a rigorous mathematical framework to evaluate link
reliability. The numerical link budget degradation data including delta Signal-to-Noise Ratio
(ASNR) and Bit Error Rate (BER) for link reliability assessment under interference is
demonstrate throughout the research.The overall objectives are to simulate aggregate
interference of the nearby terrestrial emitters (e.g., SG base station), assess its effect on the
TT&C link budget margins and propose alternative filtering approaches other than the
application of geographical exclusion zones to guarantee effective satellite command and
control.



2 Satellite Ground System Overview

2.1 Ground Station System Overview and Configuration

Malaysian Space Agency (MYSA), under the Ministry of Science, Technology and
Innovation (MOSTI), has operated its S+X band antenna system, located within the Space
Technology Complex in Banting, Selangor, since 2016. This system supports various space
missions and research initiatives by easily reliable data transfer between satellites and ground
stations [4], [S]. Notably, integrating S+X band antenna technology boosts communication
capabilities to promote overall efficiency and effectiveness of space operations, providing
the rapid and accurate sharing of critical information.

The antenna system is equipped with S and X band frequencies for primary TT&C operations
and for receiving Earth Exploration Satellite (EES) payload data, which can receive several
satellite mission RF signals, including Seaview-1, PakTES 1A, Aqua and Terra. Fig. 1 depicts
the system block diagram for the downlink chain utilising Software Defined Radio (SDR)
baseband equipment.
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Fig. 1. MYSA’s ground station system block diagram (Downlink)

The Radio Frequency (RF) chain forms an essential link, the front-end antenna system is
located outdoors and the backend equipment is installed in a controlled environment inside
the Mission Control Facility (MCF). This connection is crucial in allowing communication
and data to be sent down to the tarmac for all types of missions [6]. At the same time, the
downlink and uplink RF signals are each down-converted to an Intermediate Frequency (IF)
level of 720 MHz (X-band) and 70 MHz (S-band) at two separate channels, each channel
using either Right-Hand Circular Polarisation (RHCP) or Left-Hand Circular Polarisation
(LHCP).



However, the system architecture design is particularly customizable, configured to perform
several different space missions simultaneously. The highly dynamic configuration allows
the flexible channelization required to fill multiple mission profiles [7]. To this end, this
flexibility within the system gives the system the ability to reconfigure the channels
automatically and in real-time, thus it becomes more receptive to mission-specific demands.

In addition, the signal chain can also be handled using a matrix switch, which is able to direct
signals to different chains. This type of functionality is crucial in managing the complexity
of various streams of data and its easy integration through the many channels to enable
effective post-processing and data distribution. Besides delivering operational efficiency,
matrix switch assists in making sure that data with high fidelity can be forwarded to the
appropriate stakeholders in order to make the best-in-class decisions and operational
preparedness.

Table 1. Ground station antenna system specification

Characteristic Specification
Reflector diameter 7.30 m
Pedestal axis type Azimuth / Elevation / Train
Azimuth travel range +360°
Elevation travel range 0° - 180°
Train travel range + 180°

Angular velocity

Azimuth 20°/s, Elevation 20°/s, Train
6°/s

Feed configuration
S-band receive (TT&C);

S-band transmit (TT&C); and

X-band receive (EES)

2200 to 2290 MHz (Prime Focus
feed)

2025 to 2110 MHz (Prime Focus
feed)

8025 to 8400 MHz (Cassegrain feed)

Receive data channel G/T at 5° elevation, 23°C,
7.5 gm/m3, under clear sky in the absence of
outside interference

S-band (2200 MHz) 18.5 dB/K

X-band (8000 MHz) 31.5dB/K

Tracking mode Auto Track
Program Track
Manual Track

The combination of a highly specialised RF chain architecture with highly dynamic RF
capabilities is key to enabling flexibility for multi-mission operations [8]. This system is
important in ensuring communication and data management are remarkably effective and
efficient in space mission operations due to its potential to flexibly guide signals and
effectively handle data [9]. Table 1 is a summary of the ground station antenna system
specification under operation at MY SA.

3 Methodology: Interference Frequency Scanning at MYSA’s
Ground Station

To characterise the radio environment surrounding the ground station antenna, the



interference frequency scanning process is carried out to characterise the RHCP and LHCP
radio environment. The antenna is set at an elevation of 0°, which allows it to possibly sweep
the full 360° azimuth in order to get spatial variations of possible sources of interference on
the horizontal plane. Having a controlled slew rate of 2°/sec, the scan provides sufficient
temporal resolution to see narrowband and broadband emissions. The measurements are
applied according to Table 2 which includes some frequency points of the S-band (2200,
2250 and 2290 MHz) and includes both low and high frequency bands of operation that are
attractive in TT&C. Having the RHCP and LHCP information, both using SDR as a spectrum
analyser, the technique allows polarization dependent interference profiling, needed to
determine the effects of cross-polar leakage, satellite downlink sensitivity and terrestrial
emitter influence. The resultant frequency azimuth maps can enable predictive modelling of
interference, enhance the link-budgets analysis and inform mitigation strategies which can
include adaptive filtering, null-steering and the optimal location of antenna.

Table 2. Interference Frequency Scanning Modelling Methodology

a. Elevation angle : 0°
b. Azimuth angle : 0°—360°
c. Antenna Slew Rate : 2°/s
d. Resolution bandwidth (RBW) : 100kHz
e. Video bandwidth (VBW) : 10kHz
f. Detector : Peak Detection
g. Baseline noise floor measured : 105 dBm
Downlink Frequency S-Band (2200 —
Polarization 2290 MHz)

Low Medium High
Right Hand Circular Polarization (RHCP)

2200 2250 2290
Left Hand Circular Polarization (LHCP)

3.1 Link Performance Assessment

The performance of the interfered ground station is determined by several parameters
involving ASNR and BER which describe as follows:

The presence of terrestrial interference degrades the carrier-to-noise plus interference density
ratio (C/No + Io), which directly impacts the achieved Energy per Bit to Noise Power
spectral density ratio (Eb/No) [10]. The numerical degradation in Signal to Noise Ratio
(ASNR) is calculated as:

ASNR (dB) = 10logy, (1 + 3) 0

where:
S :interference power
N :thermal noise power



4 Result: Empirical Interference Modeling and Quantitative
Analysis

Fig. 2 and Fig. 3 demonstrate the empirical findings of the scanning campaign of the
interference frequencies at the TT&C ground station of the MYSA. The data is plotted to
show the relative scale of electromagnetic interference (EMI) versus azimuth angle (0° to
360°), which essentially developed the anisotropy of directionality of the surrounding radio
frequency (RF) environment. The radial axis gives the comparative signal strength of the
signal picked up as the interference and it could be used to compare the S-band and frequency
of RHCP and LHCP.

MYSA's TT&C Interference Model (S-Band, RHCP)
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MYSA's TT&C Interference Model (S-Band, LHCP)
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4.1 S-Band (RHCP) Analysis

The interference profile of the RHCP channels is a frequency-dependent profile. The results
of the RHCP polar plot in the finer details, as presented in Fig. 2, are:

e  Dominant Interference Vector (146 ° Azimuth): A significant interference spike
that appears in the S-Band Low channel (2200 MHz) only (and is indicated by the
light green trace) is the most critical observation in the RHCP spectrum. This
signal is harshly collimated within 155° and 160° of azimuth with the magnitude
of 14.0 dB (-44.0 dBm).

e  Narrowband Characteristics: This interference is located at the low-end of the
frequency range, unlike the LHCP results. The traces of S-Band Mid (2250 MHz)
and S-Band High (2290 MHz) (darker greens) are also close to the origin and are
only slightly deviated. This means that the effect is narrowband, and it only affects
the carrier frequency of 2200 MHz.

e  Source Probability: Rich polarization purity (RHCP) and narrow band frequency
containment also indicate that the source is probably a localized terrestrial
transmitter, e.g., a localised microwave link or a radar sidelobe near the 2200 MHz
threshold.



4.2 S-Band (LHCP) Analysis

The LHCP channels show unlike interference, where the interference is broadband and has a
separate spatial origin. The finer results of the LHCP polar plot, Fig. 3, are as follows:

e  Dominant Interference Vector (85.20 Azimuth)): A consistent interference pattern
is observed due West, at approximately 2700 azimuth with the magnitude of 8.4
dB (-38.4 dBm). Unlike the single-frequency spike in RHCP, distinct spikes are
visible across all three monitored frequencies: Low 2200 MHz, Mid 2250 MHz
and High 2290 MHz (represented by orange, light brown and dark brown traces).

e  Broadband Characteristics: The presence of interference at the same azimuth
across the entire 90 MHz span of the S-band indicates a broadband noise source.
The signal strength is relatively consistent across Low, Mid and High channels,
suggesting the emitter has a wide spectral output rather than a single carrier
frequency.

e  Source Probability: This broadband signature is suspected of pointing from an
unknowed sources such as from high-power industrial machinery, unshielded
electronics or wideband communication systems (like Wi-Fi or spread-spectrum
devices) located in the western sector of the ground station's perimeter. Based on
the geographical map overlay, the potential source is pointing towards KLIA,
Sepang, which is significant for communication and radar systems.

4.3 Synthesis and Operational Implications

Based on the overlaid polar plot diagram displayed on the geographical map of the TT&C
ground station, as illustrated in Fig. 4 and 5 below, future investigations should focus on
assessing the probability of interference sources, particularly if a nearby terrestrial 5G base
station or any other unauthorized RF source is in operation.
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The synthesis of these distinct RHCP and LHCP datasets provides a clear roadmap for a
proposed mitigation strategy for the interference surrounding the TT&C ground Station as
below:

e  Selective Sector Blanking:

For RHCP Operations: Critical blanking is required only in the South-East sector
(155°-160°) and specifically for operations near 2200 MHz. Increased frequency
of RHCP connections is possibly not affected.

For LHCP Operations: The sector of the west (85°) is faulty throughout the S-
band. Any tracked satellite that is in this azimuth is likely to experience loss of
Signal to Noise Ratio (SNR) across any frequency of the downlink.

e  Mitigation Strategy:

Physical Shielding: The fact that the RHCP source is directional (146°) makes it a
good candidate for physical RF fencing.

Filter Installation: The RHCP interference is narrowband and a notch filter at 2200
MHz would be useful. Nonetheless, the LHCP interference (85°) is broadband, so
the desired satellite signals cannot be blocked in favor of spatial avoidance or
digital noise cancellation.



. Cross-Polarization Isolation:

The absence of the RHCP interference at 146° and the LHCP interference at 85.2°
is an indication that the antenna system has a good cross-polarization isolation.
This enables possible "frequency/polarization diversity" maneuvers between
polarization modes in case the satellite is a dual-polarization downlink in order to
circumvent interference sectors.

4.4 Link Performance Impact

Based on the interference modelling development as shown in section 4.1 until 4.3 above,
the link performance parameters for ASNR and BER is determined and explained as below.

Table 3. Interference Impact on ASNR

Azimuth | Polarization | Interference (dBm) Noise (dBm) ASNR (dB)
146° RHCP -44.0 -105.0 61.0
85.2° LHCP -38.4 -105.0 66.6

The ASNR ratio calculated is 61.0 dB which show that the interference power is much more
higher than the noise floor level in RHCP at 146° azimuth while in LHCP at 85.2°, the
degradation result is 66.6 dB far exceeding the typical satellite link margins calculation.

Another crucial element in determining link performance is the BER. For a typical
modulation technique such as Quadrature Phase Shift Keying (QPSK) used for TT&C, a BER
level of 10~ requires an Eb/No of approximately 9.6 dB. Based on the ASNR calculated in
Table 3 above, it is absolutely unacceptable and a very poor communication link
performance, especially for the satellite pass at the particular azimuth pointing. The BER
rises to nearly 0.5, indicating pure noise interference.

5 Mitigation Strategies for Next-Generation TT&C Ground

Stations

In order to counter the identified confirmed interference issues, this paper outlines a set of
measures that would be used to improve the performance of the next-generation TT&C
ground stations in Malaysia. These mitigation measures can be categorized into two broad
segments: technical solutions and regulatory policies.

5.1 Technical Solution

Technically, the Enhanced Cavity Bandpass Filters are of first priority to enhance the front-
end protection. Experiments indicate that the usual waveguide filters that usually provide
about 20 dB attenuation at the band edge can no longer reliably manage the power levels
produced by the 5G networks. Instead, highly developed cavity filters with a rejection of
more than 60 dB are suggested. They can successfully suppress powerful undesired signals
prior to reaching sensitive receivers, avoiding the saturation effects as pointed out by Al-
Jumaily et al. [3]. Physical shielding and site hardening are suggested in order to enhance
protection. Ground stations can be enclosed by earthen berms or artificial blockers to the
natural terrain of the land of Malaysia, which will cut the interference by 15-20 dB without
affecting the visibility of satellites.

In addition to the hardware, adaptive and intelligent systems are needed to control real time



interference. Peng et al. [11] and Oyedare et al. [12] report that incorporating Adaptive
Antenna Systems with null-steering functions will enable antennas to electronically steer
signal nulls towards neighbouring 5G towers to enhance signal quality. Besides, interference
detection based on Al and machine learning will be able to track the spectrum continuously,
forecast the interference peaks and automatically rearrange frequencies or modulation levels.
Even these systems had the capacity to predict interference during the busiest periods and
plan the operations to avoid it.

5.2 Policy Enforcement by Local Authority

Policy making-wise, policy regulators (e.g., Malaysian Communication and Multimedia
Commission, MCMC) in Malaysia ought to apply the Dynamic Exclusion Zones with a
flexible and real-time boundary in which other terrestrial transmission operators would
optimize the power of transmission to meet the satellite requirements. Together with live
spectrum monitoring, such precautions greatly decrease the risk of interference.

6 Discussion

This paper has indicated a major weakness in the TT&C infrastructure in Malaysia, which
has experienced an increasing vulnerability in the reliability of the operation of the satellites
in the S-band owing to the congestion in frequency bands in the adjacent frequency band
(e.g., 5G networks roll-out). The reported increase in the level of operational noise floor and
prevalence of frequent receiver saturation incidences is directly associated with the increase
in the BER in telemetry downlinks. This is not only a technical but also a strategic problem.
For an 18% probability of exceedance of interference, the ground station turns unreliable,
almost a fifth of its time an insignificant margin in mission-critical or emergency cases [1],
[3]. The results are clear evidence that the model of the long-standing “passive coexistence”
between satellites and terrestrial networks cannot be maintained in densely populated areas
of Malaysia.

Analyzing the mitigation strategies, the paper demonstrates that conventional methods,
including bandpass filtering, are not very effective. Even though filters have the ability to
suppress unwanted emissions, they cannot recover non-linear distortion by powerful
interference signals that saturate front-end amplifiers, which is also in agreement with the
results of Lagunas et al. [2]. As a result, dynamic exclusion zones that are adjusted to the
beamforming properties of 5G antennas become the most common but politically challenging
solution. This plan allows the regulators to protect ground stations without interfering with
the national digital connectivity ambitions. Moreover, the methods based on Al and machine
learning, as demonstrated by Oyedare et al. [12], have a high potential for so-called
“cognitive” ground stations that can forecast and respond to interference in real time.

Outside of Malaysia, these findings are also applicable to other tropical countries that are
highly humid, with thick vegetation and extreme urbanization. The next-generation design of
ground stations should focus more on terrain shielding and implement adaptive and software-
defined designs that are sensitive to dynamic spectrum conditions. Whereas the current study
concentrates on TT&C S-band sources of interference, future studies ought to consider the
effects at the millimeter-wave and 6Gs through long-term, real-world measurement and joint



frameworks of spectrum sharing [11], [13], [14].

7 Conclusion

To conclude, this study presents a conclusive evaluation of interference issues that pose a
threat to the next-generation TT&C activities in the Malaysian radio frequency environment.
The experiment was able to measure the drastic effect of RF terrestrial network proliferation
on the dependability of satellite links and found receiver saturation and aggregate noise
increasing to be the key processes that lowered telemetry reception. The major results
indicate that the likelihood of dangerous interference is beyond the safe operating limits of
operations, especially on low-altitude flights over dense urban areas in the absence of an
intervention. As a result, it is suggested that Malaysian operators of ground stations should
immediately switch to using high-rejection cavity filters instead of standard waveguide
filtering and work jointly with regulators to use dynamically changing, contour-based
exclusion zones that consider local propagation effects.

With that in mind, the control of interference in Malaysian TT&C ground stations should
transform from a non-static defence to an active cognitive agility. As ground systems, such
as 6G and satellite networks, overcome the barriers to migration, ground stations of the future
will need Al-based spectrum awareness solutions that can autonomously negotiate
frequencies and modify the transmission in real time. Through these developed mitigation
measures, Malaysia is able to safeguard its national space infrastructure in a way that its
strategic quest for space capability will be robust against the unavoidable congestion of the
global electromagnetic spectrum.
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