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ABSTRACT The Internet of Vehicles (IoV) represents a transformative paradigm within the context of
Intelligent Transportation System (ITS) with the aim to enhance road safety, traffic efficacy, environmental
sustainability, and user convenience. However, as IoV networks increase in scale and complexity, ensuring
trustworthy interactions among vehicles, infrastructure, and service providers becomes paramount. This
paper, therefore, presents a comprehensive review of trustworthiness management for an IoV network.
Firstly, the transition of Vehicular Ad hoc Networks (VANETSs) to IoV followed by an examination
of the notion of trust in various domains has been explored. Subsequently, the characteristics of trust,
salient constituents of trust, key trust attributes, trust evaluation parameters, and trust-based attacks in the
context of an IoV network have been delineated. Moreover, the five key processes involved in the trust
management, i.e., trust formation, trust propagation, trust aggregation, trust update, and trust decision,
have been investigated vis-a-vis the state-of-the-art. Furthermore, the advanced trust management models,
i.e., conventional and artificial intelligence-based ones, have been analyzed in-depth. Finally, simulation
tools and datasets employed in IoV-based trust management models have been introduced, along with an
outline of key open research directions in this domain.

INDEX TERMS Internet of Vehicles, Trust Constituents, Trust-based Attacks, Trust Management, Vehicular

Ad hoc Networks.

I. INTRODUCTION

VER the last decade, significant and rapid advance-

ments in the promising paradigms of the Internet of
Things (IoT) and Artificial Intelligence (AI) have trans-
formed conventional Vehicular Ad hoc Networks (VANETS)
into Internet of Vehicles (IoV). This transformation has
significantly narrowed the gap between connected and au-
tonomous driving and their practical implementation. IoV
is a novel concept in the Intelligent Transportation System
(ITS) with a wide variety of both safety-critical and non-
safety applications. By integrating mobile ad hoc networks
with the IoT, IoV results into a Vehicle-to-Everything (V2X)
network. It is noteworthy to mention here that researchers
have lately been focusing to secure IoV networks from both
external and internal attacks. Accordingly, the development
of reliable trust models for accurate trust assessments is
indispensable for improving the security of such networks

(11, [2].

VANETs, as a vital part of ITS, integrate the mobile
internet and IoT. It represents a distinctive form of Mobile
Ad hoc Networks duly characterized by openness, high
mobility, and dynamic topological changes in a network
[31, [4], [5]. Hence, researchers from both academia and
industry have expressed an increased interest in the develop-
ment of VANETS, particularly, driven by the advancements
in long-term evolution and Fifth-Generation (5G) mobile
communication technologies. Consequently, the concept of
5G-ITS is now being discussed in the research literature
since the deployment of 5G can significantly enhance IoV
network capabilities by providing more robust and low-
latency communication [6], [7], [8].

However, VANETSs have certain transmission challenges,
i.e., poor wireless channel stability, rapid network topol-
ogy changes, short link lifetimes, and node distributions
constrained by road structures. Therefore, the transition of
VANET:S to IoV becomes inevitable. IoV manifests a highly
dynamic communication network that facilitates interactions
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between vehicles via Vehicle-to-Vehicle (V2V) communi-
cation, vehicles and roadside infrastructure via Vehicle-to-
Infrastructure (V2I) communication, vehicles and vulnera-
ble pedestrians via Vehicle-to-Pedestrian (V2P) communi-
cation, and vehicles and backbone network via Vehicle-
to-Network (V2N) communication, thereby realizing V2X
communication [9], [10]. The components of an IoV en-
compass On-Board Units (OBUs), communication networks,
cloud platforms, big data centers, and application services
[11]. Amongst them, OBUs are wireless communication
devices installed in vehicles and are primarily responsible
for facilitating the exchange of data between vehicles, and
vehicles and supporting infrastructure, e.g., toll systems,
traffic signals, and roadside units. OBUs, in fact, serve as
an information collection and processing center of an IoV
network, and encompasses in-vehicle sensors, communica-
tion modules, in-vehicle computing platforms, navigation
systems, and in-vehicle infotainment systems [12]. It is
pertinent to mention that a core function of the IoV is
the rapid transmission of information via various wireless
communication technologies, including but not limited to,
terahertz communication, dedicated short-range communica-
tion, 5G, Wi-Fi, and bluetooth [13].

To realize the primary objectives of an IoV network,
i.e., enhancing traffic safety [14], [15], optimizing traffic
efficiency [16], [17], reducing energy consumption [18], and
minimizing environmental pollution [19], it is indispens-
able to ensure (a) security and privacy to mitigate both
external and internal attacks so that the malicious entities
cannot jeopardize such a network [20], [21], (b) precise
environmental perception for autonomous driving and traffic
monitoring via in-vehicle sensors and sensing technologies
[22], (c) comprehensive data storage, analysis, and real-time
processing capabilities by means of edge and cloud com-
puting [23], [24], (d) wireless communication technologies
in a bid to facilitate efficient V2X communication [25], (e)
intelligent routing protocols to optimize the data transmission
paths [26], and (f) energy management and optimization
schemes to enhance energy efficiency by optimizing routes
and control systems [27].

Nevertheless, compared with other research objectives,
security is of utmost importance in an IoV network. If an
IoV network is not secure, it would have fatal consequences
for both individuals in vehicles and exposed pedestrians.
According to one of the estimates of the World Health
Organization, road traffic accidents result in the deaths of
about 1.35 million individuals annually, thereby making
this as one of the top ten global causes of mortality [28],
[29]. Although considerable advancements have already been
made in the recent years in the development and deployment
of the IoV-related technologies, connected vehicles still con-
front significant security challenges and any security breach
could jeopardize the entire IoV network [15]. Furthermore,
conventional cryptography-based mechanisms are inadequate
for addressing internal attacks in an IoV network [30].

Therefore, trust’s concept has recently emerged as one of
the promising solutions for dealing with internal attacks in
highly dynamic and distributed networks.

A. SELECTION OF THE RELEVANT PAPERS
The papers selected for this paper are representative papers
sourced from renowned scholarly journals, e.g., IEEE Trans-
actions on Intelligent Transportation Systems (T — ITS),
IEEE Transactions on Vehicular Technology (TVT), IEEE
Transactions on Services Computing (TSC), IEEE Transac-
tions on Network and Service Management (TNSM), IEEE
Transactions on Computational Social Systems (TCSS),
IEEE Transactions on Dependable and Secure Computing
(TDSC), ACM Transactions on Cyber-Physical Systems
(TCPS), ACM Computing Surveys, IEEE Internet of Things
Journal (IoT - J), Vehicular Communications, and IEEE
Access, along with reputed conferences, e.g., IEEE Inter-
national Conference on Computer Communications (INFO-
COM), IEEE Global Communications Conference (GLOBE-
COM), IEEE International Conference on Trust, Security,
and Privacy in Computing and Communications (TrustCom).
A comprehensive search pertinent to the keywords of
‘trust’, ‘trustworthiness’, and ‘trustworthy’ in conjunction
with the ‘Internet of Vehicles’, ‘IoV’, ‘Vehicular Ad hoc
Networks’, and ‘VANETS’ from various digital libraries has
been conducted, including but not limited to, IEEE Xplore,
ACM Digital Library, Elsevier’s ScienceDirect, Springer-
Link, and Google Scholar. Subsequently, the selected papers
were categorized based on their publication venues, i.e.,
journal or conference. Finally, papers that aligned with the
scope of our research were selected by taking into consid-
eration factors, i.e., novelty of the proposed methodology,
employed trust attributes and trust aggregation mechanisms,
trust evaluation parameters, trust-based attack, simulation
tools and datasets.

B. MOTIVATIONS AND CONTRIBUTIONS

A trust management framework employs data- and entity-
based trust attributes to ascertain trust values of vehicles
for effectively mitigating the propagation of fraudulent mes-
sages within an IoV network. It operates through three
primary functions (a) systematically identifying and elim-
inating vehicles propagating malicious misinformation, (b)
maintaining secure and dependable traffic flow manage-
ment, and (c) implementing adaptive weight allocation for
trust attributes through either conventional methodologies or
learning mechanism-based approaches to accurately quan-
tify their respective impacts on trust evaluation. Moreover,
the framework further incorporates dynamic trust threshold
derived from calculated trust attributes to precisely detect
malicious vehicles. Current implementation challenges pri-
marily revolve around determining optimal parameter con-
figurations, particularly in establishing precise quantification
of contribution trust attribute weights and stability-related
trust threshold. Furthermore, comprehensive performance
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validation remains crucial, requiring rigorous evaluation of
the trust management framework’s resilience against diverse
trust-based attacks through the implementation of adversar-
ial attack scenarios, thereby ensuring robust defense trust
mechanisms against sophisticated security breaches in an
IoV network.

From Table 1, we can observe that most existing surveys
do not comprehensively cover all aspects of trust manage-
ment in IoV networks. To address this gap, this paper offers
a detailed in-depth investigation pertinent to the notion of
trust. It further taxonomizes the state-of-the-art IoV-based
trust management approaches into conventional and Al-
based ones, and critically evaluates the same vis-a-vis the
specific salient trust attributes they employ and the trust-
based attacks they consider. Hence, the main contributions
of this paper are outlined as follows:

e We conduct a detailed in-depth investigation pertinent
to the notion of trust, trust characteristics, trust con-
stituents, trust attributes, trust evaluation parameters,
and the trust-based attacks.

e The trust management process is categorized into five
key stages, i.e., trust formation, trust propagation, trust
aggregation, trust update, and trust decision, thereby al-
lowing for a critical comparative review of the existing
literature.

e Trust management models at the forefront of current
research are broadly categorized into two main groups,
i.e., conventional-based trust management models and
artificial intelligence-based trust management models.
The main research content of the referred trust man-
agement models are critically evaluated vis-a-vis the
specific trust attributes they employ and the trust-
based attacks they consider. Furthermore, we discuss
numerous significant research directions pertinent to
trust management in an IoV network.

C. ORGANIZATION OF THE PAPER

Section II focuses on the promising notion of trust, the
underlying characteristics of trust, key constituents of trust,
trust attributes, trust evaluation parameters, and trust-based
attacks in IoV networks. Section III describes the five
key processes involved in the trust management, i.e., trust
formation, trust propagation, trust aggregation, trust update,
and trust decision. Section IV offers a comparative analysis
of the latest trust management models, i.e., conventional and
artificial intelligent-based ones. Finally, Section V discusses
the simulation tools and datasets employed in the IoV-based
trust models, whereas, Section VI discusses the key open
research directions pertinent to IoV-based trust management.
Finlay, Section VII concludes the paper. In essence, this
particular paper offers a comprehensive overview of the
domain to its readers and serves as an entry point for them to
explore the same. The taxonomy of this paper is illustrated
in Figure 1.
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Il. TRUST IN THE INTERNET OF VEHICLES

As discussed earlier, the conventional cryptography-based
schemes primarily cater for external attacks in an IoV
network, however, they remain susceptible to internal attacks
[41]. Accordingly, trust has lately emerged as one of the
promising solutions for handling internal attacks in highly
dynamic and distributed networks [42]

A. THE NOTION OF TRUST
Trust, in essence, is subjective in nature and is, therefore,
defined differently across diverse disciplines, i.e., sociol-
ogy, management science, psychology, medical science, eco-
nomics, and computer science [43]. At its core, trust is
a belief of an individual (trustor) in another individual’s
(trustee) ability to perform a certain task or tasks [31]. Figure
2 presents an overview of trust across diverse disciplines.
The notion of trust, as employed in this paper, is as
follows:

“Trust is a probability of a trustee, i.e., the one who is
trusted, to provide a specific service (or services) pertinent
to a particular application to a trustor, i.e., the one who
trusts, at a given instance of time in a reasonable manner”.

Similarly, the notion of trust value, as utilized in this paper,
is as follows:

“Trust value, also referred to as the degree of trust or
credibility, is a quantitative measure used to assess
trustworthiness of a trustee. It is generally represented in
the range of [0, 1] with 0 signifying untrustworthiness and
1 manifesting trustworthiness”.

B. THE CHARACTERISTICS OF TRUST

To precisely ascertain vehicle trustworthiness in an IoV
network, it is pertinent to take into account the following
salient underlying characteristics of trust [38], [43]:

o Subjective — Subjective trust is ascertained by taking
into consideration the direct interaction with a trustee,
i.e., it is, in essence, a direct observation made by a
trustor pertinent to a trustee.

o Objective — Objective trust, as opposed to subjective
trust, is computed by compiling feedback about a
trustee from its immediate neighbors (peers) in an loV
network.

e Dynamic — Trust is a dynamic construct that varies vis-
a-vis time mainly due to various contextual factors. This
dynamic behavior of trust should be carefully observed
in order to ascertain a wide variety of complex trust-
based attacks instigated by the malicious vehicles.

o Asymmetry — Trust is intrinsically both asymmetric and
unidirectional, i.e., the confidence vested by a trustor A
in a trustee B does not automatically entail a recipro-
cated trust from a trustee B towards a trustor A. These
two forms of reliance are separate and autonomous.
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TABLE 1. Comparison of Existing Surveys vis-a-vis This Survey

Trust Trust Simulation
. Trust Trust .
Refs. Main Focus . Management Evaluation Tools and
Attributes Attacks
Process Parameters Datasets
Classification of IoV-based trust management
approaches in terms of Al (clustering, reinforcement
[31] learning, fuzzy logic, game theory), and emerging X © [} X ©

technologies (cloud / fog / edge computing,
blockchain, and SDN).

Surveyed IoV-based trust management approaches

with the key focus being weights quantification,
[32] . . . . v v X X X
threshold quantification, misbehavior detection, and

attack resistance.

Taxonomized the VANETs-based trust management
[33] approaches in the form of conventional-, network-, X v © X ©
data-, situation and location-, and Al-based ones.
Classified VANETSs-based trust establishment and
management approaches in terms of cryptography,

[34] recommendation, fuzzy logic, consensus, game X X X X X
theory, blockchain, infrastructure, and machine

learning ones, and emerging technologies.

A systematic literature review to investigate the
state-of-the-art IoV-based trust management
[35] approaches, the effectiveness of the same, and the X X X X ©
suitability of context awareness for trust
establishment.

Taxonomized the VANETs-based trust management
approaches in the form of emerging technologies
[36] (cloud / fog / edge computing, SDN, and X v © X X
blockchain) and Al (clustering, reinforcement
learning, fuzzy logic, and game theory).

A systematic literature review of blockchain-based
trust management approaches for IoV across four
[37] . . . v v © X X
aspects — trust computation, blockchain scalability,

emerging technologies, and security and privacy.

Classified the machine learning-driven IoV-based
trust management approaches in terms of supervised
(38] . . . . v X © X X
learning, unsupervised learning, and reinforcement

learning.

Reviewed the state-of-the-art VANETSs-based trust

[39] management approaches and discussed the impact of X v X X X
decentralization on integrity, security, and privacy.

Cataloged trust management approaches for
Connected Autonomous Vehicles (CAVs) in the form
of traditional and machine learning (supervised,
(40] . . . X X © X X
unsupervised, semi-supervised, and advanced) ones,
and reviewed the later vis-a-vis CAVs-specific

scenarios.

Conducted a detailed in-depth investigation pertinent
to the notion of trust. Taxonomized the
state-of-the-art IoV-based trust management
This Survey | approaches into conventional and Al-based ones and v v v v v
critically evaluated the same vis-a-vis the specific
trust attributes they employ and the trust-based

attacks they consider.
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FIGURE 1. Taxonomy of This Survey.

: Trust is commonly perceived as a form of a reliance. Putting respective earlier promises
into practice is what it means to be a trustworthy person or an organization.

Trust in

sociology

Trusti Trust is defined as an individual's confidence in another person or an organization vis-a-vis
varied contexts, inculding but not limited to, geographical locations, nature of the tasks, and
PSYCno09y temporal factors.

Trust is defined as a characteristic of a business relationship that enables reliance on
another business partner and the transactions conducted with them.

Trust in

economics

Trust signifies the confidence and reliance placed in the management discipline, i.e.,
theories, methodologies, research findings, and decision-making tools.

Trust in

management science

Trust in
medical science H

rust manifests a patient's reliance and confidence in a healthcare provider, institution, ol
healthcare system.

Trust in the field of computer science pertains to the confidence vested in techniques,
algorithms, and systems to securely and accurately process information.

Trust in :
computer science H

FIGURE 2. The Notion of Trust in Different Domains.

e Local — When the trust value is confined to a trustor
and a trustee, it indicates a vehicle-vehicle relationship
based on trust, wherein one vehicle assesses the reliabil-
ity of another vehicle based on local information, e.g.,
self-observation and past experiences. However, this
value lacks generalizability within an IoV network [31].

e Global — Global trust contains assigning a unique and
universally recognized trust value to every vehicle in
an IoV network. This trust value is predominantly
determined by aggregating all the local information of
a vehicle.

o Trust Decay — The reliability of a trust value assigned
to a trustee in an IoV network is likely to decay over
time, i.e., the older the estimate, the less credible and
less accepted it would be.

o Context Specific — The level of trust among vehicles in
an IoV network varies according to contextual factors,
i.e., the network environment, vehicles’ types, and
operating scenarios.

VOLUME ,

e History Dependent — The trust of a trustee in an IoV
network evolves over time. Trustworthiness of a vehicle
at any given time instance is, in fact, its accumulated
trust, i.e., the historical trust is also considered albeit
to a certain extent.

C. CONSTITUENTS OF TRUST
Trust has two key constituents, i.e., direct trust and indirect
trust. The same are delineated as follows:

1) DIRECT TRUST (DT)

Direct trust is established based on a trustor’s direct inter-
actions and empirical observations of a targeted vehicle (the
trustee) [44]. Although direct trust typically holds greater
weight compared to indirect trust, both of them are usu-
ally integrated to provide a comprehensive assessment of
a vehicle’s trustworthiness within an IoV network [45]. So
far, numerous methods have been employed in the research
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TABLE 2. Methodology for Direct Trust Calculation

Reference Method Definition

It takes into account both the
positive and total interactions,
[46] [47] [48]
[49] [50] [51]

Positive and negative | with direct trust is determined

interactions by the ratio of positive
interactions to total

interactions.

The Bayesian inference

method, based on the Beta
[52] [53] [54]

distribution, is employed for
[55]

Bayesian inference
the computation of direct

trust.

The proposed approach

involves the aggregation of
[43] [56] [57] e geree

[58] [59] [60]
[61]

Trust parameter multiple trust parameters,

weight summation each assigned with varying

weights, to derive a measure

of direct trust.

literature for quantifying the direct trust, the details of which
are presented in Table 2.

A trustor ¢’s direct trust towards a trustee j at a time
instance k has been determined in [43] by considering both
the Packet Delivery Ratio (PDR) at time instance k and a
weighted aggregation of PDR values from previous time in-
stances. The direct trust has been quantified in [46] by taking
into account positive and negative interactions pertinent to
a trustor-trustee pair. Moreover, a Bayesian approach based
on beta distribution has been employed in [52] to quantify
the direct trust.

2) INDIRECT TRUST (IDT)

The indirect trust, also known as recommendation trust,
pertinent to a trustee is assessed through the aggregated
recommendations from a trustor’s one-hop neighbors [47].

D. TRUST ATTRIBUTES

The computation of the aforementioned trust constituents
(direct trust and indirect trust) takes into account various
trust attributes (parameters) as depicted in Figure 3.

e Packet Delivery Ratio — The packet delivery ratio
quantifies the degree of association between a trustor
and a trustee, thereby reflecting the extent to which
messages are successfully received and subsequently
disseminated by a trustee [43], [61], [62], [63], [64],
[65], [66], [67].

e Similarity — The similarity between a trustor and a
trustee is usually quantified by considering either the
extent of similar content accessed or the similar services
provided by them throughout their respective trajectory
within an IoV network [46], [49], [50], [59], [68], [69],
[70], [71].

Reward

Packet Delivery
Ratio

Confidence

Cooperativeness

FIGURE 3. Trust Attributes in Trust Models.

e Familiarity — Familiarity demonstrates the level of
acquaintance between a trustor and a trustee in an oV
network, i.e., a high degree of familiarity indicates a
trustor to have a considerable prior knowledge to a
trustee [43], [57], [63], [68], [69], [72], [73].

o Timeliness — The timeliness of an interaction between
a trustor and a trustee is determined by considering the
time on which their respective interaction has transpired
vis-a-vis the current time instance [57], [63], [74], [75],
[76], [77]. Timeliness is of the utmost essence since an
outdated information can result into obsolete decisions
and which could have severe consequences for entities
in an IoV network [65].

o Cooperativeness — Cooperativeness reflects the extent
to which a trustee interacts with the other vehicles in
order to realize a particular service (or services) in
a honest manner, i.e., vehicles that act cooperatively
are relied upon by the other vehicles and, therefore,
consequently obtain higher privileges in an IoV network
(1], [43], [68], [78], [79].

o Context — Context is essential for determining a
trustee’s trustworthiness within an IoV network. In
essence, context facilitates to understand the underlying
dynamics, wherein a trustee operates, including but not
limited to, its respective geographical location, ambient
traffic, and weather conditions hence resulting in a more
accurate trust assessment [69], [80].

e Reward — Reward, as an attribute, is employed to award
or penalize a trustee depending on its behavior within
an [oV network. For instance, if a trustee continuously
acts in a cooperative manner, it is awarded a certain
factor that augments its respective trust. On the con-
trary, if a trustee acts selfishly or carry out any sort of a
misconduct, its respective trust is decayed or penalized
to a considerable degree [54], [79].
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Recall (R)

F1 score (F)

Accuracy (A)

True Positive Rate (TPR)
True Negative Rate (TNR)
False Positive Rate (FPR)
False Negative Rate (FNR)
Detection Rate (DR)

Mean Absolute Error (MAE)
Mean Squared Error (MSE)

FIGURE 4. Frequency of the Trust Evaluation Parameters.

E. TRUST EVALUATION PARAMETERS

Trust evaluation is integral to the trust management process,
for providing a key basis to verify the reliability and efficacy
of various trust management schemes [81]. To date, the
advanced trust management models for IoV networks have
primarily relied on particular trust parameters for evaluation
purposes, including but not limited to, Precision, Recall, F1
score, Accuracy, True Positive Rate, True Negative Rate,
False Positive Rate, False Negative Rate, Detection Rate,
Mean Absolute Error, and Mean Squared Error. The trust
evaluation parameters discussed are elaborated in detail in
Table 3.

The results of the statistical analysis (Figure 4) clearly
demonstrate the prevalence of commonly employed trust
evaluation parameters. Precision (26%), Recall (25%), FPR
(13%), and Accuracy (11%) are widely adopted for eval-
uating trust models in existing literature. This finding un-
derscores their relative efficacy in assessing general trust
models.

F. TRUST-BASED ATTACKS

The concept of trust has attracted substantial scholarly atten-
tion in the recent years. Nevertheless, trust is also susceptible
to a variety of attacks. In general, trust-based attacks are
generally classified into two main categories, i.e., self-
interest-based trust attacks and reputation-based trust attacks.
The self-interest-based trust attacks include self-promoting
attacks, opportunistic service attacks, on-off attacks, zig-zag
attacks, selective behavior attacks, and newcomer attacks
(whitewashing attacks), whereas, the reputation-based trust
attacks comprise ballot stuffing attacks (good-mouthing at-
tacks), bad-mouthing attacks, time dependent attacks, and
collusion attacks [57]. Owing to the dynamic and decentral-
ized characteristic of an IoV network, a malicious vehicle
often operates deceptively to gain the trust of neighboring
nodes, and once it finds itself in an advantageous position,
it can initiate malign activities. To put it another way, a
malicious vehicle disguises to provide superior services with
the intention of establishing a higher reputation within an
IoV network. However, once its reputation is established, it
begins to deliver subpar services. More importantly, mali-
cious vehicles may engage in trust-based attacks at specific

VOLUME

time instances while functioning normally at other times
[110], [111], [112]. Therefore, detecting such attacks poses
a significant challenge.

1) SELF-INTEREST-BASED TRUST ATTACKS

e Self-Promoting Attacks — Misbehaving vehicles often
enhance their reputation to obtain major privileges,
thereby jeopardizing the entire IoV network to serve
their own malicious objectives [57], [89]. Accordingly,
a vehicle exhibiting malicious behavior can create so-
phisticated Sybil identities (pseudonymous) to manipu-
late trust for deceiving conventional reputation mecha-
nisms [47], [63].

o On-Off Attacks — It is pertinent to highlight that in-
telligent malicious vehicles adopt a strategic approach
by switching between trustworthy and untrustworthy
modes. Such an intermittent behavior enables the ma-
licious vehicles to cause harm while remaining unde-
tected in a bid to avoid expulsion from an IoV network.
Therefore, by alternately presenting good and bad be-
haviors, the possibility of classifying such vehicles as
malicious is ultimately reduced [1], [43], [47], [71],
[75], [83], [89], [92], [103], [95], [113], [114], [115].

e Zig-Zag Attacks — Attackers may engage in intermittent
malicious behavior to evade detection. For instance,
they might choose to intermittently spoof incoming
messages before switching to launch a bad-mouth
attack, thereby resulting in a zig-zag attack. Whilst
their exist similarities between zig-zag attacks and on-
off attacks, nevertheless, zig-zag attacks’s fluctuation
pattern lack regularity [86].

o Selective Behavior Attacks — Analogous to gray hole
attacks, in selective behavior attacks, misbehaving ve-
hicles exhibit deceptive behavior towards certain nodes,
while maintaining honest behavior towards others. Con-
sequently, this may lead to conflicting trust scores
assigned to a vehicle by its peers based on direct and/or
indirect observations. Nevertheless, by this means, i.e.,
when a untrustworthy vehicle does not intentionally
prioritize high-computation services, it can still uphold
its legitimate reputation within an IoV network [93],
[108], [116].

o Newcomer Attacks — In a newcomer attack, by register-
ing a fresh identity, a malicious vehicle eliminates its
undesirable historical record. To mitigate this attack,
newcomer vehicles are initially assigned a low trust
value and an adaptive attenuation factor is incorporated
to impede rapid escalation of the trust value, thereby
necessitating consistent performance over an extended
duration for trust accumulation [115], [117]. The new-
comer attack bears resemblance to the whitewashing
attack.
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TABLE 3. Trust Evaluation Parameters in Trust Management Models (Precision — P, Recall — R, F1 Score — F', Accuracy — A, True Positive Rate - T PR,
True Negative Rate — T'N R, False Positive Rate — F'P R, False Negative Rate — F' N R, Detection Rate — D R, Mean Absolute Error — M AE, Mean Squared

Error — M SE)

[91] [92] [93]

References Trust Evaluation Parameters Definition
1] [2] [49] [50] [54] [60] [82] [68] [71] [72
(1] 121 [491 1301 [54] [60] [82] [68] [71] [72] Precision signifies the proportion of predicted positives that
[75] [81] [83] [84] [85] [86] [87] [88] [89] [90] P

are actually positive.

[1] [49] [50] [54] [60] [82] [68] [71] [72] [75]
[81] [83] [84] [85] [86] [87] [88] [89] [90] [91] R
[92] [93] [94] [95] [96]

Recall, also known as TPR, denotes the proportion of actual
positives that are correctly predicted.

[17 [2] [51] [68] [71] [81] [83] [84] [86] [87] F

F1 score represents the weighted harmonic mean of
precision and recall.

[47] [55] [79] [73] [77] [81] [97] [98] [99]

Accuracy depicts the proportion of all predictions that are

A correct. It is commonly employed for assessing the overall
[100] [94] [101] [102] [103]
performance of trust-based models.
(95] TNR TNR, also called. specificity, implies the prolportion of actual
negatives that are correctly predicted.
[2] [50] [58] [60] [71] [75] [89] [97] [96] [104] FPR FPR suggests the proportion of actual negatives that are
[105] [106] incorrectly predicted as positives.
FNR represents the proportion of actual positives that are
[2] [71] [75] [104] [105] FNR i ) g
incorrectly predicted as negatives.
The detection rate reflects the probability of detecting
[46] [57] [104] [106] [107] [108] [109] DR malicious behaviors, thereby indicating their likelihood of
being identified.
MAE calculates the average magnitude of errors between
[50] [51] MAE . - .
the actual and predicted values within a given dataset.
MSE quantifies the average squared difference between the
[51] MSE actual values and their corresponding predicted values in a

given dataset.

2) REPUTATION-BASED TRUST ATTACKS

o Bad-Mouthing Attacks — In case of a bad-mouthing
attack, attackers manipulate messages similarly to those
in simple attacks, whereby false recommendations are
sent by the attacker when a vehicle requests recommen-
dations from a bad-mouthing attacks attacker, leading
to inaccurate trust evaluation and misjudged decisions
[51], [118]. The bad-mouthing attacks often manifest
as coordinated groups, wherein multiple malicious ve-
hicles collaborate to undermine the credibility of a
specific honest vehicle [1], [46], [47], [54], [57], [60],
[71], [75], [811, [89], [103], [105], [119].

e Ballot Stuffing Attacks — In a ballot stuffing attack
(good-mouthing attack), malicious vehicles work to-
gether to offer positive recommendations for another
malicious vehicle, thereby enhancing its reputation.
Furthermore, if these malicious vehicles are selected as
cluster heads, it could have severe implications for the
safety and dependability of the IoV network, posing
a lethal threat to both occupants of the vehicles and
vulnerable pedestrians [46], [47], [S1], [56], [57], [71],
[751, [89], [95].

o Time Dependent Attacks — In time dependent attacks,
the attacker exhibits temporal variability in their be-

havior, demonstrating proficiency to gain trust from
vehicles within the IoV network for a certain duration
while engaging in unfair rating practices at other times.
Consequently, erroneous information and ratings are
disseminated among neighboring vehicles during the
course of the attack [93], [108].

The trust-based attacks delineated in this particular section
can manifest across the network layer, application layer,
and the data layer of an IoV ecosystem. Specifically, (a)
self-promoting attacks, on-off attacks, and zig-zag attacks
transpire on the network layer since adversaries manip-
ulate the routing behaviors, message dissemination, and
communication reliability in a bid to distort the perceived
trust levels, (b) selective behavior attacks and opportunistic
service attacks transpire on the application layer, wherein
adversaries provide strategically timed or inconsistent ser-
vices by exploiting application-level interactions, and (c)
bad-mouthing attacks and ballot stuffing attacks transpire on
the data layer, wherein adversaries inject falsified feedbacks
to manipulate the trust assessments in order to influence the
trust decision process. This, therefore, highlights the multi-
dimensional impact of trust-based attacks and necessitates
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FIGURE 5. Trust Management Process.

layered defenses to holistically secure IoV environments
[1207] [121].

lll. TRUST MANAGEMENT PROCESS

This section outlines the five critical phases of the trust
management process, i.e., trust formation, trust aggregation,
trust propagation, trust update, and trust decision. A vi-
sual representation illustrating the inter-dependencies among
these processes is presented in Figure 5.

A. TRUST FORMATION

The process of trust formation typically involves the consid-
eration of trust parameters which can be derived from either a
single parameter (single trust) or multiple parameters (multi-
trust):

1) SINGLE-TRUST ATTRIBUTE

The single trust attribute takes into account only one specific
attribute utilized in determining the total trust. In other
words, when it comes to a single trust, evaluation predomi-
nantly relies on only one metric [77].

2) MULTI-TRUST ATTRIBUTES

The multi-trust attributes present the notion of trust as a mul-
tidimensional concept, wherein multiple factors (attributes)
influencing trust are aggregated to form a single trust value.
Furthermore, the consideration of numerous attributes facil-
itates the acquisition of more precise and reliable trust [47],
[58], [80], [94], [122], [123], [124].

B. TRUST PROPAGATION

Trust propagation involves disseminating the evaluated trust
of a trustee in an IoV network so that its trust can be collec-
tively, and not individually, ascertained by all the vehicles
interacting with it. This not only helps in reaching a more
precise trust of a trustee but also facilitates in mitigating any
trust-based attacks instigated by the same. Trust propagation
typically falls within three primary categories:

VOLUME ,

1) CENTRALIZED APPROACH

The centralized approach relies on a central vehicle that not
only collects trust-related information for trust computation
purposes but also disseminates the said information. As
a result, this particular approach exhibits susceptibility to
failure owing to a single point of failure [58], [85], [90],
[125].

2) DISTRIBUTED APPROACH

In case there is no centralized authority, vehicles themself
assume the responsibility for trust computation as well as
trust propagation. While effectively addressing the problem
of single point of failure inherent in the centralized approach,
this methodology presents challenge pertinent to biased
dissemination of trust within an IoV network [43], [47], [81],
[86], [87], [88], [122], [126], [127].

3) HYBRID APPROACH

The hybrid approach is commonly employed to mitigate
the challenges associated with both centralized and dis-
tributed approaches. Additionally, this approach classifies
propagation into two distinct types, i.e., locally distributed
and globally centralized, as well as, locally centralized and
globally distributed [53], [56], [59], [62], [70], [75], [128].

C. TRUST AGGREGATION

Trust aggregation aims to aggregate trust parameters to
derive a single trust value, thereby significantly influencing
the outcome of trust evaluation. Over the years, numer-
ous techniques for aggregating trust have been thoroughly
discussed in the existed research literature, i.e., weighted
sum techniques [117], Dempster Shafer Theory (DST) [68],
bayesian theory [129], fuzzy logic [97], and Machine Learn-
ing (ML) [106]. The detailed description of these trust
aggregation technologies is presented as follows:

1) WEIGHTED SUM TECHNIQUES

This technique presents a straightforward approach to aggre-
gate trust parameters by assigning each of them with either
a static or a dynamic weight, thereby resulting in a single
trust value [1], [2], [46], [54], [58], [82], [64], [86], [101],
[128], [130].

2) DEMPSTER SHAFER THEORY (DST)

Dempster Shafer Theory, also refers to as belief theory or
evidence theory, integrates multiple pieces of evidence so as
to enable the combination of data from diverse independent
sources to generate a belief level within the range of [0,1].
However, in the presence of malicious entities, conflicting
uncertainties in DST can potentially confound the judgments
made by legitimate entities, thereby compromising the reli-
ability of decisions [57], [68], [71], [96], [131].
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3) BAYESIAN THEORY

Bayesian theory is a probabilistic framework that acquires
empirical knowledge by employing historical statistical data
instead of relying on expert knowledge. It quantifies uncer-
tainty by treating probabilities as degrees of belief, where
prior probability is combined with observed data (likelihood)
to form a posterior probability. The trust in bayesian theory
is represented as a beta-distributed random variable within
the range of [0,1] [129], [132], [133].

4) FUZZY LOGIC

Fuzzy logic is a mathematical framework that handles im-
precision, uncertainty, and partial truth by extending the
traditional binary logic. Unlike boolean logic, which requires
inputs of either 0 or 1, fuzzy logic offers a more practical
approach that mirrors human reasoning. As a result, fuzzy
logic is capable of addressing uncertainty and ambiguity in
the concept of trust [61], [91], [94], [134].

5) MACHINE LEARNING (ML)

This particular technique typically involves two steps, i.e.,
unsupervised learning (clustering) and multiclass supervised
learning (classification) to categorize nodes into distinct
classes. ML approach is generally suitable for models with a
relatively higher number of trust parameters, however, it can
incur significant computational costs and delays [69], [72],
[74], [99], [135], [136].

D. TRUST UPDATE

The process of trust update generally encompasses event-
driven and time-driven trust update, and the same are delin-
eated as follows:

1) EVENT-DRIVEN TRUST UPDATE
In an event-driven approach, trust is updated vis-a-vis each
transaction. However, this sort of trust update results in

an increased traffic overhead owing to frequent transactions
within an IoV network [43], [48], [49], [52], [88].

2) TIME-DRIVEN TRUST UPDATE

In a time-driven approach, trust is accumulated and updated
via trust aggregation schemes after a predefined duration
of time. Nevertheless, the temporal synchronization in this
context remains an ongoing challenge [61], [127], [130],
[137].

E. TRUST DECISION

The underlying objective of the trust decision is to predict the
trustworthiness of a trustee based on its trust value, thereby
ascertaining whether it can be considered trustworthy or not.

1) THRESHOLD-BASED TRUST DECISION

In a threshold-based trust decision approach, the trust value
of a trustee is either compared with a static or a dynamically
adaptive threshold to facilitate the trustworthy decision pro-
cess in a highly dynamic IoV network [46], [68], [86], [88],
[96], [114], [122], [128], [138], [139].

2) CONTEXT-BASED TRUST DECISION
This trust decision approach employs the contextual in-
formation, including but not limited to, location, temporal
factor, and energy status, so as to systematically formulate
policies that can facilitate in determining whether a vehicle
is classified as malicious or not [130], [140].

Table 4 summarizes the trust management processes em-
ployed in the advanced trust management models.

IV. TRUST MANAGEMENT MODELS: DISCUSSION AND
ANALYSIS

In the last decade, numerous trust management models
have been proposed for IoV networks to address the in-
creasingly intricate internal security challenges and diverse
applications’ requirements [1], [2], [43], [S0], [99], [117].
This section, therefore, provides an in-depth analysis of the
two salient categories relevant to this context, i.e., Conven-
tional Trust Management Models (Con-TMM) and Artificial
Intelligence-based Trust Management Models (AI-TMM).

A. CONVENTIONAL TRUST MANAGEMENT MODELS
(Con-TMM)

A Dual-model Consensus-based Anti-risk Confidence Al-
location (DCACA) trust management scheme in an IoV
network has been put forward in [1] so as to analyze
and identify internal inappropriate behaviors of vehicles.
The dual-model consensus mechanism incorporates a real-
time consensus collection mechanism and a matrix-based
consensus mechanism, thereby significantly enhancing the
detection capability of malicious behaviors by aggregating
and analyzing trust opinions from various vehicles. Addition-
ally, an anti-risk confidence allocation mechanism has been
designed to exclude negative trust opinions originating from
malicious vehicles. Furthermore, to ensure evaluation accu-
racy, the trust management scheme employed a confidence-
based weighting method for aggregating direct trust, indirect
trust, and global trust.

A trust model for VANETSs aimed at mitigating attacks
(message manipulation attacks and bad-mouthing attacks)
originating from legitimate network participants has been
envisaged in [60]. Trust evaluation encompasses local trust
and RSUs-based trust. The local trust and social evaluation
involve estimating the social relationships between vehicles
through their respective trajectories and interaction history, in
conjunction with social recommendations from neighboring
vehicles. To achieve an accurate and comprehensive assess-
ment of trust, the model utilizes RSUs to aggregate weights
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TABLE 4. Trust Management Processes in the loV-based Trust Management Models (Note: Single-Trust Attribute — STA, Multi-Trust Attributes — MTAs,
Dempster Shafer Theory — DST, Machine Learning — ML)

Reference Trust Formation Trust Aggregation Trust Propagation Trust Update Trust Decision
[1] MTAs Weighted sum Distributed Event-driven Threshold-based
2] MTAs Weighted sum Centralized Event-driven Threshold-based
[50] MTAs Weighted sum Hybrid Event-driven Threshold-based
[51] MTAs ML Distributed Event-driven Threshold-based
[52] MTASs Weighted sum Distributed Event-driven Threshold-based
[53] MTAs Weighted sum Hybrid Event-driven Threshold-based
[54] MTAs Weighted sum Distributed Event-driven Threshold-based
[56] MTAs Weighted sum Distributed Event-driven Threshold-based
[59] MTAs Information entropy Hybrid Hybrid Threshold-based
[60] MTAs Weighted sum Centralized Event-driven Threshold-based
[61] MTAs Fuzzy logic Distributed Time-driven Threshold-based
[67] MTASs Weighted sum Distributed Event-driven Threshold-based
[68] MTAs DST Distributed Event-driven Threshold-based
[70] MTASs Weighted sum Hybrid Event-driven Threshold-based
[71] MTAs DST Hybrid Event-driven Threshold-based
[72] MTAs ML Distributed Event-driven Threshold-based
[75] MTAs Weighted sum Hybird Event-driven Threshold-based
[78] MTAs ML Distributed Distributed Threshold-based
[79] MTAs ML Distributed Distributed Threshold-based
[86] MTAs Weighted sum Distributed Distributed Threshold-based
[87] MTAs Weighted sum Distributed Hybrid Threshold-based
[90] MTAs Weighted sum Centralized Event-driven Threshold-based
[97] MTAs Fuzzy logic Distributed Time-driven Threshold-based
[99] MTAs ML Distributed Event-driven Threshold-based
[94] STA Fuzzy logic Distributed Time-driven Threshold-based

[102] MTAs Weighted sum Distributed Event-driven Threshold-based
[103] MTAs Weighted sum Distributed Event-driven Threshold-based
[95] MTAs Bayesian Distributed Time-driven Threshold-based
[96] MTAs DST Distributed Event-driven Threshold-based
[104] STA Fuzzy logic Distributed Event-driven Threshold-based
[106] MTAs ML Distributed Hybrid Threshold-based
[108] MTAs DST Distributed Event-driven Threshold-based
[117] MTAs ML and Weighted sum Distributed Time-driven Threshold-based
[123] MTAs Fuzzy logic Distributed Event-driven Threshold-based
[128] MTAs Weighted sum Hybrid Event-driven Threshold-based
[130] MTAs Weighted sum Distributed Time-driven Threshold-based
[134] MTAs Fuzzy logic Distributed Event-driven Threshold-based
[137] MTAs Honey-bee algorithm Centralized Time-driven Threshold-based
[138] MTAs Weighted sum Centralized Event-driven Threshold-based
[139] MTAs Weighted sum Distributed Event-driven Threshold-based
[141] MTAs ML Centralized Event-driven Threshold-based
[142] MTAs ML Distributed Event-driven Threshold-based
[143] MTAs Weighted sum Hybird Event-driven Context-based

[144] MTAs ML Distributed Event-driven Threshold-based
[145] MTAs ML Distributed Event-driven Threshold-based
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derived from eigenvector centrality and social indicators
within the local trust network.

An incentive-based mechanism has been proposed in
[70] to facilitate decentralized and reliable service manage-
ment for information dissemination within VANETSs. This
mechanism evaluates message credibility by leveraging the
trustworthiness of the sender and incorporates a negative
feedback function to prevent malicious vehicles’ attacks.
Furthermore, a reward and punishment mechanism, rooted in
repeated game theory, has been designed to incentivize ve-
hicles for active information sharing. Additionally, to ensure
consistent trust management storage and reduce reliance on
centralized institutions, a blockchain-based distributed trust
management mechanism has been presented, wherein RSUs
serve as blockchain nodes and are responsible for calculating
vehicles’ trust values and maintaining their respective trust
value list.

A trusted RSU-based task offloading mechanism has been
established in [75] to detect simple attacks, recommendation
attacks, and on-off attacks with the objective of securing
information service operations in the context of an IoV net-
work. This infrastructure trust management model includes
the Quality of Service (QoS) trust and social trust, wherein
QoS trust considers connectivity trust and timeliness trust,
whereas, the social trust among RSUs is established through
unselfish trust, neighbor recommendation, and cooperation
trust. Moreover, a delay-optimized vehicle task offloading
model has been developed to provide a quantitative analysis
of the latency resulting from task delegation processes.
Furthermore, an algorithm based on trusted RSU service
is designed to realize the offloading of networked vehicles’
task.

A Multi-Dimensional Trust (MDT) model for VANETS
has been put forward in [86] to effectively counter common
trust-based attacks, such as, simple attacks, recommendation
attacks, and zig-zag attacks. This model comprises four
stages, i.e., (a) data collection, (b) trust aggregation, (c) data
filtering, and (d) trust update. This particular model takes
into consideration various trust attributes of vehicles and
employs the entropy weighting method for dynamic weight
adjustment of the said attributes for ultimately achieving
a comprehensive trust evaluation. Furthermore, the model
utilizes the median absolute deviation to eliminate abnormal
evaluation results more effectively against both complex and
dynamic intelligent attacks.

A distributed Hybrid Trust Management framework
(HTMS-V) has been proposed in [97] to identify potential
internal attacks in VANETS, i.e., false message injection
attacks, on-off attacks, and collusion attacks. HTMS-V in-
tegrates both direct trust and indirect trust by leveraging
direct interaction data and trust recommendations from one-
hop neighbors. Moreover, the said framework enhances the
subjective logic trust model with a distance-based weighted
voting mechanism to improve trust accuracy. Furthermore,
the said framework incorporates inter-node distance and

equips each vehicle with a trust evaluation and decision
module to address certain challenges, i.e., incomplete trust
variables, erroneous trust evaluations, and potential collusion
attacks in distributed environments.

A Cross-Domain dynamic Trust inheritance mechanism
(CDTE) for VANETS has been envisaged in [103] to update
the trust value of a vehicle in real time. The mechanism’s
architecture contains three layers, i.e., central management
layer, edge node layer, and vehicle node layer. It first
integrates direct trust and recommended trust to ascertain
the single trust value of a vehicle, and then calculates its
global trust value through a trust feedback strategy consisting
of active trust feedback and passive trust feedback, thereby
ensuring to punish malicious vehicles and reward reliable
ones. Moreover, to address the trust discontinuity problem
in cross-domain scenarios, the RSUs can rapidly retrieve and
refresh a vehicle’s historical trust records upon its first entry
into a new domain.

A RSU-assisted Trust-based Routing protocol for
VANETSs (RTRV) has been presented in [113] which incorpo-
rates trust criteria to ensure secure routing for establishing re-
liable and efficient communication paths. An enhanced mon-
itoring procedure for trust management has been introduced
for leveraging the common neighbor between the current
node and the next hop node to select the monitoring node.
Additionally, it employs a dual-observer (sender and monitor
node) monitoring mechanism to observe the behavior of the
next hop while utilizing RSU in trust management. This
approach enhances resistance against good-mouthing attacks,
bad-mouthing attacks, on-off attacks, gray hole (selective
forwarding) attacks, collusion attacks, and newcomer attacks.

A content distribution model based on Entity Trust (ET)
and Social Trust (ST) has been proposed in [134] so as to
enhance the quality of service in a SIoV network. The model
segregates the trust evaluation into ET and ST. ET describes
the communication capability of vehicle equipment, e.g.,
OBUs, antennas, the processing units, and the receiving
and sending units, which is assessed based on historical
communication (direct and indirect trustworthy ratio) be-
tween vehicles. On the contrary, the evaluation of ST stems
from the process of establishing new social connections and
receiving feedback from acquaintances. Subsequently, fuzzy
comprehensive evaluation has been employed for assessing
ET and ST, thereby establishing an overall trust framework
that effectively regulates the driving application functions
and social behavior within SIoV network. Additionally, this
model improves blocking rules of content distribution too.

The analysis of Table 5 reveals that the state-of-the-art
conventional trust management models have a relatively
small number of trust parameters because of the ongoing
challenge in implementing a dynamic weighting mechanism.
However, this reduced set of trust parameters presents draw-
backs in evaluating the efficiency of the trust model.
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TABLE 5. Conventional Trust Management Models (Con-TMM)
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Packet Delivery Ratio — PDR, Similarity — Sim, Familiarity — Fam, Cooperativeness — Coop
Self-Promoting Attack — SPA, On-Off Attack — OOA, Zig-Zag Attack — ZZA, Selective Behavior Attack — SBA
Newcomer Attack — NA, Bad-Mouthing Attack — BMA, Ballot Stuffing Attack — BSA, Time Dependent Attack — TDA

B. ARTIFICIAL INTELLIGENCE-BASED TRUST
MANAGEMENT MODELS (Al-TMM)

Due to the limitations inherent in conventional trust man-
agement models, i.e., limited number of trust parameters and
challenges pertinent to dynamic weights, numerous Artificial
Intelligence-based Trust Management Models (AI-TMM)
have been introduced in the research literature [50], [51],
[72], [74], [99], [144], [146].

To address the inability of the current trust models to select
appropriate recommendation nodes and dynamically adapt
the recommendation trust’s weight, a trust model based on
IoV topological structure has been put forward in [50]. The
model contains three layers, i.e., local trust management,
cluster trust management, and global trust management.
Prior to calculating of recommendation trust, a fuzzy C-
means algorithm has been employed to filter out malicious
recommendation values, followed by assessing the reliability
of recommendation trust values through degrees of similarity
and dissimilarity.

A trust framework utilizing artificial neural networks
has been envisaged in [51] to provide a reliable basis
for trust assessment in a Social Internet of Things (SIoT)
network. Several key trust metrics, i.e., direct trust, reliability
and benevolence, credible recommendations, and context-
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based degree of relationships, have been taken into account.
Furthermore, a knowledge graph embedding approach has
been employed to estimate the social similarity among IoT
entities.

Machine learning approaches have been introduced in
[72] to resolve challenges concerning intelligent weighting
and the establishment of optimal detection thresholds for
malicious behavior identification in an IoV network. A fea-
ture matrix that incorporates four key trust parameters, i.e.,
packet delivery ratio, familiarity, timeliness, and interaction
frequency, has been established by (a) treating all trust
parameters calculated by each trustor for a trustee as a single
feature and (b) taking into account the collective average
of the said four parameters calculated by all trustors for
a trustee. Moreover, various machine learning algorithms
have been applied for labeling each generated feature matrix.
Finally, support vector machine, weighted k-nearest neigh-
bor, and subspace k-nearest neighbor classifiers have been
employed to categorize vehicles as either trustworthy or
untrustworthy.

A time-aware trust model, leveraging machine learning
techniques to determine and predict the behavior of entities
in a SIoT network has been envisaged in [78]. The trust
model encompasses four trust parameters, i.e., friendship
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similarity, community-of-interest, cooperativeness, and co-
work similarity. Machine learning has been utilized to ag-
gregate the said trust parameters and to classify objects as
trustworthy or untrustworthy. Moreover, change in the trust
values vis-a-vis time has been analyzed to determine the im-
pact of each trust parameter on an object’s aggregated trust.
A somewhat similar SIoT-based trust model encompassing
direct trust and indirect trust has been presented in [79],
wherein objects have been classified as trusted, neutral, or
untrusted.

A hybrid optimization-based Deep Maxout Network
(DMN) for classifying attacks in VANETs has been sug-
gested in [90]. Cluster head selection and routing are per-
formed using the fractional aquila optimizer algorithm which
combines fractional calculus and aquila optimization tech-
niques [147]. Moreover, the selection process takes into ac-
count the impact of distance, trust factors, energy levels, and
entropy weighted models. The trust factors encompass direct
trust, indirect trust, and recent and historical trust. Attack
detection is segregated into two stages, i.e., feature selection
and classification. The feature selection uses congruence
coefficients to select key attributes. Finally, according to
whether the nodes are malicious or normal, DMN is used
to classify the nodes.

A hierarchical trust evaluation method based on data
transmission success rate, network reliability and real time
performance, and nodes’ historical behaviors to determine
the total trustworthiness of nodes has been proposed in
[99]. The proposed training model considers the issue of
non Independent and Identically Distributed (non-IID) data
affecting Federated Learning (FL) model convergence speed
and, accordingly, introduced a Federated Adaptive (FedAdp)
weighting algorithm encompassing initialization, local up-
date, and global update processes to enhance or attenuate
the positive or negative contributions from the participating
nodes.

A trust-based client selection framework for federated
learning has been developed in [102] in a bid to address the
issue pertinent to malicious or unreliable clients’ updates in
the context of an IoV network. By incorporating contextual
information, reputation scores, and resource availability, the
said framework adaptively aggregates clients trust levels
to prioritize reliable contributions and suppress adversarial
influence. This framework encompasses several key compo-
nents, i.e., central server, clients, communication network,
trust evaluation module, and client selection module to
ensure that only the most reliable clients participate in the FL
training process. The central server sends the global model
to all the clients who train and evaluate local models, and
return updates and trust metrics. The trust evaluation module
calculates and updates trust scores of each client, whereas,
the client selection module opts for the most trustworthy
ones. The central server aggregates updates from the selected
clients to update the global model and repeats the process
until it converges.

A Q-Learning based Adaptive Trust Threshold control
strategy (QART) has been proposed for VANETSs in [106]
to enhance the accuracy and efficiency of malicious vehicle
detection. Firstly, an error degree has been defined to quan-
tify the likelihood of false alarms and which serves as a
foundation for determining an adaptive trust threshold. Sub-
sequently, QART leverages reinforcement learning’s reward
and punishment mechanisms to balance detection efficiency
and false alarm rates. Finally, a dynamic update control
method has been developed to incorporate the latest trust
evaluation results for timely and adaptive decision-making.

A Verifiable Discrete Trust Model (VDTM) for the Social
Internet of Vehicles has been proposed in [144] in a bid to
address the risks associated with data leakage and trustwor-
thiness when sharing social information, thereby ensuring
secure information sharing. Consistent FL. has been em-
ployed to verify both forward and reverse trust for enhancing
authentication across different shared sessions. Moreover,
key-based authentication has been implemented to ensure
session integrity during information sharing.

An entity centric trust framework based on decision tree
and artificial neural networks has been proposed in [145]
so as to enhance the security of an IoV network. This
framework took into consideration direct trust, reccommended
trust, multifaceted entities-based role, and distance-based
(euclidean) measures for calculating and evaluating trust
amongst the vehicles. Moreover, decision tree classification
has been employed to establish rules for trust computation
and artificial neural networks have been utilized to enable
self-training of vehicular nodes in order to ensure reliable
message propagation.

Table 6 depicts a comparative analysis of the most recent
Al-based trust management models.

V. SIMULATION TOOLS AND DATASETS

This section delineates simulation tools and datasets for
assessing the performance of trust-based models in an oV
network.

A. SIMULATIONS TOOLS

The simulation method is predominantly employed to evalu-
ate the trust models in an IoV network. The state-of-the-art
simulation tools in this context include, but are not limited to,
Veins [52], Network Simulator 3 (NS-3) [49], Opportunistic
Network Environment (ONE) [81], NetLogo simulator [94],
MATLAB, and Python [46].

1) VEINS

Veins is a traffic simulation framework which integrates
Simulation of Urban Mobility (SUMO) and OMNeT++
with a primary focus on simulating urban traffic flows
and vehicular communications. Accordingly, researchers can
manipulate several parameters, e.g., traffic signals, vehicles’
behaviors, and communication protocols, to evaluate traffic
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TABLE 6. Artificial Intelligence-based Trust Management Models (Al-TMM)

Trust Attributes
Ref.

Trust Attacks

PDR Sim Fam | Timeliness | Coop | Context

Reward

SPA | OOA | ZZA | SBA NA | BMA | BSA | TDA

[50] v - - - -

[51] - - - - v

[72]

SNIENENEN

v
[74] v

[78]

[79]

[90]

[99]

\
\

[100]

[102]

ENIEN

[106]

[145]

[148]

AN

[149] - - v v -

NENENEN ENENENENEN

[150]

Packet Delivery Ratio — PDR, Similarity — Sim, Familiarity — Fam, Cooperativeness — Coop
Self-Promoting Attack — SPA, On-Off Attack — OOA, Zig-Zag Attack — ZZA, Selective Behavior Attack — SBA
Newcomer Attack — NA, Bad-Mouthing Attack — BMA, Ballot Stuffing Attack — BSA, Time Dependent Attack — TDA

management strategies, optimize flow dynamics, analyze
congestion causes, and assess the impact of the same in
an IoV network. The results can be visually presented
using intuitive tools to facilitate decision-making processes
and enhance traffic planning capabilities. Existing literature
suggests that numerous studies on trust management have
utilized Veins to validate their proposed trust management
models [2], [52], [86], [87], [88], [97], [113], [115], [117],
[122].

2) NETWORK SIMULATOR 3 (NS-3)

NS-3 is an open-source network simulation tool which
utilizes the discrete event simulation method and provides
support for various network protocols, e.g., transmission
control protocol and user datagram protocol. Researchers can
define the network topology and simulation parameters using
tool command language scripts that offer a high degree of
flexibility [151]. NS-3 thus enables the creation of realistic
simulation scenarios and is, therefore, widely employed to
validate trust management models [48], [49], [58], [91],
[123], [137], [152]. Moreover, there is a gradual transition
among researchers towards more contemporary simulation
tools NS-3.

3) OPPORTUNISTIC NETWORK ENVIRONMENT (ONE)

ONE is a simulation environment which enables creating
dynamic networking scenarios and facilitates the testing of
numerous routing protocols. Also, it offers visualization tools
that portrays a comprehensive depiction of nodes movement
and data transmission processes. The flexibility and scala-
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bility inherent in ONE has encouraged researchers over the
years to validate their respective trust management models
in dynamic IoV scenarios [54], [60], [82], [68], [81].

4) NETLOGO SIMULATOR

NetLogo simulator is an integrated development environment
for multi-agent simulation well-suited for modeling complex
systems [153]. It enables the simultaneous movement of
thousands of agents, thereby facilitating the exploration of in-
dividual microscopic entities and their respective interactions
that give rise to macroscopic phenomena. NetLogo simulator
has also been instrumental in studying trust management
within IoV networks by enabling the simulation of agent-
based trust dynamics and communication protocols [59],
[94], [101].

5) OTHERS

In addition to the above, MATLAB and Python have also
been extensively utilized to simulate and validate IoV-based
trust management models. MATLAB offers capabilities in
numerical analysis, numerical and symbolic computation,
engineering and scientific plotting, and digital image pro-
cessing. It is, therefore, widely employed by researchers
for purposes of model creation, algorithm development, and
data analysis. Moreover, MATLAB provides a dedicated
Simulink platform for designing and deploying IoV applica-
tions. Accordingly, it has gained significant popularity within
trust management community. Similarly, Python serves as a
commonly used tool for simulating dynamic networks. To
summarize, both MATLAB and Python have emerged as
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preferred choices in the research literature for validating the
performance of various IoV-based trust management models
[43], [46], [51], [55], [57], [58], [70], [72], [74], [75], [89],
[90], [128], [134].

B. DATASETS

Datasets are indispensable for validating IoV-based trust
management models. Whilst there are no dedicated IoV-
based trust datasets, i.e., with exception of the one envisaged
in [154], a detailed analysis of the advanced reveals that
both Epinions dataset and CRAWDAD dataset have been
extensively employed for the said purpose [155], [156].

1) EPINIONS DATASETS

Epinions is a publicly available trust dataset that encom-
passes six key parameters, i.e., userid, productid, categoryid,
rating, usefulness, and timestamp. In the Epinions dataset, a
data entry of [1,2, 3,4, 5, 6] denotes that user 1 rated product
2 in category 3 with a rating of 4 (usefulness of the rating
being 5) at timestamp 6. The Epinions dataset, while not
originally designed as an IoV dataset, has been appropriately
transformed into one by certain researchers to evaluate the
effectiveness and reliability of trust management models in
an IoV network [69], [107].

2) COMMUNITY RESOURCE FOR ARCHIVING WIRELESS
DATA AT DARTMOUTH (CRAWDAD) DATASET

CRAWDAD is a dataset for the research community in-
terested in wireless networks and mobile computing. This
particular dataset was originally conceived as part of the
SIGCOMM conference and hence encompasses traces of
participants’ devices, including but not limited to, their
respective proximity, opportunistic message creation and
dissemination (with interaction logs in terms of successful
and unsuccessful interactions), and the social profiles (list
of friends and interest groups). Over the past few years,
the CRAWDAD dataset has been widely employed in the
research literature for assessing the effectiveness and relia-
bility of trust management models in an IoV network [63],
[72], [78].

VI. OPEN RESEARCH DIRECTIONS

Whilst the notion of trust in IoV networks has gained con-
siderable research attention from both academia and industry
over the last decade, there are still a number of prevailing
issues which mandates careful consideration. This section,
therefore, is an effort pertinent to outline numerous key open
research directions to IoV-based trust management.

A. INTELLIGENT TRUST AGGREGATION

Trust aggregation involves aggregating several context-
dependent trust attributes (parameters) into a single opti-
mal trust value to ascertain the vehicles’s trustworthiness

in an IoV network. Accordingly, conventional trust-based
mechanisms primarily employ static weights for the said
purpose. However, static weights cannot realize the impact
of the influential trust attributes in the trust aggregation
process [46], [113]. Owing to the same, learning-based trust
aggregation methods have recently been explored in the
existed research literature [72], [74]. Nevertheless, learning-
based trust mechanisms require substantial data and are
prone to data bias too. It is, therefore, indispensable to design
intelligent trust aggregation mechanisms that are not only
robust but can further take into consideration the underlying
dynamic context for determining optimal trust values in an
ToV network [38].

B. INTELLIGENT ADAPTIVE TRUST THRESHOLDS
Existing trust-based management mechanisms primarily rely
on predefined trust thresholds to distinguish the trustworthy
vehicles from the untrustworthy ones. Accordingly, a vehicle
with trust above the predefined threshold is deemed trustwor-
thy and the one below the predefined threshold is viewed as
untrustworthy [47], [52]. Therefore, an optimal and intelli-
gent trust threshold is indispensable for not only detecting
the malicious vehicles but to subsequently evict them as soon
as possible from an IoV network. This is particularly of the
essence since (a) an excessively high predefined threshold
risks false-positive elimination of legitimate vehicles, or
(b) an overly low threshold permits malicious vehicles to
achieve adversarial objectives. An adaptive trust threshold
is thus one of the possible solutions for addressing this
issue, however, the same would also result in an excessive
network management overhead since it involves monitoring
and adaptively adjusting the threshold for each vehicle at
regular intervals. Therefore, there is a dire need of envisaging
intelligent adaptive threshold mechanisms so as to tackle this
critical challenge [39], [82].

C. LIFESPAN OF THE TRUST

Owing to the highly dynamic and distributed characteristics
of an IoV network, vehicles interact with and subsequently
assign trust to numerous other vehicles during the course
of their respective trajectory. Accordingly, it is not possible
for a particular vehicle to store the trust of all the vehicles
it has interacted with primarily due to the onboard storage
constraints. Moreover, a vehicle might interact with another
vehicle merely once, thereby making it highly impractical
to keep a record of such an interaction after a certain
duration of time. Therefore, intelligent lifespan- and decay-
related mechanisms should be envisaged for (a) not only
ascertaining the lifetime of the trust vis-a-vis context but (b)
to also decay the same by an optimal proportion in case of
no recent further interactions [157], [158].

D. RESILIENCY vis-a-vis DYNAMIC ATTACK VECTORS

Whilst trust remains an optimal solution for mitigating
internal attacks within an IoV network, it remains suscep-
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tible to a variety of trust-based attacks, i.e., on-off attacks,
self-promoting attacks, opportunistic attacks, ballot stuffing
attacks (good-mouthing attacks), and bad-mouthing attacks.
Such attacks are incited by the dishonest vehicles to attain
considerable privileges so as to jeopardize the entire IoV
network for their malign objectives. It becomes even more
critical if and when an attacker (malicious vehicle) launches
multiple dynamic attacks vis-a-vis dynamic contexts to avoid
detection and subsequent eviction from an IoV network. It
is, therefore, vital importance to devise intelligent threat
models that have the potential to identify the underlying
vulnerabilities within an IoV network that are exploited by
the attackers to instigate such sort of sophisticated attacks
[52].

E. loV-BASED TRUST TESTBED

An ToV-based trust testbed is paramount for evaluating trust
models in this particular domain. Whilst numerous trust
models have already been envisaged and subsequently evalu-
ated via a wide range of simulation techniques, these simula-
tions often do not reflect the real-world realistic environment
pertinent to an IoV network. Also, existing trust models
take into consideration multiple static trust attributes and
are evaluated via standardized metrics, however, they lack
a comprehensive and realistic trust testbed that can ascertain
their respective performance vis-a-vis dynamic contexts and
subsequently compare their respective performance vis-a-vis
several other prevailing trust models. Hence, designing of
an IoV-based trust testbed that not only takes into account
the underlying environmental considerations but can also
intelligently evaluate the complex interactions between the
dynamic network entities is imperative for strengthening the
resiliency of an IoV network [159].

F. LEVERAGING LARGE LANGUAGE MODELS FOR
ADVANCED TRUST MANAGEMENT

The emergence of Large Language Models (LLMs) offers
a promising opportunity for strengthening the IoV-based
trust management. Owing to their sophisticated natural lan-
guage understanding and contextual reasoning capabilities,
complex, multi-modal data, including but not limited to,
vehicular sensor readings, traffic reports, and drivers and
passengers intent, can be intelligently interpreted vis-a-
vis varied IoV environments. A critical research gap lies
in investigating how LLMs can dynamically adjust trust
evaluation policies in response to the unstructured incident
reports and real-time risk assessments. Nevertheless, inte-
grating LLMs in resource-constrained and latency-sensitive
IoV settings mandates designing lightweight LLM archi-
tectures for the on-board units and the development of
secure, privacy-preserving mechanisms for querying cloud-
based LLMs [160], [161].
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G. BRIDGING TRUST WITH BROADER SOCIETAL
CHALLENGES

A critical challenge lies in envisaging IoV-based trust man-
agement mechanisms that simultaneously adhere to both
sustainability and ethical governance. For advancing sustain-
ability, the IoV-based mechanisms should efficaciously filter
out untrustworthy nodes and minimize redundant communi-
cations to reduce energy consumption. At the same time,
ethical compliance mandates IoV-based trust mechanisms
that not only safeguard privacy but also ensure fairness
in reputation formation and transparency in trust decisions.
Satisfying these dual objectives necessitates lightweight and
explainable trust architectures that can operate under real-
time constraints while also balancing resource efficacy with
accountable, unbiased decision-making across varied IoV
environments [162], [163].

VIl. CONCLUSION

This paper offers an in-depth analysis of trust management
in the context of an IoV network. It begins with a discussion
of evolution of IoV followed by an exploration of the
notion of trust across several different domains. This paper
then examines the key aspects of trust in an IoV network,
i.e., salient trust characteristics, trust constituents, trust at-
tributes, trust evaluation parameters, and trust-based attacks.
It also delves into the various processes involved in trust
management, i.e., trust formation, trust propagation, trust
aggregation, trust update, and trust decision. Moreover, this
paper highlights the key research of existing IoV-based trust
management models, i.e., conventional and artificial intelli-
gence ones. Furthermore, it introduces the simulation tools
and datasets employed to evaluate the performance of IoV-
based trust models, thereby providing an in-depth synthesis
of the current state of trust management in IoV networks.
Although current research has made considerable progress
in this domain, several critical open challenges remain.
Future efforts are expected to increasingly adopt distributed
technologies, e.g., federated learning and blockchain, to build
decentralized and transparent trust frameworks. Interestingly,
large language models show strong potential for extracting
rich behavioral patterns from unstructured vehicular data
thus enabling more refined trust assessment. Concurrently,
hypergraph theory provides a natural structure for represent-
ing complex multi-node interactions beyond simple pairwise
relationships, thereby leading to a more comprehensive and
accurate representation of trust dynamics in IoV networks.
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